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Module 03 - Scanning Networks

Scanning a Target Network

Network scanning refers to a set of procedures performed to identify hosts, ports, and

SETVices THRNING i a nenvork.

Lab Scenario

Eatlier, you gathered all possible information about the target, such as range of IP
address and network topology.

Now, as an ethical hacker or as a penetration tester, your next step will be to perform
port scanning, network scanning, and vulnerability scanning on the IP addresses you
obtained in the information-gathering phase. This will help you to identify IP/host
name, ports, services, live hosts, vulnerabilities, and services running on the target
network.

Port scanning will help you to identify open ports and services running on specific
ports, which involves connecting to Transmission Control Protocol (TCP) and User
Datagram Protocol (UDP) system ports. Port scanning is used to find out the
vulnerabilities in the setvices running on a pott.

Vulnerability scanning determines the possibility of network security attacks. It
evaluates the organization’s systems and network for vulnerabilities such as missing
patches, unnecessaty services, weak authentication, and weak encryption.
Vulnerability scanning is a critical component of any penetration testing assignment.

This module will provide you with real-time expetience in network scanning and
vulnerability scanning,

Lab Objectives

The objective of this lab is to help students in conducting network scanning, port
scanning, analyzing the network vulnerabilities, and so on.

You need to perform a network scan to
=  Check live systems and open ports
* Perform banner grabbing and OS fingerprinting
= Identify network vulnerabilities
= Draw network diagrams of vulnerable hosts

Lab Environment

In this lab, you need the following:
= A computer running Windows Server 2016 virtual machine
= A computer running Windows Server 2012 virtual machine
= A computer running Windows 10 virtual machine
= A computer running Windows 8 virtual machine
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Module 03 - Scanning Networks

= A computer running Kali Linux virtual machine
= A Web browser with Internet access

=  Administrative privileges to run tools and petform scans

Lab Duration

Time: 135 Minutes

Overview of Scanning Networks

Network scanning is a procedure to identify active hosts on a network, either for the
purpose of attacking them or for network secutity assessment. Scanning procedures
such as ping sweeps and port scans glean information about which IP addresses map
to live hosts that are active on the network and services running on it. Vulnerability

scanning is a process of identifying security vulnerabilities of systems in a network to
determine if and where a system can be exploited.

Lab Tasks

Following are the recommended labs to assist you in scanning networks:
=  Scanning the Network using the Colasoft Packet Builder
=  UDP and TCP Packet Crafting Techniques using HPING3
= Basic Network Troubleshooting using MegaPing
®  Understanding Network Scanning using Nmap
" Scanning a Network using NetScanTools Pro

" Scanning for Network Traffic Going through a Computer’s Adapter
using IP-Tools

= Checking for Live Systems using Angry IP Scanner
= Exploring Various Network Scanning Techniques

= Perform ICMP probing using ping/traceroute for Network
Troubleshooting

= Avoiding Scanning Detection using Multiple Decoy IP Addresses
= Daisy Chaining using Proxy Workbench

=  Anonymous Browsing using Proxy Switcher

= Anonymous Browsing using CyberGhost

= Identify Target System’s OS with Time-to-Live (TTL) and TCP
Window Sizes using Wireshark

®* Drawing Network Diagrams using Network Topology Mapper
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Module 03 - Scanning Networks

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
your target’s security posture and exposure through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Module 03 - Scanning Networks

Scanning the Network using the
Colasoft Packet Builder

The Colasoft Packet Builder is a nseful tool to create custom network packets.
—icon xev _ Lab Scenario

= i\r?(l:::leﬂm During r}ctwork-smnning phase, you are rcquirc'd to perform network sa.mning to

detect a live host on the network. As an expert ethical hacker of as a penetration tester,
# Test your you should be aware of the different tools used to perform network scanning. This
— knowledge Jah will demonstrate how to perform network scanning using ARP Ping Scanning
B Webewrise _ techniques.

L) Workbook review Lab Objecﬁm

The objective of this lab is to detect live hosts in the network using Colasoft Packet

Builder.

Lab Environment

In this lab, you need the following:
7 Tools = Colasoft Packet Builder located at Z:\CEH-Tools\CEHv10 Module 03
demonstrated in Scanning Networks\Packet Crafting Tools\Colasoft Packet Builder
U6 Wb aee = A computer running Windows Server 2016 machine
available in
ZA\CEH- * You canalso download the latest vetsion of Colasoft Packet Builder from
Tools\CEHv10 httpJ/www.colasoft.com/download/products/download_packet_build
Module 03 er.php. If you decide to download the latest version, the screenshots shown
Scanning in the lab might differ.

= A web browser with an Internet connection running on windows machine

Lab Duration

Time: 5 Minutes
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Install Colasoft
Packet Builder

ﬂ] You can download
Colasoft Packet Builder
from

http:/ / www.colasoft.com.

m OS requirements:

Windows Server 2003 and
64-bit Edition

Windows 2008 and 64-hit
Edition

Windows 7 and 64-bit
Edition

Module 03 - Scanning Networks

Overview of ARP Ping Scanning

ARP Ping Scanning involves sending ARP packets to hosts on the network and
observing the responses that are received from the host that are live or active on the
network.

Lab Tasks

1. Navigate to Z:\CEH-Tools\CEHv10 Module 03 Scanning
Networks\Packet Crafting Tools\Colasoft Packet Builder and double-
click pktbuilder_2.0.0.212.exe.

Note: If an Open File - Security Warning pop-up appears, click Run.

2. Follow the wizard-driven installation steps to install Colasoft Packet
Builder.

gg Setup - Colasoft Packet Builder 2.0 - X

Welcome to the Colasoft Packet
Builder 2.0 Setup Wizard

This will install Colasoft Packet Builder 2.0 (Build 212) on your
computer,

It is recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

Cancel

FIGURE 1.1: Cohsoft Packet Buikler installation wizard

3. On completing the installation, launch the Colasoft Packet Builder 2.0
application from the Desktop.

Recycle Bin

o

Colasoft
Packet
Builder 2.0

FIGURE: 1.2: Launching the Application from Desktop
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Module 03 - Scanning Networks

4. 'The Colasoft Packet Builder GUI appears as shown in the screenshot:

& Colasoft Packet Builder - [m] X
File Edit Send Help
@ ¢ @ @ : 7 |« PR .
Impott Epcrie | Add  Insert : i Checkstim: " I & Colasoft
[ Decode edor Oy :
. Delta Time | Source De
< < >

FIGURE 1.3: Cohsoft Packet Buikier GUT

B rtask 2 5. Before starting your task, click the Adapter icon.
r‘ Colascét Packet Buddes — =) X
Choose a Fie Edt Send Help
fif oecose (i paalin
Ne, Ddh'lme§ Source Destination 3

FIGURE 1.4: Choosing an adapter in Cohsoft

6. When the Select Adapter window appears, check the Adapter settings, and

click OK.
Note: Adapter configuration might differ in your lab environment.
Eded Adapter X
Adapter:
m There are two ways to
create a packet: add and Physical Address 00:15:5D:00:39:01(802.3)
insert. The difference Link Speed 1410.1 Mbps
between these two is the Max Frame Size 1500 bytes
newly added packet's 1P Address 10.10.10. 16/255.0.0.0
position in the Packet List. Defauit Gateway 10.10.10.1
‘The new packet is listed Adapter Status LAN Operational
hist if added but following
the current packet if
inserted.
< >
CED) ow |
FIGURE L5 Choosing an adapter in Colisoft
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7. 'To add or create a packet, click Add icon in the menu section.

Create an ARP
Packet

ED Select a packet from
the packet listing to activate
the Send All button.

ELY Bust Mode Option: T
you check this option,
Colasoft Packet Builder
sends packets one after
another without break. If
you want to send packets at
the original delta time, do
not check this option.

& Colesoft Packet Builder

File Edit Send Help

@ :}

@ {\" ColasoftCa

psa
Insest ‘ ~

Checksum
i Packet List
o

£ Packet Analfier

A
Import ¢ Adapter |

Delta Time | Scurce Destination

FIGURE 1.6: Adding a packet in Colasoft Packet Buikler

8. In the Add Packet dialog box, select ARP Packet template, sct Delta time
as 0.1 second, and click OK.

dd Packet

Select Template:

I

Delta Time:

Cancel Heb

)

FIGURE 1.7: Add Packet dialog box

9. You can view the added packets list on the right-hand side of the window,
under Packet List.

& Colasoft Packet Builder

File Edit Send Help

&

& D X
Import Export~

& ¢ & L)
Add Inset | Copy 7eiir Delete Checksum | Send Send All Adapter
| Packeto. | 1 [i{Ppackestit

a No.|  DehsTime Source

0.100000

00:00:

00:00:00

FIGURE 18: Viewing the addad packets
10. Colasoft Packet Builder allows you to edit the decoding information in

the two editors: Decode Editor and Hex Editor, located in the left pane of
the window.

11. The Decode Editor scction allows you to edit the packet decoding
information by double-clicking the item you want to decode.
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H rask a

Send the Packet

ﬂ:.l The process bar
presents an overview of the
current sending process.

Module 03 - Scanning Networks

12. 'The Hex Editor displays the actual packet contents in raw hexadecimal value
on the leftand its ASCII equivalent on the right.

| BT ey

Fle Eat Send el

& W B W @
Chuckesum | et Sed Al Acapter  Abuut
PacketNo. 1
-

Copy Delie

200001

| EF £F 57 77 FF FF 00 00 0 CC G2 50 08 08 00 CL 05 DD 06 03 QC CX
26 | 00 00 60 cc ©0 20 00 00 0O ¢C D 00 00 €C CO 02 20 0D 00 ¢ €O
o | 00 00 00 ce 03 99 00 00 60 ¢ 9 00 00 00 €6

FIGURE 1.9 Colasoft Packet Builder Decode and Hex Editors
13, 'To send all packets at once, click Send All from the menu bar.

Fie [Ecit Send Felp

FIGURE 1.10: Sending all packers
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Module 03 - Scanning Networks

14. In the Send All Packets window, check the Burst Mode option and then
click Start.

Send All Packets X
Options

Adapter:  Microsoft Corporation Select...

m Option, Loop = | loops (zero for infinite loop)
Sending: This defines the -
repetitions of the sending - miliseconds

execution, once by default.
Enter “0”if you want to
keep sending packets until Sending Information
you pause or stop it
manually.

Total Packets: 1
Packets Sent: 0

Progress:

G sl o |[ v

FIGURE 1.11: Setting Burst Mode option

15. Close the window.

[Send Al Packets X
Options
Adapter:  Microsoft Corporation Select...

[ Burst Mode (no delay between packets)
[[JLoop Sending: 1 > loops (zero for infinite loop)

Delay Between Loops: 1000 2 miliseconds

Sending Information

Total Packets: 1
Packets Sent: 1

D O, i e e

‘I'his shows the number of
packets sent successfully.
Colasoft Packet Builder - = -

displays the packets sent m o m o ‘
unsuccessfully, too, if there
i5 an unsent packet.

FIGURE 1.12: All packets successfully sent

16. Now, when this ARP packet is broadcasted in the network, the active
machines receive the packet and a few among them start responding with an
ARP reply. To observe which machine is responding to the ARP packet, you
also need to run a packet-monitoring application such as Wireshark or
Colasoft Packet Capture simultancously. These applications log all the
packets being transmitted on the network.
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Module 03 - Scanning Networks

17. To export the packets sent from the file menu, click Export > All Packets....

Zal

ke B B - B

Fle Fdt Send Felp
W oW W @ * Colasofi Capsa
Send SendAll Acopter About L Packet Anulfier

-
FIGURE 1.13: Exporting the packets in Colsoft

18. In the Save As window, select a destination folder in the Save in field, specify
the File name and Save as type, and click Save.

ré Savefs X

« « 4[] « Program... » Colasoft Packet Builder 2.0 V] & | Search Colasoft Packet Builde.. 0
Organize v New folder - @
| Shared A Neme - Date modified Type
@ This PC | datz File folder
[ Desitop . decoders File folder
}ﬂ Ditairents modules File folder
$ Duirionds | mui File folder
gy & Colasoft on the Web Internet Shortcut
D Music
| Pictures
B Videos

F 2., Local Disk (C:)
¢ CEH-Tools (WAL
v <

Save o5 type o E
~ Hide Folders E ~ Concel
FIGURE 1.14: Saving a packet
19. 'This saved file can be used for future reference.

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

[ Yes M No
Platform Supported
Classroom iLabs
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Module 03 - Scanning Networks

UDP and TCP Packet Crafting
Techniques using HPING3

Hping3 is a scriptable program that uses the Tdl langnage, whereby packets can be
received and sent via a binary or string representation describing the packets.

Lab Scenario
During network scanning, your first task will be to scan the target network to

determine all possible open ports, live hosts, and running services. Knowledge of
packet-crafting techniques may help you to scan the network beyond the firewall or
intrusion detection system (IDS).

Lab Objectives

This lab will help you to understand how to perform network scanning and packet
crafting using hping3 commands.

Lab Environment
In this lab, you need the following:
= A computer running Kali Linux (Attacker Machine)
= A computer running Windows 10 (T'arget Machine)
Lab Duration
Time: 10 Minutes
Overview of Packet Crafting

Packet crafting is a technique that allows you to probe firewall rule sets and find entry
points into a target system or a network. This can be performed manually by
generating packets to test network devices and behavior, instead of using existing
network traffic.
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Module 03 - Scanning Networks

H task 1 Lab Tasks

Launch Hping3 1. Before beginning this lab, login to the Windows 10 virtual machine and
make sure Wireshark is installed.

2. Login to Kali Linux virtual machine with the username and password as

8 e=couc feqmi] root and toor, respectively.

Stop aﬁcr sending (and
;?;:{:‘ e 3. Launch command terminal, type hping3 < 3 <IP Address of the target
machine>, and press Enter. In this lab, we are using Windows 10
(10.10.10.10) machine’s IP address.
Here, -¢ 3 means that we only want to send three packets to the target
machine.
Note: IP Addresses may differ in your lab environment.
B -i--interval root@Kkali: ~ e ® 0
Wait for the specified File Edit View Search Terminal Help

number of seconds or
microseconds between
sending each packet.
interval X set wait to X
seconds, --interval uX set
wait to X microseconds. FIGURE 2.1: Hping3 sending packets

4. From the above command, the output shows that three packets were
received and sent.

root@Kkali: ~ (IO -]

File Edit View Search Terminal Help
:~# hping3 -c 3 10.10.10.10
8 -h -help HPING 10.10.10.10 (ethe 10.10.10.10): NO FLAGS are set, 40 headers + © data bytes
en=40 ip=10.10.10.10 tt1l=128 DF id=0 sport=0 flags=RA seq=0 win=0 rtt=4.3 ms
en=40 ip=10.10.10.10 ttl=128 DF i 0 E 2 win=0 2
Len=40 ip=10.10.10.10 ttl=128 DF id

Display a help screen on

standard output so that you

can pipe to kss.
10.10.10.10 hping statisti

& -fast
Alias for -i ul0000,
Hping3 will send 10

ound-trip min/avg/max = 4.1/4.2/4.3
s I

packets per second. FIGURE 2.2: Hping3 Output of 3 Packets sent to target machine
5. Now type hping3 --scan 1-3000 -S <Target IP address> and press
Enter.
6. Here, --scan parameter defines the port range to scan and -8 represents
SYN flag.
root@kali: ~ (- O <)
fiizaf:)’r 4 110000, File Edit View Search Terminal Hel : |
# hping3 --scan 1-3000 -S 10.10.10.10[ |

Hping3 will send 10
packets for second,

FIGURE 2.3: Hping3 SYN flag scan with a port range
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B -n—numeric

Numeric output only. No
attempt will be made ©
lookup symbolic names for
hewt add resses

B -g—quiet

Quict output. Nothing is
displayed except the
summary lines at startup
time and when finished.

8 -I—interface name

On Linux and BSD
systems, hping3 uses the
default routing interface. In
other systems or when
there is no default route,
hping3 uses the first
nonloopback interface.

8 -D—debug

Enable debug mode,
which is useful when you
experience a problem with
hping3. With debug mode
enabled, you will get more
information about
interface detection, data
link layer access, interface
settings, options parsing,
fragmentation, HCMP
protocol, and so on.

Module 03 - Scanning Networks

7. 'The output shows the open ports in the target machine, i.c. Windows
10.

All replies

rop) (755 )

root@kali: ~ e O O

File Edit View Search Terminal Help

:~# hping3 --scan 1-3000 -S 10.10.10.10
canning 10.10.10.16 (10.10.10.10), port 1 00
use -V to see all the replie
e e
flags |ttl|
. +
21 ftp e . 128 27978
80 http 2 ... 128 41034
135 loc-srv $5 ... 128 41290
139 netbios-ssn: .S..A... 128 41546
445 microsoft-d: . .. 128 41802
received. Done.
lot responding ports: (631 ipp) (632 ) (633 )
318 ) (639 ) (640 ) (641 ) (642 ) (643 ) (744 ) (745 ) (746 ) (747 ) (748 ) (749 k
arberos-ad) (750 kerberos4) (751 kerberos-ma) (752 passwd-serv) (753 ) (754 krb-p
(756 ) (757 ) (758 ) (759 ) (760 krbupdate) (761 ) (762 ) (763 ) (764
) (765 webster) (766 ) (767 ) (768 ) (769 ) (770 ) (771 ) (772 (773 ) (774 ) (
/75 moira-db) (776 ) (777 moira-updat) (778 ) (779 moira-ureg) (780 ) (781 ) (7
) (783 spamd) (784 ) (785 ) (786 ) (787 ) (788 ) (789 ) (796 ) (791 ) (792 )
(794 ) (795 ) (796 ) (797 ) (798 ) (799 ) (860 ) (801 ) (BB2 ) (8O3 ) (904
(906 ) (907 ) (968 ) (969 ) (910 ) (911 ) (912 ) (913 ) (914 ) (915 )
(918 ) (919 ) (920 ) (921 ) (922 ) (923 ) (924 ) (925 ) (926 )
) (930 ) (931 ) (932 ) (933 ) (934 ) (935 ) (936 ) (937 ) (938
(941 ) (992 telnets) (993 imaps) (994 ) (995 pop3s) (996 ) (997

8192
8192
8192
8192
8192

(634 ) (635 ) (636 ldaps) (637 ) (6

FIGURE 2.4: Hping3 Output of SYN Flag scan

8. Now, to perform UDP packet crafting, type hping3 <IP address of the
target machine> —udp -rand-source --data 500 and press Enter.
9. Here, the tatget machine is running Windows 10.

root@kali: ~ [-JC I -}

File Edit View Search Terminal Help
:~# hping3 10.10.10.10 --udp --rand-source --data 500.

FIGURE 2.5: Hping3 performing UDP Packet crafting

10. Now, login to Windows 10 virtual machine and launch Wireshark to
start capturing the packets. Observe the UDP packets in Wireshark.

11. Double-click any UDP packet and observe the details.

S -

16.13.10.10
10.19.10.18
10.19.10.10
8.5.8.0
10.20.19.10
2

166 Standard query e @x3ded & srrf . adobe. com CHANE s51.ado.
66 43070 ~ 441 [SYN] Seqo# WinrB192 Leard MSS 1008 WSo255 SACK_Pre
06 $43 + 2GnTE [SVN, ACE] Seqel Ack=1 Wine2U200 Len=@ MSSm146H Sh

2 ( t: Microsof 80:35:09 (98
Internet Protocol Versico 4, Srci 18,19,19,19, Dst: 157,30,100,109

FIGURE 2.6: Witeshark capturing UDP packets in the target machine (Windows 10)
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Module 03 - Scanning Networks

12. UDP packet is captured by the Wireshark in the target machine.

13. Close all Wireshark windows. When prompted to save, click Stop and
Quit without Saving to close Wireshark without saving the traffic
capture.

T mring From Fhenet

Fre fdt Vew Go Copture Ansyze Sstismics

B -§Set SYN tep flag.
Send TCP SYN packets to
port 80, and -c is packet
count

36 bits) cn interfacs @
sthernes 11, waf_06: 99:0e (W13
Internet Prot:
b User Datageas
Dsts {568 bytes)

ta: = 53858505050505578365050. . .
[Lergth: S04]

FIGURE 2.7: Wireshark UDP packets

14. Before performing this task, launch Wireshark again in Windows 10

M task 2 3 } : !
machine (tatget machine) and leave it running,

Send TCP SYN
Request 15. Send a TCP SYN request to the target machine, type hping3 -8 <Target
Machine IP Address> -p 80 -c 5 and press Enter.

16. -8 will perform TCP SYN request on the target machine, -p will pass the
traffic through which port is assigned, and -e is the count of the packets
sent to the target machine.

Note: Here, the target machine is Windows 10 (10.10.10.10) and the IP

addresses might vary in your lab environment.

root@Kali: ~ (—C I )
File Edit View Search Terminal Help
# hping3 -S 10.10.106.10
FIGURE 2.8: Hping3 sending TCP SYN packets
17. The following screenshot shows that five TCP packets were sent through
port 80 to the target machine.
root@kali: ~ 00
Q Hping3 transmits § File Edit View Search Terminal Help
packets’ request to victim # hping3 0.
machine through port 80. NG 10.10.10.10 (etr 10.
44 0.10.160. t DF
10. t 3 DF
.10. t 8 DF
.10.10 ttl DF
10 tt1l=128 DF
% packet loss
FIGURE 29: Hping3 sent TCP SYN packets to the target machine
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Module 03 - Scanning Networks

18. Now, switch to the target machine (i.e., Windows 10), and observe the
i o TCP packets captured via Wireshark.

Enable verbose output. F'L-.n:rm ——
TCP replies will displayas ~ [fie Ft Ve i

follows: el
len=46 ip=I1P Address L
flags=RA DF seq=0
tt1=255 id=0 win=0 rtt=0.4
ms tos=0 iplen=40 seq=0
ack=1380893504
sum=2010 urp=0

y sources

B Wireshark detects the
TCP packets sent by the
attacker machine. Here,
the attacker machine’s IP
address is 100.06.

5) oo intertace @
35:03 (P:1%:5d:99:39:93)

: 1
£4,89762,.56Q4,2,, ACK: . 4605, 1360

eslon 4, Sec: 184,
Seatrol Protocol,. Snc.Pocti 09,

FIGURE 2.10: Wireshark TCP SYN Packets captured in the target machine

19. Next, stop the packet capture, and start a new capture. Leave the
Witeshatk window running.

20. Switch to the Kali Linux machine, and tty to flood the TCP packets on
Windows 10 (target machine).

21. To flood the TCP packets, type hping3 <IP Address of the target

_H task 3 machine> --flood and press Enter.
Perform TCP | root@kali: ~ e e °V
Flooding File Edit View Search Terminal Help

:~# hping3 10.10.10.10 --floodf

FIGURE 2.11: TCP Flooding through Hping3

22. Once you flood traffic to the target machine, it will respond in the
hping3 terminal.

root@kali: ~ e 0 °]

File Edit View Search Terminal Help
:~# hping3 10.10.10.10 --flood

{PING 10.10.1 10 (ethe 10.10.10.10): NO FLAGS are set, 40 headers + 0 data bytes
1g in flood mode, no repl ill be s

FIGURE 2.12: T'CP Packets flooded to 'Target machine

23, Stop the packet capture in Wireshark window running in Windows 10
after a while.

24. Switch to Windows 10 (target machine) and observe the Wireshark
window, which displays the TCP packet flooding from the attacker
machine.
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Module 03 - Scanning Networks

25. Double-click the TCP packet stream to observe the TCP packet
information.

amet

ile fdt Vew Go Copture Anthze Statates Teleghony Widle:m Tools Help
mS@ MRAE Q=TI = QAqan
hcwis o osiay Sloe _<CbbT

o Trve Destreszn Frotocsl  Lengh 1o —
50156 2.141842 18.19.16.18 o 54 56581 + @ [cHoned] Seqel WineS12 Lened —
59157 2.181842 10.18.18.20 = 5456582 + 8 (<Honer] Sagel WiNa512 Lened I8
59156 2,141842 16.10.10.28 b= 58 56803 ~+ @ {<Hone>] S23-1 WineS12 Lened
58158 2,141042 10.10.10.29 e 56 5680¢ + 9 [<Hone>] Seq-l Win5iz teasd
59168 2,141642 19.19.10.19 o % 36895 = @ [<None>] Seq-1 Win-512 Len-d
29161 2.141892 19.19.19.19 54 5050 < @ [<Nore>] Seqe1 Win=912 Lea=i
B Flood sent padels as 50162 2.141843 10.16.16.14 56 5687 « @ [<Honws] Seqel Wine=517 (emeil
Jast as possible, without 14136
taking care to show ALs6 F
incoming replies. 59167 2.141089 10.16.10.19 54 56808 » O [<None>] 589-1 Win-512 Len-d
59166 2.141089 18.10.10.19 i 5% 36809 = @ [<None>] Seq-1 Win-51Z Len-d
29169 2. 1491605 19.19.19.10 o 4 56819 = 8 [<Hore>] Seqel Win=a12 (=aes
SO178 2.141889 1. 18.18.91 19.16.16.14 [0 54 SE&1Y = @ [<honed] Seqel Winm§12 Leneit
50171 2.141896 18.10.18.11 16.10.16.18 e 54 SE212 4+ @ [chone>] Segel WineS1) Lenwd |4

Frame 1: 216 bytes on wire (1728 bits), 216 bytes castured (1728 bits) on interface @
. D Ethermet II, Src: Microsof_00:35:05 (99:15:5d:00:39:99), Dst: IFvdmcast ?f:ff:fa (91:80:5e:7f:ff:fa)
& Wireshark captures the Dst: 239.255.255.250

TCP flood requests inthe ) User Datagras Protocol, Src Port: nc‘»sz; Dst Port: 1999
Target machine, sent by !

the Attacker machine.

FIGURE 2.13: TCP Packets in Wireshark

26. The TCP packet stream displays the complete information of TCP
packets transmitted to the attacker machine and received packets.

Ml Wireshark . Packet 59161 - wireshark SSEA2371-DACE-412C-8770-D757569ADCFB_20171020213250_a00240 = o X

» Frame 59161: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
» Ethernet II, Src: Microsof £0:39:05 (8@:15:5d:00:39:05), Dst: Microsof 00:39:03 (00:15:5d:80:39:03)
Internet Protocol Version 4, Src: 10.18.18.11, Dst: 10.10.18.10
v Transmission Control Protocol, Src Port: 56886, Dst Port: 8, Seq: 1, Len: @
Source Port: 56306
Destination Port: @
[Stream index: 55611]
[TCP Segment Len: @]
Sequence nunber: 1 (relative segquence number)
> Acknowledgment number: 944792811
@1e1 .... = Header Length: 2@ bytes (5)
& Wireshark TCP flood » Flags: ©x000 (<None>)
wpluredstream window. Window size value: 512
[Calculated window size: 512]
[window size scaling factor: -1 (unknown)]
Checksum: @x35ea [unverified]
[Checksum Status: Unverified)
Urgent pointer: @

@2 15 5d 00 39 @3 @8 15 5d 09 32 @5 8@ 45 22 20]a9000 149000
@8 28 8b o8 00 @2 48 86 <6 bf 92 @3 8a 6b Ga 83 N e
©» 82 dd c6 0@ @@ 65 75 6F 3a 38 5@ eb 50 @@ ++oCu 0:8Pd.P.
620035 ca@e@ 5.

No.; ST161 + Time: 2141842 + Sourcer 10.10.10.11 * Destnsoon: 10.10.10.10 * Progocol TCP « Langthy 54 * infor SE805 — 0 [] Sege1 WitwS12 Lone0

Co=][ we |

FIGURE 2.14: TCP packet Stream information
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Module 03 - Scanning Networks

Lab Analysis

Document all the IP addresses, open potts and running applications, and protocols
you discovered during the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

O Yes No
Platform Supported
M Classroom M iLabs
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Module 03 - Scanning Networks

Basic Network Troubleshooting
using MegaPing

MegaPing is an ultimate toolkit that provides complete essential wtilities for IT

administrators and solution providers.
ICON KEY Lab Scenario

) Y‘}lmblc . During the security assessment-scanning phase, you should not limit your

s scanning attempts by number or type. It is important to try different tools and
# Test your techniques to detect line host and open ports of the system. This lab will
_ knowledge =~ demonstrate how to detect live hosts and open ports in the target network.
B Web exercise - -
— — Lab Objectives

EL) Workbook review
The objective of this lab is to use MegaPing to detect live hosts and open ports of

systems in the network.

Lab Environment

In this lab, you need the following:
= MegaPing located at ZACEH-Tools\CEHv10 Module 03 Scanning

7 Tools Networks\Scanning Tools\MegaPing
demonstrated in
this lab are ® You can also download the latest version of MegaPing from the link
available in httpJ//www.magnetosoft.com/. If you decide to download the latest
ZA\CEH- version, then screenshots shown in the lab might differ
Tonl\CIivia ® Administrative privileges to run tools
Module 03
Scanning = TCP/IP settings correctly configured and an accessible DNS server
e = This lab will work in CEH lab environment on Windows Server 2016 and
Windows Server 2012
Lab Duration
Time: 10 Minutes
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Module 03 - Scanning Networks

Overview of MegaPing

With MegaPing utility, you can detect live hosts, open ports of the system in the
network. You can also perform vatious network troubleshooting activities with the
help of network utilities integrated into it, such as DNS lookup name, DNS list hosts,
Finger, host monitor, IP scanner, NetBIOS scanner, network time synchronizer, ping,
port scannet, share scanner, traceroute, and WHOIS.

Lab Tasks

H task 1 1. Before beginning this lab, ensure that you are logged on to a Windows
Install MegaPing Server 2012 virtual machine.
2. Switch back to Windows Server 2016 machine, navigate to Z:\CEH-

Tools\CEHv10 Module 03 Scanning Networks\Scanning
Tools\MegaPing, and double-click megaping_setup.exe.

mPING stands for
Packet Internet Groper.

3. Follow the wizard-dsiven installation steps to install MegaPing.

ﬁ MegaPing - InstallShield Wizard X

Welcome to the InstaliShield Wizard for
MegaPing

The InstaliShield(R) Wizard will install MegaPing on your
computer, To continue, dlick Next.

(L) All Scanners can scan
individual computers, any
range of IP addresses,
domains, and selected type
of computers inside
domains. . ; :

WARNING: This program is protected by copyright law and
international treaties.

<6 Cance

FIGURE 3.1: MegaPing installtion wizard
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Module 03 - Scanning Networks

4. On completion of installation, launch MegaPing from the Start menu.

> >

Windowrs Windows
Server Manager  PuwesShell PowerShell ISE

- =

Windows
Administrativ... Task Manager Control Panet

MegaPing f | -

Megaping Help
Event Viewer File Explores

Readme
Micros: L Server 2017
Micresoft

zilla Far

Paterva

Path Analyzer Pro 2.7

77 Security scanner

provides the following FIGURE: 3.2: Launching MegaPing from Start menu

;’\‘:‘I’E;’(“;ﬁ":m\ 5. 'The About MegaPing pop-up appears. Wait until 1 Agree button appears,
Configuration info, open and then click the button.

TCP and UDP ports,
Transports, Shares, Users,
Groups, Services, Drivers,
Local Drives, Sessions,

Remote Time of Date,
Printers /A\ P

MegaPing 4.3 Copyright® Magneto Software 2017

About MegaPing

THANK YOU FOR TRYING M 'EAPING

by
This is @ fully functional unregistered version for gybluation use only.
The registefed version does not display this notigéf=
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Module 03 - Scanning Networks

6. MegaPing (Unregistered) GUI appears displaying the System Info as shown
in the following screenshot:

S MegaPing (Unregistered) - o X
File View Tools Help
ACE&RY VY LEVPY 8D
> -
- 2, DNS List Hosts
i & DNS Lookup Name ES fris
- M8 Finger
{3 Network Time o Comectons @ Sigstics ¥ Ifefoces B PRoing ) ARP
g8 Ping 4
-84 Traceroute Protocol  / PID Locel Addess  Remole Add . Qake g
& Whols @7 135 7040000135 00000 LISTENING A - Refresn
-2} Network Resources W 139 410.10.10.16:1... 0.00.0:0 LISTENING ] Active Onily
Process Info W, 1801  19600.000:1801  0.0,0.0:0 LISTENING
f B-F 2103 196000002103 00000 LISTENING 1 el
W 2105 196000002105  0.0.00:0 LISTENING
@ NetBIOS Scanner @ 2107 196000002107  0.0.0.0:0 LISTENING
i@ Share Scanner @7 3369 86800003389 00000 LISTENING
@) Security Scanner [ 49654 468000049664 0.0.00:0 LISTENING
- Port Scanner Bl 49665  93600.0.049665 0.0.0.0:0 LISTENING
|- {8 Host Monitor -7 49666 584 0.0.0.049666  0.0.0.0:0 LISTENING
¥ 49667 1688 00.0.049667 0.0.0.0:0 LISTENING
il 49668 1960 0.0.0.049668 0.0.0.0:0 LISTENING
@, 49660 348000049669  0.0.0.0:0 LISTENING
@ 49670 1536000049670 0.0.0.0:0 LISTENING
[l 49671 57200004971 00.0.0:0 LISTENING
St orarar e Wil
FIGURE 3.4: MegaPing GUI

7. Select any of the options from the left pane of the window.

8. For instance, select IP scanner, specify the IP range in From and To
fields; in this lab the IP range is 10.10.10.1 to 10.10.10.50. Click Start.

Note: You may specify the IP range depending on your network.

O MegaPing (Unregistered) S -
File View Tools Help

2823 H40 2303 TSPV 8O
:...3, DNS List Hosts Q'P e

i 2, DNS Lookup Name

L Finger
9

{8 Network Time o 1P Scanner & IP Scanner Settinga

| ’} :mg i Select: From: To.

+ racer e

[ @ whols (Foe )00 w1 (0.0 6.0 ) s )

| {5} Network Resources IP Scanner

& Status:  Ide Fesolve

I D> Pro(esslln"o et

i tem Info Ao 7 Name Tme TIL Stawe Show MAC
DM&N&:

&Y NetBIOS Scanner

@ Share Scannet

| @ Security Scanner

i Port Scanner

L8 Host Menitor

FIGURE 3.5: Configuring MegaPing
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Module 03 - Scanning Networks

9. MegaPing lists down all the IP addresses under the specified target range

1 Network utilities: 5 5 o B 4
DN fist host, DNS lookup with their TTL, Status (dead or alive), and statistics of the dead and alive
name, Network Time hosts.
Synchronizer, Ping,
l{,;%“:"“‘“- Whoig, and Note: The results may vary in your lab environment.
MegaPing (Unregistered) - o X
File View Tools Help )
»rC3and 3D S ¥PY 80
-2, DNS List Hosts
& DNS Lookup Name @IP Seat
|45 Finger
g Network Time & 1P Scanner @8 1P Scanner Settngs
Ping 5 :
&4 Traceroute s me ] T
. &5 Whois | Range v [0 0.1 ][00 0 5
|23 Network Resources IP Scanner
t @p,o(&wg Qatus.  Completed 50 addressee in 6 secs Dme
-l SystemInfo Padess Nare T TIL St Show MAC
: B[ioi00.32 2128 Aiwe |~ | Oaddesses
:““‘25 ewnner = 10.10.10.76 0 128 Alve
hare Scanner & 10101070 Dest ..
@ Security Scanner & 1010701 Dest.. G
=¥ Port Scanner @& 10107013 Dest... o 50
8 Host Monitor @ 10101014 Dest .. e 2
- @) 1010.10.75 Dest ... Faled: 48
& 10101097 Dest
&) 1010.10.18 Dest
&3 10.10.10.19 Dest...
& 1010102 et o | [ Rget
FIGURE 3.6: MegaPing IP Scanning Report
BH task 3 10. Right-click an IP address, and click Traceroute.
Perform 11. In this lab, the IP address of Windows Server 2012 (10.10.10.12) is
Traceroute selected. This IP address may vary in your lab environment.
Target
ona MegaPing {Unregistered) = a b
file View Tools Help
ACEaaS 3% gY@ Y 2|0
B Other features include a %, DNS List Hosts
mulithreaded design that 3, DNSLookup Name @ IPSeanoar
allows the processing of A Finger
any number of requests in -8 Network Time &€ 1P Scanrer &5 IP Scamer Settings
any tool at the same time; &k Ping Seloct s 23
real-time network ~gg Treceroute —_—
SO & Wihots Rarge vi[10. 70 0 7 ][0 0 0 s Stat
protocol statistics; real-time 53 Vework flesounces 'S':::"’c,w,d 50 sddressas in 6secs Rlesaive
process information and -® Pm(mll"mh O james
usage; and real-time ? ;ys:‘r:m'o Address 7 Neme Tre _TTL _Siaus [ Show b
network information, g R R} Export To File LRI~ — Addresses
including network ; % share sm::'"" (-8 10101016 MergeHases 128 Alve
connections, open network 2 Security Scanner - 1::2:3:3 iy Hosta Sote
files, system tray support, ~F Port Scanner &8 101010, Dy S einy Totsl 50
and more &) Host Monitor g ;;:g':g':: Mol b oitrs S:"' Actve 2
& 10101015 Apply Hot Fixes Dest .. Faled: 48
= 10101007 - Dest .
B 100101 Copyselecteditem Dest...
-8 10101019 Copy selected row Dest...
i 1010102 Copy all results Dest o [ Hopot
e e Save As = —_—
raceroutes the selection
Whols
FIGURE 3.7: McgaPing 'Iraceroute
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7Tools
demonstrated in
this lab are
available in
Z\CEH-
Tools\CEHv10
Module 03
Scanning
Networks

B task a

Perform Port
Scanning on the
Target Host

Module 03 - Scanning Networks

12. MegaPing redirects you to Traceroute section, displaying the number of

hops taken by the host machine to reach the Windows Server 2012

virtual machine.
O MegoPing (Unregistered) — T
Fle View Tooks Help B -
Brgaafy 222 vy 8
-2, DNS List Hosts
2 DNSLookup Name & e
4 Q Finger
{8 Network Time &% Treceroute &% Traceroute Settinge
Ping
Destination
35 Vihol 10101012 (] Resoive Names
&3 Network Resources Destination Address List
@) Processinfo 10.10.10.12 |
-3 System Info i
| ¥ 1P Scanner Host Select Al
g NetBIOS Scanner Add
Qw Share Scanner
@ Security Scanner Delete
i Port Scanner - =
L@ Host Monitor Aesuts
Hop Time Name Detals
=& WIN-OJAQ7QJSPAI [1... Complete.
5@ 1 8 10101002 10/20/17 22:52:54

FIGURE 3.8 McgaPing Traceroute Report
13. Select Port Scanner from the left pane.

14. Enter the IP addtess of Windows Server 2012 (10.10.10.12) machine
under Destination Address List section, and click Add. The IP address
listed below might vary in your lab environment.

MegaPing (Unregistered) ™= o X
File View Tools Help
2C8AHHI 2D TGPV 2D
2, DNS List Hosts @ i
|- 2 DNS Lookup Name ,g s
! Finger
- {8 Network Time 7 Pott Scanner 24 Part Scanner Settnge
| & Ping
\-gg Traceroute Destination
% Whols 1010.10.12 Sean Type: Authorzed Porte v Stat
3 Network Resources Destination Addvess List
@) ProcessInfo (ror01012 )
L8 system Info [
f IP Scanner Flosk Select Al
-G NetBIOS Scanner
Dalgte
Resuts
Ports Type Keywod  Description Riske
Repont
FIGURE 3.9: Adding a host in MegaPing
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77 MegaPing security
scanner checks your
network for potential
vulnerabilities that could be
used to attack your
network and saves
information in security
reports.

Module 03 - Scanning Networks

15. Check the IP address, and click the Start button to start listening to the

traffic on 10.10.10.12.
s y .
O MegaPing (Unregistered) — (m] X
File View Tools Help - =a.
RB2ACaA&RI IV ILRXPY 20
~ 2. DNS List Hosts
j_ DNS Lookup Name r‘_—? G
y Finger
{8 Network Time & Pott Scanner a Port Scanner Settings
&8 Ping
E ". Traceroute Destination:
& Whols 10.10.10.12 Scan Type Authorized Ports v\ [ Start '
; ’: Network Resources Destination Address List
@ Process Info 10.10.10.12
l System Info
€ 1P Scanner [ Select Al
3 g NetBIOS Scanner T Add
42 Share Scanner IS
@ security Scanner Delete
o Port Scanner
-8 Host Monitor Fosuls
l Ports Type Keyword Description Risk

FIGURE 3.10: Starting MegaPing on the selected host

16. MegaPing lists the ports associated with Windows Server 2012, along
with the port Type, Keyword, Risk, and Description, as shown in the

following screenshot:
'* MegaPing (Unregistered) = a X
File View Tools Help
28344020V S|D
— 2, DNS List Hosts
.3, DNS Lookup Name (3 fioe Scame
4 Finger
{8 Network Time o Pot Scanner @ Pot Scanner Settings
g% Ping
g% Traceroute Destination
‘..6 Whols 10.10.10.12 Scan Type: Authonzed Ports v San
2} Network Resources Destination Address List
—® Process Info 110.10.10.12
B System Info
&€ IP Scanner Ho‘l [Jselect M
48 NetBIOS Scanner M&10101012 7
-2 Share Scanner
@D Security Scanner Deiete
o Port Scanner
& Host Monitor
/' Type Keyword Description Risk
Scan Complete ~
£-[@ Details Open Ports Found: 9
¥ 53 TCP domain  Domain Name Serv...  Low
¥ 88 TCP kerberos Kerberos Low
Red.Scanner
FIGURE 3.11: MegaPing Port Scanning Report
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Module 03 - Scanning Networks

Lab Analysis

Documentall the IP addresses, open ports, running applications, and protocols you
discovered during the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Questions
1. How does MegaPing detect secutity vulnerabilities on a network?
2. Examine the report generation of MegaPing.

Intemet Connection Required

O Yes No
Platform Supported
M Classroom M iLabs
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ICON KEY

[7=7 Valuable
information

# Test your
knowledge

Web exercise

[D Workbook review

7Tools
demonstrated in
this lab are
available in
Z\CEH-
Tools\CEHv10
Module 03
Scanning
Networks

Module 03 - Scanning Networks

Understanding Network Scanning

using Nmap
Nmap (Zenmap is the official Nmap GUI) is a free, open-source (license) ntility for
network. exploration and security anditing.

Lab Scenario

Nmap is network-scanning utility that most of the security professionals use during
security assessment. It supports vatious types of network-scanning techniques.
During security assessment, you will be asked to petform network scanning using
Nmap. Thetefore, as a professional ethical hacker or a penetration tester, you should
be able to perform network scanning using Nimap. This lab will show you how to
perform network scanning using Nmap.
Lab Objectives
The objective of this lab is to help students learn and understand how to:

=  Scan a whole Subnet

= Trace all the sent and received packets

= Perform a Slow Comprehensive Scan

= Create a New Profile to Perform a Null Scan

= Scan TCP and UDP ports

=  Analyze host details and their topology

Lab Environment

In this lab, you need the following:

=  Nmap, located at ZACEH-Tools\CEHv10 Module 03 Scanning
Networks\Scanning Tools\Nmap. You can also download the latest
version of Nmap from the link httpz/nmap.org, If you decide to
download the latest version, then screenshots shown in the lab might differ
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m Zenmap works on
Windows after including
Windows 8 and Server
2012/2016.

= Zenmap installs the
following files:

Nmap Core Files
Nmap Path
Npeap 0.93

Network Interface
Import

Zenmap (GUI frontend)

Neat (Modern Netcat)
Ndiff

Module 03 - Scanning Networks

A computer running Windows Server 2016 virtual machine
Windows 10 running on a virtual machine

Windows Server 2012 running on a virtual machine
Ubuntu running on a virtual machine

A web browser with Internet access

Administrative privileges to run the Nmap tool

Lab Duration

Time: 10 Minutes

Overview of Nmap
Nmap is a utility used for network discovery, network administration, and

security auditing. It is also used to perform tasks such as network inventory,
managing service upgrade schedules, and monitoring host or service uptime.

Lab Tasks

1.

Log on to one or mote virtual machines. In this lab task, we have used

Windows 10 and Windows Server 2012.

Switch to Windows Server 2016 machine, and navigate to ZACEH-
Tools\CEHv10 Module 03 Scanning Networks\Scanning Tools\Nmap;

then double-click nmap-7.60-setup.exe.

If Open File - Security Warning pop-up appeats, click Run.

In the Nmap Setup window, click I Agree and follow the installation steps

to install Nmap using all defaults.

{21 Nmap Setup -

License Agreement
Please review the icense terms before installing Nmap.

Press Page Doan to see the rest of the agreement.

X

&

ICOPYING - Describes the terms under which Nmap is distrbuted.
{IMPORTANT NMAP LICENSE TERMS

\The Nmap Security Scanner is (C) 1996-2017 Insecure.Com LLC ("The Nmap Project”).
INmap is also a registered trademark of the Nmap Project. This program is free software;
lyou may redistribute and/or modify it under the terms of the GNU General Public License
las published by the Free Software Foundation; Version 2 ("GPL"), BUT ONLY WITH ALL
IOF THE CLARIFICATIONS AND EXCEPTIONS DESCRIBED HEREIN. This guarantees your
fright to use, modify, and redistribute this software under certain condtions. If you wish

If you accept the terms of the agreement, dick I Agree to continue, You must accept the
agreement to install Nmap.

Nuliscét Install Syster

(o] [ cone

FIGURE 4.1: Nmap Setup window
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Module 03 - Scanning Networks

5. At the time of installation, an N setup pop-up appears. If a higher
m The option —host- 2 3 P4 pcap 3 P pop-up app S }g
fimcout <time> gives up version of Npcap is already installed, click Cancel and follow the wizard-
on slow target hosts. driven installation steps to install Nmap.

Note: If you did not install Npcap eatlier, click I Agree to install it.

(

(57 Npcap 0.93 Setup = X

License Agreement
Please review the license terms before instaling Npcap 0.93.

Press Page Down to see the rest of the agreement.

| ~
INPCAP COPYRIGHT / END USER LICENSE AGREEMENT

i _N'"“P- Option -- Nocap is 3 Windows packet sniffing driver and library and is copyright

port-ratio (c) 2013-2016 by Insecure.Com LLC ("The Nmap Project”). Al rights

<ratio><decimal reserved,

number between 0 and

1> scans all potts in Nmap [Even though Npcap source code is publidy available for review, itis

P TR TR : not open source software and my not be redistributed without special

services file with a ratio >

I heone gite permission from the Nmap Project. We fund the Npcap project by
greater than the one given, seling & commercial license which allows companies to redstribute v

<ratio> must be between

00and 1.1 If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Npcap 0.93.

FIGURE 4.2 Npcap setup pop-up

6. On the completion of installation, launch the Nmap - Zenmap GUI
application from Start menu.

N

[ Nmap
Nmsy
o
2 2
Windows Windows
Sesver Manager  PowerSheldl PowerShell ISE

] =

While Nmap attempts i Windows

to produce accutate results, : Aot ([ Rok Mansper; | | Control Pt
keep in mind that all of its
insights are based on - .
packets returned by the Server Mana \} m
target machines or the
firewalls in front of them.

Deskiop... File Explorer

dministrative Tools

5 Ease of

FIGURE 4.3: Launching Nmap from Start menu
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7. The Nmap - Zenmap GUI appears with the Intense scan profile set by

TASK 1
default.
Scan a whole @ Zenmap = [a] X
Subnet Scan Tools Profile Help
Target: | | Profile: | Intense scan ~] Scan  Cancel
Command: | nmap -T4-A-v
Services Nmap Output Ports / Hosts Topology Host Details Scans
0S ¢ Host ~ Details
= Nmap Syntax: nrap
[Scan Type(s)] [Options|
{target specification }
Filter Hosts |

FIGURE 4.4: Nmap/Zenmap GUI

8. In the Command field, type the command nmap -0 followed by the range
of IP addtesses. In this lab, itis 10.10.10.*. By providing the “*”’ (asterisk)
wildcard, you can scan a whole subnet or IP range with Nmap to discover
active hosts.

Note: This range may differ in your lab environment.

9. Click Scan to start scanning the virtual machines.

<= Zenmap e o X
("=7 By defauk, Nmap Scan Jools Profile Help
performs a host discovery . o]
and then a port scan foact 101070 | Profile: :J Scan  Cancel
agplmt‘cach host it 1 Command: [nmap -010.10.10.F
determines to be online,

Services Nmap Output Ports / Hosts Topology Host Details Scans

|05 ¢ Host Al B = [

FIGURE 4.5: Performing a Subnet Scan on Nmap

10. Nmap scans the entire network and displays information for all the hosts
that were scanned, along with the open portts, device type, details of OS,
and so on.

Note: The results returned by Nmap may vary in your lab environment.

LD In Nmap, Option -r

means do not randomize
ports.
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m The options: --min-
patallelism <numprobes=;
—max-parallelism
<numprobes> (Adjust
probe parallelization)
control the total number of
probes that may be
outstanding for a host
group. They are used for
port scanning and host
discovery. By default,
Nmap calculates an ever-
changing ideal parallelism
based on network
performance.

Module 03 - Scanning Networks

11. Either scroll down the window or select a host’s IP address from the list

of hosts in the left pane to view their details.

= Zenmap
Sean  Tools Profile Help
[Target: | 10.10.00

5 4 Host el
10.10.10.1

100092
41000018

S —

V| eroile

‘Command:  nmap -0 10,1010~

Ports /Hosts  Topology Host Details  Scans
nmap -0 10.10.10.*

Starting Nmap 7.6@ ( nttops://nmap.org ) st 2017-10-29 23:33 Pacific Daylight Time

Nmap scan report for 10.10.19.1
Host is up (9.816s latency).
Not_shown: 396 filtersd ports
PORT STATE SEAVICE
135/tcp open msrpc
139/tcp open netbios-ssn
445/tcp open microsoft-ds
2179/tcp open wvmrdp
: ©9:15:5D:00:39:09 (Microsoft)

Marning; 0SScen results may be unrelisble because we could not finc at lesst 1 open anc 1

closed port
i general purpose |firewsll|router

Running (JUST GUESSING): FreeBSD E.X (95%), Microsoft Windows 2098(1@ (91%), Juniper JUNCS

12.X[9.X]18.X (36%), mBrdwall Free3sD (86%)

05 CPE; cpe:/o:freebsd:freebsd:6.2 cpe:/o:imicrosoft imindows_server_2008::bete3 cpe:/
o:microsaft :uindows_server_2088 cpe:/o:juniper:iuncs:12 cpe:/o:juniper:junos:9.8r2.19 cpe:/
10 cpe:/o:juniper:junos:1@

©in@nduallifreebsd cpe:/o:nicrosoft:windows,
ressive

), Microsoft wWindows 18 build 18585 - 14393 (86%), Juniper SAX18@-series or SAX28@-series

firesall (JUNOS 18.4 - 12.1) (B5%)

No exact OS metches for host (test conditions non-ideal).

: 1 hop

sses: FreeBSD 6.2-RELEASE (95%), Microsoft Windows Server 2008 or 2008 Beta 3
(31%), Microsoft Windows Server 2088 SP1 (87%), Juniper SRX-series firewall (Jur0s 12.1) (86%
)y Juniper Metworks JUNOS 9.8R2.16 (86%), m@n@wall 1.3511 - 1.3b15 FreeBSD-based firewsll (86%

] oo

&l

Details

FIGURE 4.6: Zenmap disphying output for a Whole Subnet Scan

12. Click the Ports/Hosts tab, and choose a host’s IP address (here
10.10.10.12 has been selected) from the left pane to view all the open
ports associated with the selected host.

- Zenmap

Scan ook

Profile Help

Target: | 10.

i E] Profile:

nmap -0 10,10.30."

Nmap Output| Ports / Hosts| Topology Hest Detail:  Scans

Command:
[ ] e

05 4 Host 4 Port ¢ Protocol 4 State ¢ Service < Version «
¥ 1030101 ® 2 wp open  domain
® B open  kerberos-sec
- 10301016 ® 135 wp open  msrc
® 133 xp open  nethios-ssn
® 33 p open  ldsp
@ 45 wp open  microsoft-ds
® B wp open  kpasswds
@ 35 top open  hitp-rpc-epmep
® 66 open  Idapssl
® 268 tcp open  globalcatl DAP
® 1259 tp open  globalcatl DAPss|
0 39 wp open  ms-wht-server
@ 81 wp open  unknown
® 13 wp open  unknown
® 49154 wp open  unknown
® 515 twp open  unknown
Filter Hosts B 12157 ben P S, v

FIGURE 4.7: Zenmap disphying the Open Potts under Ports/Hosts tab

13. An attacker might attempt to establish a connection through any of these
open ports by exploiting any vulnerabilities (if found) in a running service.
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a8 Nmap detects rate
limiting and slows down
accordingly to avoid
flooding the network with
useless packets that the
target machine drops.

3 You can speed up
your UDP scans by
scanning more hosts in
parallel, doing a quick scan
of just the popular ports
first, scanning from behind
the firewall, and using --
host-timeout to skip slow
hosts.

Module 03 - Scanning Networks

14. Click the Topology tab to view topology of the target network that
contains the target IP address.

15. Click Fisheye option to view the topology in a clear way.

Note: Screenshots might differ in your lab environment.

= Zenmap Ly
Scan Tools Profile Help
Torger | 10.10.10 <] Profile: ~] [sean| [Esncd]
Commend: nmap -0 10.10.70." |
| Hosts || Sevices | NmapOutput Ports/ Hosts| Topology st Detaits  Scans
05 4 Host ~ Hosts Viewer. Controls Legend | Swve Graphic |
11010900 e— i
< 100002
4 10101016
.!n iy ‘._..1010.10.15
@ canes
Ommmo.v
— Fisheyeonring [100 = [l with inteest factor {200 2 and spread factor (050 5
Lozt

FIGURE 4.8: Zenmap displaying the Topology for Subnet Scan
16. Click the Host Details tab and select a host's IP address (here

10.10.10.12) to view the details of the host that was discovered during
the scan.

- Zenmap o <
Scan Tools Prefile Help

Target:
Command:  nmap -0 10,1030

[Foms | s

E! Profile:

L<d

1000702 Scan| il

Nmap Qutput Ports / Hosts  Topology Suns

05 ¢ Host =1010.10.12
110300, = Host Status
1090102 State: e -
< 10101016 Dpen pott SR J
Filtered ports 0
Closed ports: 980
Scanned perts: 1000
Up time: 4167 .
Last boot: Sun Oct 29 22:32:35 2017
= Addresses
P 10701012

Py Not available
MAC:  00:1%5D:00:39:02

1= Operating System
Name: Microsoft Windows Server 2012 R2 Update |

+ Ports used

= E ter Hosts = o v

FIGURE 49: Zenmap displaying the details of a selected host
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m When scanning
systems, compliant with
this RFC text, any packet
not containing SYN, RS'T,
ot ACK bits results ina
returned RST, if the port is
closed, and no response at
all, if the port is open.

m The option, -sZ
SCTP COOKIE ECHO
scan) is an advance SCTP
COOKIE ECHO scan. Tt
takes advantage of the fact
that SC'I'P implementations
should silently drop packets
containing COOKITE
ECHO chunks on open
ports but send an ABORT
if the port is closed.

Module 03 - Scanning Networks

17. Click the Scans tab to view the status of the scan.

o Zenmep - o X
San Tools Brofile Help
Torger | 101010 v profile v| 'scn| [Goneel]

Command:  nmap -O 10.10.10.*

[ Fots || semees |
05 4 Host -
11070101

“ 10101012

2 10100016

Nmap Output Pots / Hosts Topology Host Detaile| Scan: |
Status

Command

t fuAppendScan  wm Remove Scan i Cancel Scan

FIGURE 4.10: Zenmap displaying the status of the performed scan (saved funsaved)
18. Click the Services tab, and select each setvice (here http has been chosen)
to list all the ports on whom the service is running, their state
(open/dosed/unknown), version, and so on.

Note: The services listed under the Services section may vary in your lab

environment.

<% Zenmap - o %
Scen Teoks Profile Help
Warger 1010107 o] profte 7] Gan (mug]_k
Command:  nmap -0 10.10.10.* i

Hosts | Services Nmap Output Ports / Hosts  Topology Host Details  Scans
Jservice ala || 4 Port ¢ Protacol ¢ State ¢ Service 4 Version !
o e s & open  domain

ekdogin ® B open  kerberos-sec

globaicatLDAP ® 135 wp open  msmpc

globsicatLDAPsst ® 13 wp open  nethios-ssn

htto ® 33 wp open  ldsp

http-rpc-epmap ® 45 rwp open  microsoft-ds

kerberos-sec ® 5 wp open  kpasswds

kpasswds ® 33935 wp open  hitp-rpc-epmap

\dap ® 6% twp open  Idapsst

Idapss! @ 3268 tp open  globalcat DAP

I microsoRt-ds ® 3289 p open  globalcatlDAPss|

- wht-server ® 3% wp open  ms-wht-server

msmq @ 2132 wxp open  unknown

S—— @ 9153 wp open  unknown

mstpc ® 49154 wp open  vaknown

“ Y ® 291% wp open  unknown
‘ Filter Hosts - 9157 e PR A/

FIGURE 4.11: The Zenmap Services tab listing the services in the services tab
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H task 2

Trace All the Sent
and Received

LEI ‘The -—-packet-trace
option causes Nmap to
print a summary of every
packet it sends and
receives, This can be
extremely useful for
debugging or
understanding Nmap’s
behavior.

Module 03 - Scanning Networks

19. Once the scan is performed, terminate the scan, and exit the Nmap
application.

20. Launch Nmap - Zenmap GUI from the Apps screen.

21. In the Command ficld, type the command nmap --packet-trace followed
by the IP address of the target machine (i.c., Windows 10 [10.10.10.10]).

Note: 10.10.10.10 is the IP address of the Windows 10 virtual machine in
this lab. This IP address might differ in your lab environment.

22. You are performing a network inventory for the virtual machine.

23. Click Scan to start scanning the virtual machine.

v Zenmap = (m] X
Scan Tools Profile Help

Farget: | 10101010 [<] Profie 7| Iscan| [Goncdl

iCommand: [nmap —-packet-trace 10.10.10.10

Services Nmap Output Ports / Hosts Topology Host Details Scans
Jos < Host

o Xl Details|

FIGURE 4.12: Configuring Packet Trace scan in Zenmap

24, By issuing the ~-packet-trace command, Nmap sends some packets to
the intended machine and receives packets in response to the sent
packets. It prints a summary of every packet it sends and receives.

25. The following screenshot shows the packets sent from host to target and
packets received from target to host displayed under Nmap Output tab in
Nmap:

“* Zenmap e o
Scan Jools Erofile  Help
Target: | 10.10.10.10 | Profile:

Command:  nmap - packst-trace 0.10.30.10

[ Hots || Sanices | Nmep Output Ports /Hests Topology Host Detail Scens

05 4 Host nmigp --packet-trace 10101000 i TDetaie]

W oaca00
Starting Neap 7.68 ( nt
Oaylight Time
SENT (8. 2156%) ARP .ra nas m :a n 10 111 10.10.10.16
59 19.10.10 90:15:50:00:39:03
g31)s ttl=42 ic=1847%

omap.org ) a1 2617-10-30 00:10 Paci<ic

ivlen-h serlSlBUSEl lir-ﬂzd <nss !460)

SENT (6,59485) TCP 10.10.10,16:63453 > 10.10.10.19:21 5 tt1=42 {4-56979

iplen=44 5eqe1517317384 win=1824 <nss 1468>

SENT (8.53405) TCP 10.10.10.16:53453 » 10.10.10.10:5980 S tt1-57 {d=55524

ipleneds zeq-1517317384 win-1024 <mss 1460>

SENT (©.23403) TCP 10.10.19.16:53453 > 10. :o 10.10:82 5 ttl-d1 id-3e201

iplenzd4 zeq=1517317384 w 24 <nss 1460

SENT (8.5948s) TCP 16,10.19,16:63453 > IO 10 10.10:587 5 ttl=42 ic~56768

iplen=44  seqe1517317354 win=1824 <nss

SENT (@.59405) TCP 10.10.10.16:62453 » IGJO.IGJO:)M 5 tt1-53 1ce54163

ipleneds 56q=1517217384 wir-1024 <mss 1468>

SENT (©.53493) TCP 10.1¢ 16:62453 > 20.10.10.10:135 5 ttle46 ice63957

iplenz44 seq=151731735 1024 <nss 1400>

SENT (6.59485) TCP 16.10.10.16:53453 > lﬁ 10 10.10:25 5 tt1=59 id=47357

iplen=44  seq=1517317384 win=1024 <nss

SENT (@.59485) TCP 16.10.10.16:63453 » |n m 10.10: 118 § £1143 1c=£1440

iplen-44 569-1517317384 wine1824 <nss 1460>

SENT (©.59303) TCP 10.10.10.16:52453 > 10.10.10.10:554 § tt1a55 ica5322¢

iplen=a zeg-1517317384 win=1024 <nzs 1468>
D 339 . 5.10.10-35 5.10

RA tt1=128 ig=@

IplenA0  seq 8 wire6
RACVD (6.59485) TCP 16.10.18.10:21 > 10.19.10.16:63453 54 t11~128 (=962
ipleneds 50qe1234554242 win=5192 (mss 14603

ACVD (B.53385) TCP 10.10.10.10:5590 > 10.10.10.16:53453 RA tT1=128 1d.953
iplen-ad seqed win-e

ROVD (0.59005) TCP 10.10.10.10:50 > 10.10.10.16:63453 54 tt1=128 id=954
iplen=a4 seqr2714181548 win=56192 <nss 1460>

ROVD (0.59405) TCP 10.10.10.10:587 > 10.10.18,16:63453 RA 1L1-128 id=965

i iplan=43  50q=3 win=@

FIGURE 4.13: The Zenmap main window displaying the sent and ived traffic
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=7 "hesix port states
recognized by Nmap:

* Open

* Closed

= Filtered

Unfiltered

Open | Filtered
Closed | Unfiltered

Module 03 - Scanning Networks

26. Scroll down the window to view the open TCP ports.

< Zenmap
Scan Tools Profile Help
Target:

Command:

05 ¢ Host -
W 10.10.10.10

10.10.10.10

| profite |

Vnmip --packet-trace 10.10,10.10

Nmap Output Ports / Hosts Topology Host Details Scans
nmap --packet-trace 10,10.10.10

iv| | Details
(timeout: -1ms) EID 18 ~
NSOCK INFO [0.578@s] nsock_write(): Write request for 42 bytes to IOD #1
EID 27 [8.8.8.8:53]
NSOCK INFO [8.578@s] nsock_trace_handler_callback():
SUCCESS for EID 8 [8.8.8.8:53]
NSOCK INFO [08.578@s] nsock_trace_handler_callback():
SUCCESS for EID 27 [8.8.8.8:53)
NSOCK INFO [8.59485] nsock_trace_handler. <nlba:k():
for EID 18 [8.8.8.8:53] (42 bytes):
addr.arpa.....
NSOCK INFO [@8.5948s) nsock_read(): Read request from 10D ¥1 [8.8.8.8:53]
(timeout: -1ms) EID 34

Callback: CONNECT
Callback: WRITE

Callback: READ SUCCESS
0.10.10.10.1in-

NSOCK INFO [8.5940s) nsock_iod_delete():
NSOCK INFO [8.5940s] nevent_delete():
Host is un (0 065 laten:y)

1os orts

nsock_iod_delete (IOD #1)
nevent_delete on event #34 (type READ)

STM‘E SERVICE

open ftp

open http

open msrpc

open netbios-ssn

open microsoft-ds
ms-wht-server
wsdap

Nmap done: 1 IP address (1 host up) scanned in 2.48 seconds

Filter Hosts

FIGURE 4.14: Zenmap disphying the output for Packet Trace Scan

27. Click the Ports/Hosts tab to display more information on the scan results.

28. Nmap displays the Port, Protocol, State, Service, and Version of the
scan. Hete, as you can observe, more number of ports have been found
open compared to the previous scan.

< Zenmap = o X
Scan Tools Profile Help
Torget | 10.10.10.10 ] profile | [¥] [sean| [Concel
Command:  nmap --packet-trace 10.10.10.10 |
r z (—]
Hosts h Services Nmap Out, Ports / Hosts | Topology Host Details Scans
05 ¢ Host 7™ 4 Port ¢ Protocol 4 State ¢ Service 4 Version <
W 10101090 8.2, open. .M j
@ 80 tp open http
® 135 tep open  msrpc
® 139 tcp open  netbios-ssn
® 45 tep open  microsoft-ds
@ 3389 tcp open  ms-wht-server
® 5357 tep open  wsdapi

HFIGURE 4.15: Zenmap displaying open ports under Ports/ Hosts tab

29. Click the Topology tab to view topology of the target network that
contains the provided IP address.
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LH Nmap accepts
multiple host specifications
on the command line, and
they do not need to be of
the same type.

M task 3

Slow
Comprehensive

Module 03 - Scanning Networks

30. Click Fisheye option to view the topology in a clear way.

<o Zenmeap - (u] X
Scan Jools Profile Help
Target: | 10.10.10,10 ~| Profile v| [Scan| |Careet
Command: | nmap --packet-trace 10,10,10.10
| Hosts Services Nmap Output an/Husan;(Deuils Scans
05 ¢ Host = Hcst:\ﬁcwn(cntwh Legend ' Save Graphic
W 10.10.10.10
.10‘0 1010
[ pe——
Fisheyeonring 1.00 . [ with interest factor (200 3| and spread factor 050 =
Filter Hosts

FIGURE 4.16: Zenmap displaying topokogy of the selocted target
31. In the same way, click the Host Details tab to see the details of all hosts
discovered duting the intense profile.
32. Click the Scans tab to view the status of the scan and command used.

33. Click the Services tab located in the right pane of the window. This tab
displays the list of services.

34. An attacker uses any of these services and their open ports in order to enter
into the target network /host and establish a connection.

35. Once the scan is performed, you may terminate Nmap.

36. Slow Comprehensive Scan uses three different protocols—TCP, UDP,
and SCTP—and helps in determining which OS, services, and versions
the host are running according to the most common TCP and UDP
services.

37. It is simply an intense scan using UDP protocol in addition with some
more scanning option. This scan in performed in an attempt to trace the
machines on a network, even if they are configured to block Ping
requests.

38. Launch Nmap - Zenmap GUI from the Apps screen.

CEH Lab Manual Page 198

Ethical Hacking and C Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



m The ICMP timestamp
ping (-PP/-PA/-PU/-PP)
is a deparmure from the
usual Nmap ping types
b : it takes ad

Module 03 - Scanning Networks

39. Enter the IP address of Windows 10 (10.10.10.10) in the Target field,
select Slow comprehensive scan from the Profile drop-down list, and
click Scan.

(m]

q @ Cancel |

Command: | nmap -sS -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script “default or (discovery and s«]

X

“= Zenmap

Scan Tools Profile Help

Target: [1&10.10.10 F] Profile: [Slowcompfehensivescan

of alitde-used ICMP
message type to determine
if a remote station is active.
The ICMP timestamp is
rarely seen in normal
network traffic, but it can
be quite useful for
determining availability.

! Hosts || Sewices |  NmapOutput Ports/Hosts Topology HostDetails Scans

05 4 Host = [Details)

H

FIGURE4.17: Setting Slow Comprehensive scan in Zenmap

40. Nmap scans the target IP address with Slow comprehensive scan and
displays the scan result in the Nmap Output tab.

« Zenmap
Scan Tools Profile Help

Target: | 10.10.10.10 El Profile: | Slow comprehensive scan

Command: | nmap -5 -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and st}
[[Hosts ]| semvices | Potts/ Hosts Topology Host Details Scans
0S ¢ Host a  nmap -sS -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53... E] E |Details|
Initiating ARP Ping Scan at @@:2e -

Scanning 10.106.10.10 [1 port]

Completed ARP Ping Scan at ©0:20, ©.85s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at ©6:20
Completed Parallel DNS resolution of 1 host. at ©9:20, @.03s
elapsed

Initiating SYN Stealth Scan at 9@:20

Scanning 10.10.10.10 [180@ ports]

Discovered open port 139/tcp on 10.10.10.10

Discovered open port 80/tcp on 10.10.10.10

Discoverad open port 445/tcp on 10.10.10.10

Discovered open port 135/tcp on 10.10.10.10

Discovered open port 3389/tcp on 10.10.10.10

Discoversd open port 21/tcp on 10.10.10.10

Discovered open port 5357/tcp on 10.10.10.10

Completed SYN Stealth Scan at 00:21, 1.82s elapsed (1000 total
ports)

Initiating UDP Scan at €@:21

Scanning 10.10.10.10 [1800 ports]

Increasing send delay for 10.10.10.10 from ® to 5@ due to
max_successful_tryno increase to 5

Increasing send delay for 10.10.10.10 from 5@ to 180 due to
max_successful_tryno increase to 6

Warning: 10.10.10.10 giving up on port because retransmission
cap hit (6).

Increasing send delay for 10.10.10.10 from 100 to 20@ due to 11 v

Filter Hosts

4

FIGURE 4.18: Zenmap displaying the output for Slow Comprehensive Scan
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Module 03 - Scanning Networks

41, Click the Ports/Hosts tab to display more information on the scan results.
Nmap employs various scanning techniques using the slow
comprehensive scan, and displays more open potts.

42. Nmap displays the Port, Protocol, State, Service, and Version of the
scan.

- Zenmap = = X
Scan Jools Profile Help
Target:  10.10.10.10 7; Profile: | Slow comprehensive scan i‘| Scan. | Cancel|

Command: | nmap -sS -sU -T4 -A -v -PE -PP -P580,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and st%

; Services Nmap Output Ports / Hosts  Topology Host Details Scans

05 ¢ Host i 4 Port ¢ Protocol 4 State 4 Service 4 Version
1 10.10.10.10

® 2 tcp open http Microsoft HTTPAPI httpd 2.0 (
@ 135 tep open msrpc Microsoft Windows RPC
@ 139 tp open netbios-ssn  Microsoft Windows netbios-s¢
@ 45 top open microsoft-ds  Windows 10 Enterprise 10240 ¢
® 3389 tcp open ssl Microsoft SChannel TLS
® 5357 tcp open http Microsoft HTTPAPI httpd 2.0 (
® 137 udp open netbios-ns Microsoft Windows netbios-n
@ 138 udp open|filtered netbios-dgm
@ 177 udp open|filtered xdmcp
® 500 wudp openlfiltered isakmp
® 190 udp openlfiltered upnp
@ 3389 wudp open|filtered ms-wbt-server
® 3702 udp openlfiltered ws-discovery
@ 4500 wudp open|filtered nat-t-ike
® 5002 wudp openlfiltered rfe v

Filtes Hosts >

FIGURE 4.19: Zenmap displaying the open potts on the target machine

43. In the same way, click the Topology tab to view topology of the target IP
addtess in the scan profile.

44, Click the Host Details tab to see the details of all hosts discovered during
the intense profile.

45, Click the Scans tab to view the status of the scan and command used.

46. Click the Services tab located in the right pane of the window. This tab
displays the list of services.

47. An attacker uses any of these services and their open ports to enter into the
target network /host and establish a connection.

48. Once the scan is performed, you may terminate the scan.

49. In addition to the scans featured above, you can also perform vatious
other scans such as SYN scan, XMAS scan, ACK Flag scan, and so on,
in order to discover machines and their open ports and services in a
network.
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H task 4

Create a Null
Scan Profile

Module 03 - Scanning Networks

50. You may also choose the default scan profiles available in Nmap to scan

a network.
<+ Zenmap - o X
Scan Jools Profile Help
AT arget: 3 Profile: | Intense scan +] 'scan tancég
fCommand: | nmap-T4-A-v Intense scan
| r,i Intense scan plus UDP
|[Hosts ] Senices | nmap Outeut ports/ Hosts Topology M insence scan, sll TCP ports
05 ¢ Host et Intense scan, no ping Deteil=
Ping scan
Quick scan

Quick scan plus
Quick traceroute
Regular scan

Slow comprehensive scan

FIGURE 4.20: Zenmap Default Scan Options

51. Null scan sends a packet with no flags switched on. It works only if the
TCP/IP implementation has been developed for the OS according to
RFC 793. In a null scan, attackers send a TCP frame to a remote host

with NO Flags.
52. Under Profile: field, select Regular scan from the drop-down list.
<+ Zenmap - a X
Scan Tools Profile Help
Target: :j Profile: [Rggulu scan 'vJ Scan Cnnzd]
Command: | nmap 7
[ Hows || Sevices | NmapOutput Ports/ Hosts Topology Host Details Scans
0S 4 Host - ‘ ] Ostails]
FIGURE 421: Choosing Regular Scan
53. To perform a null scan of a target IP address, you need to create a new
profile. Click Profile > New Profile or Command.
<= Zenmap — a X
Scan  Tools
Target: Profile:  Reguler scan E |;; Cnncdi

CtrivE f

i Edit Selected Profile
Command:  tnmep

Hosts Services Nmap Output Ports / Hosts Topology Hest Detaile Scans

|

FIGURE 422 Creating a New Profile
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Module 03 - Scanning Networks

54. On the Profile tab, input a profile name Null Scan in the Profile name

field.
< Profile Editor o u} X
nmap ‘ Sunl
| Profite /Scan’ Ping| Scripting| Target| Source| Other| Timing L
Description

Profile Information

Description

Profile name [ Null Scan )|

The description is a full description
of what the scan does, which may
belong.

FIGURE 423 Entering Profile Name

55. Click the Scan tab in the Profile Editor window. Select the Null scan (-

sN) option from the TCP scan: drop-down list.

56. Select None in the Non-TCP scans: drop-down list and Aggressive (-T4)
in the Timing template: list. Check the Enable all advanced/aggressive

options (-A) option, and click Save Changes.

57. Using this configuration, you ate setting Nmap to perform a null scan
with the time template as -T4 and all aggressive options enabled.

“* Profile Editor

nmap -sN -T4 -A

onﬁIePing Scripting  Target Source Other Timing
Scan options

Targets (optional): ‘
TCP scan: !dull scan (-sN) I
Non-TCP scans: jNone z
Timing template: Aggressive (-T4) v

(E Enable all advanced/aggressive options (-A)]
[C] Operating system detection (-0)
[[] Version detection (-sV)
[] Idie Scan (Zombie) (-sl) ‘
[[] FTP bounce attack (-b) [

[[] Disable reverse DNS resclution (-n)
[ 1Pv6 support (-5)

- a X
| {Scmi

Help

Operating system detection

Attempt to discover the operating
system running on remote systems,

| Cancel E Save Changes.

FIGURE 4.24: Configuring Null Scan Profile
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Module 03 - Scanning Networks

58. In the main window of Zenmap, enter the target IP address (here,
10.10.10.9 which belongs to Ubuntu virtual machine) to scan, select the
Null Scan profile from the Profile drop-down list, and then click Scan.

<= Zenmap - o X
Scan Tools Profile Help

Targer: (10.10.109 [v] profiie: [wuilScan ] @ Gancel|
' e |

(Command: | nmap -sN -T4 -4 10.10.108

} Sewvices | NmapOutput Ports/Hosts Topology HostDetails Scans
05 4 Host | B : e

FIGURE 425: Initiating Null Scan

59. By issuing the command, Nmap sends TCP packets with none of the
TCP flags set in the packet. If the scan returns an RST packet, it means
the port is closed; howevet, if nothing is returned, the port is either
filtered or open.

60. Nmap scans the target and displays results in Nmap Output tab.

Note: The results obtained in your lab might differ from those displayed in
the following screenshot:

< Zenmap = o X
Scan Jools Profile Help

Torget: 1010109 ] Profile | Nulican

Command: | nmap -sN -T4 -A 10.10.108

_ Sevices | Nmep Output Ports/ Hosts Topology Host Details Scans
05 ¢ Host +  |nmap-sN-T4-A10.10.109 [¥] & |Desis
% 1010109

Starting Nmep 7.6@ ( https://nmep.org ) at 2017-10-30 01:52 Pacific Daylight Time

Nmap scan report for 10.10.10.9

Host is up (0.0@0125 latency).
i 999 closed ports

PORT__ STATE SERVICE VERSION

(80/tcp open http _ Apache nttpd 2.4.25 ((Ubuntu)))
_http-server-header: Apache/2.4. Ubuntu
|_nttp-titie: Apache2 Ubuntu Default Page: It works
MAC Address: 00:15:50:0€:33:06 (Microsoft)

Device type: general purpose

RBunning: Linux 3.X[4.X

0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:1inux_kernel:q
0S details: Linux 3.2 - 4.8

Network Distance: 1 hop

TRACEROUTE
HOP RTT ADDRESS
1 ©.12 ms 10.10.10.9

0S and Service detection performed. Please report any incorrect results at https://
nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 15.43 seconds

i Filter Hosts

FIGURE 426: Null Sean Result

61. You can click the other tabs to examine the results obtained by Nmap.
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Module 03 - Scanning Networks

Lab Analysis
Document all the IP addresses, open and closed potts, setvices, and protocols you
discovered during the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

O Yes M No
Platform Supported
M Classroom M iLabs

Ethical Hacking and Countermeasures Copyright © by EC-Councll
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—_—
ICON KEY

"7 Valuable
information

& Test your
knowledge

B Web exercise

8] Workbook review

~7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHV10
Module 03
Scanning
Networks

Module 03 - Scanning Networks

Scanning a Network using
NetScanTools Pro

NetScanTools Pro is an integrated collection of internet information gathering and
network troubleshooting utilities for Network Professionals.

Lab Scenario

During the network-scanning phase of your secutity assessment assignment, you may
be required to perform ARP Ping Scan, DHCP Setver Discovery, Ping Scan on the
target network to detect live hosts, setvices, and open pofts on the tatget. All these
network-scanning activities can be performed using NetScanTools Pro. As a
professional ethical hacker, you should be able to perform network scanning using
NetScanTools Pro. This lab will demonstrate how to use NetScanTools Pro to
perform network scanning.

Lab Objectives
The objective of this lab is to help student to understand how to perform ARP Ping
Scan, DHCP Server Discoverty, Ping Scan, and Port Scan using NetScanTools Pro.

Lab Environment

In this lab, you need the following:

= NetScanTools Pro located at Z:\CEH-Tools\CEHv10 Module 03 Scanning
Networks\Scanning Tools\NetScanTools Pro. You can also download
the latest version of NetScanTools Pro from
httpJ//www.netscantools.com/nstpromain.html. If you decide to
download the latest version, then screenshots shown in the lab might differ.

= A computer running Windows Server 2016
= A computer running Windows 10
=  Administrative privileges to run the NetScanTools Pro tool
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B task 1

Install
NetScanTools Pro

Sz
&gt\cﬁvc Discovery and
Diagnostic Tools that you
can use to bocate and test
devices connected to your
network. Active discovery
means that we send packets
to the devices in order to
obtain responses.

Module 03 - Scanning Networks

Lab Duration
Time: 10 Minutes

Overview of NetScanTools Pro

With NetScanTools Pro utility, you can research IPv4/IPv6 addresses, hostnames,
domain names, e-mail addresses, and URLs on the target.

NetScanTools Pro performs the following during network scanning:
= Monitoring network devices availability

= Notifies IP address, hostnames, domain names, and port scanning

Lab Tasks

1. Login to Windows Server 2016 machine, navigate to Z:\CEH-
Tools\CEHv10 Module 03 Scanning Networks\Scanning
Tools\NetScanTools Pro, and double-click nstp11demo.exe.

2. If Open File - Security Warning pop-up appeats, click Run.

3. Follow the wizard-driven installation steps to install NetScanTools Pro.
& Setup - NetScanTools Pro Demo — X
(@) Welcome to the NetScanTools Pro

= Demo Setup Wizard
o als
o '&‘ This will install NetScanTools Pro Demo 11.83 on your
— computer.
5 Itis recommended that you close all other applications before
g continuing.
pre Click Next to continue, or Cancel to exit Setup.
3
(At
c
©
(%)
vy
4
QO DEMO
z wwwnetscantools.com
Next > Cancel

FIGURE 5.1: NetScanTook Pro installation wizard

4. At the final installation step, click Finish.
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Module 03 - Scanning Networks

5. Launch the NetScanTools Pro application from Apps list. If the
application launches automatically, skip to the next step.

Windows

Server Manager DowerShell ISE

Internet Explorer TaskManager  Control Fanel

n m

(1) Database Name be
created in the Results
Datuabase Directory and it
will have NstProData
prefixed and it will have the
file extension .db3.

eMailTrackerPro

FIGURE.5.2: Windows Server 2016 Apps list

(=)}

. A Reminder window appeats.

~

. If you are using a demo version of NetScanTools Pro, click Start the
DEMO.

Reminder

Thank vou for reviewing NetScanTools Pro v11 DEMO. This application is 99% functional with this remaining
1%. Limits in the demo:

1. no saving results

2. the history database does not retain reports between sessions.

3. Packet Generator source IP address must be your computer’s [P (full version allows any source IP).

4. the RFC bibrary is smaller to save download size

5. The PDF manual is not included to save download size. Available upon request

Please review the informational popups for each tool

Press Buy Full Version Now below for a discounted online price available to anyone Ask about our educational,
non-profit or government discounts! Proof of eligibiity will be required. A discount may not be combined with any

other discount

If you have questions or prefer to buy on the phone or with a PO, please contact our Sales dept. at +1 (360) 683-
9888 (Pacific Time - Los Angeles Time)

NetScanTools Pro DEMO is copyrighted software. NetScanTools is a registered trademark of Northwest
Performance Software, Inc

Startthe DEMO I Buy Full Version Now at a Discount

FIGURE 53: NatScanTools Pro reminder windows

CEH Lab Manual Page 207 Ethical Hacking and Countermeasures Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



77 USB Version: start the
software by locating
nstpro.exc on your USB
drive. It is normally in the
/nstpro directory.

1 IP version 6 addresses
have a different format
from IPy4 addresses and
they can be much longer or
far shorter. IPv6 addresses
always contain 2 or more
colon characters and never

Module 03 - Scanning Networks

8. A DEMO Version pop-up appears; click Start NetScanTools Pro

Demo....

NetScanlools Pro vi1

Copyright 2005-2017 Northwest Performance Software, Inc

This is a DEMO. It cannot be unlocked or converted to a full version.
DEMO Version: 30 trial days left.

Purchase a FULL Version of NetScanTools Pro (Click to see demo discount)

This software is developed
in Sequim Washington USA_

O Version

www.netscantools.com

Start NetScanTools Pro Demo...

FIGURE 54 DEMO Version pop-up

9. 'The NetScanTools Pro main window opens, as shown in the following

screenshot:

& demo - NetScanTools® Pro Demo Version Build 9-19-2017 based on version 11.&3

Click here to Buy Now!  Welcome To NetScanTools® Pro @

«

e

Automated Tools

contain periods. Exampl
2001:4860:b006:69
{(ipvé.google.com)
or ::1 (internal
loopback address.

Manual Tools (alf)

Favorite Tools

Active Discovery Tools

Passive Discovery Tools

DNS Tools

Wolcome to Net Scan Tools® Pro Demo Version 11. This software is a demo, al the tools are 100% function

except you cannot save results to a text file. the History Database doee not retan data between sessions
and the source IP in Packet Generator must be your interface IP.

This dema cannot be converted to & full version,

Please select from the A dor ortools the left panel.

The tool icons are color coded

Red icon tools contact the target, green icon tools listen to network traffic.
blue icon tools work with your local system and gray koon tools contact third party systems.

Press the F1key to view the extensve local help ncluding Getting Started Information.

Packet Level Tools

External Tools

-

FIGURE 5.5: Main window of NetScanTools Pro

10. Now, log on to Windows 10 virtual machine.
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B task 2

Perform
ARP Ping

7 7Arp Ping has a special
feature of identifying
spoofed 1Pv4 addresses.

27 Arp Ping is a useful ool
capable of sending ARP
packets to a target 1P
address and finding the
response ime to the
request sent, even if the
device is hidden and does
not respond to regular
ping. It can also search for
multiple devices sharing the
same IP address on your
LAN.

Module 03 - Scanning Networks

11. Switch back to the NetScanTools Pro main window on the host machine.

12. In the left pane, click Manual Tools (all), and select the ARP Ping tool.

W demo - NetScanTools® Pro Demo Version Build 9-19-2017 based on version 11,83 = [m] X
Welcome Click here to Buy Now! Welcome To NetScanToals® Pro. §

Automated Tools

Manual Tools (all)

Welcome to NetScanTools® Pro Demo Version 11. This software i & demo, &l the tools are 100% function
except you cannot save resuts o 3 tead file. the History Datsbase does not retain data between sessions.
aﬂhml?n?wkumm yourinterface IP.

This demo camnot be converted to a full version.

Please select from the A ols function on the left panel.
The ool icons are color coded:
Favorite Tools Red o cortac th g e con el o etk
Active Di Tools b ols worlk with your local eystem and gray icon taole contact third party systems.
Passive Discovery Tools Press the F1key to view the extensive local help ncluding Getting Rarted information
DNS Tools
Packet Level Tools
Externat Tools

i Program Info

FIGURE 5.6: Sclecting ARP Ping tool
13. A dialog box opens, explaining the ARP Ping Tool. Click OK.

|A few words about this tool... X

About the ARP Ping Tool

« Use this tool to 'PING' an IPv4 address on your subnet using ARP packets. Use it on your
LAN to find the response time of 2 device to an ARP_REQUEST packet even if the device is hidden
and does not respond to regular Ping.

« ARP Ping requires a target IPv4 address on your LAN - why? because ARP packets cannot be
routed.

« Don't miss this spedial feature in this tool: Identify duplicate IPv4 address by ‘pinging’ a specific
1Pv4 address. If more than one device (two or more MAC addresses) responds, you are shown the
MAC address of each of the devices.

+ Press Show Timing Chart to see a printable chart of ARP ping number vs time.

« Don't forget to right click n the results for a menu with more options.

I. None.

=)

FIGURE 5.7: A few words about ARP Ping tool
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(L Send Broadcast ARP,
and then Unicast ARP -
this mode first sends an
ARP packet t© the IPv4
address using the broadeast
ARP MAC address. Once it
receives a response, it sends
subsequent packets to the
responding MAC address.
‘The source TP address is
your interface IP as defined
in the Local 1P selection
box

Module 03 - Scanning Networks

14. Select Send Broadcast ARP, then Unicast ARP radio button, enter the
IP address of Windows 10 (10.10.10.10) in Target IPv4 Address, and
click Send Arp.

W+ demo - NetScanTools® Pro Demo Version Build 9-19-2017 based on version 11.83

Automated Tools

Click here to Buy Now!

Manual Tools - ARP Ping Q|

Manual Tools (alf)

Use ARP Packets toing  WinPcap Interface
an 1Pv4 address on your

subnet.

Ethemet (10. 10. 10. 16) - Microsoft Hyper-V Network Adapter

(@ send roadcast AR, then Unicast 2r2)
(O send Broadcast AR Only

(O Search for Duplicate 1P Addresses
10

Target 1Py Address

0. 10.10. 3 d
Jump To Dupicate 1P Scanner |

Dupicates Source IP Addre:
0.0.0.0

Interface [P Address

FIGURE 5.8: Configuring the ARP Ping Tool

| Stop
Number to Send
Favorite Tools | P
Active Discovery Tools Cyde Tme (ms)
Passive Discovery Tools [1000 £
DNS Tools o ¥
Packet Level Tools || Show Tming chart
External Tools v
Program Info < >

-

15. NetScanTools Pro displays the Response time along with the MAC
Address of the tatget machine, as shown in the following screenshot:

Index IP Address MAC Address Response Tim ™
0 10.10.10.10 00 0.007300

15 10.10.10.10 00 0.001600

2 10.10.10.10 00 0.006300

3 10.10.10.10 00 0.009400

4 10.10.10.10 00 0.008600

5 10.10.10.10 00 0.006800

& 10.10.10.10 00 0.003300

7 10.10.10.10 00 0.001500

8 10.10.10.10 00 0.009400 M
< >

FIGURE 59: ARP Ping ool sending ARP packets to the target machine
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Hrtask 3

Module 03 - Scanning Networks

16. Click the ARP Scan (MAC Scan) tool in the left pane, under Manual
Tools (all).

&+ demo - NetScanTools® Pro Demo Version Build 9-19-2017 based on version 11,83
ARP Scan
Click here to Buy Now! Manual Tools - ARP Ping Oj
Use ARP Packets toPing  WinPezp Interface 2
4
O oddess O YO ermet (10.10.10.16) - Microsoft Hyper Network Adapier
@ Send Eroadcast ARP, then Unicast ARP
(O Send &roa ARP Only Duplcates Source IP Addre
Torget PVAAIAES () Gearch for Duplcate 1P Addresses
0.10.10.10 | Interface 1P Address
Jump To Dupicate [P Scanner
I e Index IP Address MAC Address Response Tim A
= a 10.10.10.10 00 0.007300
Number to
£ Tools = 1 10.10.10.10 00 0.001600
=1 2 10.10.10.10 00 0.006300
Active Discavery Tools Cyde Tme (ms) 3 10.10.10.10 00 0.002400
Passive Discovery Tools 1000 = 4 10.10.10.10 00 0.008600
5 10.10.20.10 00 0.006800
& DNS Tools
[ ARP Scan (; ‘ = 6 10.10.10.10 00 0.003300
called a MAC Scan) sends Packet Leve) Tools & 2 7 10.10.10.10 00 0.001500
ARP packets to the range External Tools e 10.10.10.10 00 0.003400 v
of 1Pv4 add pecified < 3
by the Start and End TP

Address entry boxes. The
purpose of this tool is to
rapidly sweep your subnet
for IPv4 connected devices.

i Program Info < >

FIGURE 5.10: Selecting ARP Scan (MAC Scan) option
17. A dialog box appears, explaining the ARP Scan tool. Click OK.

|A few words about this tool... X

About the ARP Scan Tool

« Use this tool to send an ARP Request to every IPv4 address on your LAN. IPv4 connected
devices cannot hide from ARP packets and must respond with their IP and MAC addresses.

«  Uncheck the Resolve IPs box for faster scan completion time.

« Don't forget to right click n the results for a menu with more options.

Demo Limita'
e None.

c=)

FIGURE 5.11: About ARP Scan Tool
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@ The Connection
Detection tool listens for
incoming connections on
TCP or UDP ports. It can
also listen for ICMP
packets. The sources of the
incoming connections are
shown in the results list and
are logged to a SQLite
database.

Module 03 - Scanning Networks

18. Enter the range of IPv4 address in the Starting IPv4 Address and Ending
IPv4 Address tables.

19. Click Do Arp Scan.

& demo - NetScanTools ® Pro Demo Version Build 9-19-2017 based on version 11,83

Click here to Buy Now! Manual Tools - ARP Scan (MAC ... @

-

Use this tool to find ol WirPcap Interface
active [Pv4 devices on

your subnet. EMnet(m.in.m.lﬁ)-mmme-V&Mm
1P o Starting [Pv4 Address Endng 1Pv4 Address
e [ w. b.1) (v 0. .29

Scan Delay Time (ms)
[ B
ook [FResove IPs
i it iz Hincude Local TF Tnfo
Passive Discovery Tools
DHBools | ump o bupe 12 Scan
Packet Level Tools
Ecternal Tools .
Program Info < >

FIGURE 5.12: Configuring the ARP Scan Tool

20. NetScanTools Pro displays IPv4 addresses of all the devices connected
on LAN, along with their MAC Address, I/F Manufacturer and
Hostname, as shown in the following screenshot:

IPv4 Address MAC Address I/F Manufacturer Hostname
10.10.10.1 00 Microsoft Corporation RDDW-006&
10.10.10.10 00 Microsoft Corporation DESKIOP-SVEDCV1
10.10.10.11 00 Microsoft Corporation 2

10.10.10.12 00 Microsoft Corporation WIN-OJAQ7QJSPAI
10.10.10.16 00 Microsoft Corporation Server2016

< >

FIGURE 5.13: ARP Scan results displayed on NetScanTools Pro
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M rask a

Module 03 - Scanning Networks

21. Click DHCP Server Discovery in the left pane under Manual Tools (all).

Perform DHCP
Server Discovery

(LI DHCP is a method of
dynamically assigning 1P
addresses and other
network parameter
information to network
clients from DHCP serv.

86 demo - NetScanTools® Pro Demo Version Build 9-19-2017 based on version 1183 = u] X

Welcome
Automated Tools
Use this tool to find al
Manual Tools (all) active [Pv4 devices on
- your subnet.
] =
vag
- 93 0
DWWM Ready
[ Stop
Scan Delay Time (ms)
nw =
[Aresolve s
[Fmndude Local IF Iofo  |[ 1py4 Address MAC Rddress I/F Manufacture:
Favorite Tools 10.20.10.1 0o Microsoft Corpor
v | 3ump To Dupe P Scan 10.10.10.10 00 Microsoft Corpor
fctive ool ’ 10.10.10.11 00 Microsoft Corpor
Passive Discovery Tools 10.10.10.12 00 Microsoft Corpor
DNS Tools 10.10.10.16 00 Microsoft Corpor
Packet Level Tools
External Tools < >
v
Program Info < >

FIGURE 5.14: Sclecting DHCP Server Discovery option
22. A dialog box appeats, explaining the tool. Click OK.

few words about this tool... X

About the DHCP Server Discovery Tool

«  Use this tool to actively locate DHCP servers (IPv4 only) on your local network. It shows
the IP address and other settings are being handed out by DHCP servers. This tool can ako find
unknown or ‘rogue’ DHCP servers.

« Don't forget to right click in the results for a menu with more options.

e None.

|

FIGURE 5.15: A few words about DHCP Server Discovery tool
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23. Ensure that all the Discover Options are checked, and click Discover
DHCP Servers.

&+ demo - NetScanTools® Pro Demo Version Build 9-19-2017 based on version 11.83

Click here to Buy Now! Manual Tools - DHCP Server ... 9‘

Welcome
Automated Tools
Find DHCP Servers on
Manual Toots (all) your [Pv4 subnet.
For Help, press F1
DHCP Server Discovery
(3

WinPcap Listening Interface

Ethernet (10, 10. 10, 16) - Microsoft Hyper-V Nebvork Adapter ]

Double-cick on Interface below or single-cick and press Discover

(must match Listening Interface above)

IPv4 Rddr MAC

| Discover DHCP Servers |

10.10.10.16 00

Interface Descrij|

Microscft Hyper-' [

> |

S g DHCP Servers

DNS Tools - Core Stop
\Wait Time (sec)
[f_E <
Discover Options
(1) NetScanner is a Ping - %s RN
Secan or Sweep twol. It can Favorite Tools [Z]Domain Name
optionally attempt to use Active Discovery Tools Mons
NetBIOS to gather MAC —— FRouter P
addresses and Remote BempveDivcovenifoots [ZINTP Servers
Machine Name T'ables DNS Tools
from Windows targets
o Packet Level Tools
translate the responding TP
id 1ok External Tools
query the target fora Program Info <
subnet mask using ICMP,

and use ARP packets to
resolve 1P address/ MAC
address associations.

FIGURE 5.16: Configuring the DHCP Server Discovery tool

24. NetScanTools Pro displays all the active DHCP Servers located on the
network, along with Mac Address, Subnet Mask, and so on, under
Responding DHCP Servers as shown in the following screenshot:

10,0.0.1 _10,0.0.3 []

P

Server IF Server Hosthame Jerver MAC Address Offered IF Offered Subnet Mask 1P
228,295.288.0

10.0.0.3

2 days, 0100100

e
Address Lease Time R R D,. DNS IP

Router IF

30.0.0.1 _10,0.0.3

FIGURE 5.17: NetScan'T'ools Pro displaying all the active DHCP Servers located on the network
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Module 03 - Scanning Networks

25. Click Ping Scanner in the left pane under Manual Tools (all).

W demo - NetScanTools ® Pro Demo Version Build 9-19-2017 based on version 1133 = m} X
Perform Ping
Scan
Welcome Click here to Buy Now! Manual Tools - DHCP Server... @,
Automated Tools
Find DHCP Servers on WirPeap Listening Interface
Manust Tooks {alf) yE Y aubaet: [Etheret (10.10. 10.16) - Microsoft Hyper-¥ Network Adspter
{
= For Help, pressF1L
Double-dick on Interface below or single-dick and press Discover
(must match Listening Interface sbove)
[ scover orice servers | [ MAC : Descri
Stop 10.10.10.16¢ 00 Microsoft Hyper-'
Wait Tme (sec)
5 2] < >
Responding DHCP Servers
Discover Options - ol -
Server IP Server Hostname Server MAC Address Of
Mtostrame
Favorite Tools il subrictask
[ Domain Name
Active Discovery Tools Mons e
" [Mrouter 1p
Passive Discovery Tools B
DNS Tocls
Packet Level Tools
External Tools
< >
Program Info < >

FIGURE 5.18: Selecting Ping scanner option
26. A dialog box opens explaining the tool. Click OK.

JA few words about this tool... X

About the Ping Scanner (aka NetScanner) Tool

« Use this tool to ping a range or list of IPv4 addresses. This tool shows you which computers
are active within the range/list (they have to respond to ping). Use it with any set of accessble IP
adglresses. To see all devices in your subnet including those blocking ping, you can also use ARP Scan
tool.

« You can import a text list of IPv4 addresses to ping.

« Don't miss this spedal feature in this tool: Use the Do SMB/NBNS Scan to get NetBIOS

(A Traceroute is a tool that
shows the route your
network packets are taking
between your computer
and a target host. You can
determine the upstream
internet provider(s) that
service a network
connected device.

responses from unprotected Windows computers.

* Don't forget to right click in the results for a menu with more options.

e MNonel|

)

« Press Show Timing Chart to see a printable chart of ping number vs time.

FIGURE 5.19: A few words about Ping scanner tool
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£ Ping Scanner is a tool
that allows you to view all
the computers that are
active within a specified
network.

Module 03 - Scanning Networks

27. Click the Use Default System DNS radio button, and enter the range of

IP address in the Start IP and End IP tables.
28. Click Start.

& demo - NetScanTools® Pro Demo Version Build 9-19-2017 based on version 11.33

FIGURE 5.20: Configuring the Ping scanner tool

Siclmns Click here to Buy Now! Manual Tools - Ping Scanner/... @
Automated Tools ~
Manual Tools {all) start P [10.10.10.1 )% (@Usenefodtsysten on) -

S — (O Use Spedfic ONS:
i - end P | 10.10.10.25 | [ ———
= /8888 X Show Timing Chart
For Help, press F1
Stop
| Settings
[AResalve tps
[skp .0f.2551Ps
Additonal Scan Tasks:
[0 Local ARP Scan
Favorite Tools oo 9ef e
Active Discovery Tools
— [[Ioo subnet Mask Scan
Pesine Devcomeyitoots Enable Post-Scan
ONS Tools [pelete of
Packet Level Tools S |
External Tools I
Clear Imported List v
Program Info < %

29. A Ping Scanner notice pop-up appeats. Click | Accept.

Ping Scanner:IMPORTANT NOTICE TO END-USER

Your activities may be logged by the target system.

USE THIS FEATURE AT YOUR OWN RISK.
I Accept 1 Dedine

[[]Do not show this message in the future.,

NOTICE: Use of this tool or feature may be construed by your internet access
provider or the owner of the target system as a hostile action or intrusion and may
be in violation of your internet provider’s usage agreement or your local laws.

EMAIL TESTS: your IP Address might be automatically placed on a real time blacklist.

DISCLAIMER: Northwest Performance Software, Inc. expressly disdaims any and all
responsibility for the use of or improper use of this tool or feature,

X

FIGURE 5.21: Ping scanner pop-up
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Module 03 - Scanning Networks

30. Choose a browser to view the result.

Note: If the browser opens automatically, skip to the next step.

How do you want to open this file?

Keep using this app

Google Chrome

Other options

@ Internet Explorer

Notepad

More apps ¥

| Always use this app to open .HTM files

OK

FIGURE 5.22 Choosing a browser to open the HTM file

31. A report appears in the browser displaying the number of active IP
addresses (number of IP addresses responding to pings) in the specified
range, and so on.

Note: The results might vary in your lab environment.

NetSzanToch® Pro Rupoi x
D il G Users/ALDMING 17AppUata RoamingNWESNEISCA- | m e Q wBe 3 A9
NetScanTools Pro vi1
~I» m— N0 Created with DEMO v11.11
7 Buy from waw.netscantools.com
JuiERiET T
Report aealsd vwih NelScenToos Pro vi1 CENO.
Purchass Proal com
Stalwcn ot Pag Scanrar
[Rapnt Tmastamp tSanday, October 36 2047 033753
[Sc37 Stant Tmastamp Monday, Dctober 30, 2077 033245
[Total Sczn Time £ 047 saconds
St P andrzs 101010+
[End I¥ acarezs 10.10.10.25
[[amner cfiagal P addresses (3
[Number of # addrezz2s responding % RINGS 4
[Fambar cf recrmadiata routars respeedng t anas o
[Mumber ol successiul NeBIDE cuenss. o
[Number of WAC aderezzos OMined by ARP or NoSIOS quanias C
[reamber o successtul Subnel Mash ueres ¢
FIGURE 5.23: Browser displaying the number of active IP addresses
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EHrtask 6

Perform
Port Scan

(1) Whois is a client utility
that acts as an interface to a
remote whois server
database. This database
may contain domain, TP
address or AS Number
registries that you can
access given the correct
query.

Module 03 - Scanning Networks

32. Click Port Scanner in the left pane under Manual Tools (all).

5 demo - NetScanTools® Pro Demo Version Build 9-19-2017 based on version 11.33

Welcome Click here to Buy Now! Manual Tools - Ping Scanner/... @
Automated Tools 3
rerrr— | @uescismns

= — (O Use Specific ONS:
R - == Wil
b [as88 v| % Show Timing Chart
For Help, pressF1
g Scanma Haspacid s
Stop
MResolve IPs
Skip .0/.255Ps
Additional Scan Tasks: -
Target IP  Hostname Time (ms) Status
oo Local ARP Scan %
- e 10.10.10.10 DESKIOP-SV6DCVL 0 0:0 Echo
/ 10.10.10.11 2 e 0:0 Echo
Dixcovenfools [J0o SubnetMaskScan || 10.10.10.12 WIN-OJAQTQUBEAL 0 0:0 Echo
Passive Discovery Tools Enable Post-Scan 10.10.10.16 Server2016 0 0:0 Echo
DNS Tools Eoekete of
Ne g IPs
Packet Level Tools 1 Pudlit
External Tools
Cear Imported List < >
Program Info < >
FIGURE 5.24: Selecting Port scanner option
33. A dialog box opens, explaining the Port scanner tool. Click OK.
|A few words about this tool... X
About the Port Scanner Tool

NEVER SCAN A COMPUTER YOU DO NOT OWN OR HAVE THE OWNER"S PERMISSION TO SCAN.

« Use this tool to scan a target for TCP or UDP ports that are listening (open with services
listening).

« Types of scanning supported: Full Connect TCP Scan (see notes below). UDP port unreachable
scan, combined TCP full connect and UDP scan, TCP SYN only scan and TCP Other scan.

« Don't miss this special feature in this tool: After a target has been scanned, an analysis window
will open in your default web browser.

+ Don't forget to right click n the results for a menu with more options.

NotS' settings that strongly affect scan speed:
Connection Timeout, Use 200 or less on a fast network connection with nearby
more on a dialup connection.
*  Wait After Connect - this is how long each port test waits before decding that the port is not active.
»  Settings/Delay Between Connections, Try 0, then try 1 ms, Notice the difference,
*  Settings/Max Parallel Connections

5. Use 3000 (3 seconds) or

Demo limitations.
= None.

)

FIGURE 5.25: A few words about Port scanner tool
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L Port Scanner is a wol
designed to determine
which ports on a target
computer are active that is
being used by services or
daemons.

Module 03 - Scanning Networks

34. Enter the IP Address in the Target Hostname or IP Address field, and
select the TCP Full Connect radio button.

35. Click Scan Range of Ports.

¥ demo - NetScanTools® Pro Demo Version Build 9-19-2017 based on version 11,83 —r a X

Welcome Click here to Buy Now!  Manual Tools - Port Scanner 9‘
Automated T
oot Target Hostname or TP Address Port Range and Scan Mog o
Manual Tools (al) 0001 )l
1) - € ) PortRange () Lo Ports Only
9 & Start O TP Ful +0P Por
[Juse Target List When Scanning — O TeP S Scan (¢
For Help, press F1 &4 [2% | 5700 customsean
WinPcap Interfa
Scan Range of Ports ; 8
- < |Ethemat (10.10.10. 15) - Mrosoft Hyper-V Netwark Adapter
| Scan Common Ports
P - [[]Show Al Scanned Port Results Show TCP Summary
Edit Common Ports List
[ Edt Targetist |
, Ko
[ Sett
Defauits
Connect Timecut
-
Read Timeout
|:mu
v
< >

FIGURE 5.26: Configuring the Port scanner tool

36. If a Notice pop-up appeats, click | Accept.

Port Scanner:IMPORTANT NOTICE TO END-USER X

NOTICE: Use of this tool or feature may be construed by your internet access
provider or the owner of the target system as a hostile action or intrusion and may
be in violation of your internet provider's usage agreement or your local laws.

Your activities may be logged by the target system.

EMAIL TESTS: your IP Address might be automatically placed on a real time blacklist.

DISCLAIMER: Northwest Performance Software, Inc. expressly disdaims any and all
responsibility for the use of or improper use of this tool or feature.

USE THIS FEATURE AT YOUR OWN RISK,

[C]Do not show this message in the future.,

IDecher

FIGURE 5.27: Port Scanner-Notice pop-up
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37. NetScanTools Pro displays the ports and their descriptions, as shown in
the following screenshot:

IP Address Port Port Desc Protocol Results Data Received
10.10.10.10 21 ftp ICP Port Active 220 Microsoft FIP Service
10.10.10,10 80 http ICP Port Active

10.10.10.10 135 epmap ICP Port Active

10,10.10.10 139 netbios-san TCP Port Active

FIGURE 5.28: Port Scanner-Notice pop-up

38. By petforming the above scans, an attacker will be able to obtain a list of
machines detected in a network, their respective IP and MAC addresses,
and a list of all the open ports that will allow him/her to choose a tatget
host and port in order to enter into its network and perform malicious
activities such as ARP poisoning, sniffing, and so on.

Lab Analysis
Document all the IP addresses, open and closed ports, services, and protocols you
discovered during the lab.

YOUR INSTRUCTOR IF YOU HAVE QUESTIONS RELATED TO

THIS LAB.
Internet Connection Required
[ Yes M No
Platform Supported
M Classroom M iLabs
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[F=7 Valuable

information

2 Test your
knowledge

B Web exercise

1 Workbook review

"7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 03
Scanning
Networks

Module 03 - Scanning Networks

Scanning for Network Traffic
Going through a Computer’s
Adapter using IP-Tools

IP-Tools consist of multiple individual tools, ranging from basic bandwidth monitoring
1o spoofing and decoding.

Lab Scenario

During the scanning phase of security assessment, you should not limit your
scanning attempts by number or type. It is important to try different tools and
techniques to detect line host and open ports of the system. This lab will
demonstrate how to detect live hosts and open ports in the target network using
IP-Tools.

Lab Objectives

The objective of this lab is to use IP-Tools to detect live hosts, open potts, and
services of systems in the network.

Lab Environment
In this lab, you need the following:
= A computer running Windows Server 2016

Lab Duration
Time: 5 Minutes

Overview of IP-Tools

IP-Tools offers many TCP/IP utilities in one program and are indispensable for
anyone who uses the Internet or Intranet. It can petform activities such as network

monitoring, spoofing, filtering, decoding, and parsing from a single place. The
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H rtask 1
Install IP-Tools

Module 03 - Scanning Networks

Adapter Statistics program can provide not only textual but also graphical data with
support of the most network protocols.

Lab Tasks

1. Navigate to  Z:ACEH-Tools\CEHv10 Module 03 Scanning
Networks\Scanning Tools\IP-Tools and double-click ip-tools.exe,

2. A pop up appears; click Yes to begin the setup as shown in the
screenshot.

0 This program will install IP-Tools 2.70. Continue?

I

FIGURE 6.1: Beginning IP Took Setup

3. IP-Tools Setup appears as shown in the screenshot. Click Install to
proceed.

P-Tools Setup

IP-Tools

1 agher. ncudi

C\PogmrienP Tt &

FIGURE 6.2 IP-Tools Setup window
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Module 03 - Scanning Networks

4. After the installation is finished, a Setup complete popup appears. Click
Finish to complete the setup as shown in the screenshot.

IP-Tools

olfers mary TCPAF » ’ cram cart woik Lnder indawes 2000 snd bighet, incy
wable lor ar

IP-Tools mchedes 20 utiities

¥ PutlP-Tools icon to Deskiop

[V Create IP-Tools program growp

[¥ RuniP-Tcol now

e, of used or datnbuled?t
as pait of & commercial deinbuticn,

FIGURE 6.3 Finishing the installation

B vAsk 2 5. IP-Tools main window appears showing Local Info by default, as shown
in the screenshot.
Run and Analyze
B 1°-Tools [Lecal Info] = =] X

scan results
File Search View Tools Optiens Help

D DeLadNd RNAadOH 2p EeL <> %

P, Mema

MP Scanner | Name Scannet | Port Scannet | UDP Scanner | Py

FIGURE 64: Local info shown by IP-Tools
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6. Click the Name Scanner icon from the menu bar. In the From Addr field,
type 10.10.10.8 and in the To Addr field type 10.10.10.16. Click the Start
button to begin.

7. 'The scanner enumerates all the system names in the IP range and displays
them as shown in the screenshot.

IP-Tools {Name Scanner] = - X
File Search View Tools Opticns Help

vaEss@and faadn 2R Hel <« (2

[ Usetin  FomAda (1070108 7] ToadafiTi0006  +) 5|

| Lecd Info | SNMP Scanner  Name Scanner | Port Scannet | UDP Scamner | Ping Seam

FIGURE 6.5: Name scanner showing the systems in the subnet

8. Click the Port Scanner icon from the menu bar. In the From Addr field,
type 10.10.10.8 and in the To Addr field, type 10.10.10.16. Click the
Start button to begin.
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9. Port scanner starts to scan for the open ports in all the hosts and displays
them as shown in the screenshot.

FIGURE 6.6: Port scanner displaying open system ports
10. Click the UDP Scanner icon from the menu bar. In the From Addr field,
type 10.10.10.8 and in the To Addr ficld, type 10.10.10.16. Click the
Start button to begin.

11. UDP scanner statts to scan for the open UDP ports in all the hosts and
displays them as shown in the screenshot.

& 7 Tools [UDP Scanner] = =) X
File Search View Tools Options Help
WE Eelan@d f0adh 2R Fel | «> |2

I Uslin Fooscd (010108 ) Toads [iGi01078 <) [ A& s |

Locallna | Conecti EIDS | N8 Scarrer | SNMP Scarner| Neme Scanaer | Port Scamner D2 Seanrer | Ping Scanne:

FIGURE 6.7: UDP scanner showing open UDP ponts of the systems
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12. Click the Ping Scanner icon from the menu bar. In the From Addr field,
type 10.10.10.8 and in the To Addr field, type 10.10.10.16. Click the
Start button to begin.

13. Ping scanner starts to scan for the alive hosts in the network and displays
them as shown in the screenshot.

& 1P-Tools [Ping Scanner] - O X
File Search View Tools Opti Help

@ maladn DAadf 2R HFel <=+ |2

From ader (1010108 ) lnndalwmm'; .l ':g,j

[~ Uselist 7 Contnuous teshing

Locd Info] Conne: . 85 srvet | Nerme Scanner | Pot Scanrer ] UDP Scamer Ping Seanner | Trace | Whols) Fi « |

-
«»

FIGURE 6.8 Ping Scanner showing ping sweep results

14. Click the Whois icon from the menu bar, type certifiedhacker.com in
the Query field and click Start.
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15. IP-Tools starts to enumerate all the whois information of the target and
displays them as shown in the screenshot.

B 1P-Tools [Whols]

File Search View Tools Options Help

v@Eeltenng aRleSn 2p Fer <«

= Server e
O s e L

Ne310S | NE Scanrer | SNMP Scaner | Neme Scerne: | Pot Scamner | UDP Scanner | Ping Scaer | Trace  whats [Fia | »

Local Info | Connechons

FIGURE 6.9: Whois information of the target (here certifiedhacker.com)
16. Click the HTTP icon from the menu bar and in the URL field, type
httpJ/iwww.certifiedhacker.com. Click Start to begin gathering the
HTTP information of the target.

17. IP-Tools sends a request and displays the response and HTTP
information of the target as shown in the screenshot.

3 7 -Tools [HTTP]

File Search View Tools Options Help
-

D8 @S LaMRd 10alt 2 Fer < (2
UR [ was cetifiednackes com _-J ﬁ Start

1F Morater | Hoet M »

UDF Scarmal | a9 | Whals J Taret

FIGURE6.10: HI'I'P info of the target (here certifiedhacker.com)
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Lab Analysis
Document all the IP addresses, open potts and running applications, and protocols
you discovered during this lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

Yes O No
Platform Supported
M Classroom M iLabs
Ethical Hacking and G Copyright © by EC-Councll
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Module 03 - Scanning Networks

Checking for Live Systems using
Angry IP Scanner

Angry IP Scanner is an open-sonrce and cross-platform network scanner designed to
scan IP addresses as well as ports.

Lab Scenario

During the network scanning phase of security assessment, you may need to scan
the network devices connected to the target network within a specified IP range.
As a professional ethical hacker or a penetration tester, you should be able to
scan and detect such netwotk devices in the target network. This lab will
demonstrate how to do so.

Lab Objectives

The objective of this lab is to help student understand how to scan all devices within
a specified IP range using Angry IP Scanner.

Lab Environment

In this lab, you need the following:
= A computer running Windows Server 2016

Lab Duration
Time: 10 Minutes

Overview of Angry IP Scanner

Angry IP scanner is a fast, simple, and efficient IP address and port scanner. It simply
pings each IP address to check if it is alive, then optionally by resolving its hostname,
determines the MAC address, scans ports, and so on. The amount of gathered data
about each host can be extended with plugins.
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H task 1

Install Angry IP
Scanner

Module 03 - Scanning Networks

Lab Tasks

1. Navigate to Z:\CEH-Tools\CEHv10 Module 03 Scanning Networks\Ping
Sweep Tools\Angry IP Scanner and double-click ipscan-3.5.2-
setup.exe.

2. Angry IP Scanner 3.5.2 Setup appears as shown in the screenshot.
Click Next to proceed with the installation.

t Angry IP Scanner 3.5.2 Setup = X

Welcome to the Angry IP Scanner
3.5.2 Setup

Setup wil guide you through the installation of Angry IP
Scanner 3.5.2

- Itis recommended that you dose all other applications
before starting Setup. This will make it possile to update
relevant system files without having to reboot your
computer,

l { Click Next to continue.

[_text> ] | cancel

FIGURE 7.1: Angry IP scanner wekome screen

3. Choose Install Location window appears, check the install path and
click Install as shown in the screenshot.

E Angry IP Scanner 3.5.2 Setup - X
Choose Install Location
Choose the folder in which to instal Angry IP Scanner 3.5.2. \

Setup will nstall Angry IP Scanner 3.5.2 in the following folder. To install in a different folder,
dick Browse and select another folder. Click Install to start the instalation.

Destination Folder

<pek st ) | concel |

FIGURE 7.2 Choose Install Location Wizard
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4. After the installation, Completing the Angry IP Scanner 3.5.2 Setup
window appears. Tick the Run Angry IP Scanner 3.5.2 checkbox and
click Finish as shown in the screenshot.

t Angry IP Scanner 3,5.2 Setup =

Completing the Angry IP Scanner
3.5.2 Setup

Angry IP Scanner 3.5.2 has been installed on your
computer,

Click Finish to dose Setup.

(E] Run Angry IP Scanner 3. 5.2]

e Erm

FIGURE 7.3 Completing Angry IP Scanner Setup

5. Angry IP Scanner starts and a Getting Started window pops up as

_H rtaskz shown in the screenshot. Click Close.
Configuring the
scan & |P Range - Angry [P Scanner — 0
Scan | €5 Getting Started X
IP Rar [ 3
Angry IP Scanner is an IP address scanner tool.
| Hostna | . ) : . v
- | Itis used for scanning of IP addresses with the goal of finding alive .
P l hosts and gathering interesting information about each of them.
| You can start by specifying the IP addresses to scan (your local IP is
| entered by default) and clicking the Start button.
Next Close
Eg e DisplayAl___ [Threads0
FIGURE 7.4: Getting Started prompt
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6. In the IP Range fields, input the IP range as 10.10.10.0 to
10.10.10.255 as shown in the screenshot.

7. Click the Preferences icon beside the IP Range menu as shown in the
screenshot.

Note: IP Addresses may differ in your lab environment.

£2 IP Range - Angry IP Scanner = o X
Scan Goto Commands Favorites Tools Help
IP Renge: [ 10.10.10.0 Jto[ 10.10.10.255 ) [IpRange v @
| Hostname: | Server2016 | [t [Netmask | P star |
P Ping Hostname Ports [0+]
feasy Display AL Thveads: 0

FIGURE 7.5: Filling in the scan details

8. Preferences window pops up. In the Scanning tab, under Pinging
section, select the pinging method as Combined UDP+TCP as shown in
the screenshot.

mrderences X

Scanning  Ports Display

Threads

Delay between starting threads (in ms):
Maximum number of threads: 100

Pinging

Pinging method: Combined U v

Number of ping probes (packets to send): | Windows ICMP.DLL

ICMP Echo

Ping timeout (in ms): ICMP Echo (Alternative)
x 2 UDP packet
[[JScan dead hosts, which don't reply to i, E

Skipping
[ Skip probably igned IP add *.0and *.255

-

FIGURE 7.6: Angry IP Sanner preferences window
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9. Now, switch to the Ports tab and under the Port selection section,
enter the range as 1-1000.

B Preferences X

Sunnin Display

Timing
Default port connect timeout (in ms):
Adapt timeout to ping roundtnp time (if available)

Minimal adapted connect timeout (in ms):

Port selection

Specify ports to scan here. Ranges are supported.
Example: 1-3,5,7,10-15,6000-6100
If many ports are specified, scanning can take a lot of time.

1-1000|

[A]For each host, add requested specific ports

o] [ o

FIGURE 7.7: Ports tab options in the preferences menu

10. Now, switch to the Display tab and under Display in the results list
section select the Alive hosts (responding to ping) only radio button as
shown in the screenshot. Click OK.

5 Preferences X

Scanning Ports

Display in the results list

(O All scanned hosts
@ Alive hosts (responding to pings) only]
(O Hosts with open ports only

Labels displayed in the results list
The value is not available (no results):

The actual value was not scanned (unknown): Af;;ir

Confirmation
[“] Ask for confirmation before starting 2 new scan
[4 Show info dialog after each scan

Language
| System default  Some translations are incomplete

| oK | Cancel |

FIGURE 7.8 Disphy tab options in the preferences window
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TASK 3

Running the scan

Module 03 - Scanning Networks

11. Click the Start button to start scanning the IP range you entered.

&2 IP Range - Angry IP Scanner o m] X
Scan Goto Commands Favorites Tools Help
IP Range: | 10.10.10.0 | to [ 10.10.10.255 | PRange v &
Hostname: [ Server2016 ] ‘&‘ l Netmask vI =
P Ping Hostname Ports [0+]
[Ready Display: Alive only _[Threads: 0

FIGURE 7.9: Starting the scan

12. Angry IP Scanner starts scanning the IP range and starts to list out the
alive hosts found. Check the progress bar on the bottom-right corner to
see the progress of the scanning.

Note: IP Addresses may differ in your lab environment. It can take the
application up to 20 minutes approximately.

42 44% - IP Range - Angry IP Scanner - (] X
Scan Goto Commands Favorites Tools Help
IP Range: | 10.10.10.0 | to [ 10.10.10.255 | [lPRange = 1t

ﬁHostname: | Server2016 | o2 l Netmask v | | MStop | =

P Ping Hostname Ports [0+]

@ 1010101 0Oms Rl [n/s)

@ 1010108 Oms VICTIM-8 [n/s]

@ 10.10.10.10 Oms DESKTOP-SVEDCV1 [n/s]

@ 10.10.10.12 Oms WIN-OJAQ7QIEPAI [n/s]

@ 10.10.10.16 oms Server2016 [n/s)

. 10.10.10.9 Oms jason-Virtual-Machine  [n/s]

@ 10.10.10.11 1ms [n/a] [n/s]

FIGURE 7.10: Scan in progress

CEH Lab Manual Page 234

Ethical Hacking and C Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited,




Module 03 - Scanning Networks

13. Upon finishing, a Scan Statistics window pops up. Note the total
number of hosts alive and click Close.

€2 Scan Statistics X

Scanning completed

Total time: 18.28 sec
Average time per host: 0.07 sec

IP Range
10.10.10.0 - 10.10.10.255

Hosts scanned: 254
Hosts alive: 7

Close

FIGURE 7.11: Scanning Completed prompt

14. You can see all the IPs with their hostnames and open ports listed in

_H taska the main window.

Analyzing scan
results €2 IP Range - Angry IP Scanner = (] X
Scan Goto Commands Favorites Tools Help
IP Range: | 10.10.10.0 | to [ 10.10.10.255 | [PRange ~| £t

Hostname: { Server2016 l ]i‘; ] [ Netmask v] I P Start I =
P Ping Hostname Ports [1000+]

(6 10.10.10.10 Oms DESKTOP-SV6DCV1 1,7.9,13,17,19,21-23,25,42,53,80-83,91,98, ... |
e 10.10.10.12 Oms WIN-OJAQ7QJSPAI 53,80,88,135,139,389,445,464,593,636
@ 10.10.10.16 oms Server2016 80,135,139,445
@ 10.10.10.8 Oms VICTIM-8 135,139,445
@ 10.10.10.9 Oms jason-Virtual-Machine 80
@ 10.10.10.11 Oms [n/a] 80

|Ready Display: Alive only Threads: 0 |

FIGURE 7.12: Scan results
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15. Double-click any IP. IP address details window pops up showing all
the relevant details of the system as shown in the screenshot.

0 IP Range - Angry IP Scanner O
Scan Goto Commands Favorites Tools Help
IP Range: | 10.10.10.0 | to | 10.10.10255 | [IPRange v £¥
ostname: | Server2016 | |1 [Netmask | [p>stan | =
P Ping Hostname Ports [1000+]
10.10.10.10 Oms _ DESKTOP-SVEDCVI 1791317192 4 |
10.10.10.12 1P ddress details -v,m,«s,m,s%,ess
@ 10.10.10.16
@ 1010108 Ip: 10.10.10.10 ~
Ping: Oms
© 1010109 Hostname:  DESKTOP-SV6DCV1
@ 1010101 Ports: 1,7,913.17,19.21-
23,25,42,53,80-
£3,01,98,110,111,113,119,123,135,139,143,443,44
5,593,636
- - omment
E.& [Uiapidy: MIVE Uty |1 fiTEdUS: L

FIGURE7.13: Analyzing scan results

Lab Analysis

Document all the IP addresses, open ports and running applications, and protocols
you discovered during this lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

O Yes M No
Platform Supported
M Classroom iLabs
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Module 03 - Scanning Networks

Exploring Various Network

Scanning Techniques

Nrmap comes with varions inbuilt scripts that can be employed during a scan process in
an attempt to find the open ports and services running on the ports.

Lab Scenario

As a professional ethical hacker or a penetration tester, you should not limit your
network-scanning task with Nmap. Duting security assessment assignment, you
should try all the possible Nmap network-scanning options to explore possible
open ports and services running on the ports. This lab will demonstrate you
various options of scanning using Nmap.

Lab Objectives

This lab explains students how to employ following types network scanning
techniques using Nmap:

= TCP Connect Scan

=  Xmas Scan
= ACK Flag Scan
=  UDP Scan
= IDLE Scan
Lab Environment

In this lab, you need the following:
® Windows Setver 2016 machine
= A computer running Kali Linux
= A computer running Windows Server 2012
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H task 1

Perform TCP
Connect Scan

B TCP Connect Scan is
the most basic form of
TCP scanning. The
connect() system call
provided by your OS is
used to open a connection
to every interesting port on
the machine. If the portis
listening, connect
succeed, othe
is not reachable. One
strong advantage to this
technique is that you don't
need any spedial privileges.

Module 03 - Scanning Networks

Lab Duration
Time: 15 Minutes

Overview of the Lab

= TCP connect() scan uses a normal TCP connection to determine if a portis
available

= Xmas Scan involves sending TCP segments with the all flags sent in the
packet headet, generating packets that are illegal according to REC 793

= ACK Flag Scan involves sending ACK probe packet with random sequence
number

= UDP Scan involves sending a generic UDP packet to the target
= IDLE Scan involves sending spoofed packets to a target

Lab Tasks

1. Before beginning this lab, launch Windows Server 2012 virtual machine
from VMware Workstation and login to it.

2. Later, log on to the Kali Linux virtual machine.
3. ILaunch a command-line terminal.

4. 'Type the command nmap -sT -T3 -A [IP Address of Windows Server
2012 Machine] and press Enter to perform a TCP Connect Scan.

Note: In this lab, the IP address of Windows Server 2012 is 10.10.10.12;
this might differ in your lab environment.

5. 'Then, perform a TCP scan in aggressive mode with a normal timing (-
'T3) and display the scan result as shown in the following screenshot:

File Edit View Search Terminal Help
:~# nmap -sT -T3 -A 10.10.10.12

at 2017-19-38

SION
Microsoft DNS
open kerberos-se Microsoft Windows Kerberos (server time: 2017-10
447)
en C
open etbios-ssn
open ldap ty E Directory LDAP (Dom.
fault-First-Site-Name)
2n  microsoft-ds Windows Server 2012 R2 Standard 9660 microsoft-ds
CEH)
kp
ncacn_http Microsoft Windows RPC over HTTP 1.8

Microsoft windows Active Directory LDAP (Dc
t-First-Site-Name)
wrapped
wbt-server Microsoft Terminal Service
commonName=WIN-0JAQ7Q \T. CEH

FIGURE 8.1: Performing TCP Connect Scan
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6. 'The scan result includes all the open ports, OS Fingerprint Result, nbstat
result, smb-os-discovery results, smb version, and so on.

7. Scroll down the Nmap results window to view the complete Nmap scan
result.

root@kali: ~ e ® 0
File Edit View Search Terminal Help
0S: Windows Server 2012 R2 Standard 9600 (Windows Server 2012 R2 Standard 6. [

0S CPE: cpe:/o:microsoft:windows server 2012::

Computer na WIN-0JAQ7QJ8PAI

NetBIOS computer name: WIN-0JAQ7QJ8PAI\x00

Domain name: CEH.com

Forest name: CEH.com

FQDN: WIN-0JAQ7QJ8PAI.CEH.com
_ System time: 2017-10-30T01:58:39-07:00
smb-security-mode:

account_used: <blank>

authentication level: user

challenge response: supported

message signing: required
smb2-security-mode:

2.02:

age signing enabled and required

smb2-time:

date: 2017-10-30 04:58:39

start date: 2017-10-30 01:33:06

TRACEROUTE
HOP RTT ADDRESS
0.52 ms 10.10.10.12

FIGURE 8.2: TCP Connect Scan Result
8. Xmas scan sends a TCP frame to a remote device with PSH, URG, and

FIN flags set. FIN scans only with OS TCP/IP developed accotding to
REC 793. The current version of Microsoft Windows is not supported.

9. In this lab, we shall be performing an Xmas scan on a Firewall-enabled
machine (i.e., Windows Server 2012) to observe the scan result.

v EC-Councll

ictly Prohibited.
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10. Switch to Windows Server 2012 virtual machine, and enable Windows
B TaAask 2 Firewall.

Perform Xmas F Customize mngs ===

Scan « = 1 i « WindowsFirewall » Customize Settings v ' arih Conttol Paos o |

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use,
Domain network settings
[]Block all incoming connections, including those in the list of allowed apps
Notify me when Windows Firewall blocks a new app

g () Turn off Windows Firewall (not recommended)

Private network settings

a ® Turn on Windows Firewall

[ Block all incoming connections, including those in the list of allowed apps

["]Notify me when Windows Firewall blocks » new app
‘3 () Turn off Windows Firewall (not recommended)

Public network settings

Block &ll incoming connections, including those in the list of allowed apps

Notify me when Windows Firewall blocks a new app

@ () Turn off Windows Firewall (not recommended)

o) [Concel |

FIGURE 8.3: Turning ON Windows Firewall

11. Now, switch to the Kali Linux virtual machine and launch a command-
line terminal.

12. Type the command nmap -sX -T4 [IP Address of Windows Server 2012]
and press Enter to petform an Xmas scan with aggtessive timing (-T4).
The displayed results are shown in the following screenshot:

root@kali: ~ a

File Edit View Search Terminal Help
:~# nmap -sX -T4 10.10.10.12

»tarting Nmap 7.60 ( https ap.org 2017-16-30 05:06 EDT
imap scan report for 10.10.10.12
0s latency)
anne ? on 1 > open|filtered
1AC Ad : 80:15:5D:00:39:0

imap done: 1 IP add s (1 host up) scanned in 21.35 seconds
]

FIGURE 8.4: Performing Xmas Scan

13. Nmap returns a result stating that the all the ports are opened/filtered,
which means a firewall has been configured on the target machine.
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B The ACK scan never
locates an open port. It
only provides a “filtered”
or “unfiltered” disposition,
because it never connects
to an application
confirm an "open" state.

Module 03 - Scanning Networks

14. Now, switch to Windows Server 2012 virtual machine and turn off
windows firewall.

p Customize Set?ngs lim

G = 1 | « WindowsFirewall » Customize Settings v e - ane o |

Customize settings for each type of network

 firewall settings for each type of network that you use

indows Firewall

L@ ®) Tum off Windows Firewall (not recommended) J

Private network settings

0 Tumon

dows Firewell

[9 ® Tum off Windows Firewall (not vcmmmr.r\dcd,]

FIGURE 85: Turning OFF Windows Fircwall

15. Launch a command line terminal in Kali Linux, type the command nmap
-sA -v -T4 [IP Address of Windows Server 2012] and press Enter.

16. This initiates ACK Scan and displays the port disposition, as shown in
the following screenshot:

File Edit View Search Terminal Help
# nmap -SA -v -T4 10.10.10.12

tarting Nmap 7.60 ( https://nmap.org ) at 2017-10-30 05:10 EDT

Initiating ARP Ping Scan at 05:160

canning 10.10.10.12 [1 port]
ompleted ARP Ping Scan at 05:10, 0.20s elapsed (1 total hosts)
1itiating Parallel DNS resolution of 1 host. at ©05:10

Completed Parallel DNS solution of 1 host. at ©5:10, 0.82s elapsed
nitiating ACK Scan at 05:10

nning 10.10.10.12 [1000 ports]

Increasing send delay for 10.10.10.12 from © to 5 due to 11 out of 24 dro pr

bes since last increase.

ncreas send delay for 10.10.10.12 from 5 to 10 due to 255 out of 637 dropped
probes since last increase.
ompleted ACK Scan at 05:10, 13.87s elapsed (1000 total ports)
Nmap scan report for 10.10.10.12
fost is up (0.00051s latency).
scanned ports on 10.10.10.12 are unfiltered
00:15:50:00:39:02 (Microsoft)

lead data files fro S in/../share/nmap
imap done: 1 IP address (1 host up) scanned in 14.16 seconds
w packets sent: 2249 (89.936KB) | Rcvd: 1633 (65.308KB)

FIGURE 8.6: Performing Nmap ACK Scan
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H rtask a4

Perform UDP

H UDP Scanning is
performed to find any
UDP ports on the target
machine, and, if found, to
determine their state
(Open /Closed).

Q TASK 5

Perform IDLE
Scan

& IDLE Scan isan
advanced scan method that
performs a truly blind TCP
port scan of the target
{meaning no packets ate
sent to the target from your
real TP address). Instead, a

unique side-channel attack
exploits predictable IP
fragmentation 1D sequence
generation on the zombie
haost to glean information
about the open ports on
the target.

Module 03 - Scanning Networks

17. Attackers send an ACK probe packet with a random sequence number.
No response means the port is filtered and an unfiltered response means
the port is closed.

18. Open a command line terminal in Kali Linux, type the command nmap -
sU -T5 [IP Address of Windows Server 2012] and press Enter.

19. 'This performs a UDP scan on Windows Server 2012 with an insane time
scan set (-T5) machine and displays the open and closed ports along with

root@kali: ~ ()

the services running on them as shown in the following screenshot:
(]
File Edit View Search Terminal

Help

:~# nmap -sU -T5 10.10.10.

https://nmap.org ) at 2017-10-30 05:13 EDT

: giving up on port because retransmission cap hit
p scan report for 10.10.10.12

{ost is up (0.00049s latency).

lot shown: 909 open|filtered ports,

PORT STATE SERVICE

123/udp open ntp

open netbios-ns

open ldap

unknown

unknown

00:15:50:00:39:02

starting Nmap 7.68 (

10.10.10.12 (2).

86 closed ports

137/udp
389/udp
19182/udp open
49222 /udp open

1AC Addre (Microsoft)

imap d dress (1 host up) scanned in 92.83 seconds

FIGURE 8.7: Performing Nmap UDP Scan

20. Open a command line terminal, type the command nmap -Pn -p 80 (or
any port number which you want to test) -sl [IP Address of the Zombie
machine (here, Windows Server 201 6)] [IP Address of Windows Server
2012] and press Enter.

21. Here, we are probing port 80 on the Windows 2012 machine.

root@kali: ~ e

File Edit View Search Terminal Help

:~# nmap -Pn -p 80 -sI 10.16.10.16 10.10.16.12

Starting Nmap 7.60 ( ht /nmap.org ) at 2017-10-30 05:17 EDT

Idle scan using zombie 10.10.10.16 (10.10.10.16:80); Class: Incremental
imap scan report for 10.10.10.12

fost is up (0.00085s latency).

PORT STATE SERVICE
/tcp closed|filtered http

IAC Addres 00:15:50:00:39:02 (Microsoft)

imap d

1 IP address anned

=1 |

(1 host up) in 1.30

FIGURE 8.8: Performing Nmap IDLE Scan
22. The scan result states that port 80 on Windows 2012 is closed| filtered.

Note: The result might vaty in your lab environment. If the port is not open
on the target machine, keep enforcing the IDLE scan by probing other ports.
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23. Now instead of checking for individual systems, we will check for all the
systems alive in the network by performing a ping sweep.

M TAask 6

24. In the terminal window, type nmap -sP 10.10.10.* and hit Enter to scan
Perform Ping the whole subnet for any alive systems.

root@kali: ~ (- 0'

File Edit View Search Terminal Help

FIGURE 89: Nmap command to perform a ping sweep on the subnet

25. Nmap scans the subnet and shows a list of the alive systems as shown in
the screenshot.

Note: The result might vaty in your lab envitonment if the machines are not
running,

root@kali: ~ e ® O
File Edit View Search Terminal Help
:~# nmap -sP 10.10.1

starting Nmap 7.60 ( ht ://nmap.org ) at 2018-01-04 08:01 EST
imap scan report for 10.10.10.1

fost is up (0.0028s latenc

1AC Address: BA:15:FF:C0:D3:E8 (Unknown)

imap scan report for 10.10.10.8

Host is up (0.0028s latency).

1AC Address: 00:15:50:01:06:05 (Microsoft)

imap scan report for 10.10.10.10

iost is up (0.0028s latency).

IAC Address: 00:15:5D:01:06:09 (Microsoft)

imap scan report for 10.10.10.12

fost is up (0.00081s latency)

IAC Address: 00:15:5D0:01:06:04 (Microsoft)

imap scan report for www.goodshopping.com (16.10.16.16)

fost is up (0.00067s la cy).

IAC Address: 00:15:5D:01:0 1 (Microsoft)

imap scan report for kali (10.10.10.11)

fost is up.

imap done 6 IP addresses (6 hosts up) scanned in 1.93 seconds

FIGURE 8.10: Nmap showing live systems in the subnet

26. This way, you may employ vatious other scanning techniques, such as
Inverse TCP Flag Scan and Stealth Scan, to find open ports, services
running on the ports, and so on.
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Lab Analysis

Document all the IP addtesses, open potts, running applications, and protocols you
discovered during the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

O Yes M No
Platform Supported
M Classroom M iLabs
Ethical Hacking and G Copyright © by EC-Council
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ICON KEY

[7=7 Valuable
information

7 Test your
knowledge

B Web excrcise

28] Workbook review

~7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 03
Scanning
Networks

Module 03 - Scanning Networks

Perform ICMP Probing using
Ping/Traceroute for Network
Troubleshooting

Tracert allows you to trace the route a packet takes to reach a destination.
Lab Scenario

As an expert ethical hacker or a penetration tester, you should have sound
knowledge of the network connectivity and how packets travel in your network.
In this lab, you will learn a way to diagnose your Internet connectivity.

Lab Objectives

By using the Tracert utility we can gather some useful diagnostic information as
to why our network connection is not working properly.

Lab Environment
In this lab, you need the following:
= A computer running Windows Server 2016
= A virtual machine running Kali Linux
Lab Duration
Time: 5 Minutes
Overview of Tracert
Tracert is a powerful network diagnostic utility which determines the path of a packet

from your source computer to a destination host. It can print the entire route from
you to the destination showing details of every network hop in the way.
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Lab Tasks

B Fas i 1. Right-click the Start button in the taskbar and select Command Prompt
(Admin) option.

Open elevated
command prompt Programs and Features

Power Options

Event Viewer
System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Control Pane!
Fie Explorer
Search

Run

Shut down or sign out

Desktop

m 8 m

FIGURE 9.1: Open an elevated command prompt

2. A Command Prompt terminal appeats, type tracert
www.certifiedhacker.com and press Enter.

3. 'The system resolves the URL into its IP address and starts to trace the

B task 2
path to the destination. Here it takes 17 hops for the packet to reach the

T st specified destination as shown in the screenshot.
Command
FIGURE 92 Tracert command showing route to the target
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4. 'Type tracert /? and press Enter to show the different options for the
command as shown in the screenshot.

B Acministater: Command Promps a X

FIGURE 9.3 Tracert help command

wn

Type tracert -h 5 www.certifiedhacker.com and press Enter to
perform the trace but with only 5 maximum hops allowed.

FIGURE 94: tracing the route with only 5 hops

Lab Analysis

Document all the IP address of live touters and the connectivity you discovered

during this lab.
PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB
™ Yes O No
Platform Supported
M Classroom O iLabs
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ICON KEY

"7 Valuable
information

# Test your
knowledge

B Web exercise

LEI Workbook review

["7Tools
demonstrated in
this lab are
available in
Z\CEH-
Tools\CEHv10
Module 03
Scanning
Networks

Module 03 - Scanning Networks

Avoiding Scanning Detection
using Multiple Decoy IP

Addresses

The Nmap command nmap -D RIND:10 is the decay option, that lets you scan using
multiple decoy IP addresses.

Lab Scenario

As part of this network secutity assessment activity, you will be asked to perform
network scanning in such a way that your network scanning attempt should not
be detected by network security perimeter such as firewalls, IDS, and so on. The
purpose of your scan will be to evaluate the target network’s firewall security. As
a professional ethical hacker or a penetration tester, you should be able to
perform network scanning without being detected by the firewall or IDS.

Lab Objectives

The objective of this lab is to help student to undetstand how to avoid scanning
detections using multiple decoy IP addresses.

Lab Environment
In this lab, you need the following:
= A computer running Kali Linux
= A computer running Windows 10
Lab Duration
Time: 10 Minutes
Overview of the Lab

Fitewalls and IDS detect normal scanning attempts on the tatget network. However,
you can use the IP address decoy technique to avoid detection.
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Lab Tasks

E task 1 1. Before starting this lab, Turn on Windows Firewall on the Windows 10
= machine.
Turn on Windows
Firewall W Customize Settings (n] X
- « A @ « WindowsFirewall > Customize Settings v & | Search Control Pane ¥

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.

Private network settings

o (®) Turn on Windows Firewall
[JBlock all incoming connections, including those in the list of allowed apps
[4 Notify me when Windows Firewall blocks 3 new app
e Q) Turn off Windows Firewall (not recommended)
Public network settings
o (® Turn on Windows Firewall
[IBlock all incoming connections, including those in the fist of allowed apps

[ Notify me when Windows Firewall blocks a new app

o ) Turn off Windows Firewall (not recommended)

FIGURE 10.1: Windows 10 Firewall

e e———_ 3
B Task 2 2. Now, switch to the Kali Linux virtual machine, launch a command
terminal, type nmap -f <Target IP Address>, and press Enter.
Perform IP
Fragmentation 3. 'The -f switch is used to scan tiny fragment packets.
Note: In this lab, the provided IP Address is that of the Windows 10
(10.10.10.10) machine. The IP addresses may differ in your lab
environment.
root@kali: ~ e e 0
File Edit View Search Terminal Help
FIGURE 102: Nmap fragment scan
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B Aggressive scan enables
additional advanced and
aggressive options.
Presently this enables OS
detection (~0), version

traceroute (—traceroute).

H Task 3

Performing
Maximum
Transmission Unit

H --send-ip (Send at
raw IP level)

Asks Nmap to send
packets via raw IP sockets
rather than sending low-
level ethernet frames. It is
the complement to the - -
send-eth option
discussed previously.

Module 03 - Scanning Networks

4. As Windows Firewall service is Turned on, you can only see the ports
opened as shown in the screenshot below.
Note: Screenshots might differ in your lab environment.

t@kal

File Edit View Search Terminal Help
:~# nmap - 10.10.10.10

>tarting Nmap 7.60 ( https://nmap.org ) at 2017-10-30 07:05 EDT
imap scan report for 10.10.10.10

fost is up (0.0011s latency).

Not shown: 993 closed ports

'ORT STATE SERVICE

21/tcp open ftp

30/tcp open http

135/tcp open msrpc

39/tcp open netbios-ssn

145/tcp open microsoft-ds

3389/tcp open ms-wbt-server

5357/tcp open wsdapi

1AC Add 00:15:50:00:39:03 (Microsoft)

\map done: P address (1 host up) scanned in 65.18 seconds

FIGURE 10.3: Nmap fragment scan output

5. Now, type nmap -mtu 8 <Target IP Address> and press Enter. This
command is used to transmit smaller packets instead of sending one
complete packet at a time.

6. With this command, we have just scanned the target machine with

Maximum Transmission Unit (-mtu) and 8 bytes of packets.

root@kali

File Edit View Search Terminal Help
# nmap -mtu 8 10.10.10.10

starting Nmap 7.60 ( https://nmap.org ) at 2017-10-30 07:10 EDT
Nmap scan report for 10.10.10.10

Host 1s up (-0.0265 latency).

Not shown: 998 filtered ports

PORT STATE SERVICE

3389/tcp open ms-wbt-server

5357/tcp open wsdapi

MAC Address: 00:15:5D:00:39:03 (Microsoft)

Nmap done: 1 {IjP address (1 host up) scanned in 17.11 seconds
L)

FIGURE 10.4: Nmap Maximum Trasmission Unit scan
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E Ttask a4

Decoying IP
address

B --unprivileged
(Assume that the user
lacks raw socket
privileges)

This option is the opposite
of --privileged. It
tells Nmap to treat the
user as lacking network
raw socket and sniffing
privileges. This is useful
for testing, debugging, or
when the raw network
functionality of your OS is
somehow broken. The
NMAP UNPRIVILEGED
environment variable may
be set as an equivalent
alternative to —-
unprivileged.

8 —release-memory 'This
option is only uscful for
memory-lkeak debugging. It
causes Nmap to release
allcated memory just
before it quits so that actual
memory leaks are easier to
spot. Normally, Nmap
skips this as the OS does
this anyway upon process
termination.

Module 03 - Scanning Networks

Now, type nmap -D RND:10 <Target IP Address> and press Enter.
This command is used to scan multiple decoy IP addresses. Nmap will
send multiple packets with different IP addresses, along with your
attacker’s IP address.

root@kali: ~
Edit View Searn

# nma

ch Terminal Help
-D RND:10 1

16.10

/nmap.org

FIGURE 10.5: Nmap Decoying IP Addresses

8. Now, switch back to Windows 10 (target machine), launch Wireshark,
and check with the captured packets. It shows you the multiple IP
addresses in source section.

Note: If Wireshark is already installed in Windows 10, launch it
through the Start menu apps.

. ing from Frhemet - o x

Fle Eit View Go Coptun Aealoe Sulistics Tokphony Wiclss Took  Hip

Mmge tRBR&s=x:EFLIEQA]T

D [0 o cley it B L - oo, +
Tre Source Seszaton Promcd Legth Inby B

96 25. 745206 Micrasof_#:36:63 N T_ih: 3965

ARD 42 16.10.16.18

Frame 1: 156 bytes cn wire (1328 bits), 166 oytes copturec (1328 bits) on interface &
Ethermet II, Src: Microsof 99:39:02 (€ 39

Intermet Protocol Version G, Src: fe@®::0923:75e2:3022:c5¢e, Ost: FF02:71:2

User Dstagras Protocol, Src Part: 546, Dst “art: 547

s

M. 7 cheomt

33 33 06 B 63 @2 w15
20 06 66 76 11 81 fe 80
75 e2 30 22 <5 ce #f 82
o0 B B G 42 02 22
b6 14 66 63 &3 @2 ac 22
21 67 6f 38 9 15 5d 00
15 5d B RO 03 30 @4 e
57 40 de 20 4T 4a &1 51
43 45 48 €2 63 5 6d 00
9 80 Ad 33 45 38 28 35
o8 17 80 11 66 27

S 66 39 42 Bh dd 6B 66
€6 €0 03 90 00 0¢ &5 25
£0 00 03 92 80 00 £ 00

| Pockete: 205 - Depayeds 3505 (00,058). A

FIGURE 10.6: Decoyed IP Addresses in Windows 10 Wireshark
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Lab Analysis

Document all the IP addresses, open potts and running applications, and protocols
you discovered during the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

[ Yes M No
Platform Supported
M Classroom M iLabs
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ICON KEY

"7 Valuable
information

£ Test your
knowledge

B Web exercise

1 Workbook review

"~7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 03
Scanning
Networks

Module 03 - Scanning Networks

Daisy Chaining using Proxy
Workbench

Proxy Workbench is a unigue proxy server—ideal for developers, security experts, and
trainers—that displays data in real time.

Lab Scenario

During secutity assessment assignment, you may need to create a daisy chain of
proxies to minimize every possibility of your IP address being detected. As an
expert ethical hacker or penetration tester, you should be able to create a chain
of daisy proxies to test whether you can avoid the tracing of your original 1P
address. This lab will demonstrate how to do so.

Lab Objectives

This lab will show you how to create daisy proxy chaining using the Proxy
Workbench tool.

Lab Environment

In this lab, you need the following:

= Proxy Workbench, located at ZACEH-Tools\CEHv10 Module 03 Scanning
Networks\Proxy Tools\Proxy Workbench; you can also download the
latest version of Proxy Workbench from httpz/proxyworkbench.com; if
you decide to download the latest version, then screenshots shown in the
lab might differ

= A computer running Windows Server 2016 as the attacker machine

=  Window Server 2012, Windows 8, and Windows 10 running as victim
machines

= A Web browser with Internet access

= Administrative privileges to run tools
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Lab Duration

Module 03 - Scanning Networks

Time: 15 Minutes
Overview of Daisy Chaining Proxy
Daisy Chaining of Proxies can make traffic analysis far more complex and most
difficult for an eavesdropper to be able to monitor different parts of the Internet.

Lab Tasks

Note: Ensure that thete are no applications/services running on port 8080 on all
machines.

1. Before running this lab, turn off Smart Screen in Windows 10 virtual
machine. To do this, launch the machine, go to Control Panel - Security
and Maintenance, and click the Change Windows SmartScreen settings

—_—
B task 1

Turn Off
SmartScreen

link.

<

L

Security and Maintenance

Control Panel Home

Change Security and
Maintenznce settings
Change User Account Control
settings

Change Windows SmartScreen
settings

View archived messages

= a
L ? « All Control Panel items » Secunty and Maintenance v O Search Control Panel
Review recent messages and resolve problems
Security and Maintenance has detected one or more issues for you to review.
Security
Network firewall (Important)
3 i . STumonnow |
@ Windows Firewall is turned off or set up incorrectly,
Tum off messages about network firewsall Find an app onfine to help protect
your PC

Maintenance

X

»

77 Proxy Workbench
changes this. Not onlyis it an
awesome proxy server, but
youcan see all of the data
fowing through it, visually
disphya socket connection
history, and save it as an
HIML file.

FIGURE 11.1: Windows 10 Sccurity and Maintenance

2. 'The Windows SmartScreen dialog box opens. Select Don’t do anything
(turn off Windows SmartScreen) radio button and dlick OK.

[E=] Windows SmartScreen X

What do you want to do with unrecognized apps?

Windows SmartScreen can help keep your PC safer by wamning you before running
unrecognized apps and files downloaded from the Internet,

() Get administrator approval before running an unrecognized app from the
Internet (recommended)

(O Warn before running an unrecognized app, but don't require administrator
approval

[@Don't do anything (tum off Windows SmanScreen}]

Some info is sent to Microsoft about files and apps you run on this PC.
Privacy statement

FIGURE 11.2 Windows SmanScreen
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M rask 2

Install Proxy
Workbench in all
the OSs

B The status bar shows the
details of Proxy Workbench’s
activity. The first panel
disphys the amount of data
Proxy Workbench cumently
has in memory. The actual
amount of memory that
Proxy Workbench is
@nsuming is generally much
more than this due to
overhead in managing it.

B task 3

Configure Local
Proxy in Mozilla
Firefox

Module 03 - Scanning Networks

Switch to the host machine, navigate to Z:\CEH-Tools\CEHv10 Module 03
Scanning Networks\Proxy Tools\Proxy Workbench, and double-click
pwb.exe.

If the Open File - Security Warning pop-up appears, click Run.
Follow the installation steps to install Proxy Workbench.

T

U

Welcome to the Proxy Workbench Setup Wizard

WARNING: This computer program is protected by copynght law and international treaties.

or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Proxy Workbench - X

he installer will guide you through the steps required to install Proxy Workbench on your computer,

nauthorized duplication or distribution of this program, or any portion of it, may result in severe civil

Cancel < Back

6.

FIGURE 11 3: Proxy Workbench Installation Wizard

Follow the installation steps to install Proxy Wotkbench on all Windows
platforms (Windows Server 2016, Windows Server 2012, and Windows 10
and Windows 8).

Note: To install the application on the client virtual machines, you need to
navigate to ZACEH-Tools\CEHv10 Module 03 Scanning Networks\Proxy
Tools\Proxy Workbench.

After all installation is complete, switch back to the attacker machine and
launch the Firefox web browser.
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Module 03 - Scanning Networks

8. Click the Open menu button at the top-tight corner of the browser window,
and click Options.

- -

o @ Vel finlos St Page % o o
7 "The “Show thereal * s T
dme” data window allows the € ©Peex! Seorsh or enter adres ¢ Qsearcs - N
user to specify whether the X ot M ocopy B P
real-time data pane should be bt Newin Frefot Lets _
disphyed. )F et sarteet. 1o +

NN\ O <« [ ]
New Wircow  Mew Private Save Page
Vindow
a 0O @
Print Hastory Tull Screen
e/ O &
Find Optiom Add-m
4
V A
Developer  Synced Tabny
Uning vty brerws g rode 1o jugghe maibiple accounts? Now thew y
et oy Ty A Adcomint Contalan! SR
B Custamize (7] ()
FIGURE 11 4: Fircfox options tab
% The sockets panel 9. 'The Options window opens. Scroll down and click Settings... under the
shows the number of Adve

socket connections that Network Proxy h&dmg
Proxy Workbench is
managing. During periods
of no activity this will drop
back to zeroSelect.

Browsing

v Show 3 touch keyboard when necessary

ys use the Qurso:

0 navigate within pages

Serch for text when 1 typing

Network Proxy

Configura how Firefox connects to the Internet

(0 Scan computers by 1P

range, by domain, single

computers, or computers, . 3 i : A

defined by the Global FIGURE 11.5: Firefox Network Settings

;‘]Z“""‘k laveatnry host 10. Select the Manual proxy configuration radio button in the Connection
Settings Wizard.
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7 'The last panel disphys
the current time as reported
by your OS.

L People who benefit
from Proxy Workbench
are:

* Home users who have
taken the first stepin
understanding the
Internetand are
starting to ask, “But
how does it work?”

People who are cutious
about how their web
browser, email client,
or F'TP client
communicates with the
Internet.

People who are
concerned about
malicious programs
sending sensitive
information out into
the Internet. The
information that
programs are sending
can be readily
identified.

Internet software
developers who are
writing programs to
existing protocols.
Software development
for the Internet is
often very complex
especially when a
program is not
propetly adhering to a
protocol. Proxy
Workbench allows
developers to instantly
identify protocol
problems.

Internet software
developers who are
creating new protocols
and developing the
client and server
software
simultaneously. Proxy
Workbench will help
identify noncompliant
protocol handling,

Internet Security
experts will benefit
from seeing the data
flowing in real-time.
"This will help them sec
who is doing what and
when.

Module 03 - Scanning Networks

11. Type 127.0.0.1 as the HTTP Proxy, enter the port value 8080, and check Use
this proxy server for all protocols. Then click OK.

Connection Settings X

Configure Proxies to Access the Internet

Cancel Heip.

FIGURE 11.6: Hrefox Connection Settings
12. If you encounter a port error during configuration, simply ignore it.
13. ILaunch Proxy Workbench from the Apps list.

Racently adced
xy Workbench

>

L=

Windows
Server Manager PawerShell ISE

Windows
Adeninistaty— lask Manages Contred Pared

File Expioves

oft Packet Buikder 20

FIGURE 11.7: Windows Server 2016 - Apps
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B task 4

Configure
Workbench in

all the OSs

7 Many people
understand sockets much
better than they think.
When you navigate to
“www.altavista.com,” you
are actually directing your
web browser to open a
socket connection to the
server by that name, with
port number 8.

Module 03 - Scanning Networks

14. 'The Proxy Workbench welcome pop-up opens. Click OK.

‘rc«y Workbench X

@ Welcome to Proxy Workbench!

To help you get started, Proxy Workbench has been automatically
configured to handle

- SMTP (outgoing e-mail) on port 25

- POP3 (incoming e-mail) on port 110

~ HTTP (web browsing) on port 8080

= HTTPS (secure web browsing) on port 443

- FTP (File Transfer Protocol) on port 21 and

- Pass Through (For testing custom applications) on port 1000.

You will need to configure your email client and web browser to
connect to Proxy Workbench, Details can be found in the Help by
looking under the heading ‘Configuring Proxy Workbench and the
Client Software'. Also, be sure to click on 'Configure..." on the following
screen to enter the name of your email servers.

To learn more about Proxy Workbench please visit
www.proxyworkbench.com.

This message box will not be displayed again.

FIGURE 11.8: Proxy Workbench welcome popup

15. The Configure Proxy Workbench window opens. Select HTTP Proxy - Web
in the left pane and check HTTP protocol in the right pane.

16. Click Configure HTTP for port 8080....

Bnﬁgure Proxy Workbench

— Proxy Ports

Ports to listen on: 1
Port l Desciiption l Protocol agsigned to port 8080

25  SMTP - Outgoing e-mail L <Don't use>
110 POP3 - Incoming e-mail
L ass oLl

443 HTTPS Proxy - Secure Web [THTTPS
21 FTP - File Transfer Protocol [1POP3
1000 Pass Through - For Testing 4pps FTP

Add. | Deete | [ Configue HTTP forpoit 8080.. )

[V Show this screen at startup,

FIGURE. 11.9: Configure Proxy Workbench window
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B The events pan] 17. 'The HTTP Properties window opens. Click Connect via another proxy.
f',’?ﬂ“;ffﬁ;f" ;:::,:;mlm 18. Enter the IP address of the Windows 10 virtual machine in the Proxy server
Workbench has in memory. g

Q;'dn‘;" R dm; (FEC: 1y field, and port number 8080 in the Port field.

>Clear All Data) will 19. Click OK.

decrease the number to
zero if there are no live

o Note: In this lab, the IP address of the Windows 10 machine is 10.10.10.10. This
may vaty in your lab environment.

P Properties

General I

" On the web server, connect to port: ]80

(¢ Correct via another proxy

Prosy server [1010,10.10

Port: = —

FIGURE 11.10: HTTP Properties window

20. Click Close to close the Configure Proxy Workbench window.

Configure Proxy Workbench
- Proxy Ports
Ports to listen or: .
Port | Description l Protocol agsigned to port 8080
25 SMTP - Outgoing e-mail [1<Dont use>
110 POP3- Incoming e-mai C4HTTF
8080 HTTP Proxy - Web | Pass Thiough
443 HTTPS Proxy - Secure Web _JHTTPS

[

[

21 FTP - File Transfer Protocol [1POP3
1000 Pass Through - For Testing4pps || |FTP

Add. | Delete |]

[V Show this screen at startup.

FIGURE 11.11: Configure Proxy Workbench window
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(1) Real-time Jogging
allows you to record and
save everything Proxy
Workbench does as a text
file. This enables the
information to be readily
imported into a spreadsheet
or databasc for further
advanced data analysis.

Module 03 - Scanning Networks

21. Login to the Windows 10 virtual machine, and launch Proxy Workbench.
Note: If an Error pop-up appears, close it.
22. Repeat the configuration steps, Steps 14-19, to configure the application.

23. In Windows 10, type the IP address of the Windows Server 2012 virtual
machine (i.e., 10.10.10.12).

Note: The IP address of Windows Server 2012 machine may vary in your lab
environment.

TTP Properties

Genesal

" Onthe web server, connect to poct. |80

& Connect via another proxy

Frowy server [10.10.10.13

Port: 8020

e
FIGURE 11.12: HT'TP Properties Window
24. Click Close to close the Configure Proxy Workbench window.

25. Taunch Proxy Workbench on the Windows Server 2012 virtual machine,
and repeat the configuration steps, Steps 14-19, to configure the application.

Note: If an Error pop-up appeats, close it.
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1 Security: Proxy
servers provide a
level of security in
a network. They
help prevent
security attacks,
as the only way
into the network
from the Internet
is via the proxy
server.

Module 03 - Scanning Networks

26. In Windows Server 2012, type the IP address of the Windows 8 virtual
Machine (i.e., 10.10.10.8).

Note: The IP address of Windows 8 may vaty in your lab envitonment.

Genesal |

€ Dnthe web server, connect to poet: |80

(& Connect via another peoxy

Proxy server. (10710708

Pt [a080

) o

FIGURE 11.13: HT'TP Properties Window
27. Click Close to close the Configure Proxy Workbench window.

28. Now, launch Proxy Workbench on the Windows 8 virtual machine.
29. The Proxy Workbench welcome pop-up appears. Click OK.

30. The Configure Proxy Workbench window opens. Select HTTP Proxy - Web
in the left pane and check HTTP protocol in the right pane.

31. Click the Configure HTTP for port 8080... button.

Configure Proxy Workbench ) |

~Frow Ports
Poits to listen on: .
Pot | Descript Protocol assigned to port 8080
3 || <Don't use>
1 Pass Thoy
H Prowy - Secure \Web [CIHTTFS
21 FTP - File Transfe: Protocol [C]POP3

1000 Pass Through - For Testng &pps [CIFTP

add. | Delete | [ ConfigueHTTPforpon8080.. |
¥ Show this screen at startup.

FIGURE 11.14: Configure Proxy Workbench window
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32. The HTTP Properties window opens. Select On the web server, connect
to port, enter port number 80, and click OK.

~ (" Connect via another proxy

Proxy server: |EntePronyliameHere com

Port: 080

FIGURE 11.15 H'TTP Propertics window
33. Click Close to close the Configure Proxy Workbench window.

- Proxy Ports
Ports to listen on: ;

Port | Description T Protocol agsigned to port 8080

25 SMTP - Outgoing e-mail [] <Dont use>

110 POP3- Incoming e-mai R TE S sce——

8080 HTTP Proxy - Web || Pass Through

443 HTTPS Prosy - Secure Web [JHTTPS

21 FTP - File Transfer Protocol [ |POP3

1000 Pass Through - For Testing&pps | |FTP

|V Show this screen at startup.

FIGURE 11.16: Configure Proxy Workbench window
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e ——1
B task s 34. Switch back to the host machine (Windows Server 2016), launch the Firefox
web browser, and browse websites such as http://www.cnet.com.
Browse Internet
ith mey @ Techroiogy Nevs - CRET 1 % o= -
€ D@y mescomne o e @ *Ba AT R =
dodge
regulators by
regulating
themselves
iPhone X'selfie SR -
camera makes
it all about you
FIGURE 11.17: Firefox web browser
Note: Some websites might block your request and will not open when you
attempt to browse.
35. Open the Proxy Workbench GUI for more detailed information. Observe
that the request is coming from 127.0.0.1 (localhost) and going to
10.10.10.10 (Windows 10).
o Proxy Workbench - O X
File View Tools Help
L) | @ /
<y % @ - 1\ )
Moritarng: Server2016 (169.254118.213) Details for All Activity MR
From | To | Protocol | Stated A
43 SMTP - Dutgoing e-mai [25) A4<1127.001:2476 10.10,10.10:8080 HTTP 04:53.04.2:
4= POP3 - Incoming e-mail (110) 41127.001:2478 10.10.10,10:8080 HTTP 04:5305.1
&2 HTTP Prosy - Web (8080) 451127.0.0.1:2480 1010,10.10:8080 HTTP 04:53:05 6¢
& HTTPS Prosy - Secure Web (443) A471127.00.1:2492 10.10.10,10:0080 HTTP 0453065
& FTP - Fie Transer Protocal (21) 41127.001:2484 10.10.10.10:6080 HTTP 04:53.07.1
& Pess Thiough - For Testing Apes (1000) 5451157 0.0 1,245 10.10.10.10:8080 HTTP 04:52.28.0¢
A1127001:2488 10.10.10.10.:8080 HTTP 0453282 Y
< >
Feal time data for All Activity !
000080 NT 10.0; WOW64: de 54 20 31 30 2= 30 3b A
000096 rv:56.0) Geckos2 72 76 3a 35 36 2e 30 29
000112 0100101 Firefoxs 30 31 30 30 31 30 31 20
000128 56.0 Proxy—Conn 35 36 2= 20 0d 0= 50 72
000144 ection: keep-ali 65 63 74 69 6f 6= 3a 20
000160 we. Connection 76 65 0d Da 43 6f be be
000176 keep—alive. Host 6b 65 65 70 2d 61 bc 69
000192 normandy.cdn.m 3a 20 6e 6f 72 6d 61 be
000208 ozilla . net:443 6f 7a 69 b6c 6c 61 22 6e
nnn»>24 nd Na v
< >
emoey. 46 KByte| Sockets: 100 | Events: 682 I I G T | S, O L gIe: UGG O ouHIT
FIGURE 11.18: Proxy Workbench GUI in Windows Server 2016
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36. Now, because the traffic is being forwarded to Windows 10, switch to the
Windows 10 machine, and open Proxy Workbench GUI Observe that the
traffic from 10.10.10.16 (Windows Server 2016) machine is being forwarded
to 10.10.10.12 (Windows Server 2012).

- Proxy Workbench — a X

File View Tools

BBe Lo A0 3

Eonluinu DESKTOPSVEDCV 10.101010) | Detas for All Aclivity \ [ M 4p]

From | To Protocol [ Started A

%2 SMTP - Outgorg email (25) (#101010162493 101010128080 HTTP 0453283
4 POP3 - Incoming emai (110) 4:l10101016:2435 101010.12:8080 HTTP B453284C
A7 HTTP Prowy - Web (8080) 4101010162497 101010.12:8080 HITP 04532280
827 HITPS Prowy - Secure Wed [443)  [3l10101016:2499 10107012080 HITP 04:5328.81
8 FTP - Fie Transter Frotocol (21) - NotLister [del101050 162607 1010.70.12:6080 HTTP 04532921

42 Pass Through - For Tesing Apps (1000)-N 31161010 162503 101010126080 HITP 0453293 %
< >

[Real time data foe All Actiily 3

000080 ndows NT 10.0; W 6o 64 6f 77 73 20 4e S54¢ &
000096 OW64: xv:S6.0) G 4f 57 36 34 3b 20 72 76
000112 ecko 20100101 Fi 65 63 6b 6f 2f 32 30 31
000128 refox/56.0. .Prox 72 65 66 6f 78 2f 35 36
000144 y-Connection: ke 79 2d 43 6f be 6e bS 63
000160 ep-alive .Connec 65 70 2d 61 bc 69 76 65
000176 tion: keep—alive 74 69 6f 6e 3a 20 6b 65
000192 . Host: incoming 0d Oa 48 6f 73 74 3a 20
000208 telemetry mozil 2e 74 65 6c 65 6d 65 74 I
000224 la.org:d43.... 6c 61 2e 6f 72 67 3a 3

FIGURE 11.19: Proxy Workbench GUI in Windows 10

37. Now, because the traffic is forwarded to Windows Server 2012, switch to
the Windows Server 2012 machine, and open Proxy Workbench GUIL
Observe that the traffic from 10.10.10.10 (Windows 10) machine is being
forwarded to 10.10.10.8 (Windows 8).

Note: Screenshots might vary in your lab environment.

File View Tools Help

0-A®- 3

Menitoing WIN-OJAD7OJBPAI (10101012] | Detals for A Aciviy [ [ MR

Frem [To Protocol | Started A

SMTP - Dutgoing e-ma (25) (410101010:50165 10101086080 HTTP TECER
POP3 - Incoming e:mail (170} 4:l10.10101050068 10101088080 HITP 04:53:28.4¢
45 HTTP Puoxy - Web (B080) 4101001050167 10.10100.8080 HTTP M53BY
4 HTTPS Prowy - Secure Web (443) 4:l10.10.10.1050168 10101088080 HTTP 045328
E12 bio Tuahler Erutocal [21] 1010100050169 10101088080 HTTP 045329

82 Pass Thiough - For Testng Apes (10000 {4140 1010050170 10101088080 HITP 453233 V)
<] " | 3|

eal tme data for Al Activty g

000020 ndows NT 10.0; V 6e 64 6£ 77 73 20 de 54 A
000096 OW64: xv:56.0) G 4f 57 36 34 3b 20 72 76 |
000112 eckos20100101 Fi 65 63 6b 6f 2f 32 30 31
000128 refox/56.0. .Prox 72 65 66 6f 78 2f 35 36
000144 y-Connection: ke 79 2d 43 6f 6= 6= 65 63
000160 ep-alive..Connec 65 70 2d 61 6c 69 76 6S
000176 tion: keep-alive 74 69 6f 6e 3a 20 6b 65
000192 (Host: incoming 0d 0a 48 6f 73 74 3a 20
000208 _telemetry.mozil 28 74 65 6c 65 bd 65 74 | |
000224 1la org:443 . 6c 61 2e 6f 72 67 3a 34 T}
i < m >
|Events: 710 ; : o . ;

—

Memory: 43 KByte| Sockets: 100

FIGURE 11.20: Proxy Workbench GUT in Windows Server 2012
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38. Now, because the traffic is being forwarded to Windows 8, switch to the
Windows 8 machine, and open Proxy Workbench GUI. Obsetve that the
traffic from the 10.10.10.12 (Windows Server 2012) machine is being
forwarded to the outside Intemet. This implies that a chain of proxies have
been assigned to your machine, and you are browsing internet via Windows
10 = Windows Server 2012 - Windows 8. In other words, you ate browsing
with the IP address of the Windows 8 machine, with the proxies of Windows
10 and Windows Server 2012 already running in the background, thereby

File View Tools Help
VAR L O AW-
&

Monkoring Victim 3 (10.10.10.8) [ Details for All Activity [ W] 4p ]
YAl Acty From | To Protocel |S|ubd ~
b SMTP - Dulgaing email (25] [411010101263011  216.58.197.68.443 (www... | HTTP 0453283

POP3 - Incoming e-mail (110) #11010101263012  21658.197.68.443 (wawe.... | HTTP 0453284
HTTP Prosy - Web (8080) #:11010.10.1263013  21658197.68.443 (www.... | HTTP 0453288
3 HTTPS Prony - Secure Weks [443) 1101001263014 21658197 63443 (wwwr.... | HTTP 0453288
4 FTP -File Trenster Protocel 21) 1010101263015 2165819760443 fwwwe.. | HTTP 045329
-4 Pass Thiough -For Testing Apps 1000) 1101010 1263016  21658197.68 443 (wawr... | HTTP 0453293 v
< >
eal time data for Al Activity
000080 ndows NT 10 0; W 6e 64 6f 77 73 20 42 54 A
000096 OW64: rv:56.0) G 4f 57 36 34 3b 20 72 76
000112 ecko/20100101 Fi 65 63 6b 6f 2f 32 30 31
000128 refox/56.0. Prox 72 65 66 6f 78 2f 35 36
000144 y-Connection: ke 79 2d 43 6f 6e 6e 65 63
000160 ep-alive. Connec 65 70 2d 61 6c 69 76 65
000176 tion: keep-alive 74 6% 6f 6= 3a 20 6b 65
000192 . Host: incoming 0Od Da 48 6f 73 74 3a 20
000208 . telemetry mozil 2e 74 65 6c 65 6d 65 74
000224 la orgi443....  bc 61 2e 6f 72 67 3a 34
< >
Memony: 47 KByte Sockets: 100 Events: 712 T 7 7 E 7 : T

ez

FIGURE 1121: Proxy Workbench GUI in Windows 8

Lab Analysis

Document all the IP addresses, open potts and running applications, and protocols
you discovered during this lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

M Yes [0 No
Platform Supported
Classroom O iLabs
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Anonymous Browsing using Proxy
Switcher

Proxy Switcher allows you to antomatically execnte actions according to the detected

network. connection.
_tcon xev  Lab Scenario
"7 Valuable In the previous lab, you learned how to daisy-chain proxies to remain undetectable.
__information T jkewise, as an expert ethical hacker or a penetration tester, you should know all the
# Testyour possible ways to use proxy setvers to remain untraceable on the Internet. You should
knowledge thus know how to create proxies for browsing the Internet anonymously. This lab

demonstrates another way of maintaining Internet anonymity.
B Web exercise ¥y Ly,

) workbook review I-ab wm

This lab will show you how to use Proxy Switcher to browse anonymously.

Lab Environment

In this lab, you need the following:

= Proxy Switcher, located at ZACEH-Tools\CEHv10 Module 03 Scanning
Networks\Proxy Tools\Proxy Switcher; you can also download the latest

"7 Tools version at http://www.proxyswitcher.com, in which case the
demonstrated in screenshots shown in the lab might differ
this lab are
available in = A computer running Windows Server 2016
ZACEH- . .
T o Faivib A Web browser with Internet access
Module 03 ®  Administrative privileges to run tools
Scanning
Networks Lab Duration
Time: 5 Minutes
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B task 1

Install Proxy
Switcher

(3 Often, different intetnet
OONECons require
wmpletely different proxy
server settings and it can be a
real pain to change them
manually.

Module 03 - Scanning Networks

Overview of Proxy Switcher
Proxy Switcher allows you to automatically execute actions according to the detected

network connection. As its name indicates, Proxy Switcher comes with some default
actions, for example, setting proxy settings for Internet Exploret, Firefox, and Opera.

Lab Tasks

1. Navigate to Z:\\CEH-Tools\CEHv10 Module 03 Scanning
Networks\Proxy Tools\Proxy Switcher and double-click
ProxySwitcherStandard.exe.

2. If the Open File - Security Warning pop-up appears, click Run.
3. Follow the installation steps to install the application.

@ Setup - ProxySwitcher Standard - X

Welcome to the ProxySwitcher
Standard Setup Wizard

This will install ProxySwitcher Standard 6.2.0 on your
computer,

It is recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

) o

FIGURE 12.1: ProxySwitcher setup wizard
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4. Once the installation is complete, uncheck all options in the final step of
wizard, and click Finish.

@ Setup - ProxySwitcher Standard -

Completing the ProxySwitcher
Standard Setup Wizard

Setup has finished installing ProxySwitcher Standard on your
computer. The application may be launched by selecting the
installed icons.

3 Auomatically change Click Finish to exit Setup.

proxy configurations {or any
other action) using netwatk [[] set ProxySwitcher Standard to start automatically
information,

[[] show Anonymous Surfing Tutorial

[] show FireFox Configuration Tutorial

[ Launch ProxySwitcher Standard

<esk ([Crmsh )

FIGURE 12.2: ProxySwitcher Finish wizard

TASK. 2 5. Taunch the Firefox browser in the host machine (Windows Server 2016).

Configure Local 6. Click the Firefox Open menu button at the top-right corner of the browser
Proxy in a Web window, and click Options.

Browser ’. (DT <
€= | © Focive! Scaich o ente? address & QSearch vE a0 R[S

X Ce M Copy G Paste

m - 100% +
O = &
NowWedon  MwPivits  Save Page
Vindow
a
a 0 o
5
Print Hatary Full Scoven
Find Ogtions Add-ons
‘ Q Leevcl- '

Dovelopir  Synced Tabi
Taes f using mlipe browers toiem your 288 ersal? Nowyoucon

tak in Hirefor with Mult-Accownt Lentuners Sy
€D Sign imta Sync

B cutomize e o

FIGURE 12.3; Firefox options tab
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S Proxy Switcher supports
the following command line
option:

-d: Activate direct connection

% Proxy Switcher is fully
compatible with Internet
Explorer, Fircfox, Opera,
and other browsers.

Module 03 - Scanning Networks

~

. In the options wizard, scroll down and click Settings... under the Network
Proxy heading,

Browsing

v Usc gutoscrolling

v Use smoath scrolling
v Show a touch keyboard when necessary
Abways use the cursor Xeys 10 navigate within pages

Search for text when you start typing

Network Proxy

Contigure how Firefax connects to the Internet

FIGURE 12.4: Firefox Network Scttings
8. Select Use system proxy settings, and click OK.

Connection Settings X

Configure Proxies to Access the Internet
No proxy

Auto-detect proxy settings for this network

[. se system proxy settings ]

Manual proxy configuration:
HTTP Proxy: 1 ), Port

Use this proxy server for all protocols

SSL Proxy: 127.0.0 Port
ETP Proxy: 127 Port 3
SOCKS Host: 127 Port
SOCKSv4 @ SOCKSVS

No Proxy for:

Example: .moazilla.org, .netnz. 192,168.1.0/24

Automatic proxy configuration URL:

= v
Cancel Help
FIGURE 12.5: Firefox Connection Settings
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9. In the Apps list, click the ProxySwitcher Standard icon.

. NetScanTools Pro Demo
finc

Nmap

e

Paterva

L Proxy Switcher is free Path Analyzer Pro 2.7

to use without limitations - e
Standard
on personal and
commercial use, Windows
Administrativ...

ndard

wicher Standard (Safe m..

cher Standard Help

FIGURE 12.6: Windows Server 2016 Apps list
10. The ProxySwitcher Standard icon appears on the taskbat.

11. Click the taskbar, and sclect ProxySwitcher Standard to launch the
application.

B If the server becomes
naccessible, Proxy
Switcher will try to find a
working proxy server. A
reddish background will be
displayed till a working
proxy server is found.

FIGURE 12.7: Selecting ProxySwitcher Standard icon from the taskbar
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Ple ter

’5 Buy Your Personal Key to Unlock All Features

Enter Product Key

Purchase Product Key

Start 15 Day Trial

FIGURE 12.8: Please register window pops-up

13. The Proxy List Wizard appears on top of the Proxy Switchet’s main window.

Click Next.
Proxy Switcher Unregistered { Direct Connection =]
File Edit Actions View Help .
78X 008 @& 7 & &7 A J Fersen |8
» Genunt State Basccnte Ceuatn Hote Uptime
Prony List Wizard
Wi 1o the Proxy Swi

Using thie wizard you can quickly complete common prexy.
it managment tagks.

P Proxy Swi i 4 To cortinue. cick Next
LAN, dialup, VPN, and other
RAS connections,

FIGURE 129 Proxy List wizard
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14. Select Find New Server, Rescan Server, Recheck Dead under Common
Tasks, and click Finish.

Proxy List Wizard

Using this wizard you can quickly complete common proxy
list managment tasks.

Click Finish to continue.

Common Tasks

'@FndNewSarvers.RescmServers Recheckw

(O Find 100 New Proxy Servers
(O Find New Proxy Severs Located in a Specific Country
(O Rescan Working and Anonymous Proxy Servers

(O Custom...
77 Proxy switching from
the commuand line can be
used at bogon to automatically
apply connection settings.
[ Show Wizard on Startup [ < Back
FIGURE 12.1(: Selecting common tasks
15. Alist of downloaded proxy servers appeats in the right pane, as shown in
the following screenshot:
Proxy Switcher Unregistered { Direct Connection ) - o X
File Edit Actions View Help
(Z/OX 00 EH GBS 7 & F A J) Fmsm %
Scarner ‘ Server 4 State Responie Hoie Uptime
1179,145153:2080 Urtezed A
1179185 2458000 Untesod 3
| 1173.1892178080 Untestod
| 12344550312 Untegad
| 0251127370128 Unteted
| 101263816280 Untested
| 101662517280 Unfested
£ When Proy Swicher oo =
s running in Keep-Line |# 10312 161 16265205 Untezed
mode, it tries to maintain a | 103205 15125 9080 Urtested
Docking proay escact | oewam  bacess
connection by switching | 10326251, 1343080 Unteeed
proxy servers (e.g, in | 0326221305128 Unfeted
tages, I 10327016:3128 Untested
posezionugo). | 1034314314700 Untezed
| 10343 143.14880 Unfeted &
< >
B e T oae Frogiess Sizm Fourd
Core Froxy Network Complete N 5 1000 N
wwow sitveproxy com Racenrg | DOkb 1
ek srsnmert o Compiete —
www beandromeret  Compiete I 5
weew netmo com Rocetvirg — e 3
rgor 0096 DL 5.8 k8/s UL: 3.7 ks 4

FIGURE 12.11: List of downloaded Proxy Sarvers
Note: The list of downloaded proxy servers might vary in your lab environment.
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16. To start downloading the proxy list, click E

Proxy Switcher Unregistered ( Direct Connection ) = u} X
File Edit Actions View Help
OI?.( OO0EBEZ & F A 4 e %
5m. ‘ Slate Aespenze Countiy Hob= Uptme
; o 1118384216188 Urteated CHINA A
[ When the active proxy 5 1.172.14 62:6088 Untesied 1
ver becoo 11179,146.1538080 Untezec
b0 ?l‘:l pcjo & 117918389183 Untested
MIACCesm DI T LOXY, ¥ 1179185249135 Urezed
Switcher will pick another ¥ 1179185 249:5080 Untestod
server from the :‘ 1.179,189.217.8080 Unteated
itch 122445503128 Untestad
ProxySwitcher category: 1 101132 156,165,108 Untested CHina
If the active proxy server is & 101251127.373128 Untested CHINA
currently alwe, the ¥ 101.254.185.156.8080 Untested CHINA
background will be 3 ymus:aumn Untested CHINA
5 st green o 10141353480 Untested CHINA
¥ 1014135 34:8000 Untested CHINA
o 10147352481 Untestod CHINA
' 101.66.251.7280 Unteeted CHINA.
ywamomnm Untleeted I ViET ham
¥ 103.10.22861.8080 Untegied = THALAND
,gw:msn 52335 Uniesied [ CAMBODIA
Untezted -wm o
>
= = 2
3,106 3 e 5
185227 8.21:3128 tested a3 [Alve]
'91.235 15:80 teated 21 Plive] 1
153194599 3128 add 2n (o] __ B
Active, 0/56 DL 09K UL DAKRE
FIGURE 1212 Downing a proxy

17. Wait until all the proxy setvers ate downloaded. This can take a significant
amount of time.

Note: If you have enough downloaded proxy servers, you can click Cancel to
interrupt the download.

Prexy Switcher Unregistered  Direct Connection ) - o X
OI?IBX COEEE? & M Ax /) e % )
Seryer 4 Slate RAesponse Countiy Nows Uptme
a0 1119184216184 Untesied CHINA ~
77 When mnning in Asds 5 1119184 2163128 Urtezes CHINA |
Sush mode, Proxy Switcher 5 1 !g|:s ﬂ;::w Untesed
: : 179,145 1 Untezed
il iwitch actve froxy & 117918389183 Urteseoc
servers regularly. The o 117815 209135 Untexod
switching petiod can be set 1 1.173.185 249,080 Unteated
witha slider, from five § 1.179.189.217:8080 Unteted
7 10 & 124550128 Untested REPUBLIC OF KOREA
minutes to 10 seoonds. ¥ 101.132.158.165.1080 Unteed
¥ 101251127.37.3128 Untested
¥ 101.254 125.155:2080 Untested
¥ 101263316280 Urtested
’ 10141353480 Urtestod
1 101.4.135.34:8080 Unteated
b‘ 1014.138 3481 Urteeted
¥ 101662517280 Untested
1031210073128 Untested
,y 103.10.169.97:3128 Untested INDONESIA
£ 10310228612000 Untested == THALMD e
( >
Nave Stele Progiess Sea Fourd
Core Prxy Network Compiets N ok 1000 ~
W Siveprony com Compiets I 00k |
tock rosrstnment com ] 61kb
wiw besndremenet  Receving I 00k>
s con Feceves E— | 1
/36 Dl 13,1 kB/s U 11 KBYs

FIGURE 12.13: Proxdes being downlboaded
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18. Click Basic Anonymity in the left pane to display a list of alive proxy servers.

Assign Proxies

77 In addition to standard
add /remove/edit
functions, proxy manager
contains functions useful
for anonymous surfing and
proxy availability testing

Proxy Switcher Unregistered { Direct Connection ) - o X
File Edit Actions View Help
| EX 005 Q&7 & F" A o rmee %
State Hove Uptime
Alve 1A
Ave i
Ave [ 1
Ave 1
Phve \
Aive 1
Hive 1
Hive
Alve 1
Hlve 1
Alve 1
Ave il
Alve 1
Aive \
Aive \
Bive
Alve 1
Alve 1
Ave )
Alve = iE
“ -
~
v
DL 0.1 kB/5 UL 02 kB/s p

FIGURE. 12.14: Searching for alive proxy servers
19. Select one Proxy server IP address in the right pane. To switch to the
selected proxy server, click :

Note: Select only those proxies that are in Alive-SSL state. The proxy selected in
this lab might vary in your lab environment.

® Proxy Switcher Unregistered ( Direct Connection ) - 5] X
File Edit Actions View Help
)| 7 BX 00 WG 4 <[ A e x
Server ¢ Slele Aespenie Canty Ho=  Uptme
o 101.109252.73.8080 Ave B%6m:  m—THALAND 1a
¥ 101.109.43.227.8080 Hive Tlm: e THALAND s
& 101.255.12065.5080 Hive 1703ms - NDONESIA 1
& 102.12.118.7:8080 Hive B02ms o INDIA 1
¥ 103.1216061:51225 Ave 604ms. CAMBODIA N
¥ 10312.16218951225 Hve 2155ms
¥ 1031581 7465103 e 9235ms i, INDIA
o 103.193254.15151225 Alve 8718ms i INDIA 1
¥ 103.1952621151226 Hve 2067ME i INDIA
103205.59.140.62947 Teding 12653me BANGLADESH 1
& 03 2115601351225 Bive 2485ms o INDIA 1
& 10321159.19951225 Bive 5515ms o, INDIA 1
¥ 10321220.7220749 Alve 20ms i, INDIA B}
& 103219213.715225 Teang 2125ms o INDIA 1
& 10328 117244 8 - i
1
1
e
>

<
[Dtied | Ko | Ao uech

51106 54 7651225 ested s [Aive]

FIGURE 12.15: Selecting a proxy server
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(1) Starting from version 3.0
Proxy Switcher incorporates
an internal proxy server, Itis
useful when you want to use
other applications (besides
Internet Explorer) that
support HT'TP proxy via
Proxy Switcher. By default, it
waits for connections on
Jocathost:3128.

L ————
TASK 5

Test Proxies

Module 03 - Scanning Networks

20. When the proxy server is connected, it will show the connection icon as -

@ Proxy Switcher Unregistered { Active Proxy: 103.228.117.224:2060INDONESIA ) - =] X
File Edit Actions View Help
- p i R
O 7 HX U0E GE 7 o/ " A /s %
[ Proxy Scanner Servar 4 State: Resporie Countiy Mot Uplime
5 New (2504) o 13245718080 Ave §74ms IES MALAYSIA 1a
{2 CORE 22) & 101,109.252.73 8080 Mve 2%6ms " THAILAND 1
) |2 High Anonymous (1) ¥ 10110943227 8080 Ave 1136ms  mm—THALAND 1
£ SSL & 101255 120.65.9080 Sive 170Gme - NDONESIA 1
o ERel) ¥ 103.12118.7.:8080 Aive 802ms i INDIA 1
i) - 7 Deed (4291) o 103127162.18951225 Bhve 21%ms [ CAMBODIA
[ Pemanertly (15 & 103.15.62.245.8080 Blve 5083ms o INDIA 1
[ Basc fomymty (740) || & 1031581 7465103 Hue 9239ms o, INDIA
7 SsLg ¥ 102193254, 15151225 Alve 8718ms .., INDIA 1
= Prvate (5) ¥ 1031952621151225 Ave
= Dangamua (46) ¥ 103.19572.92 8080 Ave 1
My Prowy Servers () ¥ 103.20659.140 62947 Ave 1
FrowySutche () & 103211 56.11351225 Hve 1
¥ 10321159155 51225 Bve 1
¥ 1032128872 28745 Sive 1
¥ 103213236.122.8080 Bhue 1
5 71 i
v

S TEAVIET I

FIGURE 12.16: Proxy server successfully connected
21. Jaunch the Mozilla Firefox web browser, and enter the URL
httpJ/www.proxyswitcher.com/check.php to check the selected proxy-

server connectivity. If the connection is successful, the following information
is displayed in the browset:

[

o]

T

G vonw provyswilehercom/check sty

.
India

Your possible IP address is:
Location:

Proxy Server: | DETECTED
Proxy IP: | 103.228.117.244
Proxy Country: | Indonesis =

FIGURE 12.17: Detected Proxy Server
Note: The information displayed above may differ in your lab environment.
22. If the connection is unsuccessful, try selecting another proxy from Proxy
Switcher, and repeat Step 23.
23. To ensure that the proxy is assigned, browse http://www.google.com and
type What is my IP in the search engine.

24. Press Enter. The proxy IP address (103.228.117.244) is displayed in the
Search Engine Result Page (SERP), which infers that the legitimate address is
masked and the proxy is in use.
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E After the anonymous
proxy servers have become
available for switching, you
can activate any onc to
become “invisbk” to the
sites you visit.

Module 03 - Scanning Networks

Note: The displayed IP address might differ in your lab environment.

™ Detecting your locstion... X
€ Oa pvd.google.com/sorry/inde

Submit

About this page

Our systems have detected uny rafiic from your computer
NEtwol his page checks to see i #'s really you sending the
requests. and not a robot. Why did this happen?

IP address: 103.228 117.244)

source=homepage

G https/fwwnvgoeglecoid

Isatprafs?sig=0_xnCLnSkoZGkP231dinl_SRZB_s%3D&hl=an&

-+

FIGURE 12.18: "Testing your TP address

25. Open a new tab in your web browser, and sutf anonymously using this

proxy.

D& certfedhacken.com

certifiedhacker.com

Learn how to esak

mh‘ulqyuulluxhn_ X G mipaifawwgcedeco.d X Cortfiod Hacke

Welcome to our cosy restaurant

X Qs vEe 3 A D

FIGURE 12.19: Surfing internet using Proxy server
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Lab Analysis

Document all the IP address of live (SSL) proxy servets and the connectivity you
discovered during this lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

Yes [0 No
Platform Supported
M Classroom O iLabs
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s
ICON KEY

77 valuable
information

# Test your
knowledge

B Web exercise

Q) Workbook review

"7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 03
Scanning
Networks

Module 03 - Scanning Networks

Anonymous Browsing using

CyberGhost

CyberGhost allows you to surf anonymonsly and access blocked or censored content.
Lab Scenario

As stated eatlier, as an expert ethical hacker or penetration tester, you should have
sound knowledge of different techniques used for anonymous browsing. In this
lab, you will learn another way to maintain your Internet anonymity.

Lab Objectives

This lab will help you understand how to use CyberGhost for anonymous
browsing,.

Lab Environment

In this lab, you need the following:

=  CyberGhost, located at Z:\CEH-Tools\CEHv10 Module 03 Scanning
Networks\Proxy Tools\CyberGhost; you can download the latest version
at httpJ/www.cyberghostvpn.com/en_us/download/windows, in
which case the screenshots shown in the lab might differ

= A computer running Windows Server 2016
= A Web browser with Internet access

=  Administrative privileges to run tools
Lab Duration

Time: 15 Minutes
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E task 1

Install

COAutomatic
change of proxy
configurations (or
any other action)
based on network
information

Module 03 - Scanning Networks

Overview of CyberGhost
CyberGhost is a fast, simple, and efficient way to protect your online privacy, surf

anonymously, and access blocked or censored content. It offers top-notch security
and anonymity without being complicated to use or slowing down your Internet

connection.

Lab Tasks

1. Navigate to Z:\CEH-Tools\CEHv10 Module 03 Scanning
Networks\Proxy Tools\CyberGhost and double-click CG_6.0.8_EXP-

PF.exe.

2. If the Open File - Security Warning pop-up appears, click Run.

3. Follow the installation steps to install CyberGhost on the Windows
Server 2016 machine.

4. Once the installation is complete, the CyberGhost GUI displays the real
location of your setver, along with its IP address.

Note: An Upgrade Now window opens with the GUI Close this window.

The real location traced by CyberGhost may differ in your lab environment.

13 CyberGhost

ée,s“’

i
~

Torrent Anonymously

@’*
&

Unblock Streaming

5

< Basic Websites

ogin Support Settings -~ 0O

Upgrade Now
 and enjoy our premiun semice

Protect Network

&

007

Choose My Server

FIGURE 13.1: CyberGhost displaying the real location
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5. Now, dick Surf Anonymously button in the CyberGhost application
window.

H task 2

Unbiock Streaming Protect Network

0 g

Torrent Anonymously block Basic Websites Choase My Server

FIGURE 13.2: Choosing Simulated Country

6. Surf Anonymously section appears displaying Automatic in the Choose
country list by default.

ount Login  Support  Settings

Start Anonymous Surfing

FIGURE 13.3: Choosing Simulated Country
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7. Select a country from the list. In this lab, Germany has been selected.

FIGURE 13.4: Choosing Simulated Country

8. The Choose country changes to Germany, as shown in the following
screenshot:

1 HTTPS redirect

Start Anonymous Surfing

FIGURE 13.5: Simulated Country set to Norway

CEH Lab Manual Page 281 Ethical Hacking and Countermeasures Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



Module 03 - Scanning Networks

9. Click the Start Anonymous Surfing button to initiate CyberGhost.

FIGURE 13.6: Starting a Proxy

10. CyberGhost attempits to establish a connection to the proxy server located in
Germany, as shown in the following screenshot:

Connecting

FIGURE 13.7: Proxy Connecting from CyberGhost
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11. On successfully establishing a connection, the simulated location changes to
Germany, and the IP address changes to that of the server in Frankfurt, as
shown in the following screenshot:

Note: The server may differ in your lab environment.

You are currently protected

R v

FIGURE 13.8: CyberGhost displaying the Simulated Tocation

B EAER 8 12. Taunch the Mozilla Firefox web browser, type the URL
httpz/whatismyipaddress.com/locationfeedback in the address bar,

Browse Internet and press Enter.
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EL) After the anonymous
proxy setvers have become
availabke for switching, you
can activate any one to
become invisible to the sites
you visit.

Module 03 - Scanning Networks

13. Scroll down to the Geographical Details section. Observe that the server IP
address and location has changed to 77.243.183.88 and Germany:

a % Updane Your Gi
“ c

# Secure | Bttps, whatismyipeddress.com,

rarect rankur.

o
24103

M247 1 wankturt

rirasiucae
(242,04,

cyberghost frankdurt

soevers

n-w..) Polan
,'i Vs
Y L]
{
Germany ' )
P
%) o Fragie R sey
N Caebis Pl
Pl Rt
i N Vit | Slevede,
B B
s e TP T e L
A " Hungary
: v “
Go_gle o0 oSS Ty e poct e o o s Gl S Somgne
Geolocation Details for 77.243.183.88
¥ woc ¥ proncera 9 provder 8 9 Provider @ provider
Lattude 553761 E 501167 200831
Longluge 34260 0580 06285
oy (m) 175516
Cour qemary gemany
|Stste Reygron: hessen
cry nisgerrad
tal Coda 0528

FIGURE 139: Testing your IP address

14. Open a new tab in a web browser, and surf anonymously using this proxy.

ion %

Cartind Hacker

ledhacker.com

certifiedhacker.com

lvccy Boy

S hotel hooking

Cannes - Monte Corlo - Nice

FIGURE 13.1(: Surfing internet using Proxy server
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15. Once you are done browsing, click the Stop Anonymous Surfing button
again to disconnect the proxy. CyberGhost now displays your real location,
as shown in the following screenshot:

M MyAccount Login Support Settings

You are currently protected

FIGURE 13.11: Turning Off the Proxy

Lab Analysis
Document all the IP address of live (SSL) proxy servers and the connectivity you
discovered during this lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

‘ M Yes O No
‘ Platform Supported
‘ M Classroom [ iLabs
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ICON KEY

77 Valuable

information

# Test your
knowledge
B Web exercise

1 workbook review
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Identify Target System’s OS with
Time-to-Live (TTL) and TCP

Window Sizes using Wireshark

Identifying the OS wused on the target host allows an attacker to figure out the
vulnerabilities the system poses and the exploits that might work on a system to further
perform additional attacks.

Lab Scenario

Attacker can identify the OS running on the target machine by looking at the
TTL and TCP window size in the IP header of the first packet in a TCP session.

Lab Objectives

Sniff/captute the response generated from the target machine using packet-
sniffing tools such as Wireshark and observe the TTL and TCP window size
fields

Lab Environment

In this lab, you need the following:
= A computer running Windows Server 2016
®  Windows 10 machine
= A virtual machine running Ubuntu

Lab Duration

Time: 5 Minutes
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Overview of Banner Grabbing

Banner grabbing or OS fingerprinting is the method to determine the OS running on
a remote target system. There are two types of banner grabbing techniques: active and

passive.
Operating System Time-to-Live (TTL) | TCP Window Size
Linux (Kernel 2.4 and 2.6) 64 5840
Google Linux 64 | 5720
FreeBSD 64 \ 65535
OpenBSD 64 ; 16384
Windows 95 32 \ 8192
Windows 2000 128 J 16384
Windows XP 128 ‘ 65535
Windows 98, Vista and 7 (Server 2008) | 128 | 8192
i0S 124 (Cisco Routers) 255 ‘ 4128
Solaris 7 255 8760
AIX 43 64 ‘ 16384
Lab Tasks
1. Before starting this lab, ensure that three virtual machines are launched
and logged in.

2. lLaunch Wireshark in Windows Server 2016 machine and enable for
capture the packets.

3. You can launch Wireshark from Start menu apps as shown in the
screenshot.

B rask 1 B Windons Powershel
Run Wireshark

Windows System

WinPcap 9
WinRAR Google Chrome
Wireshark

Word 2016

€ m

FIGURE 14.1: Launch Wireshark from Start menu
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B task 2

Ping through
Windows Server
2016 Machine

Module 03 - Scanning Networks
4, Wireshark main window appears as shown in the screenshot, double-
click the available ethernet or interface to start the packet capture.

Note: In this lab, the available Interface is Ethernet 4; this might vary in your
lab environment.

| ALy e S |
oe (80 Vow Aviyte  Sasancs  Tolephony Wewien Tooh el
"e xe ] =B Aas
—~ D
Wekcome to Weshart
Capture
g e e <] M rtaces o>
[Eema 1T ]
a

FIGURE 14 .2: Wireshark main window, enabling to start the capture

5. Switch to Windows 10 machine and launch command prompt as shown
in the screenshot.

= 0O @

Filters \v/

Best match

Command Prompt
Desktop app

Search suggestions

L cmd-se

£ cmd|

FIGURE 14.3: Launch Command Prompt in Windows 10 machine
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6. In the command prompt window, type ping 10.10.10.16 and press

Enter.

Note: 10.10.10.16 is the IP address of Windows Server 2016 machine; this
may vary in your lab environment.

B Commund Promet

E task 3

Analyze the TTL

FIGURE 14.4: Sending ICMP requests to Windows Server 2016 machine

7. Switch to Windows Server 2016 machine and observe
captured by the Wireshark.

B Gty foom Tiberne 4

the packets

2 Eneret & O captan 0 egam

Faden 31 Dnsterest 1 (106.0%) Prothe; Ont

FIGURE 14.5: Packets Captured by Wireshark

8. Choose any packet of ICMP request from Windows 10 (10.10.10.10) to
Windows Server 2016 (10.10.10.16) machine, and expand Internet
Protocol Version node in the Packet Details pane.

Note: The IP address may vary in your lab environment.
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9. TTL value recorded as 128, which means the ICMP request came from
Windows-based machine.

Tt Vew Go Captwe  Anshae  Sutatcs  Telphony Wewlews  Took  Malp
BREQesmTLIEAQAQAD

Potce Length Info

e
Ld
woe
b d

10.10.10.10 ow 74 tcho (ping) reply  Ld=0uo0Rl, seqel6/4096, tti=120 (request .
e T4 tcho (ping) request  Lo-0uodl, seqei?/4)52, ttlsidh (no respo.
o T4 techo (ping) reply  L0e0w0003, seqell/AXS2, trleddd (request .
100 74 Echo (ping) request 1d«OnB0dl, seqelB/4608, ttie128 (no respe.
100 74 Echo (ping) reply  A0=0u0003, Seqeil/A608, 111128 (request -
L 42 Who has 10.30.30.16) Tell 10.10.30.10

Microsof 01105101 A A2 10.30,10.36 in ot 00115:54:01105:00

10.295.295.0%% D-LSA. 175 Oropbox LAN sync Discevery Protocel

oo G101 = Meader Lengthi 30 bytes (5)
» Oifferentisted Services Fleld: 0x00 (05CP: C30, EONI Not-ECT)
Totel Lengthi w0
lmlvknt—: 07006 (3072¢)
> Flags: Guee
#r offset: &
Dmuo:l 100 (1)
Header checksumi Ox9a8d [validation disabled)
[Meader checkium status: Usverified)

Sourcer 10.30.30.20
Destination: 10.10.10.36

-ununulu -uu
0 0n 30 08 00 44 4c 00 01 00 Of 61 02 6

leaadle

m o

FIGURE 14.6: "lime-to-Live value detected by Wireshark for Windows machine

10. Now, stop the capture in the Wireshark window by clicking on Stop

ot
{
i
|
i
g
i

“iiiiﬂi"i;;{ =

10.30.30.30 295.295.299.20%%
10,10.10.10 10.255.295.25% o
10,10,10.10 u.u.u. 74 tcho (pAng) request  1d-0u0001, 1eqel3/3840, ttie128 (ne respe.
i Brosdcant A2 Who has 10.30.10.300 Tell 10.10.10.10

A2 10.10,10.10 Ly ot 00115:54:01:05:01

24 tche (ping) reply SeqeIS/3040, tH1e128 (request o
74 tcho (ping) request eqe16/4006, THIS128 (n0 respo.
74 tcho (ping) reply Seqel0/4006, tE1e120 (request .
74 tche (ping) request $0qe17/4352, tE1e120 (N0 Pespo.
74 teho (ping) resly SeqeiT/4352, TH1sI20 (request .
Seqri0/4608, tt1=128 (n0 respo.

mmﬂ 01050
10,30,10.10
1. !

10 20000
11 3.000681

12 3.90070) 74 tcha (ping) reply  Ld-0ub0l, seqelf/4608, ttle128 (request .
13 5.006892 42 Who has 10.19.10.167 Tell 10.10.10.10
14 5,0666) -w—.v 01105101 42 10.30,10.36 {x ot 00115:54101105:00

15 1501796 10.30.10.1

g
§

173 Dropbox LAN sync Discovery Protocol

Frame 31 74 bytes o wire (592 bits), 74 bytes captured (392 bits) on interface A
Ethernet 11, Srci Microsof 01105101 (00115154101105:01), Dst| Microsof 1103100 (ommc-umm)
¥ Internet Protocol Version &, Srci 10,10.10.10, Dsti 10.10.10.16
0100 ... = Version: 4
Liis 0101 = Weader Lengthi 39 bytes (5)
> Differentisted Services fleld: 0ub0 (05CP: €30, COMI Mot-ECT)
Total Length: 0
Tdentificotion: x7006 (38726)
> Plags: oo
Fragrent offseti 0
Time to live: 120
Protocols 1OW (1)
Weader checksum: Ox9asd [validation disabled)
[neader checksum statusi Usverified]
Seurcer 10.30.10.20
Destination: 10.10.10.16.
3
e - L00a. "
FIGURE 14.7: Stop Live Capture in Wireshark
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11. Now, click Start capturing packets button. If Unsaved Packets pop-
up appeats click Continue without Saving button.

e View Go Coptore Amehze Sttt Telephony Weeless Took MHelp

" 8 DREQ+=-=TLITEQQAQND

= 59 - toremen. &
Protocal | Lemg®h Info

74 tcho (ping) request id-0uboRl, seqei9/4sés, t11-138 (repl. |
74 Echo (ping) reply  L0-0wdl, seqel9/486d, ttleldd (requ.
74 tcho (ping) request 10-0wd00l, 3eqe20/3120, ttl«i28 (0o r.
74 Echo (ping) reply  Sd=a@O01, 30q-20/5120, tt1e128 (requ.
74 Echo (ping) request 1detndOdl, 1eqe21/5376, ttleddd (repl.
76 Echo (plag) reply  1d-SubbBl, 50qe21/5376, trleldS (requ
74 tcho (ping) request Id-dudO0l, seqe22/5632, ttle128 (repl.
74 tcho (ping) reply  Lo-0udOOl, 30qe22/5632, tEledld (requ.
90 NTP Version 3, client

42 ¥ho has 30.10.30.167 Tell 10.10.30.1

42 10.10.30.36 s ot 00:15:54:01:05:00

90 NTP Version 3, server

42 o hes 10.10.10.267 Tell 10.10.20.10

42 10.30.30.36 is ot 00:15:34:01:05:00

42 Who hes 10.30.10.307 Tell 30.10.30.16 3

2

Microsof_03:05:00  Microsof 03:95:01
Microsof 01:05:00  Microsof 1:05:01

BREIREIGRETANNY

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0 -
Ethenet 11, Src: Microsof_01:05:01 (09:15:54:01:05:01), Dst: Microsof_81:05:0b (00:15:5d:@2:05:00)

v Intermet Protocol Version 4, Srcr 30.10.10.10, Dst: 30.310.10.16

0100 ... = Version: &

0101 « Meader Length: 20 bytes (3)

fferentisted Services Fleld: &x00 (05CP: (S8, ECN: Not-£CT)

Protocel: 10¥ (1)
Header checksus: €x9089 [validation dissbled]
{Header checksum status: Usverified)

Source: 10.10.10.10

Destinstion: 10.10.10.16

10 00 3c 78 os 00 00 IE 01
O Ge et eesdssee

m

FIGURE. 14.8: Stant Live Capture in Wireshark

12. Wireshark will start capturing the new packets; leave the Wireshark
window running and switch to Ubuntu machine.

8t View Go Copture  Avshyoe  Sustatas  Telephony Wesless  Tooh  Help
Hge DR QesmTizilaaan
v 1> B B3 - tarewon +

ety @ duta s S

T

00
o0-

L

L

anp

anr
00-L90.
500
5500
500
500

13

Microsof 01105100
Microsof_03105:00
Microsof 01103100
Microsef_01105:00

A2 Whe has 10, 10,367 Tell 30.10.00.1
42 30.10.30.36 s #t 00115)54:00:05:100

3 10.10.30.1 173 Dropbex LAN sync Olscovery Protocel
1030301 36 MSEARCH * WTTR/LLL
1030003 206 MOSEARCH * WTTR/1.1
10,3030 299,295,290 36 MSEARCH * WTTP/2.1

10.30.10.1 IV

216 MSEARCH * MTTR/A.1

bytes on > bytes captured on interfoce 0
Ethernet 11, Srci Microsef 01105100 (09115154101105109), Osti Broadcast (1i#1101111i10:00)
b Internet Protocol Version 4, Seci 10,10.10.1, Osti 10.255.285.255
0100 ... =

he 20 bytes (5)
» Differentisted Services Field: Ow08 (DSCP: €3, EONI Wot-ECT)
Total Length: 161
Tdentification: Outboh (37547)
) Flags: ouee

Protocol: UOR (17)
Weader checksumi Oxafa? [validetion disabled)
(Meader checkium statusi Usverified]

Seurcer 30.10.30.1

U o » i

FIGURE. 14.9: Stant Live Capture in Wireshark
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Module 03 - Scanning Networks

13. In Ubuntu machine, launch Terminal by clicking on Terminal icon
present on the taskbar as shown in the screenshot.

H task a

Ping through
Ubuntu Machine

FIGURE 14.10: Launch Tenninal in Ubuntu Machine

14. In terminal window, type ping 10.10.10.16 and press Enter. After few
packets sent from Ubuntu to Windows Server 2016, press Ctr+C to
terminate the ping request.

ubuntu@ubuntu-Virtual-Machine: ~

buntu@ubuntu-V $ ping 10.10.10.16

ING 10.16.16. 0 bytes of data.

4 bytes 0. . mp_seq=1 ttl=128 time=0.852
bytes fr 0. icmp_seq= tl= i .417
bytes f 9.16.10. icmp_seq=3 ttl=128 time=0.425

icmp_seq=4 ttl=128 time=0.427

icmp_seq=5 ttl=128 ti .417

icmp_seq=6 ttl=128 time=0.408

.10. 6: icmp_seq=7 .567

10.10.10.16: icmp_seq=8 ttl=12 .465

160.10.10.16 ping statistics
s transmitted, 8 ceived, 0% packet loss, time 7175ms

[avg/max/mdev = 0.408/0.497/0.852/0.143 ms
ubur M ine:~$

tu-Virtual-Machin

FIGURE 14.11: Sending ICMP requests to Windows Server 2016 machine

15. Switch to Windows Server 2016, and choose any packet of ICMP request
from Ubuntu (10.10.10.9) to Windows Server 2016 (10.10.10.16)
machine, and expand Internet Protocol Version node in the Packet
Details pane.

B TasKk: 5 Note: The IP address may vary in your lab environment.
Analyze the TTL
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16. TTL value recorded as 64 means that the ICMP request came from a
Linux-based machine

Gt Veew Go Copture  Analyar  Sustatas  Telephony Wieelens  Tooh  Help
GE A MERS EFTH LN

Source Oestraton hoe Lengh Info
79 215.183001  Microsef 01105107 -~ 42 Whe hes 10.10.10.16! Tell 30.10.10.9
80 315101072 Microsof 018418 Anp A2 10.10.10.16 1 at 00115:54:01105:00

) 82163 98 fcho (pin pquest Ld=Oubcbd, yeqel/386, ttietd (reply in 82)]
62 0% 98 tcho (ping) reply L=0ucb?, S0qe1/25%6, tHis128 (request in.

B3 216,144 10.10.10.9 10.10. 109 98 Echo (ping) request 10<owbchy, sequ2/S12, trleta (reply in 84)
onemsn 10.10.10.16 .10, 10w 9 tche (ping) reply Ae0uiebh, 10qe2/512, TH1-128 (request in.
LMD 1030309 10,30, 109 08 Echo (ping) request L0=Ondcbd, oqe3/760, ttiseh (reply in 86)
0 72764 10,310,036 10.0.30.9 109 98 tcho (ping) reply  Ld-owbch, seqed/268, teieids (roquest in. M
07210200421 10.30.30.9 10.10.30.3 109 08 Echo (ping) request Ldsoudcbd, teqed/1034, trleed (reply in &
21020530 10,10,10,16 10,10.10.9 109 94 tcho (ping) reply  MdeOubch®, seqed/1034, ttleids (request L.
9 29.289M  10.10.10,9 10.10.30.30 10w 9 Echo (PIng) request  Lé=0uichh, 10qeS/1200, ttiséd (reply in 9.
00 2192054 10.10.10.3¢ 10.10.20.9 100 9 Echo (ping) reply  Lde0wicbd, 1eqe3/1200, tHi=128 (request i
91220000000 Microvof 0110580  Microsof 8105107 ARP 42 Who has 30.10.10.9) Tell 10.39.10.16

2 2000007 Microsef 01:0%:07 Microsof 031:0%:00 Anr A2 10.10.00.9 Lx ot 00:115:54:00:05:07

93220509088 10.10.10.9 10.10.10, 16 109 95 Echo (ping) request Ld-0udcdd, 5eqe6/1536, trlesd (reply in oo
oa O OU ~ (342 B i bt eI BADEHENNIPAN .

>lle

) Trame 811 98 bytes on wire (704 bits), 98 bytes captured (784 bits) on interface §
thernet 1! i« i 07), Osti Microsof 01105100 (00113154 o)

0100 ... = Verslon: 4
iis G101 « Weader Lengthi 20 bytes (5)

» Differentisted Services Field: 900 (05CP: €30, EONI Mot-ECT)
Total Length: 84
Leentification: Oxdice ($3708)

) Flagsi w82 (Den't Praguent)
rr i 3

Protocol: 30W (1)

Meader checksum| Oxd000 [valldation disabled]
[Wesder checksum status: Usverified)

Seurce: 10.30.10.9

Destination; 10.10.10.16

E\L&ﬁi{«'&uln ww
0 MK BN
FIGURE 14.12: Time-to-Live value detected by Wireshark for Linux machine

17. Stop the running capture in the Wireshark window, and close all the
windows that were opened in the all three virtual machines.

Lab Analysis

Document all the different T'TL and their respective OS you discovered during this
lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

[ Yes M No
Platform Supported
M Classroom M iLabs
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ICON KEY

[F=7 Valuable

information

# Test your
knowledge
B Web exercise

28] Workbook review

"~7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHV10
Module 03
Scanning
Networks

Module 03 - Scanning Networks

Drawing Network Diagrams using
Network Topology Mapper

Network Topolggy Matper discovers a network and produces a comprebensive network
diagram that integrates OS1 Layer 2 and 1 ayer 3 topology data.

Lab Scenario

During security assessment, your next task will be to create target network
diagram or topological diagram using the IP range obtained from information
gathering phase. As a professional ethical hacker or penetration tester, you should
be able to create pictotial representation of network topology used in the target
network. This lab will demonstrate how to create topological map of target
network.

Lab Objectives
The objective of this lab is to help students how to create network topology diagram
of target network using Network Topology Mapper.

Lab Environment
To perform this lab, you need:

= Network Topology Mapper located at ZACEH-Tools\CEHv10 Module 03
Scanning Networks\Network Discovery Tools\Network Topology
Mapper; you can also download the latest version of Network Topology
Mapper from the link https/www.solarwinds.com/; if you decide to
download the latest version, then screenshots shown in the lab might differ

= A computer running Windows Server 2016
= A computer running Windows 8
= A web browser with Internet access

= Administrative privileges to run the Network Topology Mapper tool
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Lab Duration
Time: 5 Minutes

Overview of Network Topology Mapper

SolarWinds Network Topology Mapper automatically discovers your network and
produces a comprehensive network diagram that can be easily exported to Mictosoft
Office or Visio. Network Topology Mapper automatically detects new devices and
changes to netwotk topology. It simplifies inventory management for hardware and
software assets, addresses reporting needs for PCI compliance and other regulatory
requirements.

Lab Tasks

1. Logon to the Windows Server 2012 and Windows 8 virtual machines.

H task 1

Install Network 2. Switch to the Windows Server 2016 machine.

Topology Mapper 3. Navigate to  ZACEH-Tools\CEHv10 Module 03 Scanning
Networks\Network Discovery Tools\Network Topology Mapper, then
double-click SolarWinds Network Topology Mapper.exe.

4. 'The SolarWinds Registration dialog box opens. Enter a working email
address, and then click Continue.

SolarWinds Registration

Please confirm the emal address you provided when registering to download
NTM, Ifitis blank, please provide your preferred e-mail address. This will help us
assist you with pre-sales technical support, educational material, and other
account related communications. Installation requires a valid email address.

FIGURE 15.1: SolrWinds Registration dialogs-box

5. Accept the license agreement, and click Install.

ﬁsmﬂwands Network Topology Mapper

SolarWinds Network Topology Mapper Setup

License Agreement

[ IMPORTANT - READ CAREFULLY: BY DOWNLOADING, A ‘
INSTALLING, AND/OR USING THE SOF TWARE (DEFINED BELOW),
YOU (DEFINED BELOW) AGREE TO BE BOUND BY THE TERMS
OF THIS AGREEMENT (DEFINED BELOW). IF YOU DO NOT
AGREE TO THE TERMS OF THIS AGREEMENT, YOU MUST NOT
DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND YOU MUST
DELETE OR RETURN THE UNUSED SOFTWARE.

SOOI ADWINNE

(15072 1o the license teims and conditions)
[ options | [Cinstall ) [ close

FIGURE 15.2: SolrWinds License agreement window
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6. 1If the Solarwinds license pop-up appears, click Continue Evaluation,

=

solarwinds 7

Please click 'Enter Licensing Information’
to license your product.

Your evaluation ends in 14 days.

FIGURE 153: Sohrwinds license pop-up

7. 'The Help SolarWinds Improve window opens. Click No, | would not like
to participate, and then click OK.

L Help SolarWinds Improve = 4 X
Network o o Networ Topaty apperd T
Topology * Help us design and buld features thatft your nesds

Mapper s oy e R

sm;\rwmusq', L w

FIGURE 154: Help SolrWinds Improve window

8. Once the installation is complete, and the SolarWinds Network
Topology Mapper window opens, click Close.

SolarWinds Network Topology Mapper

SolarWinds Network Topology Mapper Setup
Setup Completed

g 5marwmds¢'.

SolarWinds Network Topelogy Mapper setup completed successfully

Run SolarWinds Network Topology Mapper now

nis =)

FIGURE 15.5: SolarWinds setup completed window
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9. Launch the Network Topology Mapper from the Apps list.

Windows Server

Paterva

Path Anslyzer Pro % )

Windows Windows
Server Manager  PowerShell PawerShell ISE

Search

Server Manager g

Windows

Setbings
Administrativ... Control Panel

SmartWhois

SolarWinds i
:

SolarWinds Network To,

File Explorer

Log Adjuster

Network Topclogy Mapper
NTM Diagnostics

Sample Maps

FIGURE 15.6: Launching Network Topology Mapper from Apps List
10. 'The solarwinds pop-up opens. Click Continue Evaluation.

X

Please click 'Enter Licensing
Information’ to license your product.

Your evaluation ends in 14 days.

Buy Now!
Enter Licensing Information

| Cortinue Evaluation I

FIGURE 15.7: Sohrwinds license pop-up
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7 Network Topology
Mapper uses an almost
immeasurable amount of
network bandwidth for
cach type of discovery
method (ICMP Ping,
NetBIOS, SIP, and so on).

Module 03 - Scanning Networks

11. The SolarWinds Network Topology Mapper main window opens, along
with the Welcome Screen.... Click New Scan in the Welcome Screen.

Create New Scun

Open Sample Scan:
I Sangke Focibzp
L saveke Corpwry Mg

Open Recent:
Otk

J Dok o v e

Getting started with Network Topology Mapper

What you con do with Network Topology Mopper:

Waltch video about NTM

+ A ey of sk boow gy

= Schard o 1o ity o Kok charges
< Lapt 2 and Ly s 3ncpeg

* Seot o Hewsal Viso.

h 2

solarwinds 7

Learn More.

» Tnins nerwad
=t Topkoan Macpis Coanpniy
= Newak Topshy Hazpst Kowsdedie Base

Helptul 1ip

Fretoars wiuas bakhsocti by uicg

3 hen Encnze’s
Tocket =0 mois meTian ol
e biog Foil o0 Ergaesss 0ast
otmaion w3 Havaeh Tepoloy Macper

FIGURE 15.8 SolarWinds Network Topology Mapper main window

12. The Set a Maps Password window opens. Enter a password (here
qwerty@123) of your choice in the New Password field. Re-enter the
same password in the Confirm Password field, and click Save.

[Set a Maps Password

Network Topology Mapper encrypts your maps to
keep them secure. Create @ maps password so you
can access your maps when you migrate them to
other computers.

» More Info..

New Password:

L.......... l
Confirm Password:
[..........I ]

FIGURE 15.9: Scta Maps Password window
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Network Topology
Mapper

Module 03 - Scanning Networks

13. The SNMP Credentials section appears in the Network Topology Scan
window. Select the private credential under Stored Credentials section
and public credential under Discovery Credentials section, then click
Next.

E HNetwork Topolagy Scan

SNMP Credentials

Pick SNMP credentials ured lor decovery on pou netwerk from ket of tloeed Credentials or add new credenial Credentials aie
wied i1 the oider fisted below.

SNMP Credentials

WMI Cradentials
VMware Credentials
Network Selection

Dizcovery Seffings
Schaduling

Summary

Mew Cradertid

SNMP must be enabied on your devices beloe ronning Network Discovery Scan 1o gal the tesulls on the map.
> Leam moee about SHMP

Nest > Carncel

E Network Topology Scan

-

FIGURT: 15.10: SNMP Creden tials section

14. 'The WMI Credentials section appears. Click Next.

Windows Credentials (WMI)

Plck Windows credentials used ca pour nelwerk from k2l of slored Credentials o add new credential Cradenlizls are vzed n the
aidar listed below,

SNMP Credentials Stored Crederbalz Discovery Craderbals

|wu| Credentials | ] Name O#  New

VMWare Credentials
Metwork Selection
Discovery Settings
Scheduling

Summarny

Mew Credential |

Provids Windows cradential: to ensus that Windows and HyperV davices aie conectly »danhﬁ;l v
» Leam more about Wirdosss Tredentials

v [ o

FIGURE 15.11: WMI Credentials section
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15. The VMWare Credentials section appears. Click Next.

mmﬂugy Scan
VMWare Credentials

Plick VMWare ciedertialz to pol details about your virtual erveanment from list of stored Credentials o add rew credential
Credantizh: are used in the order Tstad balow.

SNMP Cradentials
‘Wil Credentials

I VMWare Credentials

Metwork Selection
Discovery Setings
Scheduling

Summary

Stored Cradentias. Decovery Credentiak.
[ Name O # Neme

B
HE

New Craceatial
Provide V\ware crederlisk ko mep your VMW ere vitusization ihastnuche.
» Lo o1é abeot ViMwate Credaridls

CcBak [ Net> || Conce |

FIGURE 15.12: VMWare Credentials section

16. The Network Selection section appears.

17. Click the IP Ranges tab, enter the IP address range (10.10.10.1 -
10.10.10.255) in the Start Address and End Address fields, and click

Next.

wmodr Topology Scan

Network Selection

Whete ae the nodss that you wank to dizcover? Define the section of wour network to be scannad below

o Youcen combine subnets, IP ranges and free-form IPa 0 vour Retwork Discovery

SNMP Credentals

o Submets [ IF Fanges | Fremtom P2 Doot Scan Lt
MWare Credentiale Stat Address: End Addrass:

Network Selaction | [a0301 |[1010.10255 |

Dizcovery Setings
Scheduling

Summary

Tomchude IPVE addrsses in the dacovary, add them n the Free-fom 1Pz lab
Network Selection Summary:

Sudneis: Noselecton

1P Rangss 1x

Freedom IP Enliies. Mo seecton

DodlotSean List No sefection

B e )

FIGURE 15.1% Network Selection section
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18. The Discovery Settings section appears. Enter a name under Scan
name (hete, “Network Topology™), and click Next.

BTN Topology Sean

Network Discovery Setlings
Rame your retvatk discovery scan befow and configure number of Hops.

SNMP Credentials Scan name:
Wl Credentials [Netwerk Tepelogy ]
Wiware Credentials

Network S=lechon Numbsr of Hops. | Reccmmardad hops ic 0
[Discovery Setting: ]  Hht e hors?

Scheduling B

] terore nedas that ordy respond to ICMP (ping) Nodes must respond to SNMP o WMI
Summary
* Loan mate

] Dont wee Bridgs T abie rfaimation o cakculale netwedk lopclogy

« Yhen rox 1o uze Sidoe Tables?

< Back Neok > Cencel

FIGURE. 15.14: Discovery Settings section

19. The Scheduling section appears.
20. Select Once from the Frequency drop-down list, click Yes, run this
discovery now, and then click Next.

! Tetwork iapo ogy Scan

Discovery Scheduling
Do pou wenl the retvaolk discovery scan lo iun mote than cnce?

-

SNMP Credentials
WM Cradentials
YMWare Cradeniials
Network Selection i &
3 Exe: med 3
Discovery Settings ®)-Yes: un: this dicovem pow.

(O No. dont 1un now

Summary

iy sy updates

Netwis, fsae Sefms

cXBack || News ]| Concdl

FIGURE 15.15: Scheduling section
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Module 03 - Scanning Networks

21. The Summary section appears. Click Discover.

E Network Topology Scan

Discovery Yy
Review your Network Dizcovery configuration

SNME Credentials SHMP Crodontiols:  public

Wil Credentials ) povate

U ials

Golaci WMI Credentials: o credentisls sdded
bl VMWare Credentials: <10 credeniats ided
Scheduling
I Network Selection: 1P tanges: 1010101 -1010.10 255
Subnets { o,
Free-foim IPs: e
DoNat-Scan List oA
Discovery Settings: Mzp name: Netwoek Topology

Numbes of Hopz: O

Scheduling: Frequancy: Orce
Execution Immedately

TIPS« Network discovery can only diaw conneclicns belween devicas that have SNMP enzbled
Non-SNMP davices cannct be mapoed.
= Provide Windows and YMwiars credertiale for devices on your network.

< Back Discover ||| Cancel

FIGURE 15.16: Summary section

22. The Network Topology Mapper starts scanning the network for live
hosts.

E New Network Scan = X
Scanning Network...

© Nodes Discovery
Topalogy Poling

Calculation

FIGURE 15.17: Network “Topology Mapper scanning the network

23. The Network Scan results window appears in the main window of the
SolarWinds Network Topology Mapper.

24, Close the Map Navigator window.
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Module 03 - Scanning Networks

&

101000

7

1P hange
Serveanie 130101 - 1610 10556

FIGURE 15.18: Network Scan results window

25. The Network Topology Mapper displays a network topology diagram for
the provided IP address range, as shown in the following screenshot:

=1 Netwiork Topology - SclarWinc Netvork Topoloay Mapper
Fle  Fdit  New Repos  Heip

MewScan 11 NewMip 19 Open | Rescan 1 | % it 53 bgotvisia [y seloct |09 Meve o* Connect Devices | (% Background | Zeom %1%

Map1 X b

P E ~

W en

o Sorvis () v
2/ ICNP Nede (2) &
4 Neswork Segmere (1] v

Notseengpournades? | FndMow Hodes

Shortcuts.
~ Node Diaplay Optioes
- Connection Dy Options:

© Mop Loyouts ¥ EHange
S 6 1990107 W0 10.205

FIGURE 15.1%: Network topology digam
26. Expand the Node Display Options and Map Layouts nodes.
27. Check the IP address option. This displays IP addresses for all nodes in
the layout.
28. Click a Map Layout (here Symmetrical) to change the topology layout of
the mapped network. Each time you click Symmetrical, all the nodes are
rearranged randomly.
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Module 03 - Scanning Networks

Note: You may select the node display options of your choice. Whichever
options you choose, they are added to the topology map. These topology
maps are saved automatically to C:\ProgramData\Solarwinds\Network
Topology Mapper\UserMaps.

oW Topotogy | Sl vinds MEEns
Fle Edit View Reports  Help

ppe

PlewiScan (€ NewMap (3 Open | 3 Bascan b~ v % bt 5 Biootvisie || Seect [ Mave  Connect Devices | % Backgreund! | Zooe %1%

Discovemd Nodes

A
Hap1 x -

&

101000
1010900

1] Peking meched )

&

PRirge
104000 - 10°010.255
WIN-CUEOTOL8M ey
12101012

FIGURE 1520: Network topology diagram

29. Right-click a node (Windows 8) and sclect Node Properties to view
information about the selected node.

Mapl X | & |
e,
10.10:10. A
10.10.10. -
o Add Neighbors

Copy
Place Text »
Custom Ilcon
Icon Size »

Integration with Engineer's Toolset  »

. Integration with Windows Tools »
Y, Integration with Custom Tools »
P Ran, Delete
101010 1- 10-1¢ Baes
WIN-OJAQTQIBPAL R
10.10.10.12

FIGURE 15.21: Viewing the detaiks of a selected target machine
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Module 03 - Scanning Networks

30. The Node Details window opens, displaying information about the
selected node, as shown in the following screenshot:

Node Details Interface Data VLAN Data }
Basic Information
Node Name Windows8
Primary Node Role " ICMP Node
» Node Roles
Polling IP Address 10.10.10.8
Physical Address
» IPAddresses 10.10.10.8 (discovered)
Hostname Windows8

System Name

System Description

Machine Type Unknown
Vendor @ Unknown
Systermn Location

Contact

Polling Method ICMP

Updste || Close |

FIGURE 1522: Detaiks window

31. Close the window.
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Additional
Features in
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Module 03 - Scanning Networks

32. Right-click a node (herec Windows 8), sclect Integration with Windows
Tools, and click Remote Desktop.

Map 1 x]

{ Nede Properties
Add Neigh
Copy

)

EB (RS

Place Tet »

Custom lcon

Icon Size >

Integration with Engineer's Toolset  »

_ Remote Desktop “ntegration with Windows Tools ___» |
TraceRoute Integration with Custom Tools »

Vi Ping

Telnet

Delete Node(s)

WIN-OJAQTQUBPAI
10.10.10.12

)

Server2016
10.10.10.10

FIGURE 1523: Establishing a lesh

.4 P

33. The Windows Security dialog box opens. Enter the Username (Admin)
and Password (Pa$$w0rd) of Windows 8, and click OK.

with the target machine

Windows Security X

Enter your credentials

These credentials will be used to connect to 10.10.10.8.

Q { Admin |
L

Domain:

[C] Remember me

FIGURE 1524: Establishing a remote desktop connection with the target machine
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Module 03 - Scanning Networks

34. The Remote Desktop Connection pop-up appears. Click Yes.

&, Remote Desktop Connection

The remote computer could not be authenticated due to problems with its
security cerificate. k may be unsafe to proceed.

Certificate name

53] Name in the certfficate from the remote computer:
Victim-8

Cestificate eors

The following emors were encountered while validating the remote
computer’s certificate:

/i, The cerificate is not from a trusted certifying authorty.

Do you want to connect despite these certficate emors?

[[] DonY ask me again for connections to this computer

=)=
L —————
FIGURE 1525: Establishing a desk

8 P ion with the target machine
35. The Remote Desktop Connection is successfully set, as shown in the
following screenshot:

C

FIGURE 1526 Remote Desktop Connection established with the target machine
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36. You can use other options, such as Ping, Telnet, and Traceroute.
Similatly, an attacker can use this application to dtaw network diagrams,
find the active hosts on the network, petform Ping, Telnet, and so on.

Lab Analysis

Document all the IP addtresses, Domain Names, Node Names, IP Routets, and
SNMP Nodes you discovered during this lab.

ASK YOUR INSTRUCTOR IF YOU HAVE QUESTIONS RELATED TO
THIS LAB.

Internet Connection Required

[ Yes ¥ No
Platform Supported
Classroom iLabs
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