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Enumeration

Enumeration is the process of extracting user names, machine names, network
resources, shares, and services from a system, and is conducted in an intranet
environment.

Lab Scenario

With the development of network technologies and applications, network attacks
are greatly increasing both in number and severity. Attackers always look for
Service vulnerabilities: Application vulnerabilities on a network or servers. If
attackers find a flaw or loophole in a service run over the Internet, they will
immediately use it to compromise the entire system and other data found, and
thus compromise other network systems. Similarly, if they find a workstation with
administrative privileges with faults in that workstation's applications, they can
execute an arbitrary code or implant viruses to intensify the damage to the
network.

As a key technique in the network security domain, an Intrusion Detection
System (IDS) plays a vital role in detecting various kinds of attacks and secuting
the networks. Therefore, as an administrator, you should make sure that services
do not run as the root user, and you should be cautious of patches and updates
for applications from vendors or security organizations such as CERT and CVE.
Safeguards can be implemented so that email client software does not
automatically open or execute attachments.

In the first step of a security assessment and penetration testing of your
organization, you have collected open-source information about your
organization. Now, you need to perform enumeration on the network. In this
step, you have to probe the target network further to collect more details, such
as network machines, users, and shared folders. As an Expert Ethical Hacker and
Penetration Tester you must know how to enumerate target networks and extract
lists of computers, user names, user groups, potts, operating systems, machine
names, network resources, and services, using various enumeration techniques.

Lab Objectives
The objective of this lab is to provide expert knowledge on network enumeration
and other responsibilities that include:

= User name and user groups

= Lists of computers, their operating systems, and ports

= Machine names, network resources, and services

= Lists of shares on individual hosts on the network

= Policies and passwords
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Module 04 - Enumeration

Lab Environment

=7 Tools

demonstratedin T, complete this lab, you will need:

this lab are : s .

avallable In =  Windows Server 2016, Windows Server 2012, Windows 10, Windows 8

Z:\CEH- and Kali Linux as virtual machines

Tools\CEHV10 = A Web browser with an Internet connection

Module 04 . . .

Enumeration = Administrative privilege to run tools
Lab Duration
Time: 80 Minutes
Overview of Enumeration
Enumeration is the process of extracting user names, machine names, network
resources, shates, and services from a system, and is conducted in an intranet
environment.

Brasx 1+ Lab Tasks
Overview Recommended labs to assist you in enumeration are:

NetBIOS Enumeration using Global Network Inventory
Enumerating Network Resources using Advanced IP Scanner
Performing Network Enumeration using SuperScan

Enumerating Resources in a Local Machine using Hyena

Performing Network Enumeration using NetBIOS Enumerator
Enumerating a Network using SoftPerfect Network Scanner
Enumerating a Target Network using Nmap and Net Use
Enumerating Services on a Target Machine

SNMP Enumeration using snmp_enum

LDAP Enumeration using Active Directory Explorer (ADExplorer)

Enumerating Information from Windows and Samba Host using
Enumdlinux

Lab Analysis
Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.
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Module 04 - Enumeration

NetBIOS Enumeration using Global
Network Inventory

Global Network Inventory is used as an andit scanner in ero deployment and agent-
[free environments. It scans computers by IP rangs by domain, and single or multiple
computers, as defined by the Global Network Inventory host file.

“TCON KEY | ah Scenario

[7=7 valuable

information The first step of enumeration is to collect the names of the machines in the
Py network, including switches, network printers, document centers, and so on.

kr;i;l}l‘;" Later, you will probe these machines for detailed information about the network
e EROWIORS-

and host resources. In this lab, you will learn how networks are scanned using
H Webexerdse  the Global Network Inventory tool.

L) Workbook review I.ab w m

This lab will show you how networks can be scanned and how to use Global
Network Inventory.

Lab Environment
"7 Tools To complete this lab, you will need:
demonstrated in =
P = Global Network Inventory, located at Z:\CEH-Tools\CEHv10 Module 03
available in Scanning Networks\Scanning Tools\Global Network Inventory
Z:\CEH- = You can download the latest version of Global Network Inventory
Tools\CEHv10 from this link
Module 03 httpJ//www.magnetosoft.com/products/global_network_inventory/gni
Scamming _features.htm/
Networks
= If you decide to download the latest version, then screenshots shown in
the lab might differ
= A computer running Windows Server 2016 as the attacker machine
=  Another computer running Window Server 2012 as the victim machine
= A Web browser with Internet access
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= Administrative privileges to run tools

Lab Duration
Time: 10 Minutes

Overview of Global Network Inventory

Global Network Inventory is one of the de facto tools for security auditing and
testing of firewalls and networks. It is also used for Idle Scanning.

Lab Tasks

1. Navigate to ZACEH-Tools\CEHv10 Module 03 Scanning
Networks\Scanning Tools\Global Network Inventory and double-click

B rask 1

sl gni_setup.exe
Network = :
Inventory 2. If the Open File - Security Warning pop-up appears, click Run.

3. 'The Global Network Inventory Installation Wizard appears. Follow the
steps to install the application.

ﬁ Global Network Inventory - InstallShield Wizard X

Welcome to the InstaliShield Wizard for Global
Network Inventory

The InstaliShield(R) Wizard will install Global Network Inventory
on your computer. To continue, dick Next.

L Scan computers by 1P
range, by domain, single
computers, or computers,
defined by the Global
Network Inventory host
file.

WARNING: This program is protected by copyright law and
international treaties.

< Back Next > Cancel

FIGURE 1.1: Global Network Inventory Installation Wizard
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(1 Fully customizable
hiyouts and color schemes
on all views and reports,
Export data to HTML,
XML, Microsoft Excel, and
text formats.

Module 04 - Enumeration

4. On completing the installation, launch Global Network Inventory from the

Apps screen.

Note: If the application launches automatically after installation, skip to step 5.

Wincows Windowrs
Server Mansger  PowerShel FowerShell ISC

Task Manoger  Cantrol Parel

-]

Desktop.

FIGURE 1.2 Run Global Network Inventory from start menu

About Global Network Inventory

GLOBAL NETWORK INVENTORY

Global Network Inventory 4.1.0.4
Copyright® Magneto Software 2017

THANK YOU FOR TRYING GLOBAL NETWORK INVENTEIF!%

ation version of this program and is fully functiof
does not appear in the registered version.
ie on 11/30/17 22:13.05,

Licensed nodes Nodes in use

License
Evaluation icense

P agee ]

FIGURE 1.3: Global Network Inventory License information screen
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7 Scan onlyitems that you
nead by customizing scan
dements.

Hrask 2

Configure Global
Inventory Scanner

B Views scan resubts,
including historic results for
all scans, individual machines,
orsdected number of
addresses.

5. 'The Global Network Inventory GUI appears, along with a Tip of the Day
pop-up; click Close.
Network Inventary - Unregistered = |
File View Scan Tools Reports Help
X -0 Gpng- 0L BOBERC S-0 & @
> 0 x | [ —
s @ OMA
Neme |TipoftheDay
[l addresses
8 Welcome
Welcome to the Global Network Invantory.
We've got a lot of great tips for geting the most out of
Global Network Imventory, sa leave Tip of the Dey
turned on for o while. if you tum Tip of the day off. itis
available from the Help menu,
Gronme S
| Total tem(z)
RBeady
FIGURE 1.4: Global Network Inventory main window
6. log into the Windows Server 2012 virtual machine from Vmware

Workstation.

Now, switch back to the host machine. The New Audit Wizard window
appears; click Next.

lew Audit Wizard X
g Welcome to the New Audit Wizard

Z

E This wizard will guide you through the process of creating a

] new inventory aud.

g

2

z

-

=

S

o

To continue, click Next

cBack [ Net> J| Cancel

FIGURE 1.5: Global Network Inventory new audit wizard
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8. The Audit Scan Mode section appears; sclect IP range scan and click Next.

[New Audit Wizard X

(1 Fully customizable

hiyouts and color schemes Audit Scan Mode
on all views and reports, To start a new audit scan you must choose the scenario that best fits how you will
N

be using this scan.

(O Single address scan
Choose this mode  you want to audit a single computer.

(® IP range scan

Choose this mode f you want to audit a group of computers within a single |P range
() Domain scan

Choose this mode f you want to audit computers that are part of the same domain(s)
O Host file scan

Choose this mode to audit computers specified in the host file. The most common

scenario is to audtt a group of computers without audtting an IP range or a domain.
O Bxport audt agent

Choose this mode f you want to audit computers using a domain login script.

An audtt agent will be exported to a shared directory. It can later be used in the

domain loin scriot.

To continue, click Next.

<Back [ Net> )| Concel

FIGURE 16: Global Network Inventory Audit Scan Mode section
9. 'The IP Range Scan section appears. Set an IP range and click Next.
Note: The IP range might differ in your lab environment.

[New Audit Wizard X
IP Range Scan
Specify an IP Range to Audt.

IP range
fom: [10.10. 10 1) 1o [0 10 10 29)

) Licenses are network-
based rather than user-
based. In addition, extra
licenses to cover additional
addresses can be purchased
at any time if required.

To continue, click Next.

| <Back ([(Net> ]| Cance

FIGURE 1.7: Setting an IP mnge to scan
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£ "The program comes with
dozens of customizable
reports. New reports can be
casily added through theuser

interface.

E‘/t\hility to generate
reports on schedule after
every scan, daily, weekly, or
monthly,

Module 04 - Enumeration

10. The Authentication Settings scction appears; select Connect as, enter the
credentials of Windows Server 2012 virtual machine, and click Next.

Note: In real time, attackers do not know the credentials of the remote
machine/machines. In such case, they simply choose the Connect as currently
logged on user option and perfom a scan to determine which mahcines are
active in the network. In such case, they will not be able to extract information
about the target except its IP and MAC addtesses. So, they might use tools such
as Nmap to gather information about open ports and services running on them.
This lab is just for assessment putpose, so we have directly entered the credentials
of the remote machine and are able to access the inventory Global Network
Inventory application.

New Audit Wizard X
Authentication Settings
Specify the authentication settings to use to connect to a remote computer.
(O Connect as currently logged on user
(® Connect as

Domain \ User name: }Adrrmistraor |

Password: |noon.o| I

To continue, click Next.

<ok ([het> ) | Cones

FIGURE 1.8 Global Network Inventory Authentication scttings
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(=) To configure repotts,
choose Reports |
Configure reports from
the main menu and selecta
report from a tree control
on the left. Each report can
be configured
independently.

98] Filtering is a quick way
to find a subset of data
within a dataset. A filtered
grid displays only the nodes
that meet the criteria you
specified fora column(s).

Module 04 - Enumeration

11. Leave the default settings and click Finish in the final step of the wizard.

rNew Audit Wizard

GLOBAL NETWORK INVENTORY

Completing the New Audit Wizard

You are ready to start a new IP range scan.
You can set the following options for this scan:
[~ Do not record unavailable nodes
[~ Open scan progress dialog when scan starts
Rescan nodes that have been successfully scanned
Rescan, but no more than once a day v

To complete this wizard, click Finish.

X

T o

FIGURE 19: Global Network Inventory final Audit wizard

12. It displays the Scanning progress in the Scan progress window.

;} Scan progress

- X

| Address

Name

10.10.10.4
1010105
10.10.10.6
1010107
10.10.10.8
8 1010109
10 10.10.10.11
1 10101012
12 10.10.10.13
13 10.10.10.14
14 10.10.10.15
15 10.10.10.16
16 10101017

N e W "

WIN-0JA070J8PAI

Timestamp | A

10/31117 22:26:01
10/31117 22.26:01
10/3117 22:26:01

10/31117 22.28:01
10/31/17 22:26:01
10/31/17 22:28:01
1031717 22:26:01
10/3117 22:26:02
10/3117 22:26:02
10/3117 22:26:02
10431717 22:26:02
10/31/17 22:26:03
10/31/17 22.26102 v

[ Open this dialog when scan starts
[ Close this dialog when scan completes
[ Don't display completed scans

Elapsed time: 0 min 7 sec
Scanned nodes: 1/25

Stop Close

FIGURE 1.10: Global Network Inventory Scanning Progress
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13. Once scanning is completed, the scanning results are displayed, as shown in
the following screenshot:

5 Globel Network Inventory - Unregistered - 8] X
H Global Network . | A
ek it 8 eyt 17 Pt comocn | 8) O i [ et v @ s
ghlonduglyly B Envioment | &3 Services | Deskdop | & Devioes |85, Video cortroters | M Montors
dugging columa : & Lopcaldaks |, Dokdives gy Pirterss | Network odasters [[@) NetBIOS | 4 Srarms
“T:fd'l“ '“°“sd? Dropping Usergoups & Usen | R loosedon | SNMPasem
:;twpi;“”;:m ,:mps data b | SNMPdovices R SNMPidmdaces | @) SNMPsorge [ SNMP nstated sotware
i {48 10101012 WIN-O... || igy Scansummary | § Computersystens |[I) Frocessors | (@) Mainbosd |qh BI0S |89 Memory
according to the values .48 10.10.10.16 (Server2016) 3 o o - ©
stored within the foonsin ¢}
"grouped" column. —Tm,,,‘,,,,p -
Type / v |Host.[>] Status v |MAC. [+ Ven.. v |0S Name v | Process. v/
' =| Domain: (COUNT=1)
=] IP Addvess - 10.10.10.16 (COUNT-1)
- Timestamp - 10/31/2017 10:26:23 PM (COUNT=1)
[/ Com._[Server201 [ Success [001550 1 Microsolt [ [
' =[Domain: CEH {COUNT=1)
=] 1P Address - 10701012 (COUNT=1)
=1 Timestamp : 1073172017 10:26:17 PM (COUNT=1)
|18 Com . [WIN-Quaf] Success (0015504 Microsolt [Micrasolt Win|Irtel) Corel [Sedial 334
[Total 2 temis) [ [ |
Resuits history depth: Last scon for cach addiess  Dispiayed group: All groups ..
FIGURE 1.11: Global Network Inventory result window
Bivasic 3 Note:Thesmnmultandﬂuesummaryoftlwscanmeachmbmghtvarymyour
lab environment.
Examine the
Scanned Machine 14. Now select the IP address of Windows Server 2012 (10.10.10.12) virtual
machine in the left pane, under View results, to view individual results.
23 Global Network Inventory - Unregistered - a X
| File View Scan Tools Reports Help
' 3. Oz ¢ EOEEs:-60.6 o
M| e Memory devices | " Por comecto | B} Operatng System |28 instalied software | ) Hot faces
?""’"" 'F;“‘“i;k B Mootors |@§ logeddsks |, Dekdives |gen Prten [ Newodcadastes
;‘l‘:‘x::zg:m;[e;y 1 i Al addresses NeBiOS |y Shwes | Usergows |#8 Usem | @ loggsdon
Skimiiable. ?‘?CEH W Scaneunmary | J Comptereysiem | [} Processors ) Manbosd | gh EIOS |@) Memory
You can change Global 88 10.10.10.16 (Server2016)
Newwork Inventory colots - = o Paddess
by sclecting Tools | Grid _ = =
colors from main menu Type /v |Host..|¥] Status v |MAC.. [+ Ven.. v |0S Name v | Frocess... v || Com... [v|
and changing colors. :j— [Domain : CEH [COUNT=1)
| IP Adéress - 10.10.10.12 (COUNT=1)
—| Timestamp : 10/31/2017 13:26:17 PM [COUNT=1]
|18 Com_.[WIN-DUA] Success 001550 1 Microsolt |Micsosch Wi InelR] Coref Sevial: 334
[Tora 1 temis) [ [ |
Results history depth: Last scon for each address  Displayed group: All groups 4
FIGURE 1.12: Global Network Inventory Individual machine results
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15. The Scan summary tab displays a brief summary of machine that has been

5J Global Network Inventory - Unregistered o

- File View Scan Tools Reports Help

-wmlw&umlﬂwwawm[gmw
-ammq‘ml-num“nemlqvmm

) ¥ All addresses 4 Shees Usergops (@ Ues |R  Logsedon
Man

o c Computersytem |[) Procesrs | Y Manbostt | gh BIOS | @) Memay
B "To configure results '~{:§’z10.10.16(5ew2016) I| Eoomsn 7
history level choose Scan | P addess I =
Results history level from the
main menuand set the Typ=  [¥|Host |~ Status | |MAC v Ven . v 05 Name | Piocess. v Com. (v
desired history kevd, ~|[Doman ; CEH ([COUNT=1)

~11P Address : 10.1010.12 (COUNT=1)
=| Timestamp - 10/31/2017 10.26:17 PM [COUNT=1)
(M Com...|WIN-QUAL|Success [00-155D+ Microscit | Miciosolt Win Inte(R] Core(’|Seridl; 34,

[Total 1 temis] | i [ [ [ [ |

FIGURE 1.13: Global Inventory Scan Summary tab

16. You can even hover the mouse cutsor over the computer details tab to view
the scan summary, as shown in the following screenshot:

2] Global Network Inventory - Unregistered = 0
ri Scan summary
File View Saan Tools Reports uelu
Type Computer
1P Address 10.10.10.12 1
41| Host Name WIN-OJAQ7QISPAL
- | bomain CEH
| Timestamp 10/31/2017 10:26:17 PM
=€ All addresses Status Success
Evg‘CEH | MAC Address [
§ ™ 1 Vendor Microsoft
M 10.10.10.16 (Server2016) | 0S Name Microsoft Windows Server 2012 R2 Standard
f Processor Name Intel(R) Core(TM) i5-2400 CPU @ 3.10GHz
RAM, MB 2048
Type / [¥| Hed 4o Total Size, GB 33.66
=l Doman : CEH [COUN| HOD Free Space, GB 28.43
~1 1P Address : 1010 wmr Success
Timesternp 100 Comment Sedial: 3342-3642-4937-4745-0345-3343-39
iy y Ci eng 3

& Reliable IP detection and

xdentification of network
appliances such as network
printers, document centers,
hubs, and other devices,
[Towll temis) | I | [ [ [ |
_Resutts history depth: Last scon for coch oddress ___ Displayed group: Allgrovps
FIGURE 1.14: Global Inventory disphying the Scan summary
CEH Lab Manual Page 320 Ethical Hacking and Countermeasures Copyright © by EG-Council

All Rights Reserved. Reproduction is Strictly Prohibited



Module 04 - Enumeration

17. The Operating System tab displays the operating system details of the
virtual machine.

@ Export data to HTML,
XML, Microsoft Excel, and
text formats.

- All addresses
& CEH

i.-/8 10.10.10.16 (Server2016)

=] Timestamp : 10/31/2017 10.26:17 PM [COUNT=1)
[P .. [WIN-D Microsck Wind] 19500 |00252-7000 [Windo|

‘ || 1P Address - 10101012 (COUNT=1)

[Tota 1 tert) [ 1 T [ |

" - Displayed A
FIGURE 1.15: Global Inventory Operating System tab

18. Hover the mouse over the windows details tab to view the complete details
of the machine.

¥ Global Network Inventory - Unregistered

& & CEH WINNT
‘,! 10.10.10.12
{
+..y8 10.10,10.16 (Server2016) WIN-OJAQ7QISPAT
CEM

10/31/2017 10:26:17 PM
Microsoft Windows Server 2012 R2 Standard
9500

00252-70000-00000-4A535

@ Schedule inventory
scans to run at specified
times, hourly, daily, weekly,
monthly, and annually.
Ability to generate reports
on schedule after every L _ N |
scan, daily, weekly, or [Tota T derts) | ' o ||
monthly.

FIGURE 1.16: Global 1 y displaying t ing, system details
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19. The BIOS section gives details of BIOS settings.

2 Global Network Inventory - Unregistered

(1) Scan only items that
you need by customizing
scan elements.
E-ﬁ. All addresses B Memory devicee. ‘? Fort connectors Q Operating System ‘@ . Hotfxes
g CEH W Scasunmary | § Computersystem |[f) Processor | Man boxd 1B Memory
L 101010 i
% 10.10,10.16 (Server2015) Domain ’
Narme v [Sedial | v| Man. [+]8.[%]S. [v]s.. {*]iS.. [*] C.[*]
Doman : CEH [COUNT=1)
=] Host Name : WIN-0JAQ7QJSPAI [COUNT=1)
=1 Ti £ 10/31/2017 12.26:17 PM (COUNT=1)
| @BI0S . [3342-3842-[Amsican M 201 701[VRTUAIYes [0200052 13 [enlS
[Teta T tenis] ] [ [ |
Results hustopy depih, Last scan for each addiess o DIspiayed group; All groups
FIGURE 1.17: Global Network Inventory Bios summary tab
20. Hover the mouse cursor over the tab containing the BIOS information,
shown in the following screenshot:
= Global Network Inventory - Unregistered - u} X
. File View Scan Tools Reports Help Y B10S
m F-mail add ress - - Name BIOS Date: 01/06/17 12:40:30 Ver: 09.00.06 L
Spoaﬁa the e-mail address 1P Address 10.10.10.12
thatpeopleshoul use when g Host Name WIN-DJAQ7QISPAT
sending e-mail to you at this pomii: el
oo The Svad addicas Timestamp 10/31/2017 10:26:17 PM
e ks Serial Number 3342-3642-4937-4745-0345-3949-39
i Inc.
mmu(@mm y—l()f 2
example, £ 10.10.10.16 (Server2016) Inam J|Release Date 20170106
Version VRTUAL - 1001706
A@jiyoom pay. oo SMBIOS Present Yes
Name . JsmeI0s BIOS version 090006
=J:Domain: CEH [Cl sme10s Major Version 2
=] Host Name - ¥ smB10S Minor Version 3
Tolal 1 itens) [ [ [ I it i [
Results history depth: Lastsean for each adaress  Displayed group: Allgroups
FIGURE 118 Global Network 1 y disphaying the Bios vi
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&8 NaBIOS provides
services rehited to the
session layer of the OSI
model allowing applications
on separate computers 1o
communicate over a local
area network.

& Message subject - Type
the Subject of your
message. Global

Network Inventoty cannot
post a message that does
notcontain a subject.

Module 04 - Enumeration

21. Under NetBIOS, complete details of NetBIOS applications are displayed.

Computer system |[5) Frocessors |y Manbod |gh BIOS @) Memory
Shaes [ sergops S8 U=s (R Loggsdan

A A T 2 T
| Host Name : WIN-0JAQ7QJEPAI [COUNT=5)

| = Ti : 1073172017 10.26:17 PM [COUNT=5)
v <0x00> Group Deoenan Name
<0x18> Unique Doman Master Browssr
<0x1C> Group Doman Controller
(@] WIN-0JAQ7OUEPAI<OX0D> Unique Wolkstalion Service
\WIN-OJAQ70JEPAI<0x20> Unqgue File Seive Service

[Totai Sitengs) I I |

FIGURE 1.19: Global Network Inventory NetBIOS tab

22. Click each NetBIOS application to view its details.

d Global Network Inventory - Unregistered

tr BoEEfz-5 & 6.

B Eviomert |G Sevices [ME Dekp |8 Devices |8 Video controles

W Moo |8 logeadso |, Dakdives (g Pries | fewodcadeters
chQg Operaing System (& wotelied zoftwere | @) Het fuea

10.10.10.12
WIN-OJAQ7QIEPAT

CEM

10/31/2017 10:26:17 PM
Group
in Name

D ome

Doman Master Browser
Doman Contraller
Unnue Wolkslation Service
Unique File Server Service

[Tta 5 terts) 7 N |

BesUits SO LD L25E SO0 1OR N DOQIESS e DUSIANCAYOUD AL GIOUDS i

FIGURE 1.20: Global N k Inventory displayinf the NetBIOS infe

CEH Lab Manual Page 323

Ethical Hacking and G Copyright © by EC-Counc!
All Rights Reserved. Reproduction is Strictly Prohibited




& Name - Specifies

the friendly name associated
with your e-mail address.
When you send messages,
this name appears in the
From box of your outgoing
MCSSAZCS.

B Global Network
Inventory agent can ako be
deployed to perfomn regular
audits initiated through the
domain login script when
your usets log on the
network. In this scenario,
Global Network Inventory
agent is exported to a shared
network directory, and audit
results are collected in audit
repository directory as snap
fikes and hter mergad into the
main database.

Module 04 - Enumeration

23. The User groups tab shows user account details by work group.

iy 10.10.10.16 (Server2016) |

[m] X

.&ml;ml-m,gmlqmm
ﬁlhm|&lngrj& Dekdives | ggn Pites | Network adasters
B Memoy devicss | "F Port connectars LTQWWI@MMIQMM

User accourt
(Globa group account
Global group account
Uszr account
User account
User account
User accourt

I inbal vt smmm e,
r
| v

[ CE U\ Diamain Casnoa,
I Tard 13 iler(s)

FIGURE 1.21: Global Network Inventory User groups tab

24. Hover the mouse cursor over each work group to view its information.

3 Global Network Inventory - Unregistered
File View Scan Tools Reports Help

- 0o X
.&mml,gsmu*-wmlﬁ M8 Video controlers
B Mok g Logea disks Disk diives | gy [ Network sdesters
SMWIG Fatelied soltwire | @) Hot fxes
oty

a User groups
CEM\Administrator I

—

imestamp 1P Address

m Domain
Host Name

10.10.10.12

CEH

WIN-0IAQ7QISPAL
10/31/2017 10:26:17 PM
Administrators

User account

Global group accournt
(Global group account
User account
Lser account
User account
User account

=1 Group - Guests [COUNT=2
oL, _IRkahat

[Tt 13itemls) |

Resuits histooy depUE LA SO0 IONOIN SUAIESS e DI YQUP AN GOUPS

i Case

FIGURE 122 Global Network Inventory disphying the User groups information
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7 Port - Specifies the port
number you connect to on
your outgoing ¢ mail SMTP)
server. This port numberis
usually 25,

() Qutgoing mail
(SMTP) - Specifies your
Simple Mail ‘I'ransfer
Protocol SMTP) server for
outgoing messages.

Module 04 - Enumeration

25. 'The Logged on tab shows detailed information of the logged on machine.

I Ti : 1073172017 10.26:17 PM (COUNT=1)
| & CEH\Admmitiator 110/31/717 2217:26
[Totat 1 vemis) [ |

FIGURE 123 Global Network Inventory Logged on tab

26. Hover the mouse cursor over the domain name to view log-on details.

LM 10.10.10.16 (Server2016)

3 Global Network Inventory - Unregistered = o X

B & @

B Ervoomet [ Sevices M Ucddoo |8 Oeviom |8 Video cortrlen
B Moo |8 logeadss [, Dskdives gp Pries | Netwok adeters
.umlimm[.m'qmm{.migm
[@ NeB0S | p Shaes @ T - — e

Logged on

CEH\Administrator
10.10.10.12
WIN-OJAQ7QISPAT
CEH
10/31/2017 10:26:17 PM
10/31/17

22

[Tata 1 tentel I |

FIGURE 1 24: Global Network Inventory displying the Logged on information

CEH Lab Manual Page 325

Ethical Hacki

and G Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.




= o X

. Merwry devices | Pod connectors | 8] Cperaing System | [3) Instaled softwars | @) Hotfices
.mmliwmf'mlgumwl’mslgm
Ussrgops [ #8  Usex | Loggedon

e e |
WL

Name / [v]Stat.. v |State || Fie [v
[T Domain CEH [COUNT=147)
| =] Host Name : WIN-OJAQ7QUSPA] (COUNT=147)
AL - 10/31/2017 10:26.17 P ([COUNT=147)

~. Active Drectory Doman Se... | Automatic |Running | C:\Windows\System32\ksass. exe

., Active Drectory Web Servi...| Automatic [Runring | C:\Windows\ADWS \Microsolt Activi

“. Adobe Acrobat Update Ser.. Automatic |Running | “C:\Program Fies (28 /\Common Filef

. App Readiness Mawa |Stopped | C:\Windows\System32\evchost.exe

. Applicati i Manual [Stopped | C:\Windows\spstem32isvehost exs.

. Application Idently Mawa |Stopped | C:\Windows\system32isvohost ewe
a . Applicati Mawa  |Stopped | C:\Windows'system3Zvevchast ese

Tocreate a new custom o o o S

report that includes more o7ttt l l 4
than one scan element, click - 3
choose Reports | Configy Results nuston depths Last SN 1O CACOATUESS o DsPlayed roup: Al goups
wports from the main menu, FIGURE 125: Global Network Inventory Scrvices tab
dick the Add button on the
xpons dalog; e 28. Hover the mouse cursor over any service to view its details.
settings as desired, and click
et buison, = Global Network Inventory - Unregistered - o X

Dz = BHEEC =6 & @

W Monon | Logcadaks |, Dokdives lom Pates | Netwok sdmten
. Memory devicef 73 Services :
@ Scon mmmay
!g Neglos  |Neme Active Directory Domain Services
| - ¢ P Address 10.10.10.12
Host Name WIN-OJAQ7QISPAL
Do Domain CEH "
Timestamp 10/31/2017 10:26:17 PM
Service Nome  NTDS
(Hese Star Type Automatic
=liDcman: CEH [ siare Running
=| Host Name :f /e C:\Windows\System32\/sass.exe
= Ti Service T Service that shares a process with other services
L - T R T
" Active Diectory Web Servi . ’ g |C cr00cit Actin
(. Adobe Aciobat Update Ser... "'C-\Program Files [+86]\Common File
_. App Readnes: C:\Windows\System32\svchost exe
o C:\Windows\spstem32\svchost. exe
*... Appicahon Identiy C:\Windows\spstem32\svchost. exa
.+ 3 X C-\Windows\system32hsvchost.exe
| Tord 147 emfs) [ v

FIGURE 1.26: Global Network 1 y displaying the Services infe
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77 A security account
password is created to make
sure that no other user can
log on to Global Network
Inventory. By default, Global
Network Inventory uses a
blank password.

Module 04 - Enumeration

29. The Installed software section displays details of software installed on the
virtual machine.

o
.M 10101076 (Server2018)

$3 Global Network Inventory - Unregistered

Dskdives |gmn Potes | Network adaters
mwlo{;mlew

mmlf‘sﬂlemmvgu
B Envionmert |Gy Sevices (BN Deskon & D
B Mooy devices |79 Fort cornectors | @) Opersting System (@8_intalled software J @) Hot fves

Logged oo

o [
Publsher [~] In..[~] Re...[~]

=| Host Name : WIN-OJAD70JEPAI [COUNT-5|

=] Tir 2103172017 10:26:17 PM [COUNT =5)
Adobe Aciobat ... |17.012. |Adabe Syster| 01271
Google Chiome |61.0.31 |Google Inc. | 01271
Microsolt Visual . |10 0 30 Microsoft Con| 0/12/1'
Mozl Firelox 56 {5601 [Mozils
Proey Workbench |12 Sigma S olutio] 0/31/1°

[Tctal ko)

FIGURE. 1.27: Global Network Inventory Installed software ta
30. Hover over software names to view their details.

1488 10.10.10.16 (Server2016)

L ) s Dckdives |gm Potes | HNetwod adates

NetBIOS | f Shavs @ Usergoips |85 Users Logged on
B Envionment ‘\Q Sevess | [ Installed software
B8 Moy devicss |79 Por L= Adobe Acrobat Reader DC

1P Address 10.10.10.12

Host Name WIN-OJAQ7QIBPAT

- —- Domain CEH
Froduct ¢ I=iV... [7]| Publy 10/31/2017 10:26:17 PM
=l[Deman: CEH (COUNT-5) Version 17.012,20098
=| Host Name : WIN-OJAD70JSPAI (COUN] o, pjisher Adobe Systems Incorporated
10/12/17
P———

L] Sigma Sohutio

[Teta 5 temis)

FIGURE 128 Global N e | ispl:
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Lab Analysis

Document all the IP addresses, open ports and running applications, and protocols
you discovered during this lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

[ Yes M No
Platform Supported
Classroom iLabs
Ethical Hacking and C Copyright © by EC-Councll
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ICON KEY

=7 Valuable
information

# Test your
knowledge

B Web exercise

£ Workbook review

"~7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 03
Scanning
Networks

Module 04 - Enumeration

Enumerating Network Resources
using Advanced IP Scanner

Adyvanced IP Scanner is a free network scanner that provides various types of
information regarding local network computers.

Lab Scenario

It becomes very important to perform vulnerability scanning to find network flaws
and vulnerabilities, and patch it up before attackers can intrude into it. The goal of
running a scanner is to identify devices on your network that are open to known
vulnerabilities.

Lab Objectives
The objective of this lab is to help students perform a local network scan and discover
all network resources.
You need to:
= Perform a system and network scan
= Enumerate user accounts
= Execute remote penetration
=  Gather information about local netwotk computers

Lab Environment

In this lab, you will need:

®* Advanced IP Scanner located at ZACEH-Tools\CEHv10 Module 03
Scanning Networks\Ping Sweep Tools\Advanced IP Scanner

®  You can download the latest version of Advanced IP Scanner from the link
http//www.advanced-ip-scanner.com

= If you decide to download the latest version, then screenshots shown in the
lab might differ
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Hrask 1

Install Advanced
IP Scanner

Module 04 - Enumeration

A computer running Windows Server 2016 as the attacker machine
A computer running Windows server 2012 as the victim machine
A computer running Windows 10 as the victim machine

A Web browser with Internet access

Administrative privileges to run this tool

Lab Duration

Time: 5 Minutes

Overview of Network Scanning

Network scanning is performed to collect information about live systems, open ports,
and network vulnerabilities. Gathered information is helpful in determining network
threats and vulnerabilities, and to know whether there are any suspicious or

unauthorized IP connections that could enable data theft and cause damage to
resources.

Lab Tasks

1.

Navigate to Z:\CEH-Tools\CEHv10 Module 03 Scanning Networks\Ping
Sweep Tools\Advanced IP Scanner-and double-click ipscan25.exe.

If the Open File - Security Warning pop-up appeats, click Run,
Select alanguage, and click OK.

Select Setup Language X
(@3 Select the language to use during the
installation:
(Engish Engish) 9)

o] | o

FIGURE 2.1: Select Setup Language dialog-box
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4. Select Install, and click Next.

Setup - Advanced IP Scanner 2.5 — X
ki 5 R Wekome t the Advanced P Scamer 25 Setup icard
Saanner from Specify whether you want to install Advanced IP Scanner 2.5 or just run it
http:/ / www.advanced-ip-
scanner.com.
Select action:
Install

Program will be installed. For advanced settings set "Advanced settings” checkbox.

ORun
Run portable version (no installation needed)

[[] Advanced settings

| next> || cancel

FIGURE 2.2: Advance IP Scanner setup

5. In the License Agreement step, sclect | accept the agreement, and click
Install.

E Setup - Advanced IP Scanner 2.5 - X

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Advanced IP Scanner

D with Advanced 1P
s END USER LICENSE AGREEMENT

hundreds of IP addresses
simultancously.

NOTICE TO USER:
v
(®) 1 accept the agreement
(D1 do not accept the agreement
<Bak [ nstal | | cancel
FIGURE 2.3: Advance IP Scanner setup
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[:I:l You can wake any
machine remotely with
Advanced IP Scanner, if
the Wake-on-LAN feature
is supported by your
network card.

=7 Youhaveto guess a
range of 1P address of the
victim machine.

m Radmin 2x and 3x
Integration enable you to
connect (if Radmin is
installed) to remote
computers with just one
click.

Module 04 - Enumeration

6. On completion of installation, launch Advanced IP Scanner from the

Apps list.

>
Paint

Nrmap -

FIGURE 2.4: Launching the application from Apps list

Windows
PowerShell

Task Manages

)

Fvont Viewer

Builder 2.0

>
E<3

Wincows
PowerShedl I5E

Control Panel

File Fxplorer

7. 'The Advanced IP Scanner GUI appears, as shown in the following

screenshot:

=

L% Advanced IP Scanner

Actions View

Help

IP C

File Settings

| Scan

254, 169.254.0.1 -

<

alive, 0 dead, 0 unknown

P Manufacturer

MAC address

FIGURE 2.5: Advanced TP Scanner main window

8. Now, launch one or more virtual machines; in this lab we ate logging into
Windows Server 2012 and Windows 10.
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9. Switch back to the attacker machine (Windows Server 2016) and specify the
_Braskz IP address range in the Select range field.

Scan a Network 10. Click the Sean button to begin the scan.
to Discover Hosts

P Advanced IP Scanner - o X
File Actions Settings View Help

L?Scan i (1P C | -

10.10.10.1 - 10.10.10.25 Evomple: 1921680 1-100 1921680200 ¥

Resdts  Favontes

 Status Name P Manufacturer MAC address Col

|5

FIGURE 2.6: Scanning a Subnet

m ‘The status of scan is . 0 y .
P SIS Note: The IP addresses range might differ in your lab environment.

srst mylor: 11. Advanced IP Scanner scans all IP addresses within the range and displays
the scan results.

12. It displays the status as live as shown in the following screenshot:

&7 Advanced IP Scanner - ] X
File Actions Settings View Help
P [l P € B2Qm Q
10.10.10.1 - 10.10,10.25 Exomple: 19 200 v
S
Reslts  Favorites
[ Status Name 3 . Manufacturer MAC address Com
RI - 10.10.10.1 Microsoft Corporation
DESKTOP-SVBDCV1 10.10.10.10 Microsoft Corporation
ﬂ] Lists of computers > WIN-OJAQ7QIEPAI 10.10.10.12 Microsoft Corporation
saving and loading enable Server2016 10101016  Microsoft Corporation
you to perform operations
with a specific list of
computers. Just save a list
of machines you need and
Advanced 1P Scanner loads
it at startup automatically.
1< >
Ialws 0 d% 21 unknown

FIGURE 27: Advanced TP Scanner displaying Alive Host list
Note: The scan results might differ in your lab environment.

13. Now, you have the IP address, Name, MAC address, and Manufacturer
information of the victim machine.
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machine.
¥ Advanced IP Scanner - 0O X
m Group Op File Actions Settings View Help
Any feature of Advanced .
1P Scanner can be used
with any number of -
lected For Exomple: 192.168.0.1- 100, 192.168.0.200 A
P
example, you can remotely Favorites
shut down a pl
computer class with a few Name e Manufacturer MAC address Com
clicks. - Riw = 10.10.10.1 Microsoft Corporation - -——
?) @ DESKTOP-SVEDCV1 10.10.10.10 Microsoft Corporation LR S
> ? WIN-0JAQTQISPAI 10.10.10.12 Microsoft Corporation LR L
L] Server2016 10.10.10.16 Microsoft Corporation LR
] >
Advanced IP Scanner - [u] X
File Actions Settings View Help
JEX3L A0
) Exomple: 192.1680.1-100, 192 168.0.200 4
—
P Manufacturer MAC address Com
» R - 10.10.10.1 Microsoft Corporation R
v ! DESKTOP-SVEDCV1 10.10.10.10 Microsoft Corporation - - -—
& HTTP, IS Windows (Microsoft IIS httpd 10.0)
¥ FTP (Microsoft ftpd)
[F7 Advanced TP Scanner v = WIN-0JAQTQJEPAI 10101012 Microsoft Corporation M i
works on Windows Server B RETLOGON
2003 /Server 2008 and on
Windows 7 (32 bit, 64 bif). = sysvoL
Server2016 10.10.10.16 Microsoft Corporation - - -
>
FIGURE 2.8: Advanced IP Scanner displaying shared foklers and services
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Hrask 3

Examine the
Options

ﬂ] Wake-on-LAN: You
can wake any machine
remotely with Advanced TP
Scanner, if Wake-on-LAN
feature is supported by
your network card.

Module 04 - Enumeration

15. Right-click any of the detected IP addresses to list Wake-On-Lan, Shut

down, Abort shut down, and other options.

Abort shut down
3 alive, 0 dead, 21 unknown

Tools
RDP

Radmin

FIGURE 2.9: Exploring the victim machines

T Advanced IP Scanner = X
File Actions Settings View Help
P- Scan IP c
10.10.10.1 - 17(7)7.71 Q.TO.ZS 3
Resdts  Favorites
Status Name P Manufacturer MAC address Com
S RE 10.10.10.1 Microsoft Corporation
v [é DESKTOP-SVEDCV1 10.10.10,10 ] Explore DeSaa
@& HTTP, IS Windows (Microsoft IS httpd 10.0) Copy »
foae i
- = FTP (Microsoft ftpd) Add to favorites
v B WIN-0JAQ7QJSPAI 10.10.10.12 Edit comenent
{1 NETLOGON Rename
[=1 sysvoL Rescan selected
L Server2016 10.10.10.16 Save selected..
Wake-On-LAN
< Shut down... >

16. Using these options, you can ping, traceroute, transfer files, chat, send a
message, connect to the victim’s machine remotely (using Radmin), and

SO on.

Note: To use the Radmin option, you need to install Radmin viewer, which

you can download at www.radmin.com.

17. An attacker can also make use of these options, and use vatious others

(e.g., shutting down a remote machine) discussed below.

18. You can forcefully Shutdown, Reboot, and Abort Shutdown the selected

victim machine.
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[:L] ‘This shuts down any
remote machine or group
of machines running a

Windows operating system.

You can use your default
access rights or specify a
login and password for
shutdown. This feature is
very handy for system
administrators since it
emables all computers ina
customized list to be
wrned off in a single
operation at the end of the
working day.

LL] Winfingerprint Input
Options::

* IP Range (Netmask and
Inverted Netmask
supported) IP LisSingle
Host Neighborhood

Module 04 - Enumeration

19. Right-click 10.10.10.12 and select Shut down....

(¥ Advanced IP Scanner
File Actions Seftings View Help
B scan P C = @
10.10.10.1 - 10.10.10.25
Results Favorites
Status Name P =
- R 10.10.10.1
v & DESKTOP-SVEDCV1 10.10.10.10
@& HTTP, IS Windows (Microsoft IIS httpd 10.0)
I FTP (Microsoft ftpd)
v (= WIN-0JAQTQISPAI 10101012 ]
[7 NETLOGON
[ svsvoL
L Server2016 10.10.10.16
<
4 alive, 0 dead, 21 unknown

Manufacturer
Microsoft Corporation

Microsoft Corporation

MAC address

Explore - > -
Copy »

Add to favorites

Edit comment

Rensme

Rescan selected

Save selected...

Wake-On-LAN
Shut down...
Abort shut down

Tools
RDP
Radmin

FIGURE 2.10: Shutting down a virtual machine

Note: 10.10.10.12 is the IP address of Windows Server 2012 virtual
machine, which might differ in your lab environment.

20. The Shutdown options window opens; set a Timeout (here, 10
seconds), and click Shutdown to shut down the virtual machine.

(7' Shutdown options

] use windows authentificaton

User name:

X

[[] Forced shutdown
[[] Reboot

Cancel

FIGURE: 2.1 1: Shutting down a virtual machine remotely
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LLI There is the

opportunity to run quick
commands (ping, tracert,
telnet and SSH) on a
selected computer.

EL ‘the software scans
ports of network
computers and finds
HI'TP, HT'IPS, FIP and
shared foklers.

Module 04 - Enumeration

21. The Shutdown results pop-up appears; click Ok.

¥ Shutdown results X

Name Status P

e

FIGURE 2.12: Shutting down a virtual machine remotely

22. The victim machine will shut down after the specified time out (i.e., 10
seconds).

The virtual machine '‘Windows Server 2012 is tumed off

To start the virtual machine, select "Start’ from the Action menu

FIGURE 2.13: Victim machine successfully shutdown

23. Thus, an attacker might also discover machines in a network and use
various options to rettieve shared files, view system related information,
and so on.

Lab Analysis
Document all the IP addresses, open ports and their running applications, and
protocols discovered during this lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

‘ [ Yes ™ No
’ Platform Supported
i M Classroom M iLabs
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ICON KEY

77 Valuable

information

2 Test your
knowledge
B Web cxercise

D Workbook review

7 Tools
demonstrated in
this lab are
available in
Z\CEH-
Tools\CEHv10
Module 04
Enumeration

Module 04 - Enumeration

Performing Network Enumeration
using SuperScan

SuperScan is a TCP port scanner, pinger, and resobver. Its features include extensive
Windows host enumeration capability, TCP SYN scanning, and UDP scanning.

Lab Scenario

Duting enumeration, information is systematically collected and individual systems
are identified. Pen testers examine systems in their entirety to evaluate security
weaknesses. In this lab, we extract NetBIOS information, User and Group Accounts,
Network shares, and Trusted Domains and Services (running or stopped). SuperScan
detects open TCP and UDP ports on target machines and determines which services
are running on them, allowing attackers to exploit these open ports and hack target
machines. As an Expert Ethical Hacker and Penetration Tester, you can thus use
SupetScan to enumerate tatget networks and extract lists of computers, user names,
user groups, machine names, network resources, and services.

Lab Objectives
The objective of this lab is to help students learn and perform NetBIOS enumeration,
which is cartied out to obtain:

= Lists of computers that belong to a domain

= Lists of shares on the individual hosts on the network

= Policies and passwords

Lab Environment

To complete this lab, you will need:

= SuperScan is located at Z:\\CEH-Tools\CEHv10 Module 04
Enumeration\NetBIOS Enumeration Tools\SuperScan

®" You can download the latest version of SupetScan from this link at
httpJ/www.mcafee.com/us/downloads/free-tools/superscan.aspx

= A computer running Windows Server 2016 machine
= Windows 10 running as target machine
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e SuperScan is not
supported by Windows
95/98/ME.

Hrask 1

SuperScan

ﬂ-.] SupetScan features:

Module 04 - Enumeration

= Administrative privileges to install and run tools

= A Web browser with an Internet connection

Lab Duration

Time: 5 Minutes

Overview of SuperScan
1. The putpose of SuperScan is to gather information such as: Account lockout
threshold, Tocal groups and user accounts, Global groups and user accounts
2. Restrict anonymous bypass routine and also password checking:
a.  Checks for user accounts with blank passwords

b. Checks for user accounts with passwords that are same as the usernames
in lower case

Lab Tasks

1. Launch Windows 10 virtual machine before beginning this lab.

2. Switch back to machine (Windows Server 2016), navigate to ZACEH-
Tools\CEHv10 Module 04 Enumeration\NetBIOS Enumeration
Tools\SuperScan, and double-click SuperScand.1.exe.

If the Open File - Security Warning pop-up appeats, click Run.

The SuperScan main window appeats.

Supetior scanning speed B roren - ol -
* Support for unlimited 1P
ranges Scon | Host and Service Discovery | Scan Options | Took | Windows Enumeration | About |
1Ps
= Improved host detection
usipng r:wltiplc ICMP Hostname/P | | [stip End|P Do Sokscied |
methods e X| . B Cleai 41
* TCPSYN scanning Bl .
Read|[Ps fromfle 2>
* UDP scanning (two
methods)
* IP address import
supporting ranges and
CIDR formats
(o] =] |  viowrrrosns
I
[Reacly
FIGURE 3.1: SuperScan main window
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HrTtask 2

Perform
Enumeration

/ You can use
SuperScan to perform port
scans, retrieve general
network information, such
as name lookups and
traceroutes, and enumerate
Windows host information,
such as users, groups, and
services.

Module 04 - Enumeration

5. Click on the Windows Enumeration tab.

6. Enter the IP address of the target machine in the Hostname/IP/URL
textbox. In this lab, we have entered Windows 10 virtual machine IP
address.

Note: This IP address may differ in your lab environment.
7. Check the types of enumeration you want to perform.

8. Now, click on Enumerate.

B SuperScan 4.1 - [=] X

Scan | Host ndSevics Discovery | ScanOpliors | Teas (Windows Enumeration | Abeu |

Hostname/IPZURL (10707070 ) e ) gptons. | Clear

d

FIGURE 3.2: SuperScan main window with IP Address

el

. SuperScan starts enumerating the provided hostname and displays the
results as shown in the following screenshot:

B SuperScan a1 - O X

Sean | Hoet ard Service Discovery | Scan Opiions | Teoks  Windows Erumeration | sbau. |

Hostname/IP/URL (10101010 sop || Opos | Ce |
Ermeration Tyoe Het2105 on 10.16.10.1¢
EANemiOSs NameTable | e |, 10 canie
M NULL Secsion
[MIMAL Addresses DESXTOP-SVEDCVL 00 UNIQUE Workstation service narma
V1 Watkstation type WORKZROUD 00 CROUP Workstation service name
M Usess DESKTOR-SVEDCVI 20 TNIQUE Server services name
¥l Grows WORKGROUP 1z GROUP  Group name
-2 i WORKEROUP 1D UNIQUE Master browser name
“PCE“’;:: Dump 1__MSBROWSZ__ 01 GROUP
v} Account 13
[Vl Shares AC agdress 2: 00:16:5D:00:35:03
[Vl Domaine ) R
BiRemole Timecf Doy [PE5#P4RG & WOLL session comnection on 10.10.19.10
[V Logen Sessions
¥ Droves hoic asdressss on 10.10.10.10
¥ Trusted Domaine

5 Workstation/server type om 10.10.10.10
:emtwl

Users om 10.10.10.10

j6roups on 10.10.10.10

FIGURE 3.3: SuperScan main window with results
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Module 04 - Enumeration

10. Wait for the enumeration process to complete.

11. After the completion of enumeration process, the stop button changes to
Enumerate.

12. Scroll down the window. An Enumeration complete message will be
displayed at the end of the enumeration result window.

B SuperScan 4.1 i a X

l 1 Windows XP Service Scan | Hest and Senvice Discovery | Scan Ogticas | Tools  Windows Erumeration | bcut |

Pack 2 has removed raw
sockets support, which
now limits SuperScan and
many other network
scanning tools. Some
functionality can be
restored by running the net
stop Shared Access at the

Hostname/IP/URL |1Cl1ﬂ1ﬂ10 Erumerate I Qoticnz. .. | Lo

Erumeration Type "
NeBIOS Mame Table
[ NULL Secsica

[Vl MAC Addresses

V) workstation type Domains on 10.10.10.10
V] Users

Shares cn 10.10.10,10

¥l Growps o4
Windows command IAPC Endpaint Durg [R5 i of day on 10.10.10.40
prompt before starting [¥) Account Foiciss
SuperScan. ] Shares Logon sessions on 1G.10.10.10

Domains

Remate Time of Day
Logon Sessins

] Diivee
leQdDﬂ'M'ﬂt Trusted Domaine on 10.10.10.10
Semces
Registry

Drives on 10.10.10.10

Remote services om 10.12.10.10

Remcte registry items om 10.10.10.10

— 0 -

FIGURE 3.4: SuperScan E jon keted

TASK 3 13. Now, scroll the window to see the results of the enumeration.

SuperScan 41 - o X

Analyze the

Scen | Host and Service Discovery | Scan Opions | Todks  Windows Erumeeation | abou |

Results
Hostname/IP/URL 10101010 Erumecate | Qotons. | Cear |
Enumetehon Type | fEntey 0 -~
INeBIOS Name Tabks Interface: "d95afe70-a6dS-4259-922e-2c04dalddbld" ver
= 1.0
FINULL Setsen Binding: *acacn_ip_tcp:10.10.10.10[434081"
MIMAC Addeses Objest Td: "765294ba-60be-4BbB-32e3-83£d77763491"
oo Rnnoration: m*
Eneey 1
Interfaca: “12545778-1234-abed-ef00-012345673%ac" ver
" 1.0
m You can also RPC Ent';:r'Dunw Binding: "ncacn_np:10.10.10-1CG[\\pipe\\13asa]”
Accou Polcies opject Id:
download SuperScan from B shores S e
http:// www.foundstone.co 4 Domains Encey 2
m ERemaonedDay Interface: "12345778-1234-abcd-ef00-0123456785%ac" ver
[ Lagon Sessions “Binging:  “ncacn_ip_vcpr10.10.10.10(45414)"
M Diives Object 1d:
M Trusted Domain: 3 Pm:raavm: bt
M Servicas g
I =: “b25asZbf 90727280206 ver
M Regay 2.0
Binding:  "ncacn_np:40.10.10.10[\\pipe\ilsasnal®
Object Id
Annctation: "ReyIeo®
Taecy &
T "B25 4 727240e36" ver
2.0
Binding: “acacn_ip tep:l0.10.10.10[48414]"
Opjest Id: v
|
FIGURE 3.5: SuperScan Enumeration Results
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m SuperScan has four
different ICMP host
discovery methods
available. This is useful,
because while a firewall
may block ICMP echo
requests, it may not block
other ICMP packets, such
as timestamp requests.
SuperScan gives you the
potential to discover more
hosts.

14. To perform a new enumeration on another Hostname, click on the Clear
button at the top right of the window. The option erases all the previous

results.

B SuperScand)

Scan | Hodt and Seevice Dacavery | Scan Options | Teeks  Windows Enumeraion | ateut |

Hostname/IP/URL (10107070 Enmete | gpiers | (TCev )

Enumeraicn Typs
[V NelBIDS Kame Table
[ANULL Session

MAC Sccresses

[ wedkzalenlype
Users

[ Girewpr
RPCEndart Durp
Account Palcies

[ Sharss

Domains

[ Flemate Time of Da
Logon Sessicrs

(A Diives

Tiusted Domarie
Senvicer

[ Fegiehy

|

Zoumaration cosplete
|

~

Sheres on 10.10.10 10

Demains sm 19.10.10.10

Remote time of day on 20.10.10.10

Logon sessicas on 30.10.10 10

Drives on 10.10.10.10

Trusted Domains oo 10.10.10.10

Ramcte secvices =a 10,1010 10

Remote registzry items om 10.13.10.10

FIGURE 3.6: SuperScan main window with results

Lab Analysis

Analyze and document the results related to this lab exetcise. Provide your opinion
of your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes

™ No

Platform Supported

M Classroom
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Module 04 - Enumeration

Enumerating Resources in a Local
Machine using Hyena

Hyena uses an Explorer-style interface for all operations, induding right-click context
menus for all objects. Management of users, groups (local and global), shares, domains,
computers, services, devices, events, files, printers and print jobs, sessions, open files, disk
Space, user rights, messaging, exporting, job scheduling, processes, and printing are all
supported.

Lab Scenario

Hackers enumerate applications and banners in addition to identifying user accounts
and shared resources. In this lab, Hyena uses an Explorer-style interface for all
operations. Management of users, groups (local and global), shares, domains,
computers, services, devices, events, files, printers and print jobs, sessions, open files,
disk space, user rights, messaging, exporting, job scheduling, processes, and printing
are all supported. To be an Expert Ethical Hacker and Penetration Tester, you must
have sound knowledge of enumeration, which requires an active connection to the

machine being attacked.

Lab Objectives

The objective of this lab is to help students learn and perform network
enumeration of:

= System user information

= Running system services

Lab Environment
To perform this lab, you need:
= A computer running Windows Server 2016
=  Administrative privileges to install and run tools

= You can download this tool from the following link
httpJ/www.systemtools.com
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= Ifyou decide to download the latest version of this tool, the screenshots
may differ

Lab Duration

Time: 5 Minutes

Overview of Enumeration

Enumeration is the process of extracting user names, machine names, network

resources, shares, and services from a system. Enumeration techniques are conducted
in an intranet environment.

Lab Tasks

1. Navigate to ZACEH-Tools\CEHv10 Module 04 Enumeration\NetBIOS
Enumeration Tools\Hyena and double<lick Hyena_English_x86.exe.

Hrask 1

Install Hyena
2. If an Open File - Security Warning pop-up appears, click Run.

3. Hyena installation wizard appeats; click Next.

Note: If you are asked to install C++ Redistribute, click Install. After installation,
if it requires a system restart, click Yes to restart the machine.

yena - InstallShield Wizard X

m Hyena can be used on
any Windows client to Welcome to the InstaliShield Wizard for Hyena
manage any Windows NT,
Windows 2000, Windows
XP /Vista, Windows 7, or
Windows Server 2003/

2008/ 2012 installation.

FIGURE 4.1: Installation of Hyena
4. Follow the steps to install Hyena.

5. On completion of installation, Install Shield Wizard Complete section
appears; click Finish to complete the installation.
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Module 04 - Enumeration

6. On completion of installation, launch Hyena application from the Apps
list.

Windows Server

L o B

Windowws Winecrws

Soover Marager  PowerShet PowerShel SE
m In addition to Ch

supporting standard
Windows system
management functions,
Hyena also includes ;
extensive Active Directory ‘

integration. ‘} [ |

Remote

& -
Windows
Administradiv..  Task Manager Cantral Panel

Evert Viewer File Explorer

et Duikder 20

FIGURE 4.2: Windows Server 2012 Installed Apps
If the System Tools Update Notification Utility appears, click Close.
8. If the Registration window appears, click OK to continue.

9. If the Hyena dialog box appears, prompting you to register the application,
click No.

10. The main window of Hyena appears, as shown in screenshot:
EY

ER VS XFFHEEO:
#1- % SERVERZ016 {Local Workstation)
.88 Enterprise

T

O Bz

5&,
=}

|

ED Additional

command-line options
were added to allow
starting Hyena and
automatically inserting
and selecting/expanding
a domain, server, or

computer,
[http:/wenv.systemtoois.com " AU a
FIGURE 4.3 Main window of Hyena
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11. Click the “+”” node of the Local Workstation to expand section, then expand

TASK 2 Users node to view all the users in the local machine.

Hyenav125
Edt View Toode Help

'asas-&\xara-::ﬁmiav- L ISR
A T

HyenaviZ3

@ Local Connections

i |8 8 Jugayboy Uuggyboy)
- € Martin (Martin)

(8- % Printers
-5 Sheres
3 Sessions
1 Open Files
- Agh Services
& Drivers
@ & Events
@ Disk Space
m-»g User Rights
(v [ Peformance
1 ) Scheduled Jobs v

I Lo NUM[_

FIGURE 4.4: Expand the System users

TASK 3 12. 'To check the services running on the system, double-click Services.

Examine the
Results

Hyena v12.5 - Services on \\SERVER2016 - a X
Fle Edt View Tods Help

HRASXF+HFUEEOQOR Y HAA 3.8 0

) Sy SERVER2016 (Local Workstation)

2 Drives
® @ Local Connections *
=€ Users
@ Local Groups
(4] &= Printers 4
[-§ Shares Alloyn Router Service
i s Sessions Application Layer Gateway Service  Stop...
i en Files Application Host Helper Service  Runn...
[ @ Senvices) Application Identity Stop..
: Application Information Stop...
Application Management Stop...
| @ Disk Space AppReadiness App Readiness Stop...
& User Rights .AppVCIiem Microsoft App-V Client Stop...
Performance @ 2pprsve AppX Deployment Service (AppXS.. Stop..
- F3) Scheduled Jobs @ sspret_state ASP.NET State Service Stop..
5 8 Registry {8 AudicEndpointBu... Windows Audio Endpoint Builder  Stop...
| @B WM B Audiosrv Windows Audio Stop...
| B8 Enterprise B sinstsv ActiveX Installer (AdnstSV) Stop...
@ere Base Filtering Engine Runn...
. BITS Background Intelligent Transfer S..  Runn...
B Brokerinf Tasks Infs S.. Runn.. ¥

2ot L NV

FIGURE 4.5: Services running in the system

CEH Lab Manual Page 346

Ethical Hacki

g and G Copyright © by EC-Councll
All Rights Rescrved. Reproduction is Strictly Prohibited




13. Double-click User Rights to list the user rights.

Hyena v12.5 - Rights on \\SERVER2016 S (T
e ENC Vi Tons el . : D D
s § | - R
HR VS X+FRFE QR Yo adld 3.J8 BHE
=-&p SERVER2016 (Local Workstation) @ p
| (o Drives n | @ I=]
. @ § Local Connections r .
i 7 [Rugnts on \\SEAVER20!
£ Hymaakoinchdes full | =8 Users S ? I )
expotting capabilities and & {B¥ Local Groups Object Ifime A - Member '-‘
both M“ﬁ Kiosed el | & Printers gsdmgnpnnwyTokamllege LOCAL SERVICE
Excel Rl 5 | @ bl Shares SeAssignPrimaryTokenPrivilege  NETWORK SERVICE i
ot G {3 Sessions 3 SeAssignPrimary TokenPrivilege  SQLAgentSSQLEXPRESSDT
- {& Open Files SSaisiignPrimaryTokarivilege MSSQLSSQLEXPRESS
4 Services D3 SeAssignPimaryTokenPrivilege  SQLAgentSSQLEXPRESS
| L Drivers B SeAssignPrimaryTokenPrivilege  MSSQLSSQLEXPRESSO!
¢ @ Events {3 SeAssignPrimaryTokenPrivilege  Classic NET AppPool
1 Disk Space SeAssignPrimaryTokenPrivilege  .NET w4.5
- gnPrimary’ g
SeAssignPrimaryTokenPrivilege _ DefaultAppPool
. (= R Performance SSeAﬁignPrimaryTokavivilege NET V2.0
- @[3 Scheduled Jobs 3 SeAssignPrimaryTokenPrivilege NET v4.5 Classic
i LE-‘ Registry sSeAsslgnanaryTokanvdege WNET v2.0 Classic
L WM D seAuditPrivilege LOCAL SERVICE
| & Enterprise 1 SeuditPrivilege NETWORK SERVICE
ssdudhhivilege Classic NET AppPool
I SeAudiPrivilege NET 45
A SeAuditPrivileae DefaultAopPool v
< >
(/0220bjects [ INUM|
FIGURE 4.6: Uscrs Rights
14. Double-click Scheduled Jobs to examine the scheduled jobs.
Hyena v12.5 - 129 total scheduled jobs. - a X
Fe Edt View Tods Heb )
5 | &8 §— ) o 1
BRINsS XFHFEEORD ¥V DN 3.8
= &y SERVER2016 (Local Workstation) -
' @3- Drives @ I_]
. @ Local Connecti -
guos::s Rl 129 total scheduled jobs *
- & Local Groups [ Nome | status | Trgger Typ
| [ dS Printers Adobe Acrobat Update ... Ready  Multiple T |
@43 Shares GoogleUpdateTaskMac... Ready  Multiple Tni
. & Sessions GoogleUpdateTaskMac... Ready Daily
. -5 Open Files .NET Framework NGEN .. Ready
(a8 Hyena ill execute the | services {NET Framework NGEN ...  Ready
most aurrent Group Policy | & Drivers NET Framework NGEN .. Disabled  On Idle
aditor, GPMEmsc, if it s | el Events {NET Framework NGEN ...  Disebled  On Idie
presenton the system. . @ Disk Space AD RMS Rights Policy T...  Disabled  Multiple Tri
| &5 UserRights AD RMS Rights Policy T... Ready  Atlogon
. 8 Performance EDP Policy Manager Ready  Multiple Tri
i PolicyConverter Disabled
) Registry S S peci Ready Atlogon
LB wm VerifiedPublisherCertSto... Disabled At Startup
Ji= B Enterprise Microsoft Compatibility .. Ready  Multiple T
ProgramDataUpdater Ready
StartupAppTask Ready
appuriverifierdaily Ready Daily v
>
e sysentooiscom 129 otalshedued jobs, A/129objects | NUM
FIGURE 4.7: Scheduled Jobs
15. By obsetving all these options, you can check for any reasonable
information discovered by Hyena that would prompt you to take proper
security measures to safeguard the system.
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Lab Analysis
Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s secutity posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[0 Yes M No
Platform Supported
M Classroom M iLabs
Ethical Hacking and G Copyright © by EC-Council
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Performing Network Enumeration
using NetBIOS Enumerator

You can use NetBIOS to probe identified services for known weaknesses.
Lab Scenario

Enumeration is the first attack on a target network, used to gather information by
actively connecting to it. You must have sound knowledge of enumeration, a process
that requires an active connection to the machine being attacked. A hacker
enumerates applications and banners in addition to identifying user accounts and
shared resources. In this lab, we enumerate a target’s user name, MAC address, and
domain group.

Lab Objectives

The objective of this lab is to help students learn and perform NetBIOS
enumeration.

The purpose of NetBIOS enumeration is to gather the following information:
= Account lockout threshold
= Local groups and user accounts

= Global groups and user accounts

Lab Environment

To complete this lab, you will need:

=  NETBIOS Enumerator tool is located at Z:\CEH-Tools\CEHv10 Module
04 Enumeration\NetBIOS Enumeration Tools\NetBIOS Enumerator

®"  You can download the latest version of NetBIOS Enumerator from the
link http://nbtenum.sourceforge.net

= If you decide to download the latest version, then screenshots shown in
the lab might differ

= A machine running Windows Server 2016 as an Attacker machine
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Module 04 - Enumeration

= A virtual machine running Windows Server 2012 as a target machine
= A virtual machine ranning Windows 10 as a target machine

= Administrative privileges are required to run this tool

Lab Duration

Time: 5 Minutes

Overview of Enumeration

Enumeration involves making active connections, so that they can be logged. Typical
information attackers look for in enumeration includes user account names for future
password guessing attacks. NetBIOS Enumerator is an enumeration tool that shows

how to use remote network support and to deal with some other interesting web
techniques, such as SMB.

Lab Tasks

Hrask 1 1. To launch NetBIOS Enumerator, go to ZACEH-Tools\CEHv10 Module 04
h NetBIOS Enumeration\NetBIOS Enumeration Tools\NetBIOS Enumerator and
double click NetBIOS Enumerater.exe.

2. If the Open - File Security Warning pop-up appears, click Run.

3. NetBIOS Enumerator main window appears, as shown in the screenshot:

# ' NetBIOS Enumerator - m] X
— §81P range to scan—— Scan I Clear I Settings I
from:| 169.254..¥8v\6 } | Your local ip:

EL) NemBIOS is designed o 169,254 v0veF |

t© help troubkshoot e NS Debug window
NetBIOS name resolution J

problems. When a network
is functioning normally,
NetBIOS over TCP/ 1P
(NetBT) resolves NetBIOS
names to IP addresses.

FIGURE 5.1: NetBIOS Enumerator main window
4. Under IP range to scan, enter an IP range in the from and to fields.
Note: The IP range might differ in your lab environment.

5. Click the Scan button to initiate the scan.

# ' NetBIOS Enumerator - O X
m IP range to scan L Scan ] Clear I Settings I
g e
cature from:| 10.10.10.1 Your local ip:
* Added port scan m-l—ﬁ)mlT- - .
* GUI- portscan be — WV [1..254] Debug window

added, deleted, edited

Dynamic memory
management

Threaded work (64 ports
scanned at onee)

|

FIGURE 52 NetBIOS Enumerator with IP range to scan

6. NetBIOS Enumerator starts scanning for the range of IP addresses
provided.
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Hrask 2

Module 04 - Enumeration

7. After the completion of scanning, the results are displayed in the left pane.

8. The Debug window section in the right pane shows the scanning range
of IP addresses and displays Ready! after completion of the scan.

Examine
the Results

ED The network
function,
NetServerGetlnfo, is also
implemented in this tool.

£ e protocol SNMP
is implemented and
running on all versions of
Windows.

B NetBIOS Enumerator — m] X

—SaPrangetoscan——  gaan I Clear | Sett‘ngsl

from: 10.10.10.1 Your local ip:

-
tn:l 10.10.10.25 - -

¥ [1...254)
ESKTOP-E

NetBIOS Names (6)
£ DESKTOP-SVDCV 1 - Workstation Service

WORKGROUP - Domain Name
DESKTOP-SV6DCV1 €ud - File Server Service

48 WORKGROUP - Potential Master Browser

48 WORKGROUP - Master Browser

&% _MSBROWSE_y €ud -Master Browser

g Username: (No one logged on)

Debug window
| Scanning from: 10,10.10.1
to: 10,10,10.25
Ready!

! 4 Round Trip Time (RTT): 0 ms - Time To Live (TTL): 128
E- 9 10.10.10.12 [WIN-OJAQ7QIBPAI]
)-8 NetBIOS Names (5)
R WIN-0JAQ7QIBPAI - Workstation Service
£ CEH - Domain Name
&8 CEH - Domain Controller v

L L

FIGURE 5.3 NetBIOS Enumerator results
Note: The scan result might differ in your lab environment.

9. Attackers may use the information obtained, such as enumerated usernames,
and perform password guessing techniques to crack a user account.

10. To perform a new scan of to rescan the provided range of IP addresses, erase
the previous scan results by clicking Clear.

Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

O Yes No
Platform Supported
M Classroom M iLabs
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Module 04 - Enumeration

Enumerating a Network using
SoftPerfect Network Scanner

SoftPerfect Network Scanner is a free, multi-threaded IP, NetBIOS, and SNMP
scanner with a modern interface and many advanced features.

Lab Scenario

To be an Expert Ethical Hacker and Penetration Tester, you must have sound
knowledge of enumeration, which requires an active connection to the machine being
attacked. A hacker enumerates applications and banners in addition to identifying user
accounts and shared resources. In this lab, we try to resolve host names and auto-
detect your local and external IP range.

Lab Objectives

The objective of this lab is to help students learn and perform NetBIOS
enumeration, which is carried out to detect:

=  Hardware MAC addresses across routers
= Hidden shared folders and writable ones
= Internal and External IP address

Lab Environment

To complete this lab, you will need:

=  SoftPerfect Network Scanner is located at Z:\CEH-Tools\CEHv10
Module 04 Enumeration\SNMP Enumeration Tools\SoftPerfect
Network Scanner

®*  You can download the latest version of SoftPerfect Network Scanner
from the link http://www.softperfect.com/products/networkscanner

= If you decide to download the latest version, then screenshots shown in
the lab might differ

= A machine running Windows Server 2016
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Module 04 - Enumeration

= A virtual machine running Windows Setver 2012 as a tatget machine

B vou can also * A virtual machine running Windows 10 as a target machine
download SoftPerfect
Network Scanner from = Administrative privileges are required to run this tool
http:/ / www.Sof tPerfect.
o Lab Duration

Time: 5 Minutes

Overview of Enumeration

Enumeration involves an active connection so that they can be logged. Typical
information that attackers look for includes user account names for future password

guessing attacks.
Lab Task
Hrask 1 ;
—— 1. To launch SoftPerfect Network Scanner, navigate to ZACEH-Tools\CEHv10
Launch Module 04 Enumeration\SNMP Enumeration Tools\SoftPerfect Network
SoftPerfect Scanner, and double click netscan_setup.exe.
Network Scanne .
Y 2. If the Open File - Security Warning pop-up appears, click Run.
If the Network Scanner dialog box appears, click Continue.
X
/ .\ Welcome to the Network Scanner!
‘y SoftPerfect Network Scanner is a versatile administration
< tool. Itis now available as a free trial.
The trial version displays a maximum of 10 devices. To
remove this imitation, you need to purchase 3 licence,
which will also give you 1 year of free updates.
Engiish v
e sk
FIGURE 6.1: Network Scanner dialog-box
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Hrask 2

Perform
Enumeration

7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 04
Enumeration

4. 'The SoftPerfect Network Scanner GUI appears on the screen.

@ SoftPerfect Network Scanne - m]

File View Actions Options Bookmarks Help

| SEER=15-8-F 1 YR APTEE I I WA A FETEE
Pvafrom [0 . 0 .0 .0 o[ 0 .0 .0 .0 |*+ % F  Pswetsanng i
IP Address MAC Address Response Time Host Name

|Ready Threads Devices 0/0 Seen —

FIGURE 6.2: SoftPerfect Network Scanner main window

5. 'To start scanning your network, enter an IP range in the IPv4 From and To
fields, and click Start Scanning button.

Note: The IP range might differ in your lab environment.

(D SoftPerfect Network Scanner - o X
File View Actions Options Bookmarks Help

CHERAREIY AR VP @ao .m0 Owws
wvafrom [ 10 . 10 , 10, 1 Jrof 10,10 . 0.2} S N l)smsm' n

P Address MAC Address Response Time Host Name

FIGURE 6.3: Soft Perfect setting an 1P tange to scan
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Module 04 - Enumeration

6. 'The status bar displays the status of the scan at the lower-right comer of the

Hrask 3 GUIL
Examine the @ SoftPerfect Network Scanner - u] X
Enumerated File View Actions Options Bookmarks Help
Results PoldisganedvXe )2 @odo.mD @ 0vos
PvaFrom [ 10 . 10 .10 . 1 [To[ M .10 .10 .25 e BN M @ stooseamning il
IP Address MAC Address Response Time Host Name
&0 10.10.10... ™ - oms DESKTOP-5V6D...
Wl 10.10.10.., W - ims WIN-OJAQ7Q)...
=g 10.10.10... = -e Oms Server2016
? 10.10.10.1 15ms R -
scanning... Thveads 1. Devices 4/4 scan (S |

FIGURE 64: SoftPerfect status bar

7. 'To view the properties of an individual IP address, right-click a particular IP
address, and select Properties.

D SoftPerfect Network Scanner = =] X
File View Actions Options Bookmarks Help

NoHEEAR I X EV " Bl & LER| B G vwose

PvaFrom [ 10 . 10, 10 . 1 |To| @ .10 .10 .25 |+ B & 0F P startscanning

m SoftPerfect Network MAC Address Response Time Host Name
Scanner can also check for - reew oms DESKTOP-SVEDCV1
a user-defined port and N-0JAQ7QIEPAL
report if one is open. It can Dpiea Desiice ? ver2016
also resolve host names 2 =
and auto-detect your local I
and external IP range. Tt
supports remote shutdown
and Wake-On-LAN. Wake-On-LAN N

Remote Shutdown

Remote Suspend / Hibernate

Assign Friendly Name... P2

Send Message...

Create Batch File...

Delete from List

Beady Jheeads, O Dexices 344 Sean

FIGURE 6.5: IP address scanned details
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ELY sofPerfect allows
you to mount shared
folders as network drives,
browse them using
Windows Explorer, and
fiker the results list.

Eﬂ In addition, it can
retrieve practically any
information about network
computers via WMI,
SNMP, HT'TP, NetBIOS,
and a bunch of other
features.

8 'The Properties window appears, displaying the Shared Resources and
Basic Info of the machine corresponding to the selected IP address.
D Properties - o R
Shared Resources
Folders SYSVOL, NETLOGON
Basic Info
IP address 10.10.10.12
MAC address B o w
Responge Time ims
Host name WIN-01AQ7QISPAL
FIGURE 6.6: Propertics window
9. 'To view the shared folders, notice the scanned hosts that have a + node

before them. Expand the node to view all the shared folders.

D SoftPerfect Network Scanner - (=] X
File View Actions Options Bookmarks Help
DHEEAREZY XUV oL LER B Ewsse
Pvifrom [ 10 . 10 . 10 . 1 [To[ 10 .10 .0 .25 |[¢eBH M P startseannng I
IP Address MAC Address Response Time Host Name .
®4 10.10.10.10 »amm» DESKTOP-SV6DCV1

oms

VIN-OJA

J7QISPAL

B 10.10.10.16 - L Oms Server2016
B 10,10.10.1 . .- e 15ms R -
[Ready Threads 0 Devices 4/4 Scan | I

FIGURE 6.7: SoftPerfect Scanner displying the shared foklers
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== [t can also resolve
host names and auto-detect
the local and external 1P
address range. T'o assist
with network
administration, it supports
remote shutdown and
Wake-On-LAN.

10. Right-click the selected host, and click Open Device. A drop-down list
appeats, containing options that allow you to connect to the remote machine
as HT'TP, HTTPS, Telnet and so on.

D SoftPerfect Network Scanner - o X
File View Actions Options Bookmarks Help
CHEEAREY XLV P @LoLmP| B Owvose
Pvafrom [ 10 . 10 . 10 . 1 [To[ 10. 10 . 10 .25 |e & ® M P startScaming il
1P Address MAC Address Response Time Host Name
#g 10.10.10.10 LR Oms DESKTOP-SVEDCV1
i -10-10.10:12 As Web (HTTP) |
- As Secure Web (HTTPS)
i As File Server (FTP)
g 10.10.10.16
=g 10.10.10.1 Rescan device > As Telnet
Wake-On-LAN >
Remote Shutdown Computer Management Ctri+M
Remote Suspend / Hibernate Remote Desktop Ctrl+R
Assign fnendly Name,. E2,

FIGURE 6.8: Various options in SoftPerfect Network Scanner

11. If the selected host is not secure enough, you can make use of these options
to connect to the remote machines. You mayalso beable to perform activities
such as sending a message, shutting down a computer remotely, and so on.
These features are applicable only if the selected machine is built with a poor
security configuration.

Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

[ Yes M No
Platform Supported
Classroom M iLabs
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Module 04 - Enumeration

Enumerating a Target Network
using Nmap and Net Use

Enumeration i the process of extracting user names, machine names, network
resourees, shares, and services from a system.

Lab Scenario

In fact, a penetration test begins before penetration testers have made contact with
victim systems. During enumeration, information is systematically collected and
individual systems are identified. Pen testers examine the systems in their entirety to
assess secutity weaknesses. In this lab, we discus Nmap, it uses raw IP packets in novel
ways to determine what hosts are available on the network, what setvices (application
name and version) those hosts are offering, what operating systems (and OS versions)
they are running, and what type of packet filters/firewalls ate in use. It was designed
to rapidly scan large networks. By using the open ports an attacker can easily attack
the target machine to overcome this type of attacks on networks filled with IP filters,
firewalls, and other obstacles.

As an Expert Ethical Hacker and Penetration Tester, you will need to enumerate a
target network and extract a list of computers, user names, user groups, machine
names, network resources, and services using various enumeration techniques.

Lab Objectives

The objective of this lab is to help students understand and perform enumeration on
target network using vatious techniques to obtain:

= User names and user groups

= Lists of computers, their operating systems, and the ports on them
=  Machine names, network resources, and services

= Lists of shares on the individual hosts on the network

= Policies and passwords
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7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHV10
Module 04
Enumeration

Erask 1

Install Nmap

Module 04 - Enumeration

Lab Environment
To perform this lab, you will need:

Nmap located at ZACEH-Tools\CEHv10 Module 03 Scanning
Networks\Scanning Tools\Nmap

You can download the latest version of Nmap from the link
httpY/nmap.org/download.htmi#windows

If you decide to download the latest version, then screenshots shown in
the lab might differ

A computer running Windows Server 2012 Virtual Machine
A computer running Windows Server 2016 Virtual machine
Administrative privileges to install and run tools

Lab Duration
Time: 10 Minutes
Overview of Emumeration

Enumeration is the process of extracting user names, machine names, network
resources, shares, and services from a system. Enumeration techniques are conducted
in an intranet environment.

Lab Tasks

The basic idea in this section is to:

Perform scans to find hosts with NetBIOS ports open (135, 137-139, 445)

Do an nbtstat scan to find genetic information (computer names, user
names, MAC addresses) on the hosts

Create a Null Session

Install and Launch Nmap in Windows Server 2012 machine

Note: If Nmap is already installed in the Windows Server 2016 machine, skip
to step no. 5.

1.

Navigate to Z:ACEH-Tools\CEHv10 Module 03 Scanning
Networks\Scanning Tools\Nmap and double-click nmap-7.60-
setup.exe.

If an Open File - Security Warning pop-up appeats, click Run.
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3. The Nmap Setup window appears; click | Agree and follow the steps to
install Nmap.

Ejj Nmap Setup — X

License Agreement
Please review the license terms before instaling Nmap.

Press Page Down to see the rest of the agreement.
IF=77.enmap file insalls

the following files: [ ~
COPYING -- Describes the terms under which Nmap is distributed.

Nmap Core Files
IMPORTANT NMAP LICENSE TERMS

Nmap Path

WinPeap 4.1.1 The Nmap Security Scanner is (C) 1996-2017 Insecure.Com LLC ("The Nmap Project”).
prsels Nmap is also a registered trademark of the Nmap Project. This program is free software;

you may redistribute and/or modify it under the terms of the GNU General Public License

* Network Interface J A
Import as published by the Free Software Foundation; Version 2 ("GPL”), BUT ONLY WITH ALL
(OF THE CLARIFICATIONS AND EXCEPTIONS DESCRIBED HEREIN, This guarantees your
* Zenmap (GUI frontend) right to use, modify, and redistribute this software under certain conditions. If you wish v
* Neat (Modern Neteat) If you accept the terms of the agreement, dick I Agree to continue. You must accept the
. Ndiff agreement to install Nmap.

| 1 Agree ' Cancel

FIGURE 7.1: Nmap Setup window

4. During installation, a WinPcap setup pop-up appeats. If a higher version
of WinPcap is already installed, click No, and follow the steps to install

WinPcap.
= X
License Agreement
Please review the license terms before installing Npcap 0.93.
Press Page Down to see the rest of the agreement.
~
. INPCAP COPYRIGHT / END USER LICENSE AGREEMENT
6 Takea snapshot (a 3 1 y 1 )
type of quick backup) of Npcap is a Windows packet sniffing driver and library and is copyright
your virtual machine before (c) 2013-2016 by Insecure.Com LLC ("The Nmap Project”). All rights
cach lab, because if reserved.
wmdh{:‘gﬁ( 5‘:41'01%, it Even though Npcap source code is publicly available for review, itis
e Inot open source software and my not be redistributed without special
permission from the Nmap Project. We fund the Nocap project by
seling a commercial license which allows companies to redistribute . v
If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Npcap 0.93.
ullsoft Iri 251
| concd

FIGURE 72: WinPcap setup pop-up
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Module 04 - Enumeration

5. On completion of installation, launch Nmap application from the Apps
list.

Windows Server
ap - Zenmap GUI

Server Manager

Paterva

Path Analyzer Pro E

Windows

Administrativ...
@7 Nmap Syntax: nmap
[Scan T'ype(s)] [Options]
{target specification }. Server Manager | m

Search

Settings Event Viewer File Explorer

SmartWhois

Web Data Ext

Windows Acc

jows Admin

Windows Ease of A

Windows PowerShell

FIGURE 7.3: Windows Server 2012 Apps list

6. 'The Nmap - Zenmap GUI window appeats, with the Intense scan profile

=
Tisk 2 set by default.

Perform
Nmap Scan £Enmap = B %
Scan Tools Profile Help
Target: | Profile: | Intense scan v| |Scan |Cance
Command: nmap -T4-A-v
Services Nmap Output Ports / Hosts Topology Host Details Scans
‘V": While Nmap attempts 05 ¢ Host “
to praduce accurate results,
keep in mind that all of its
insights are based on
packets returned by the
arget machines or the
firewalls in front of them,
Filter Hosts
FIGURE 7.4: Nmap /Zenmap main window
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m Use the —ossscan-
guess option for best
results in Nmap.

Hrask 3

Find Open
NetBIOS Ports

m Nmap.org is the
offichl source for
downloading Nmap source
code and binaries for
Nmap and Zenmap.

Module 04 - Enumeration

7. Perform the nmap -0 scan for the Windows Server 2012 virtual machine
network. This takes few minutes.

Note: IP address of Windows Server 2012 may differ in your lab environment.

arget: [ 10.10.00.12 <] Profile 5|

Command: [nmap -0 10.10.10.02

E.,,W‘i,,,‘ Nmap Output Ports / Hosts  Topology Host Details Scans

05 « Host - ~ Drtaite

% Zenmap - o X
Scan Yook Profile Help

Cancel

FIGURE 7.5: Configuring Nmap

8. Nmap performs a scan for the provided target IP address and outputs the
results in the Nmap Output tab.

9. Your first target is the computer with a Windows OS, on which you can see
ports 139 and 445 open. Remember, this usually works only against
Windows but may partially succeed if other OSs have these potts open.
There may be more than one system with NetBIOS open.

<. Zenmap e o X
Scan TJools Profile Help

arget: | 10.10.00.12 <] profite =

iCommand: | nmap -0 10.10.10.12

| Hosts || Sevices | NmapOutput Ports/Hosts Topology HostDetails Scans

05 « Host 4 nmep-01010.1012 V| £ [petaits]

J
< 10001002

Starting Nmap 7.6@ ( https://nmap.org ) at 2017-11-81 02:02 Pacific Daylignt Time

Nmap scan report for 10.10.10.12

Host is up (8.0@212s latency).

Not shown: 988 closed ports

PORT STATE SERVICE

53/tcp  open domain

B8/tcp open kerberos-sec

135/tcp  open  msrpc

139/t open netbios-ssn
89/tcp open ldap

445/tcp  open microsoft-ds

464/tcp  open kpasswdS

593/tcp open http-rpc-epmap

636/tcp open ldapssl

3268/tcp open globalcatiDar

3269/tcp open globalcatlDAPssl

3389/tcp open ms-wbt-server

49152/tcp open unknown

49153/tcp open  unknown

49154/tcp open unknown

49155/tcp open  unknown

49157/tcp open unknown

49158/tcp open unknown

49159/tcp open unknown

49167/tcp open unknown

BAC_Address; ©90:15:5D:00:39:82 (Microsoft)
R Device type: general purpose
Filter Hosts Running: Kicrrisoft Windows 7]|2812(8.1 by

FIGURE 7.6: The Zenmap output window

10. Now you see that ports 135, 139, 445 and 5357 are open, and port 139 is
using NetBIOS.

Note: The result displayed in Nmap might differ in your lab environment.
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Module 04 - Enumeration

@~ 11. Now, launch the command prompt in the Windows Server 2012 virtual
Nmap has . .

alitiondlly boea's machine, and petform nbtstat on port 139 of the Windows Server 2016
command-line tool run machine.

from a UNIX shell or

(more recently) 2 Windows 12. Run the command nbtstat -A 10.10.10.16.

command prompt.
Note: 10.10.10.16 is the IP address of the Windows Server 2016 virtual
machine. This IP address and result may differ in your lab environment.

o] Administrator: Command Prompt l;[ﬂ-'

icrosoft Windows [Uersion 6.3.96081]
2) 2013 Mi soft Corporation. All rights reserved.

\Users\idmninistrator’nbtstat -A 19.10.16.16

Ethernet@:
ode IpAdd [(19.19.10.12] Scope Id: []

NetBIOS Renmote Machine Name Table

Name

WIN-ESUU3BBTHJS<@8B> UNIQUE

WORKGROUP 88> GROUP
WIN-ESUU38BTH. > UNIQUE

MAC Address = B8-8 9-8F-D?

C:i\Users\dministrator>

FIGURE7.7: Command Prompt with the nbtstat command

13. We have not even created a null session (an unauthenticated session) yet,
and we can still pull down this info.

14, Issue net use command to view the created null sessions/shared folders
from your host:

1] Administrator: Command Prompt bm

atorinet use
i1l be reme

Remote Network

e~host\Shared Folde
"/_\'47 Net Command UMuare Shared Folders
Syntax: NE'T' |
ACCOUNTS
COMPUTER | CONFIG
CONTINUE | FILE
GROUP | HELP
HELPMSG
LOCALGROUP | NAME
PRINT

fully.

FIGURE 78: Command Prompt with the net use command

VIEW |
Note: The IP address displayed in the result might differ in your environment.
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Lab Analysis
Analyze and document the tesults related to this lab exercise. Provide your opinion
of your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
M Classroom M iLabs
Ethical Hacking and G Copyright © by EC-Council
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Module 04 - Enumeration

Enumerating Services on a Target
Machine

Enumeration is the process of extracting user names, machine names, nethwork
resources, shares, and services from a System.

Lab Scenario

Vatious services run on a machine that contribute to its functioning. There may be
older versions of these services, which contain vulnerabilities that can allow an
attacker to exploit them. So, if an attacker obtains the version details, he/she might
be able to exploit vulnerable services running on the machine and compromise it. As
a Pepetration tester, your duty is to enumerate the setvices running on a target
machine and patch the vulnerable ones.

Lab Objectives
The objective of this lab is to help students understand and perform enumeration on
a target network using various techniques to:

= Scan all the machines on a given network or a subnet

= List machines that ate up and running

= Determine open pofts on a given node

= Find if any port has firewall restriction

® Enumerate all the services running on the port along with their respective
versions

Lab Environment

To perform this lab, you will need:
= A computer running with Windows Server 2016 machine
= Kali Linux running as a virtual machine
= Windows Server 2012 running as a virtual machine
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Lab Duration

Time: 10 Minutes

Overview of Enumeration

Enumeration is the process of extracting user names, machine names, network

resources, shares, and services from a system. Enumeration techniques are conducted
in an intranet environment.

Lab Tasks

Note: Launch the Windows Server 2012 virtual machine before running this
lab.

TASK 1 1. Launch the Kali Linux virtual machine from VMware Workstation and
log into it. The credentials to log in to the machine are Username: root
and Password: toor.

Launch Kali Linux

Virtual Machine
2. 'The Kali Linux machine Desktop appeats, as shown in the following
screenshot:
FIGURE 8.1: Kali Linux Machine
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Module 04 - Enumeration

3. Select Applications = 01- Information Gathering (drop-down list) =
Hrask 2 Network & Port Scanners = nmap. This launches the Nmap
application.

Launch Nmap

IDS/IPS Identification

Live Host Identification
Network & Port Scanners
OSINT Analy

Route A

FIGURE 82: Launch Nmapin Kali Linux

4. 'The Nmap application appeats in a command line terminal, displaying all
the switches that can be used to perform scanning.

root@kali: ~ e ® 0

File Edit View Search Terminal Help
reason: Dis the reason a port is in a particular state
open (or possibly open) ports
trace: Sh all packe sent and received
Print host interfaces and routes (for debugging)
pend-output: Append to rather than clobber specified output files
-resume <filename>: Resume an aborted scan

7 The Nmap module is ath/URL>: XSL stylesheet to transform XML output to HTML

an intetface with Nmap's Reference stylesheet from Nmap.Org for more portab XML
internal functions and data ) lesheet: Prevent ciating of XSL stylesheet w/XML output
structures. ‘The API : 7
provides target host details : Enable IPv6 scanning
aucl{asp()rtstf:t‘:sand Enable 0S detection, version detection, script scanning, and traceroute
version detection results. datadir <dirname>: Specify custom Nmap data file location
send-eth/ nd-ip w ethe = ames or IP packets
privileged: Assume that t r is fully privileged
-unprivi : Assume the acks raw socket privileges
Print version number
Print this help summary page
scanme.nmap.org
192.168.0.6/16 10.0.0.0/8
ap -v } 10000 -Pn
THE MAN PAGE (https: ap.org 0 an.html) FOR MORE OPTIONS AND EXAMPLES
~# 1l B
FIGURE 8.3: Nmap in Command Terminal
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Module 04 - Enumeration

5. 'Type nmap -sP 10.10.10.1/24 and press Enter to initiate the ping sweep

Hrask 3 scan on the entire subnet.
Perform root@Kkali: ~ e 0
Ping Sweep File Edit View Search Terminal Help

FIGURE 8.4: Nmap Ping Sweep scan

6. Nmap scans all the nodes on the subnet and starts displaying all the hosts
that are up and running, along with their respective MAC Addresses and
device information, as shown in the following screenshot:

root@kali: ~ (-] °.

File Edit View Search Terminal Help
# nmap -sP 10.10.10.1/24

starting Nmap 7.60 ( ht /nmap.org ) at 2017-11-61 ©5:35 EDT
imap scan report for
{fost is up (-0.20s latency).
00 (Microsoft)
an report for 10.10.10.12
is up (0.00047s latency).

- IAC Address: 00 (Microsoft)
V=7 -sP this scan type imap scan report for 10.10.10.16

lists the hosts within the Host is up (0.00053s latency).

specified range that 1AC Address: 00 (Microsoft)
responded to a ping. Tt imap scan report for kali (16.10.10.11)

allows you to detect which lost is up.

computers are online, imap done: 256 IP addresses (4 hosts up) scanned in 5.47 seconds
rather than which ports are ¥

open. Four methods exist
within Nmap for ping
sweeping. FIGURE 8.5: Nmap Ping Sweep scan results

7. 'The scan might take comparatively more time to complete. So, after
obtaining sufficient number of machines in the scan result, you may
terminate the scan by pressing Ctri+C.
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HrTtask a

Perform Stealthy
Syn Scan

V=7 A stcalth scan (-s8) is
often picked up by most
firewalls and IDS systems
now days. It was originally
designed to prevent logging
of a scan in the logs for
whatever server is running
on the port the scanner
connects to.

Module 04 - Enumeration

8. Now, choose an IP address from the scan result and perform a stealthy
syn scan. To do so, type nmap -sS [IP Address of Target Machine] and
press Enter. The IP address used in this lab is 10.10.10.12 and this
address belongs to Windows Server 2012,

Note: The IP address of Windows Server 2012 may differ in your
environment.

root@kali: ~ e ® 0

File Edit View Search Terminal Help

FIGURE 8.6: Nmap Stelthy Syn Scan
9. By issuing this command, a stealthy syn scan will be initiated.

10. Nmap performs stealthy syn scan and lists all the open ports running on
the Windows Server 2012 machine, as shown in the screenshot:

Note: The result returned by Nmap might differ in your lab environment.

root@kali: ~ e o0
File Edit View Search Terminal Help
:~# nmap -sS 10.10.10.12 4

starting Nmap 7.60 ( htt //nmap.org ) at 2017-11-01 05:38 EDT
Nmap scan report for 10.10.10.12
fost is up (0.00035s latency).
Not shown: 980 closed ports

PORT STATE SERVICE

53/tcp open domain

38/tcp open kerberos-sec
135/tcp open msrpc

39/tcp open netbios

389/tcp open Lldap

145/tcp open microsoft-ds
164/tcp open kpas 5

»93/1tcp open http-rpc-epmap
536/tcp open ldapssl

3268/tcp open globalcatLDAP
269/tcp open globalcatLDAPssl
3389/tcp open ms-wbt-server
19152/tcp open unknown
19153/tcp open

19154/tcp open

19155/tcp open

49157/tcp open

19158/tcp open unknown
19159/tcp open unknoy

19167/tcp open unknown

1AC Address: 00: (Microsoft)

\map done:

1
¥

IP address (1 host up) scanned in 62.48 seconds

FIGURE 8.7: Nmap Stealthy Syn Scan Results

11. Now that we have obtained all the open ports, along with the services
running on them, we will attempt to determine/enumerate the vetsions
of each service running on the ports by performing a syn scan with the
version detection switch enabled.
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Module 04 - Enumeration

12. To enumerate the versions of the obtained services, type the command
Hrask 5 nmap -sSV -O [IP Address of Target Machine] and press Enter. The IP
address used in this lab is 10.10.10.12, and this address belongs to the

Perform Stealthy “

Syn Scan with Windows Server 2012,
Version Detection Note: The IP address of Windows Setver 2012 may differ in your lab
and OS Detection environment.

root@kali: ~ e ®@ 0

File Edit View Search Temminal Help

FIGURE 88: Nmap Stealthy Syn Scan Version Detection and OS Detection

13. By issuing this command, a stealthy syn scan with vetsion detection along
with OS detection will be initiated.

14. Nmap performs the scan and displays the versions of the services, along
with an OS fingerprint, as shown in the screenshot:

oot = 0 ﬂ

11-61 085:44 ED

2817-11-P1 89:45:172)

(D
nicr:

(Domain: CEH.com, Site: Default Firs

ﬁ Version Detection
collects information about
the specific service running
on an open port, including
the preduct name and
version number, This
information can be critical
in determining an entry
point for an attack.

FIGURE 89: Nmap Stealthy Syn Scan Version Detection and OS Detection Result

15. Now that you have obtained the enumerated result, you can save this scan
result for future reference.
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Module 04 - Enumeration

16. Type nmap -sSV -O [IP Address of Target Machine] -oN
Enumeration.txt and press Enter. The IP address used in this lab is
Save the Scan 10.10.10.12, which is assigned to Windows Server 2012.

Result | root@Kkali: ~ e 0 0 |

HTtask s

File Edit

View Search Terminal Help

0 10.10.10.12 -oN Enumeration

FIGURE 8.10: Nmap Saving Stealthy Syn Scan Result

17. 'This command performs the Stealthy Syn Scan with Version Detection
and OS Detection and saves the result to home (toot) ditectory with the
name Enumeration.txt.

18. On completion of the lab, navigate to Places <> Home folder.

Applications « Places ~

cuments

=7 'The -sSv option
enables version detection, Music
and the -A option enables
both OS fingerprinting and
version detection, as well as
any other advanced

2 Videos
teatures.

FIGURE 8.11: Kali Linux Home Folder
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TASK 7

View the Scan
Result

(F=7 Nmap adjustsits
timings automatically
depending on network
speed and response times
of the victim. However,
you may want more control
over the timing in order to
create a more stealthy scan,
or to get the scan over and
done with quicker.

Desktop  Documents  Downloads Music Pictures Public

19. The Home folder appears, displaying the saved Enumeration.txt file. You
can instead double-click the file to view the same tesult.

Toene Q= [Teedq
© Recent - . . . . -

W Desktop

0 e x|

' ® Downloads Templates Videos
S Music

'€ Pictures

B Videos

@ Trash

Floppy Disk

+ Other Locations

Lpupeatontssiected (LLKELY

FIGURE 8.12 Stealthy Syn Scan Result File

20. The scan result appeats in a text file, as shown in the following

screenshot:
LX) q

Open ~ LE_&_] Ul’fj

# Nmap 7.60 scan initiated Wed Nov 1 ©5:53:44 2817 as: nmap -sSV -0 -oN Enumeration.txt
0.10.10.12

Nmap scan report for 10.10.10.12

Host is up (0.00038s latency).

Not shown: 986 closed ports

PORT STATE SERVICE VERSION

3/tcp  open domain Microsoft DNS

8/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2017-11-81 89:54:512)
35/tcp  open msrpc Microsoft Windows RPC

39/tcp  open netbios-ssn  Microsoft Windows netbios-ssn

389/tcp  open ldap Microsoft Windows Active Directory LDAP (Domain: CEH.com, Site:

pefault-First-Site-Name)
445/tcp  open microsoft-ds Microsoft Windows Server 2088 R2 - 2012 microsoft-ds (workgroup: CEH)
464/tcp  open  kpasswd5?
93/tcp  open ncacn_http Microsoft Windows RPC over HTTP 1.@
36/tcp  open tcpwrapped
268/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: CEH.com, Site:
efault-First-Site-Name)
269/tcp open tcpwrapped
3389/tcp open ms-wbt-server Microsoft Teraminal Service
C

49152/tcp open msrpc Microsoft Windows RPf
9153/tcp open msrpc Microsoft Windows RPC
9154/tcp open msrpc Microsoft Windows RPC
49155/Lcp open msrpc Microsoft Windows RPC
9157/tcp open ncacn_http Microsoft windows RPC over HTTP 1.0
9158/tcp open mSrpc Microsoft Windows RPC
49159/tcp open  msrpc Microsoft Windows RPC
49167/tcp open msrpc Microsoft Windows RPC

MAC Address: @8:15:50:08:39:82 (Microsoft)

Device type: general purpose

Running: Microsoft Windows 2012(7|8.1

0S CPE: cpe:/o:microsoft:windows server_2012:r2 cpe:/o:microsoft:windows 7:
:microsoft:windows 8.1

S details: Microsofl Windows Server 2012 R2 Update 1, Microsoft Windows 7, Windows Server 2012,
r Windows 8.1 Update 1

Network Distance: 1 hop

Service Info: Host: WIN-0JAQ7QJ8PAI; 0S: Windows; CPE: cpe:/o:microsoft:windows

:ultimate cpe:/

Pz, Jevicksyancel v vl

FIGURE 8.13: Stealthy Scan Result
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V=7 SYN or Stealth
scanning makes use of this
procedure by sending a
SYN packet and looking at
the response. If SYN/ACK
is sent back, the portis
open and the remote end is
trying to open a TCP
connection.,

Module 04 - Enumeration

21. Alternatively, you can issue the command cat Enumeration.txt in a
command-line terminal to view the result:

root@kali: ~ 06 0]

File Edit View Search Teminal

Help

Nmap 44 2017 as: -s5V -0 -oN Enumeratio
).10.18

Nmap scan report for 10.10.10.12

is up (0.000385 latency).
980 closed ports
STATE SERVICE

open domain

open kerberos-sec

nmap

Host
Not
PORT
53/tcp
38/tcp

shown:
VERSION

Microsoft
Microsoft

DNS

windows Kerberos (server time: 2017-11-01 09:54:51

135/tcp
/tep

Microsoft
Microsoft
Microsoft
e-Name)

ft-ds

wind
windows
Windows

RPC
netbios-ssn
Active Directory LDAP

open
open

msrpc
netbios

(Domain;: CEH.com, Si

micro Microsoft Windows Server 2008 R2 - 2012 microsoft-

5 (workgr

kpasswd5?
ncacn http
tcpwrapped
ldap

Microsoft wWindows RPC over HTTP 1.0

Microsoft windows Active Dir LDAP (Domain: CEH.com, Si

Name)
apped
FIGURE 8.14: Stealthy Syn Scan Result viewing by using cat command
22. By performing services enumeration, an attacker might attempt to find
vulnerabilities associated with that particular application and exploit them
to gain access to the target machine.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.
[ Yes No
Platform Supported
Classroom iLabs
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SNMP Enumeration using

snmp_enum

Smgp_ennm modnle in Metasploit allows enumeration of any devices with SNMP
protocol support. It supports hardware, software, and network information. The defanlt

community used is "public”.

Lab Scenario

SNMP enumeration is the process of enumerating the users’ accounts and devices
on a SNMP enabled computer. SNMP setvice comes with two passwords, which
are used to configure and access the SNMP agent from the management station.
They are: Read community string and Read/Write community string. These
strings (passwords) come with a default value, which is same for all the systems.
Hence, they become easy entry points for attackers if left unchanged by the
administrator. Attackers enumerate SNMP to extract information about network
resources such as hosts, routers, devices, shares, etc., and network information
such as ARP tables, routing tables, device specific information, and traffic
statistics.

As an ethical hacker or an information security officer, it is imperative for you to find
the default community strings and patch them up.

Lab Objectives
The objective of this lab is to help students understand and enforce vatious
enumeration techniques to:

= Connected Devices

= Hostname and information

® Domain

=  Hardware and storage information

= Software Components

= Total Memoty
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Hrask 1

Test for SNMP
Port Status

€ U Scns UDP port.
p <port ranges=>: Only
scan specified ports.

Module 04 - Enumeration

Lab Environment

To petform this lab, you will need:
=  Kali Linux running as the Attacker Machine
=  WindowsServer2012 as the Victim Machine

=  Administrative privileges to run the tools

Lab Duration

Time: 10 Minutes
Enumeration is the process of extracting user names, machine names, network

resources, shates, and services from a system. These techniques are conducted in an
intranet environment.

Lab Tasks

1. Before starting SNMP enumeration, first we need to find out whether the
SNMP port is opened. SNMP uses port 161 by default; to check whether
this port is opened, we first need to run Nmap pott scan.

2. Launch a command terminal, type nmap -sU -p 161 <Target machine IP
address> and press Enter (in the Kali Linux attacker machine).

3. In this lab, our victim machine is the Windows Server 2012 machine,
with IP address 10.10.10.12.

Note: The IP addresses shown in this lab may differ in your lab
environment.

root@hall -

e EOt View Search Terminal Help

FIGURE 9.1: Performing Nmap UDP scan

4. Now you can see that port 161 is open and is used by SNMP, as shown
in the following screenshot.

root@kall: -
lle Edt View Seach Terminal Help
:~# nmap -sU -p 161 10.10.10.12

tarting Nmap 7.60 ( https://nmap.org ) at 2017-12-28 07:28 EST
imap scan report for 10.10.10.12
Host is up (-0.20s latency).

0RT STATE SERVICE
161/udp open|filtered snmp
1AC Address: 00:15:5D:01:05:02 (Microsoft)

imap done: 1 IP address (1 host up) scanned in 0.59 seconds
=

FIGURE 9.2: Nmap UDP scan result
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HTASK 2

Find SNMP
Community String

““ nmap -sU —script
snmp-brute <target= [--
script-argssninp.

brute communitiesdb=<wo
rdlist=> |

0“ If not defined, the
default wordlist used to
brute-force the SNMP
community strings is
nselib/ data/ snmpecommuni
ties.Ist.

6 1n case this wordlist
does not exist, the script
falls back 1©
nselib/ data/ passwords. kst

Hrask 3

En ate

Module 04 - Enumeration

5 Type nmap -sU -p 161 --script=snmp-brute <Target machine IP
Address> and press Enter,

6. 'This script will extract the SNMP community string from the target
machine.

7. It will search pcap socket in parallel threads. The sending sockets sends
the SNMP probes along with the community strings with valid
credentials.

TG = O@al

p 161

script=snmp-brute 10.10.10.12

FIGURE 9.3: Nmap finding SNMP community string

8. 'The script output will be displayed as shown in the screenshot. Now the
extracted SNMP port is used by the public (community string) and with
valid credentials.

9. If the target machine doesn’t have a valid account, no output will be
displayed.

rootgdkall: ~
File Edt View Search Terminal Help

:~# nmap -sU -p 161 --script=snmp-brute 10.10.10.12

>tarting Nmap 7.60 ( https://nmap.org ) at 2017-12-28 ©7:31 EST
\map s report for 10.10.10.12
fost is up (-0.20s latency).

PORT STATE SERVICE
161/udp open|filtered snmp
snmp-brute:
public - Valid credentials
1AC Address: 00:15:5D:01:05:02 (Microsoft)

Nmap done: 1 IP address (1 host up) scanned in 2.08 seconds
~#

FIGURE 94: SNMP Community String found with Valid Credentials

10. Now perform SNMP enumeration on the target machine. Ina command-
line terminal, type msfconsole and press Enter.

Community String

root@ial: ~
e Edt View Search Termial Help

FIGURE 9.5: Launching Metasploit Framework

1.

11. Now, type use auxiliary/: / p/snmp_login and press Enter.

TookOal - '_5_'1

> use auxiliary/scanner/snmp/snmp login
sf auxiliary( ) >

FIGURE 9.6: Launching snmp_login module
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12. Now, to see what are the options available with snmp_login, type show
options and press Enter. This will list out all the commands and usage.

Fie Edit View Search

sf auxil

Terminal  Help

Toot@Kkalr: ~ © 0 o]

ytions (auxiliary/sca ) np login):

Current Si

false

for all use

5
rce, from 8 to 5

false

d couple stored in the current database
false

current database to the list

rrent database to the List

ploit-framew snmp_default_pa
File containing con 1 P Line
RHOSTS
FIGURE 9.7: Viewing Madule Options
13. Now, type setg RHOSTS 10.10.10.12 and press Enter.

Note: In this lab, 10.10.10.12 is the IP Address of the Windows Server 2012
and this might vary in your lab environment.

Tootg@wal: -
Fle EQl View Seach Terminal Heip

nsf auxiliary( ) > setg RHOSTS 10.10.10.12 1
RHOSTS => 10.10.10.12

nsf auxiliary(

FIGURE 98: Setting Options

14. We have set the all the required options for SNMP enumeration. Now,
type exploit and press Enter.

15. Once you press Enter, you can see that the victim machine (Windows
Server 2012) has given access to the community 'public' as shown in the
screenshot.

Toot@ikal: - (- C)
WFile Tdt View Search Terminal  Help

1sf auxiliary( > setg RHOSTS 16.10.16.12 1
RHOSTS => 10.10.10.12
1sf auxiliary( ) > exploit

[!'] No active DB -- Credential data will not be saved!
+] 10.10.10.12:161 - Login Successful: public (Access level: read-only); Proof

sysDescr.0): Hardware: Intel64 Family 6 Model 58 Stepping 9 AT/AT COMPATIBLE
>oftware: Windows Version 6.3 (Build 9600 Multiprocessor Free)

*] Scanned 1 of 1 hosts (100% complete)

*] Auxiliary module execution completed

1sf auxiliary( J=s

FIGURE 9.9: Exploiting Vulnerability
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16. Now, type use auxiliary/scanner/snmp/snmp_enum and press Enter.

TooRGOKAl = o0

Fde Eot Vew Search Termind  Help

sf auxiliary( » use auxiliary/scanner/snmp/snmp enum

s auxiliary(

FIGURE 9.10: Launching snmp_enum Auxiliary Module
17. Now, type exploit and press Enter. This will enumerate the target
machine and list down all the required sensitive information.
ookl - 09

- Software 1

1
jason®)
krbtgt*
martin®

FIGURE 9.11: Exploiting Vulnerability
18. snmp_enum enumerates the target machine information, as shown in the
screenshot.
19. First, it displays the System Information:
a. HostIP
b. Host Name
c. Hardware Description
d. System Uptime
e. SNMP Uptime
f. Domain if system is connected in Domain

running

running

FIGURE 9.12: System Information Obtained
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20. It also displays the User accounts associated with the target machine.
Scroll down to view more sensitive information like Network
Information, MAC Address, Running Processes, Installed Applications
and Softwares, etc.

oot@kall: - o0
Fi= Ed Search Help
nsf auxiliary( ) > exploit

Terminal

+] 10.10.10.12, Connected.
*] System information:

{ost IP : 10.10.10.12

{ostname : WIN-0JAQ7QJ8PAI.CEH.com

Description : Hardware: Intel64 Family 6 Model 58 Stepping 9 A
T/AT COMPATIBLE - Software: Windows Version 6.3 (Build 9600 Multiprocessor Free)

Jptime system :
>ystem date 1 2017-12-28 07:54:42.6

*] User accounts:

"Guest"]
"jason"]
["krbtgt"]
["martin”]
["shiela"]

FIGURE 9.13: Viewing Other Information

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

[ Yes M No

Platform Supported
Classroom M iLabs
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Module 04 - Enumeration

LDAP Enumeration using Active
Directory Explorer (ADExplorer)

The 1ightweight Directory Access Protocol (ILDAP) is used to get to catalog postings
inside active directory or other directory services. A directory is generally ordered in a
various leveled and sensible arrangement, rather like the levels of administration and
representatives in an organization. I.IDAP is often tied into the domain name system
1o allow incorporated brisk lookups and quick determination of questions.

Lab Scenario

A penetration test begins before testers have even made contact with victim systems.
During enumeration, information is systematically collected and individual systems
are identified. Pen testers examine the systems in their entitety, which allows them to
evaluate security weaknesses. In this lab, we discuss Nmap, which uses raw IP packets
in novel ways to determine what hosts are available on a network, what services
(application names and versions) those hosts are offering, what OSs (and versions)
they ate running, and what type of packet filters/firewalls ate in use. Nmap was
designed to rapidly scan large networks; by using open ports, attackers can easily attack
target machines. To protect against this type of attack, networks are typically bolstered
with IP filters, firewalls, and other obstacles.

As an Expert Ethical Hacker and Penetration Tester, you will need to enumerate
a target network and extract a list of computers, user names, user groups, machine
names, network resources, and services using various enumeration techniques.

Lab Objectives

The objective of this lab is to help students understand and perform enumeration on
a target network using various techniques to obtain:

=  User names and user groups
= Attributes
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["~7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 04
Enumeration

Hrask 1

Launch
ADExplorer

LH Active Directory
Explorer (AD Explorer) is
an advanced Active
Directory (AD) viewer and
editor.

Module 04 - Enumeration

Lab Environment
To perform this lab, you will need:

Active Directory Explorer located at Z:\CEH-Tools\CEHv10 Module 04
Enumeration\LDAP Enumeration Tools\Active Directory Explorer

You can download the latest version of Active Directory Exploter from
the link httpsz/technet.microsoft.com/en-us/library/bb963907.aspx

If you decide to download the latest version, then screenshots shown in
the lab might differ

A computer running a Windows Server 2012 Machine
A computer running with Windows Server 2016 machine

Administrative privileges to install and run tools

Lab Duration
Time: 5 Minutes

Owverview of Enumeration

Enumeration is the process of extracting user names, machine names, network
resources, shares, and services from a system. Enumeration techniques are conducted
in an intranet environment.

Lab Tasks

The basic idea in this section is to:

1.

Perform LDAP Enumeration on an Active Directory Domain system
Modifying Domain User Accounts

Now switch to Windows Server 2016 machine and navigate to Z:\CEH-
Tools\CEHv10 Module 04 Enumeration\LDAP Enumeration
Tools\Active Directory Explorer, and double-click ADExplorer.exe.

Active Directory Explorer License Agreement window appears; click
Agree.

tve Directory Explarer License Agreement X
Youcan also use the /acceptecls command-ire swaich to accept the ELLA

SYSINTERNALS SOFTWARE LICENSE TERMS

These licersa terms ara an agraament betvaen Syshternals (@ wholly
owmed subsidiary of Microseft Comporation) and you. Please read them.
They spply to the software you are dowmloading from Systintemals.com,
which includes the media on which you recaimed it, ifany, The tarms akso
apply o any Sysinternals

updates,
supplements,
Intemet-based sarvices, and v
it Agres Decline
FIGURE 10.1: Open File — Security Warning
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3. 'The Connect to Active Directory pop-up appears; type the IP address
of the Windows Server 2012 IP (10.10.10.12) and click OK.

EHrask 2 —— ;
Note: IP Addresses may diffet in your lab envitonment.
Connect to Active
Directory Machine .+ Connect to Active Directory X

(® Enter a name for an Active Directory database to which you
want to connect. If you previously saved a connection, you
do not need to enter a database name,

Connect to: | 10.10.10.12| )

User; [ I

Password: [ I

(O Enter the path of a previous snapshot to load.

Path:

If you want to save this connection for future use, select Save
this connection, and then enter a name for the saved connection.

[[]save this connection

Name:
QZI Connect to your

Active Directory database
by cvring e s T

details.

FIGURE 10.2: ADExplorer Connect to Active Directory

4. 'The Active Directory Explorer displays the active directory structute in
the left pane, as shown in the following figure.

- Active Directory Explorer - Sysi www.sy com [10.10.10.12 [WIN-OJAQ7QIEP...  — ] X
File Edit Favorites Search Compare History Help
EXICIEIRE R
= I Path: | 10.10. 10,12 [WIN-OJAQ7QIBPAL CEH. com]
Tools aklh Drectory Explor
ve y er
demonstrated in 2 a e — Attrbute Syntax Count
this lab are 1y DC=CEH,DC=com
(3] 144, CN=Configuration,DC=CEH,DC=com
available in 41-(2] Ch=Schema, CN=Configuration,0C =CEH,0C =com
Z:\CEH- 1 7 DC=DomainDnsZones,DC =CEH,DC=com
4]~ DC=ForestDnsZones,DC=CEH,DC=com
Tools\CEHv10
Module 04
Enumeration
< >
0.10,10.12 [WIN-OJAQ7QJ3PAI,CEH.com)
FIGURE 10.3: ADExplorer Main Window
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5. Now, expand DC=CEH,DC=com and CN=Users to explore domain user
details.

com [10.10.10.12 [WIN-OJAQIQISPAICEH.co.. — O X

Attrioute Syntax Count  Value(s)

3 AD Esplorer ako
includes the ability to save
snapshots of an AD
database for off-line
viewing and comparisons.

ON=Allowed RODC Password Replicatior
ON=Cert Publshers

ON=Cloneable Domain Controllers
ON=Denied RODC Password Replcation
ON=DrsAdmins

3 - g - o 3

FIGURE 10.4: ADExplorer Domain Users Node

6. Click any user name (in the left pane) to display its properties in the
right pane.

- Active Directory Explorer - Sysinternals: wav.sysinternals.com [10.10.10.12 [WIN-0JAQTQJEPALCEH.com]] = o X
File Edt Favortes Search Compere History Help

B e

m X Path: | Chi=leson M. ,CN=Users,DC =CEH,DC =com, 10. 0. 30. 12 [WIN-0JAQ7Q8PAL CEH.com]
4 AD Explorer to easily B, CN=Aloaed ROOC Passnor A [ Awibute Sytax Count Vauels) ~
navigate an AD database, CN=Cert Pubishers
. . TRREFERRFRFFEFRR
define favorite locations, i, CN~-Cloneabie Doman Cont ScouRsExches Lo X i
N 3 : B on ROOC Pe: adminCount Integer 1 1
view object properties and i =Denied FIWORS back ¥ e o
. : . #2, CN=DrsAdmins 2ssnordime integerd 1
atmbut.ts without having to . o b badPwdCount Integer 1 2
open dialog boxes. @ CN=Doman Admins @ DrectoryStong 1 J9%nM,
i, CN=Doman Computers codePage Integer 1 o
CN=Doman Controliers countryCode Integer 1 0
CN=Doman Guests
CN=Domain Users dstngushedName boN 1 CNw=Jason M. ,CN=Users, DC=CEH,C
CN=Enterprise Admins ] dsCorePropagationData  GeneraizedTme 2 10/5/2017 11:55:15PM; 1/1/1601 1
CN=Enterprise Read-onfy D =] gveriiame DrectoryStrng 1 Jason
CN=Group Polcy Creatar O o) initials DirectorySirng 1 M
@] instanceType Integer 1 4
lsstiogoff Integer8 3 0x0
2] last.ogon Integer3 1 00
Ebwwt Integer 1 0
CN=Protected Users memberOf DN 1 CN=Administrators, CN=Bultn,DC=/
CN=RAS and IAS Servers name DrectoryString 1 Jason M,
CN=Read-only Domain Cont 1 D:PAI(OA;;RP; 4 164200-20¢0-1 100
CNaSchem Admins v || [ oosectcategory oN 1 CN=Person, C=Schema, C=Confiy ¥
< q >
2 [V
FIGURE 10.5: ADExplorer Domain Users Profile Attributes
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Hrask 3

Modifying User
Attributes

0 o Explorer enables

7. Right-click any attribute (in the right pane), and click Modify... from the
context menu to modify that user’s profile.

'35 Actve Directory Explorer - Sysinternals: vavw.sysintemals.com [10.10.10.12 [WIN-OJAGTQISPALCEH.com]| = o X

Fle FEdit Favorites Search Compare History Help

A Sl = LA

Path: &mnm-tm.oc-mwc-mm,m,m, 10,12 [WIN-OJAQPQIBPAL CEH, com]

> m“hm"mw'~ Attrbte Syntax Count  Vaue(s) -
N=Cert! TS e

X =k e Domain Cont. Bmw&s Integers OXTFFEFFFTF T ri T

1

54, CN=Dened ROCCPasevore || (2J3dmindaunt Aéager.
ONaDrAdmins @) badPasswordTime Integers o0
0

) @, oH=CreUpdateproxy {#]vadPudCount Integer
1 48 CN=Domain Adming IS DirectoryString Jason M.
(488 CN=Domain Computers =) codePage Integer 0
) [
i

L S N

CN=Domain Users.

i CN=Enterprae Adnins

1 4% CN=Enterpriee Read-anly D

148 CN=Group Policy Creater O
ChaGuest

C=Jagan M,

CN=dugayboy

{ Ch=krtgt

i @izt "

Qlé=Jas0n M, CN=Users DC=CEH,C
10/5/2017 11:55:15 PM; /11601 1
Jason

M

4

ox0

ox0

0

e EEEEES

the XenClient E
Synchronizer Administrator
to avokd most AD
configuration problems,
which are caused by typos
or improper order of
elements in a Distinguished
Name (DN).

L) 10AP generally runs
on port 389 and like other
protocols tends to usually
conform to a distinet set of
rules (REC's).

FIGURE 10.6: ADExplorer User Profile Modification

8. 'The Modify Attribute window appears whete you can modify the user
profile.

-2 Modify Attribute [m] X

Property:  displayName (Display Name) v
Syntax: | DrectoryString ]

“ Value

Add.. || Modfy.. || Remove o] cone

FIGURE 10.7: Modifying Attributes

d

9. Similarly, you can check with the other user profile attributes.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s secutity posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
Classroom M iLabs
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Enumerating Information from
Windows and Samba Host using

Enumdlinux
A Linualernative to ensom.exe for ensomerating data from Windows and Samiba bosts.
“icon xev __ Lab Scenario

Bi‘:’:::::dm Enumd4linux is a tool for enumerating information from Windows and Samba

systems. As a security expert you have to secure process where the attacker can
# Test your establish an active connection with the victim and try to discover as many attack
— knowladge  yectors as possible, which can be used to exploit the systems further. You should
B Web exercise know what info is available to the attacker and secure that info before anyone

misuses it.
D) Workbook review

Lab Objectives
The objective of this lab is to help students understand and enforce vatious
enumeration techniques to enumerate:

= Connected Devices

= Hostname and information

* Domain

= Hardware and storage information

= Software Components

=  Total Memory

Lab Environment

To perform this lab, you will need:
= Kali Linux running as the Attacker Machine
=  Windows Server 2012 as the Victim Machine
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=  Administrative privileges to run the tools

Lab Duration

Time: 10 Minutes

Overview of Lab

Enumeration is the process of extracting user names, machine names, network

resources, shares, and services from a system. These techniques ate conducted in an
intranet environment.

Lab Tasks

Brask 1 Before starting this lab, turn on the Windows Server 2012 machine and login.

Test for User Info 1. Now_ start F}le Kali Linux machine and open a Terminal window. In the
terminal window type enumdlinux -h and hit Enter to get the help
options of enum4linux.

root@kali: ~ 0 0O

File Edit View Search Terminal Help

FIGURE 11.1: Enumdlinux help command
2. Help options appear as shown in the screenshot. Now in this lab we will

only demonstrate only a few options to conduct enumeration on the
target machine.

root@kali: ~ 00

File Edit View Search Terminal Help

:~# enum4linux -h
enum4linux v0.8.9 (http://labs.portcullis.co.uk/application/enum4linux/)
opyright (C) 2011 Mark Lowe (mrl@portcullis-security.com)

>imple wrapper around the tools in the samba package to provide similar
functionality to enum.exe (formerly from www.bindview.com). Some additional
features such as RID cycling have also been added for convenience.

Jsage: ./enum4linux.pl [options] ip
)ptions are (like “"enum”):

get userlist
get machine list*

get sharelist

get password policy information

get group and member list
- be detailed, applies to -U and -S
-u user specify username to use (default
-p pass specify password to use (default

The following options from enum.exe aren't implemented:

Additional options:
a Do all simple enumeration (-U -S -G -P -r -0 -n -i).
This opion is enabled if you don't provide any other options
h Display this help message and exit

FIGURE 11.2: Enumdlinux help options

CEH Lab Manual Page 386 Ethical Hacking and Countermeasures Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



Module 04 - Enumeration

3. In the terminal window type enumdlinux -u martin -p apple -U
10.10.10.12 and hit Enter to run this tool using the User list option.

Note: Here 10.10.10.12 is the IP address of the Windows Server 2012;
this might be different for your lab environment.

root@kall: ~ (- IO - )

File Edit View Search Terminal Help

# enumdlinux -u martin -p apple -U 10.10.10.12 '

FIGURE 11.3: Enumdlinux command with User list option enabled

4. Enumdlinux statts enumerating the workgroups/domains first and
displays the results as shown in the screenshot.

root@kali: ~ (- OB )

File Edit View Search Terminal

sion Check on 10.108.10.12

[+] Server 10.10.10.12 allow ions using username ‘martin‘', password ‘apple’

165-3147655684
kgroup)

index: 0xf4d RID: Bx1f4 acb: 0x00000016 Account: inistrator Name: (null)

account for administerir

FIGURE 11 4: Enumdlinux enumerating the domain information of the target

5. 'Then it lists out the Users info with their respective RIDs as shown in
the screenshot.

root@Kkali; ~ e ® 0
File Edit View Search Terminal Help
ccount for guest access to the computer/domain
- 450 0000216 ount: jason Name: Jason M. De (null)
0x453 ach: 0000210 Account: juggyboy Name: Juggyboy Desc:

6 acb: Bx00000011 Account: krbtgt Name: (null)
ter Service Account
015 RID: 0x451 b: x00008210 Accou
index: 0x1016 RID: Bx452 acb: 0x00000218 Account: § o L Name: Shiela

RID: ©x836 acb: 0x00000010 Account: 5 : (null) Desc: (null)

dministrator] rid:[8x1f4]
Guest] rid:[ex1f5]

[juggyboy] rid
[Test] r
dlinux compl

= |

FIGURE 11.5: User info with their respective RIDs
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6. Now to get the OS information of the target, type enumdlinux -u martin

Hrask 2 -p apple -0 10.10.10.12 and hit Enter.

Test for 0S Info | root@kali: - e o0 01

File Edit View Search Terminal Help
# enumdlinux -u martin -p apple -o 10.10.10.12 J§ 9

FIGURE 11.6: Enumdlinux command for enumerating OS information

7. 'The tool enumerates the target system and lists out its OS details as
shown in the screenshot.

root@kali: ~ e 00
File Edit View Search Terminal Help
[+] Server 10.10.10.12 allows S sername ‘'martin', password 'apple’

Getting domain SID for 10.1¢€

1-5-21-1366202266-3528535165-3147655684
part of a domain (not a workgroup)

Jse of uninitialized value Sos info in concatenation (.) or string at ./enumdlinux.pl i
1€ 464.
+] Got 0S5 info for 10.10.10.
+] Got 0S info for 19.10.10.12
10.10.10,12 Wk Sv PDC Tim
- 500
6.3
0x80102b
num4linux complete on Fri Dec 29 £4:01:1

""I

FIGURE 11.7: OS information of the target

BYaisx 3 8. Now we will enumerate the password policy information of our target
machine. In the terminal window, type enumdlinux -u martin -p apple -
Test for Password P 10.10.10.12 and hit Enter.
Policy Info
root@Kkali: ~ 0 0
File Edit View Search Terminal Help
# enumdlinux -u martin -p apple -P 10.10.10.12 |} 1

FIGURE 11.8: Enumdlinux command to enumerate password policy information
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Module 04 - Enumeration

9. 'The tool enumerates the target system and displays its password policy
information as shown in the screenshot.

root@kali: ~ e 0 0—]

File Edit View Search Terminal Help

+] Attaching to 10.10.10.12 using martin:apple
+] Trying protocol 445/SMB...
Found domair

[+] CEH
[+] Builtin

+] Password Info for Domain: CEH

[+] Minimum password length: None
[+] Password history length: None
[+] Maximum password age: Not Set
[+] Password Complexity Flags: 000000

[+] Refuse Password Change
[+] Password Store Cleartex
[+] Password Lockout Admins:
[+] rd No Clear Chang
[+] P2 d No Anon Change
[+] Domain Password Complex: ©

[+] Minimum password age: None

[+] Reset Account Lockout Counter: 36 minutes
[+] Locked Account Duration: 30 minutes

[+] Account Lockout Threshold: None

[+] Forced Log off Time: Not Set

+] Retieved partial password policy with rpcclient:

a ord Compl ty: Disabled
1inimum Password Length: ©

num4linux complete on Fri Dec 29 04:03:4

FIGURE 11.9: Passwond policy information of the target machine

Brask a 10. Now we will enumerate the group policy information of our target
machine. In the terminal window, type enum4linux -u martin -p apple -
Test for Group G 10.10.10.12 and hit Enter.
Info

root@kall: ~ e ® 0

File Edit View Search Terminal Help
# enum4linux -u martin -p apple -G 10.10.10.12 l

FIGURE 1.1 Enumdlinux command for group and domain info
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Module 04 - Enumeration

11. The tool enumerates

the target system and displays the group policy

information as shown in the screenshot.

File Edit View Search Terminal

Getting builtin groups:
[Administrators]
jroup: [Users] rid:[ex2
jroup: [Guests] rid:[0x
jroup: [Print Operators]
jroup: [Backup Operators] : [0
jroup: [Replicator] rid:[ex228]
jroup: [Remote Desktop Users]

jroup: [Performance Monitor Users]
jroup: [ rman
[Distribut
[IIS TUSRS]

JrOUg rid: [0x2

group: [Cryptographic Operators] r

jroup: [Event Log Readers]
[Certific

jroup: [RDS Remote Access
jroup: [RDS Endpoint Servers]
jroup: [RDS Management Servers]
trators]
Control A
group: [Remote Management Users]
jroup: [Server Operators] rid:|
jroup: [Account Operators]
jroup: [Pre-windows

jroup: [Windows

jroup: [Terminal Server License Servers]

Help

rid: [ex220]

Authorization Access Group)

root@kall: ~ e 00

rid: [6x22b]
jroup: [Network Configuration Operators]

rid: [0x
rid: [6x22e]

rid: [ox22f]
rid: [0x232]

: [0x239]

rid: (@
rid: [0x241]
ri
stance Operators]

0x242]
rid: [

:[0x244]

25]

rid: [0x224]
2000 Compatible Acc
jroup: [Incoming Forest Trust Builders]

s] rid:[ex22a]
rid: [0x22d]
rid: [0x230]
rid: [ex231]

[+] Getting builtin group memberships:

‘Administrators’
strators'

trators'
strators’
‘Administrators’'
'Administrators'

544)
544)
544)
544)
544)

44)

(RID:
(RID:
(RID:

iroup
Group

roup
iroup
Group

roup (RID:

FIGURE

has
has
has
has
has
has

CEH\Administrator
CEH\Enterprise Admins
CEH\Domain Admins
CEH\jason

CEH\martin

CEH\shiela

membe
member:

11.11: Groupinfo of the target

CEH Lab Manual Page 390

Ethical Hacking and Countermeasures Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



Module 04 - Enumeration

12. It further enumerates the local and domain group memberships and
displays them as given in the screenshot.

root@kall: - RGN

FIGURE 11.12 Domain and group memberships of the target system

Hrask s 13. To enumerate the share policy information of our target machine, type
enumdlinux -u martin -p apple -S 10.10.10.12 and hit Enter.
Test for Share . .
Info root@Kkali: ~ e ® O
File Edit View Search Terminal Help
# enumd4linux -u martin -p apple -S lO.lO.lU.lZl
FIGURE 11.13; Enumdlimux command to get the share info
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Module 04 - Enumeration

14. The tool conducts share enumeration on the target system and displays
the share information as shown in the screenshot.
root@kali: ~ (-0 )

File Edit View Search Terminal Help
.10.16.12
is deprecated

Comment

Remote IPC
NETLOGON isk Logon server
SYSVOL
Users
teconnecting with SMB1 for workgroup listing.
onnection to 10.10.10.12 failed (Error NT STATUS RESOURCE NAME NOT FOUND)

share
Logon server share

ailed to connect with SMB no workgroup available
+] Attempting to map shares on 10.10.10.12
/10.10.10.12/1PC [E] Can't understand response
IARNING: The “"syslog" option is deprecated

IT_STATUS INVALID INFO CLASS listing \*
/10.10.10.12/NETLOGON Mapping: OK, Listing: OK
/10.10.1 SYSVOL Mapping: OK, Listing: OK
/10.10.10.12/User Mapping: OK, Listing: OK
‘num4linux complete on Fri Dec 29 04:11:30 2017

FIGURE 11.14: Share info of the target system

Lab Analysis
Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s secutity posture and exposute.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

[ Yes No
Platform Supported

Classroom M iLabs
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