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Module 05 - Vulnerability Analysis

Vuinerability Scanning

Valnerability Scanning refers to anditing hosts, ports, and services running in a
network, to assess the security posture and search for security logpholes.

Lab Scenario

Earlier, all possible information about the target, such as IP address range and
network topology were gathered.

Now, as an ethical hacker, or pen-tester, your next step will be to perform port
scanning, network scanning, and vulnerability scanning on the IP addresses obtained
in the information gathering phase. This will help in identifying IP /host name, ports,
services, live hosts, vulnerabilities, and services running on the target network.

Port scanning will help in identifying the open ports and the services running on
specific ports, which involves connecting to TCP and UDP system ports. Port
scanning is used to find out the vulnerabilities in the services running on a port.

Vulnerability scanning determines the possibility of network security attacks. It
evaluates the organization’s systems and network for vulnerabilities such as missing
patches, unnecessaty setvices, weak authentication, and weak enctyption.
Vulnerability scanning is a critical component of any penetration testing assignment.

The labs in this module will provide you with real-time experience in network
scanning and vulnerability scanning,

Lab Objectives
The objective of this lab is to help students in conducting vulnerability scanning,
analyzing the network vulnerabilities, and so on.
You need to perform a network scan to:
= Check live systems and open ports
= Perform banner grabbing and OS fingerptinting
= Identify network vulnerabilities
=  Draw network diagrams of vulnerable hosts

Lab Environment

In this lab, you need:
=  Windows Server 2016 system
=  Windows Server 2012 system
= Windows 10 system
=  Windows 8 system
= Kali Linux system
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TASK 1

Overview

@ Ensure you
have a copy of the
additional readings
handed out for this
lab.

Module 05 - Vulnerability Analysis

= A Web browser with Internet access

=  Administrative privileges to run tools and perform scans

Lab Duration
Time: 40 Minutes

Overview of Vuinerability Scanning

Vulnerability scanning is a process of identifying security vulnerabilities of systems in
a network to determine if and where a system can be exploited. Network scanning is
a procedure for identifying active hosts on a network, either for the purpose of
attacking them or for network security assessment. Scanning procedures such as ping
sweeps and port scans gather information about which IP addresses map to live hosts
that are active on the network, and services running on it.

Lab Tasks

Recommended labs to assist in scanning networks:
®  Vulnerability Analysis using Nessus
= Scanning for Network Vulnerabilities using the GFI LanGuard
® CGI Scanning with Nikto

Lab Analysis

Analyze and document the results related to the lab exercise. Give opinion on your
target’s secutity posture and exposure using information collected through scanning.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Module 05 - Vulnerability Analysis

Vuinerability Analysis using Nessus

Nessus allows to remotely andit a network and deterniine if it bas been broken into
or misused in some way. 1t also provides the ability to locally andit a specific machine
for vulnerabilities.

=con xev . Lab Scenario

=7 Valuable Different types of scanning on target network reveals open ports and setvices

i ey running on the target network system. Next step should be vulnerability scanning
to detect possible vulnerabilities of the system in the target network. So, as a
professional ethical hacker or penetration tester, you should be able to petform
vulnerability scanning on the target network. This lab will demonstrate how to
B Webexercise  perform vulnerability scanning on the target network.

L Workbook review I.ab w l.

This lab will give real-time experience while using the Nessus tool to scan for
network vulnerabilities.

# Test your
knowledge

Lab Environment

7 Tools To carty out this lab, you need:
e b s - = Nessus, located at Z:\CEH-Tools\CEHv10 Module 05 Vulnerability
available in Analysis\Vulnerability Assessment Tools\Nessus. You can also
Z:\CEH- download the latest version of Nessus from the link
Tools\CEHv10 http:IIwww.tenablg.comlproductslnessuslselef:t-your-operating-
Module 05 system, If you decide to download the latest version, then screenshots
Vulnerability shown in the lab might differ
Anstysls *  Windows Server 2016 system

=  Windows Server 2012 system

= A web browser with Internet access

=  Administrative privileges to run the Nessus tool
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Module 05 - Vulnerability Analysis

Lab Duration
Time: 20 Minutes
Overview of Vulnerability Scanning

Vulnerability scanning is a type of security assessment activity performed by security
professionals on their home network. It helps in finding possible network

vulnerabilities.

Lab Tasks
B task 1 1. TLaunch Windows Server 2012 virtual machine before beginning this lab.
Install Nessus 2. Switch to Windows Server 2016, navigate to ZACEH-Tools\CEHv10

Module 05 Vulnerability Analysis\Vulnerability Assessment
Tools\Nessus, and double-click Nessus-7.0.2-x64.msi.

If the Open File - Security Warning pop-up appears, click Run.

4. Tenable Nessus Installation Wizard appeats. Follow the installation
steps to install Nessus. Accept all installation defaults.

Tenable Nessus (x64) - InstallShield Wizard X

Welcome to the InstaliShield Wizard for
Tenable Nessus (x64)

The InstaliShield(R) Wizard will install Tenable Nessus (x64) on
your computer, To continue, dlick Next.
@ Nessus is designed to
automate the testing and
discovery of known
security problems.

WARNING: This program is protected by copyright law and
international treaties,

— =

FIGURE 1.1: The Nessus Install Shield Wizard

ﬂ] Nessus security scanner
includes NASE (Nessus 5. During installation, if a Windows Security pop-up appeats, click Install

Attack Seripting Language). or skip to the next step.

6. During installation, if a winPeap pop-up appears, cancel the installation
and skip to the next step.

7. After installation, Nessus opens in the default browser.

CEH Lab Manual Page 397 Ethical Hacking and G Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited




Module 05 - Vulnerability Analysis

8. 'The Nessus window appears. Click Connect via SSL button to proceed.

| 4 [ Merwen - Wokame La\. . ) o

C | @ localhost£034 /WielcomaT,

essus-Installywelcoms tr

Nessusom

Connect via SSL

EEI Nessus probes a range
of addresses on a network to
determine which hosts are
aive,

FIGURE 1.2: Nessus window

Note: Throughout the lab, the logo of Nessus and the page background may
differ in your lab environment.

9. Your connection is not private window appears. Click ADVANCED.

s % B B
« C | & Not zocure | httpsy/locahoss0E34 o
m Path of Nessus home
directory for windows
‘\programfiles'tenable’\nessus
Your connection is not private
Eﬂ Nessus probes network Attackers might be trying to steal yous Information fram loesthost (1or example,
services on each host o passwords, medsages, or credit cardsh. Leamn more
obtain banners that contain NETSERR_CERT_AUTHORITY_INVALID
software and OS version
information. "] autematically send some xystem nformation and gage coatent to Google to help detect
dangercus apps and sites Privacy policy
FIGURE 1.3: Browser Security Webpage
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Module 05 - Vulnerability Analysis

10. Now, click Proceed to localhost (unsafe) link.

: i el
% Duiog e v e ' 5 %
daily operation of T
5 5 Nat secure | BttpsAocahost0f 34 *iF
Nessus, manipulting the 2 C A
Nessus service is generally not
required
Your connection is not private
Attackers might be trying to steal your information from lecalhost (for cxample,
PASSWOIGs, messages, or credit cards). Leamn mote
NETZERR_CERT_AUTHORITY_INVALD
[0 Ausomaticaly send some system aformation and pags content to Gaegle ta help detert
cangerous apps and sites. Divacy policy
This server could not prove that localhost, its security certificate is not tru:
computer's operating system. y be coused by a misconfigul
m Nessus is public intercepting your connection,
Domain software licensed
under the GPL.
FIGURE 1.4: Browser Security Webpage
11. The Welcome to Nessus window appeats. Click the Continue button.
Nesss !/ Sanp x (-] - (i) N
L Due to the technical € C | A Mot socurs | hetpe/locahost 1834/ i
impkmentation of SSL.
certificates, it is not possibke
to ship a certificate with
Nessus that woukd be trusted
1o browsers,
Welcome to Nessus Nessuso
Thank you far ristalling Nessus, the indusiry leacer in valnera2ilty scarnng, This spplcation sboas you Lo
* Run high-speed vulnerstiliy snd dicovery scers on your network
®  Conauct agentiess 2uditng on hosts to contirm they aré runrng up-to-date 5o e
* Perform compiarce checks on hests o verdy they are adhering ta yeur seeurity peiicy
®  Schedule scans 10 unch automatically at 1he freguency you select
®  And mach moee!
o~ = D155 00NHNUE 10 PErTOM ACCOLNT SAUD, FEQISTEr OF Ik this scanner. 2nd cownkaad the latest phagins.
/The Nessus Server
Manager used in Nessus 4 has

been deprecated

ELY Nessus has the ability to
test SSLized services such as
http, smtps, imaps and more.

FIGURE 1.5: Welcome to Nessus window
12. Account Setup window appeats.

13. Create credentials for administrative control of the scanner. You can use
"admin" and "password" here, then click Continue.
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«

m warning, a custom
certificate to your
otgantzation must be used.

Module 05 - Vulnerability Analysis

14. These credentials will be used to log in to Nessus at the time of
vulnerability scanning,

Nessus/ Senp RN () R —

C | A Notzecure | hitps/locahostBE34/4 &«

Account Setup

Nessuso

| controd of the scanner—

N Ceoer 1O LSE Ths Kanney, 3 adminslrative aCcount must be created, This user has
‘with tha aailty to croate/deiete uters, stop running scans, ang change the szannar co

Username

#essword [ ]

o

E

e you are using the
Tenabk SecurityCenter, the
Activation Code and plugin
updates are managed from
SecurityCenter. Nessus needs
1o be started to be abke to
@mmunicate with
SecurityCenter, which it will
normally not do without a
valid Activation Codeand

FIGURE 1.6: Account Setup window

15. The Registration window appears, enter an activation code in that.
Navigate to the Tenable web page and register for an activation code.
Proceed to the next step to complete the process.

ﬂ ernToone % ;) RS

C | A Notsecure | hetpsy/locahost 834 @/ %

Nessuso

A5 news vulnarabilifies are discovansd and relased ineo the public demain Tenatle's research staéf creates pluging
thit alow Nesus o detect theie presence. These plugine ulnerabiity informatian, akgoritims to test for
he presence of and 2 set of remadhation ctions. & this scanner will Qrant you a0sss to
download these plugins.

Registration Neszus (Hama, Profossional ar Mansger) v

Actvation Coce

soanced Settings

plugins.

FIGURE 1.7: Plugin Feed Registration window

16. Open a new tab in the browser and type the link
httpJ/www.tenable.com/products/nessus-home in the address bar.
Press Enter.
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e you do not register
your copy of Nessus, you will
not recdve any new phigins
and will be unable to start the
Nessus server. Note: The
Activation Code is not case
sensitive.

m The updated Nessus
sceurity checks database is
can be retrieved with
commands nessus-updated-
plugins,

Module 05 - Vulnerability Analysis

17. The Nessus home page appears. Enter the details under Register for an
Activation Code, fill in the required details and click Register. You can
use an alias, but you will need a valid e-mail to retrieve the activation code.
Consider creating an alias e-mail account if you do not have one.

(Ctenable

Flrst Name *

- you

Nessus Home 15 avadable for persanal 1se in 3 home eavironment only 1t 15 Not for use by aay
commercial organization.

Register for an Activation Code

E_ =)
———

1 Chnck 80 receive updates from Tenable

FIGURE 1.8: Registering with Nessus for an activation code

18. Once it’s done, close the window.

19. Log in to your email account, open the mail from Tenable Nessus, and

copy the activation code.

~ noreplyincssus.org Tenable Nessus Home Activation Code

Thank you for registering your Nessus scanner with Tenable. The Nessus Home subscription will keep your Nessus scanner
up to date with the I3est plugins for vulnerabllity scanning.

(Note: If you use Nessus in a professional capacity, you need a Nessus subscription.)

‘four activation code for the Nessus Home is

This is 3 one time code. It you un Install and then re install Nessus, you will nesd 1o register the scanner again and recelve
another Activation Coge,

Activating your Nessus Home Subscription
Activate your subscripton by entering the Activation Code using the procedures below:

After the inftial instllation of Messus, the final process will load 3 local configuration page in your default web orowser. This
page will begin a brief process 1o Set up e scanner including creating an account, registenng the scanner with your
activation Lote, specifying a proxy (opticnal). dosnloading the plugins., and initializing Nessus for use.

Please consult the Nessus 6 Instaliation guide located at hiton//vavw tenabile comvproducts/nessusidocumantation for more
Information on this setup process.

NO Internet ACCess an your Nessus system?
IFyour Nessus installation cannet reach the Internet, you will need 1o follow an alternate procedure to get the URL and
challenge code for downloading the latest plug-ins. You can find offline registration instructions at;

hepisst; s beiatls B
Nesd help or more information?

11 you have any questions, visit the Nessus i forum at httpseidiscussions. tenable coms.

Oct 30. 2077 6:44:13 AM

©
C]

FIGURE 1.9: Activation code sent to your personal mail
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m Nessus gives you the
choice for performing regular
nondestructive security audit
on aroutinely basis.

m Nessus server
cnfiguration is managed via
the GUL The nessusd.conf
fik: is deprecated. In addition,
proxy settings, subscription
feed registration, and offline
updates are managed via the
GUI

ED Once the plugins have
been downkbaded and
mpiled, the Nessus GUI
will initialize and the Nessus
server will start,

Module 05 - Vulnerability Analysis

20. Switch to the Registration window, and paste the activation code in the
Activation Code text field. Click Continue.
|CEEES - P —

€ C | A Mot secure | hitpsy/locshiost:

Nessuso

As new winsabilities are discovered 300 relsesed ino the public doman, Tenabie's resesrch skefT oestes pluging
1hat alow Neseus to detect ther presence. Thesa plagine contam vilnershisty information; algontams to test for
the presance of the iz, and 3 3ot of remediation actio: 1ing this e
download these pluges,

Registration

et will grant you acoess to

RagieTation Nessus (lome, Professicnal or Manaoer) ¥

Actwation Cage

m -

Avenced Settngs

FIGURE 1.10: Registration window

21. Nessus will start fetching the plugins and will install them. It will take
time to download plugins and perform the initialization.

gy CaN P ——

<« C | A Notsecure | sspsy/Iocanosts 54/ 2

Nessus@)

FIGURE 1.11: Nessus fetching the newest plugin set
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Module 05 - Vulnerability Analysis

22. Nessus begins to initialize, it takes some time to initialize.

| s * a TR
R ki Vs oA, %
m "To add a new policy,
dick Policies > Add Policy.
0
|
FIGURE 1.12: Nessus being initialized
23. On completion of initialization, the Nessus Log In page appears.
Wewmzlome | logn X R E——
€« Cla Not secute | hitps:/jlocshost 28349, “*

Nessus@)

Remember Mo

FIGURE 1.13: Nessus Log In screen
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L For theitem SSH user
name, enter the name of the
account that is dedicated to
Nessus on cach of the scan
target systems.

m New policies are
configured using the
Credentials tab.

Module 05 - Vulnerability Analysis

24. Enter the Username and Password from the prior Initial Account Setup
step (Recommended User: admin; Password: password), and click Sign

In.
Po e a - o X
N AT e —— bad

Nessus@)

= )
G ]

R m

FIGURE 1.14: Signing into Nessus

25. After successful login, the Nessus/ Scans window opens, as shown in
the screenshot below:

U@ Newen Homa /Fukdee. X ] o X

& O | A Notsenurs | netps/locanost 34 seans foldersimy-scans o

Nessus )

W My Saans
- Al Sces

Create 3 rew sczn
B ach

O rices
B Flugn kuis

& Scarvens

FIGURE 1.15 The Nessus Scans window
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Hrask 2

Add a Network
Policy

Module 05 - Vulnerability Analysis

26. To add a new policy, click Policies button in the RESOURCES menu on

the left pane.
© NesizHome /Folders X e Ty —
< C A No g/ /locshost 3534/¥ sffoldersimy-sca 1
Nessus )
Impart
atear
FIGURE 1.16: 'The Nessus Policies window
27. The Nessus/ Policies window opens; click Create a new policy.
@ Newen Home f fascarc. X e o x
< C' | A Mot cecure | astpsy/ocahost w/scans/policies v

Nessus ()

]

FIGURE 1.17: Adding a new policy in Nessus

28. Policy Templates window appears, click Advanced Scan.

@ Nessus Home / Policy T X

«

C | A Not

Nessus )

Trash

Policies
Plugin Rules

Scanners

e Py ;

Advanced Scan Audit Cloud Infrastructure Badlock Detection

A . O

Basic Network Scan Credentialed Patch Audit DROWN Detection

St DL arle

FIGURE 1.18: Choosing Advance Policy from the policy templates
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H task 3

Configure a
Network Policy

["~7WARNING: Any

Module 05 - Vulnerability Analysis

29. The Policy General Settings scction with BASIC setting type appears,
specify a policy name in the Name field (NetworkScan_Policy), and give
a Description about the policy.

L@ Neven Home [ Polices - X

< C A

Sattings Credentisls Compliancs Siuging
BAsiC
e
o + Genenal L ]
2 o Descrpton
. SCOvERY
& scav
ASSESSMENT
REPORT
AIVANCED

oy

FIGURE 1.19: Customizing the general settings

30. In Setting field, select Host Discovery from the DISCOVERY drop-down
list. Turn off Ping the remote host option.

@ NessusHome / Policies X

& C | A Notsecure

localhost:8834/#/scans/policies/new/ad629e

W vy scans

All Scans

Settings Credentials Compliance
B Tash
BASIC
DISCOVERY [ Ping the remote host ]
O rolicies
* Host Discovery
Plugin Rules ! Fragile Devices

& scanners Scan Network Printers

can Novell Ne! - 3
ASSESSMENT Scan Novell Netware hosts

REPORT
ADVANCED Wake-on-LAN

List of MAC addresses Add File

Boot time wait (in minutes)

FIGURE 1.20: Policy General Settings window with Port Scanning Setting T'ype
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Module 05 - Vulnerability Analysis

31. Select Port Scanning setting type and check the Verify open TCP ports
found by local port enumerators option. Leave the other fields with
default options, as shown in the screenshot.

@ Nessus Home / Policies X

<« C | A Notsecure | hitps//localhost8534/# policies/new/ad629e16-03b6-8c1d-cefb-efBc3dd3c658d24bd260ef5Mal

Nessuso

oM Ports
- Consider unscannad ports as closed
W rash

Portscanrange: | default

ery r
o ASSESSMENT
® W Local Port Enumerators
Qin Rusles REPORT
5 Scanns ¥ SSH (netst

'5_’ Scanners ADVANCED SH (netstat)

v WML (netstat)

v SNMP

| Only run network port scanners if local port enumeration failed

[V Verify open TCP parts found by local port em.mé'atms]

FIGURE 1.21: Customizing the Port Scanning Setting T'ype

32. In the Setting ficld, select REPORT and do not alter any options in this
Setting type.

33. Proceed with default options as shown in the screenshot below:

© Nessus Home / Bolicies X
<« C | A Notsscure | hitps//localhost:5834/# ! jes/new/ad629e16-0306-8ctd Ayl 5
Nessus
al
-
@ Allscans 5
Settings Credentials Compliance flugins
W trash
BASIC N
Processing
DISCOVERY
o Policies Override normal verbosity
ASSESSMENT
B rhugin Rules
L
. REPORT v
ADVANCED
| Show missing patches that have been superseded
¥ Hide rasults from plugins initiated 35 2 dependency
Output
¥ Allow users to edit scan results

FIGURE 1.22: Policy General Settings window with Performance Setting Type
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Module 05 - Vulnerability Analysis

34, In the Setting field, select ADVANCED. The Policy General Settings
window with Advanced Setting type appeats.

@ Nessus Home / Policies X

< C |a

htps

localhost 2834 /#/scans/policies/ne!

Scan

W Myscans

B AN Scans

Settings Credentials Compliance Plugins
ng! g
W Trash
BASIC =
General Settings
DISCOVERY
Q rolicies ¥ Enable safe checks
. . " ASSESSMENT
Flugin Rules
REPORT Stop scanning hosts that become unresponsive during the scan

& Scanners

ADVANCED v

Scan P addresses in a random order

Performance Options

Slow down the scan when network congestion is detected

Network timeout (in seconds) 5

Max simultaneous checks per host 5

FIGURE 1.23 Customizing the Performance Setting Type

35. Set the values of Max number of concurrent TCP sessions per host and
Max number of concurrent TCP sessions per scan to unlimited.

@ Nessus Home / Policies X

<« C | A Not secure

Mipe//localhost:8634/4 i 1e5/n0w/ac 90160306 -8¢1d-celb ef8c9dd3¢h58d24bd, 151904

enaral Settings

DISCOVERY
¥! Enable safe checks
1 ASSESSMENT
- REPORT Stop scanning hosts that become nres;
@ Trash ADVANCED v
Scan 1P addresses in 3 random order
Performance Options
B shugin Aules
& s Slow down the scan when network congestion is detected
canners
Network timeout (in seconds) 5
Max simultaneous checks per host 5
Max simultaneous hosts per scan 30

Max number of concurrent TCP sessions per host

Max number of concurrent TC® sessions per scan

FIGURE 124: Policy General Settings window with Advanced Setting Type

Ethical Hackis
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ELY e most effective
aedentials scans are those for
which the supplied credentials
have root privileges.

Module 05 - Vulnerability Analysis

36. To configure the credentials of new policy, click the Credentials tab. The
Policy Credentials window, with the Windows Credentials Credential
Type field, is displayed, as shown in the following screenshot:

7@ Mewson Home § ol % e o x
< C | A Nat sacure | Betsy/localost2e 34 /e /scans/poiiies/new/ad529e 1 60 15-coth-afiric e
Nessus @) Scms  Setings s O

i i o

CLOUD SERVICES Windows

DATABASE
O s

HOST v Authentication method Password
B rlugn fuis
& scoos stmp

Usermams
S5t
MISCILLANEOUS Domain

PLAINTEXT AJTHENTICATION.

Global Credential Scttings

send cradentiss in the clear

FIGURE 1.25: Adding Policies and setting Credentials

37. Specify the Username (same as shown in the screenshot) and Password
in the window. Here, specify the credentials as AD143/qwerty@123.

@ Nssus Heme 7 Dol

< C An

W95,/ /10calnost B34/ scans/nolioes nen/atbde15-03b6-8c 1d-catb-etbcidd 25552 dnd 25 bero 19865

&y Scans Windows

W arscans

0 et v Authenbication Pasaword -
tsenae o= )

Ocenain

Global Credential Settings

¥ Newer serd credenbals in the dear

¥ Donotuse NTLMYT suthentication

Start the Remate Segisiry service during the tean

FIGURE 1.26: Customizing the windows credentials

38. To select the required plugins, click the Plugins tab.
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ED If the policyis
sucaessfully added, then the
Nessus server displays a
confirmation message.

[l] If you are using
Kerberos, you must configure
aNessus scanner to
authenticate a KDC.,

Module 05 - Vulnerability Analysis

39. Do not alter any of the options in this window and click Save button.

O Noven Home / Policms X a o
< C | A Notsacure | hitpsy/locahostlfad/ /scans/poicies/ new/a05298 of 1245 e I 273
Nessus ) Sca s O
wed Scar

&y Sears
W

Ss FLUGIN FAMILY 0T st FLUGIN NAME

A0 cosel Secuity Checks 1305 %o plugn femly sele:ted,
© solioes

926
B slugn Ruiss

ity Checks 2403

[ suaso:] ot

540

(v | =

Debian Local Security Chocks 5097

I octoult i Accounts 183

save cancel

FIGURE 1.27: The Nessus - Policy Plugin Configurations window

40. A Policy saved successfully notification pop-up appears, and the policy
is added in the Policies window as shown in the following screenshot:

7@ hessus Home ¢ Rascur

*

& A scans
| P
Pol ¢ dofining what actions are performed during 3 o
can templates. From this p an e
o
O rocies
B rougin 2ues
% scanners

Name Last Modifed

Temalate

NetworkSean_Pelicy Advanved Scan Tovay st 223 PM

FIGURE 1.28: The Nessus - Policies window with the newly added policy
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m To scan the window,
input the fidd name, type,
policy, scan target, and target
fike,

Module 05 - Vulnerability Analysis

41. Now, click Scans to open the My Scans window. Click Create a new
scan option to view the Scan Templates window as shown in the

screenshot.

O Mo Tro X £ o X
< C | A Natsecure | atpsy/locahost e 344 /scans/tolde y-scar 1
Nessus{) Scans stting: s O

M o

FIGURE 1.29: Setting a new scan in Nessus

42. Now, click User Defined tab and select NetworkScan Policy.

@ NessusHome /ScanTer X

6

C | A Not secure

Nessus )

® 8o

My Scans
All Scans

Trash

Policies
Plugin Rules

Scanners

hups//localhostd

nplates

¢ Back to Scans

Scanner User Defined

NetworkScan Policy

FIGURE 1.30: Setting a new scan in Nessus
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EH task 4

Launch a
Network Scan

EL Nessus has theability to
save configured scan policies,
network targets, and reports
asa.nessus fik.

Module 05 - Vulnerability Analysis

43, Input the Name of the scan (here, Local Network), enter the Description
for the scan, in Targets field, enter the IP addfess of the target on which
you want to perform the vulnerability assessment. In this lab, it is
Windows Server 2012 virtual machine whose IP address is 10.10.10.12.

Note: The IP addresses may vary in your lab environment.

© Ve Home fScans - X e - 0 X
<« C | & Not zecure | httpsy/locahoztAE34/# /acanz/1=p bdbacd? 0566 425¢0-3d79 3ba3340ad 12425 fA036 = o
Nessuso

BASIC
Name [ Loce Network ]
Description Scannirg 3 Jocal retwork
esification

0 rulices Foloer My ans v
@ sluonfus
& saows Targars 10.90,10.131

Upload Targets A Fle

FIGURE 1.31: Configuring the basic settings in the scans window

44. Click Schedule settings and turn off the Enabled switch, select Launch
from the drop-down list to start the scan.

@ NessusHome /Scans /- X

< C | A Notsecure | httpsy//localhostB834/#/scans/reports/naw/abdbacd2-0576-425¢-9¢79-3ba3940ad 1 c24e51 e 17403 febal

Nessus@

B Myscans
@ All Scans

W trash

BASIC v
General Enabled D
o Policies
@ Plugin Rules
&

p  Scanners

“ancel

FIGURE 1.32: Setting a scan scheduke
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Module 05 - Vulnerability Analysis

45, The scan is launched, and Nessus begins to scan the target.

O Vv Homw / Fukle. . X

< C | A Notsecure | httpsy/locahostRiaa e scan

Nessus )

= Hosts History 1
o
Scan Details
O roiices start Time £nd Trme Status
B Flogin ks [ B Today a0 NIA () Auaning

FIGURE 1.33: Local Network scanning
46. After the scan is complete, the status of the scan changes to Completed.
47. Click the tab to view the detailed results.

@ Kessushome / Folder X e - -} R
& C | A Notsecure | maspsy/locamost — w|
Nessus ) Scans a O

oy Impert

Neme Schedule

an Demand

FIGURE 1.34: Sekeeting local netwotk scan
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Module 05 - Vulnerability Analysis

H task s 48. The Local Network window opens, displaying the summary of hosts as
well as Scan Details, as shown in the following screenshot:

Examine the

Vul i © NesuzHome /FoMde a -0 "
ulnerabilities
<« C | A Not s=cure a hi trid
Nessusl) Seans 2 O
Corfigure AugitTral \3unch = Fpont >

. e

o aisers

Vidnerabiimes

rart
nd 3t 235 PM
Slapsed: 4 mirates

P ::
.

FIGURE 1.35 Hosts Summary window

49. Click the Vulnerabilities tab, and scroll down the window to view all the
vulnerabilities associated with the target machine.

Note: The list of vulnerabilities may differ in your lab environment.

Configure
i My Sans
AN scan
S Vulnerabilities 53
B Toen
Filter v
O rolicies Sev Name Family Count
2 2
Microsoft Windows SMEV] Multiple Vuln..  Windows
&
MS14-056: Vulnerabiity in Schannel Coul..  \Windows
MS517-010: Security L for Microsoft. Windows
M516-04° AM ang 2
Microsoft Windows Remete Desktop Pro...  Windows
S5L 64 bit Block Siza Cipher Susts General
$SL Certificate Cannot Be Trusted Gereral
General 1
ke Sl Certificats wih Wigng ociname Sarsal A
FIGURE 1.36: Vulnerability Summary window
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B0 BT, you are manually
areating " nessusre" files,
there are several parameters
that can be configured to
specify SSH authentications,

I;D To stop Nessus server,
open the Nessus Server
Manager, and click the Stop
Nessus Server button.

Module 05 - Vulnerability Analysis

50. Click these vulnerabilities to view detailed report about each of them. For
instance, in this lab, Microsoft Windows SMBv1 Multiple Vulnerabilities
is selected.

Configure

My Scans.

All Scans

Vulnerabilities 52

Sev Name Family Count
[ B oot Wil St Mctihe Vo Wik i ]
MS34-065: Vuinerability in Schanaed Coul.,  Windows 1
m MS517-010; Secunty Update for Microsoft. Vindows 1
MS16-047: Secusit o for SAM and .. Windows

FIGURE 1.37: Selecting vulnerability

51. The report appears as shown in the following screenshot:

FIGURE 1.38: Vulnerability report

52. On completing the vulnerability analysis, first click Scans and then click
the recently performed scan (here named as Local Network).
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Module 05 - Vulnerability Analysis

53. You may download the report for future reference. To download a
repott, login to Nessus, open the Scans section, and select the Local
Network scan.

EH task & s

Vulnerability _— ——
Report .

FIGURE 1.39: Selecting Local Network Scan

54. Click the Export tab, and choose a file format (here, HTML) from the
drop-down list. By downloading a report, you can access it anytime,
instead of logging in to Nessus again and again.

Scan Detale

FIGURE 1.40: Exporting Report to H'IMI. Format

55. The Export as HTML window opens with Executive Summary as default
repott type, click Export to download the report.

Export as HTML

Report Executive Summary -

Export Cancel

FIGURE 1.41: Export as HI'ML window appears
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Module 05 - Vulnerability Analysis

56. When the Report download completes, click the downloaded content to
open it.

¢ Local_Network_ai...html

FIGURE 1.42: Chapters Added to Report Content
57. Choose a browser to view the HTML. file.

How do you want to open this type of file (html)?

l Firefox

Google Chrome

Internet Explorer

. Microsoft Visual Studio 2010

More options

FIGURE 1.43: Choosing a browser to view the HTML

58. The Nessus Scan Repott appears in the web browser as shown in the
following screenshot:

Note: Screenshots might differ in your lab environment.

e i T
- C O Nia//T s At atou D00 at/ Lo _Network_aka3 hmd o
Y

A
vunorability scannor

Nessus Scan Report
: 1 201 ]

Tatie Of Contents

Hoats Sutunary (Erecaive)

wuwuy
Colupse M
XY S—
[wane ________________________________________|
Sommacy
Critheat ragn Vet Low e~ Teaal
s @
Detain
Savuiny Pt Naina
M54 008 Wbty In Schamsl Coubt A Marmams Cade Exacatin (201 (e dend s
o
e u oty Gpcdats ot Wicroo Wvdsurs SHE e (613368 (ETERVALTIVE)
ALCHAMFICH) (ETERRALROMANCE ) ETERNALSYNERIGY,) (NumeaCryt (ElumaBRachs.
S ———
FIGURE 1.44: Vulnerability Report Displayed in H'IMI, Format
CEH Lab Manual Page 417 Ethical Hacking and Countermeasures Copyright © by EC-Councll

All Rights Reserved. Reproduction is Strictly Prohibited



Module 05 - Vulnerability Analysis

59. You can choose a chapter from the Table Of Contents by clicking on it.

w L - L]
C | @ NasifCasen/AdmumiratonDounioat/L o, Network 2iand hawd &
Sarmmary
Critient rogh M Low o Tomal
& £l

MS4.06 \isarabity In Schaneal Could ow Rimass Code Exscution (Z552611) (wesa donaied
chak)
M0 Bocurlly Cpctans hor VIErmol (Yo SIS sl [4312389) (K TRIIALILUE)

ETE IPICN) [ETERNAL ROMANCE) ETERMALSYNERGY) (Wamnalry) {ExnaRacks:
(R ——r—

7.0

Micsacl (118us TM0NY Mstighe Vil st lies

S OAT Siacurtty Spclate far SAM a0 LSAD Ramins Pranscot (3165137) ATNCK) (enciedertibed
chack)

SSU Canticans Cannet B Trused

SSL Sat Sgred Cartfcsts

Micesc Windsws Ramita Dasanp Frotncd Senal Man n 50 4808s Waskeass
SSL Matfum Srang Cptar Sulas Supponed

SSL Carfcans wih Wrong Hoskams

S50 54k Block Sbe Cipher Selas Seppaned (SIEETIZ)

Teminal Sarvices Escrypion Lanel & Wedm or Low

Tooming! Sarviess Doasn) Use Matwark Losed Aubarscation (L) Oy

SR Centicans Voo aahi aron

FIGURE 1.45: Viewing a Vulnerability in the Report

60. The selected vulnerability details are listed, as shown in the following
screenshot:

MS14-066: Vulnerability in Schannel Could Allow
Remote Code Execution (2992611) (uncredentialed
check)

aprTight (C) 2016-2077 Tersebie Motwork Security, inc
Family: i dove
ws st 5 affected by 3 TemOte D8R exCUTioN Nessus Phugia I0: 75634 (
Bugtrag 10: 70554

CVE 1D TVE 2014 432

Ready to Amp Up Your
Nessus Experience?

FIGURE 1.46: Details of the Selected Vulnerability

61. In this way, you can select a vulnerability of your choice to view the
complete details.
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62. Once the vulnerability analysis is done, click admin -> Sign Out.

Comgire

-~ g
e ==
Wlneranities 0 wetwy 2

UM Sarnar Miacaegs B0 110 EMENT) nled (f K Tairstivn 3430t by wuigls

- Bk

R |} 2k 12 e

FIGURE 1.47: Signing out of Nessus

63. Once the session is successfully logged out, the following window

appears stating: Signed out successfully. Goodbye, admin. Close the
browser.

Nessus€)

Azmember M

abide [yt ozt
A i

FIGURE 1.48: Signed out successfully
Lab Analysis
Document all the results and reports gathered during the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required
[ Yes

™ No
Platform Supported
Classroom iLabs
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ICON KEY

{77 Valuable

information

& Test your
knowledge

B Web exercise

£ workbook review

"~7 Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 05
Vulnerability
Analysis

U:] You can download
GFI LanGuard from
hitp:/ fwww gfi.com.

Module 05 - Vulnerability Analysis

Scanning for Network Vuinerabilities
using the GFl LanGuard

GFI LanGuard scans networks and ports to detedt, assess, and correct any seourity
valnerabilities found.

Lab Scenario

Scanning vulnerabilities using only one vulnerability-scanning tool might not be
sufficient. As a professional ethical hacker or pen-tester, you should always tty to
petform vulnerability scanning with different kinds of vulnerability scanning
tools. Itis important to become proficient in using different kinds of vulnerability
scanning tools and techniques. This lab demonstrates the vulnerability scanning
with another vulnerability-scanning tool.

Lab Objectives

The objective of this lab is to help students conduct vulnerability scanning using GFI
LanGuard network vulnerability scanner.

Lab Environment

The following are required to perform this lab:

= Register on the GFI website httpz/www.gfi.com/products-and-
solutions/network-security-solutions/gfi-languard/download to obtain
a license key

= For subscription and activation code, you will teceive an email with an
activation code

= If the latest version is downloaded, then screenshots shown in the lab might
differ

= Windows Server 2016 system required
=  Windows 10 in a virtual machine
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EAGr 1anGuard
compatibly works on
Microsoft Windows Server
2008 Standard/ Enterprise,
Windows Server 2003
Standard/ Enterprise,
Windows 7 Ultimate,
Microsoft Small Business
Server 2008 Standard,
Small Business Server 2003
(SP1), and Small Business
Server 2000 (SP2).

M task 1

Register and
Download GFI
LanGuard

=7 GF1LanGuard
includes default
configuration settings that
allow you to run immediate
scans soon after you have
completed the installation.

Module 05 - Vulnerability Analysis

= Administrator privileges to run the GFI LanGuard Network Secutity Scanner
Lab Duration

Time: 15 Minutes

Overview of GFI LanGuard

GFI LanGuard can help in discovering and listing vulnerabilities of the operating
system on remote computers (missing security patches), as well as vulnerabilities of
installed software, system configuration, and so on.

Lab Tasks

1. Launcha web browser, type the URL http://www.gfi.com/products-and-
solutions/network-security-solutions/gfi-languard/download in the
address bar, and press Enter.

2. 'The GFI LanGuard registration page appeats. Enter details, and click
GET STARTED FOR FREE.

[yes— o commact us e

= GFi Software a
Confirm your GFI Account trial registration
Contact details Login details

rinl r

matsers —

Puerio iko

GFI' TechTalk

FIGURE 2.1: GFI LanGuard Registration page
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Module 05 - Vulnerability Analysis

3. You will be redirected to the download page, click Download Now.

[ woa contactus -

= GFi Software a

GFI LanGuard

Thank you for downloading GFI LanGuard

Ater downloaing you Wit need 19 1552 your GFY ACCOUNt £ 10Q in 80 the peoduct
W y0r downioad does not start sutomatically <lick fare

reites. A vall emal a0ress 1S 1eQuIEQ 10 1 ebve your 30-clay evsluation key. I
poect amad s ess

A 30-<tay euahaation key will e sest 10
YU e G s

iy enid In

GF| Lanoand s Cuntently avalabie | an, Kalan, Lapanese. Simolified Ohinese and Tradtional Chinese.
For 1001500 30 HIQOESTEd JPECIECATIENS, DI5E 54 Tt ProxdiacT BOC LM ONTaTion.
WAREH 11V short Voo 10 o

Endl user Soense agreement
Uniratall mstractions | e

Davmloads
OF| LanGsard 122 (buld: 20170912}

FIGURE 2.2 GFI LanGuard Download page

4. 'The application is downloaded on the local drive. Navigate to the
download location and double-click languard.exe to install.

TASK 2

Install GFI

LanG : A 0= Aoplication Tools  Downloads - O XJ
Home Share View Manage
« o & > ThisPC » Downloads v O  Sesrch Downloads »
Name 3 Date modified Type Sze
# Quick access i =
B Desktop x W languard.oxe 10/30/2017 10:51 .. Application 301,605 KB
& Doumloads  «#
|% Documents  #
#| Pictures -
. Shared
FIGURE 23 GFI LanGuard exe file
5. If the Open File - Security Warning pop-up appears, click Run.
6. GFI LanGuard dialog box appears, select preferred language and click OK.
#& GFl LanGuard X
' Select the language for this installation from the choices below.
(Engish 2
Coc ]l cone
FIGURE 2.4: Selecting a language
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7. GFI LanGuard wizard appears with selected components for installation,
click Next to proceed.

| e
Network security scanner and patch management

Verson: 12.2 Buld: 20170912

"’_ Select the components o be nstalied, Mssng
=

& Oownioaded Y instatec
@  SQLSserver Natve Clent v v
@ Moosoft NET Framework 4.5.1 ¢ v
[ crLancuad 4 x
GFI LanGuard Central Management Server = x

FIGURE 2.5: Installation wizard

8. Database Configuration window opens, key in the SQL server name
(here, \SQLEXPRESS). Click OK.

Note: The SQL server name might differ in your lab environment.

Batabase Configuration x
Please configure a Microsoft SQL Server.
SQL server name: L\SQLEXPRESS v]
[luse Windows Authentication:
SQL Login:
Password:

FIGURE 2.6: GFT LanGuard installation window
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9. Wait until the necessary files are downloaded. Log in to the mail account
created at the time of registration, open the received mail sent from GFI
Downloads, and copy the license key.

Dear v,

Thank yeu for regsaring for your e 1ial vérson of GF LanGiaard. T
abmac the snneced

5 CF businsses ave
1 an they .

anty fawires £ nffere and v ~ege ye

Taalland ustish your i 1 g amey. Vou el 1k scvaniagi of the complets featwis et in GET
LanGiraar - for 25 computers aedt 25 mofile dwicer - frae for the neet 3 daye.

To gt tarted o sl your 30 day bk

1y heve not yel toeriosded the voliware, you can do 50 fom hers.
Irall Ard antir your B ALnt cradantisls uses whan sknng up
st cur resuirce Iorary hers 19 gst he mast out ol cur salvere.

ek ey 30 wancn & shoet 3-minurs 1390 GIT Lanuard Stap-try-stup guice

HUTE: ber cuszomers 00kng 10 nstal I zecurs arg Imited reswo environmenss please use the
felloeny by dur g ur <

Regaces,
GF Sofmware™ toam

GF! LanGuard Resource Cenlse

Hramguae Bakatan gude
Instalation a0 siup gude Adrinkarates guice.
Saripnng canual Tachokal sugger

FIGURE 2.7: GFI LanGuard Trial Key

10. Now, maximize the GFI LanGuard Liscense Key window. Specify the
License Key received. Click OK.

GFl LanGuard License Key X

Enter your GFI Accourts usemame and password to automatically sync your icense key. Altematively you can
manualy specfy your license key in the space providad.

Usemame Password

l il |

No account? here!

Forgot password?

Available keys

| =
OR

Enter License key:

F-.I-ss.—wd.——v - - !

Tol me more. -

FIGURE 28: GFI LanGuard @icense window
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11. The GFI LanGuard Setup window opens; click Next.

GFl LanGuard Setup - X

Welcome to the GFI LanGuard
Setup Wizard

The Setup Wizard will install GFI LanGuard on your computer.

GF’O Click Next to continue or Cancel to exit the Setup Wizard,

i [ Ne> ) | concel

FIGURE 2.9: GFTLanGuard Setap window

12. End-User License Agreement window appeats, accept the terms and

click Next.
ﬁ GFl LanGuard Setup = X
End-User License Agreement ®
Please read the following license agreement carefully G’ '

>

GFI*® End-User License Agreement

For: GFI FaxMaker'; GFI Archiver™, GFl MailEssentials”; GFI WebMonitor"; GFI
LanGuard®;

GFI EventsManager'; GFI EndPointSecurity’; GFl OneGuard™ and GFI
OneConnea™

(“Software")

PLEASE CAREFULLY REVIEW THE FOLLOWING TERMS AND CONDITIONS OF THIS ¥

FIGURE 2.10: GFI LanGuard License agreement
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13. In the Attendant service credentials section, leave the Name field
(Administrator user account) set to its default, and enter the Password
of the admin account; and click Next >,

Note: The Name field might differ in your lab environment.

E GFl LanGuard Setup - X
Attendant service credentials ®
Spedify the credentials needed to run scheduled GFI LanGuard G"
operations

Administrator user account (in format 'DOMAIN\administrator):
Name: |SERVER 20 16\Administrator

Password: | sevccnncas B

NOTE: Spedfy the administrator account under which the scheduled operations such as
scans, product update and auto-remediation will operate.

To Successfully run these operations, the specified account must have administrator
privileges over target computers.

<o (e ) | conce

FIGURE 211: GH LanGuard Attendant service credentials section

14. In the Choose Destination Location section, select the location where
you want to install the application, and click Install.

[ Gl LanGuard setup - X
Choose Destination Location =
Select the folder where setup will instal files. GF’

Setup will install GFI LanGuard in the following folder.

To install in this folder, dick “Install”. To install to a different folder, click "Browse™ and
select another folder.

Browse...

FIGURE 2.12 Choosing a folder location
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15. The GFI LanGuard Central Management Server Setup window opens;
click Next.

GFl LanGuard Central Management Server Setup — X

Welcome to the GFI LanGuard Central
Management Server Setup Wizard

The Setup Wizard will install GFI LanGuard Central
Management Server on your computer, Click Next to

GF’. continue or Cancel to exit the Setup Wizard.

gad [ Next ) | cancel

FIGURE 213 GFI LanGuard Central Management Server Setup window

16. In the Service logon information section, leave the User Name field
(Administrator user account) set to its default, and enter the Password
of the admin account, and click Next.

Note: The Name field might differ in your lab environment.

GFl LanGuard Central Management Server Setup X

Service logon information .
The following logon information is used by GFI LanGuard Central GF '

Administrator user account (in format 'DOMAIN \administrator’):

User Name: [sazvsm 16\Administrator

Password: Ioonoou| I

NOTE: The account must have the “Logon As Service” right. If it doesn't, it will be
switched ON automatically for the spedfied account.

T e I

FIGURE 2.14: GH LanGuard Service logon information section
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17. HTTPS Settings section appears, leave the name to default and click
Next,

Note: The Name field might differ in your lab environment.

@ GFl LanGuard Central Management Server HTTPS Settings X

HTTPS Settings L]
Use this address when connecting to GFI LanGuard Central ’
Management Server,

Name of the HTTPS server:

‘ server 20 16

N‘l!!xtlcm

FIGURE 2.15: GIT LanGuard HI'I'PS Settings section

18. In the Destination Folder section, choose the location where you want
to install the application, and click Next.

E GFI LanGuard Central Management Server Setup - X
Destination Folder .
Click Next to install to the default folder or dick Change to choose another.

Install GFI LanGuard Central Management Server to:

IC:Program Files (x86)\GFI\L.anGuard 12 Server\

S i
FIGURE 2.16: Choosing a folder destination
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19. The Ready to install section appears, click Install to proceed.

ﬂ GFl LanGuard Central Management Server Setup — X
e
Ready to install G”

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Cancel

FIGURE 2.17: GFI LanGuard Central Management Server Setup window

20. Once the installation is complete, it takes some time for the application to

load.
21. A GFI LanGuard pop-up appeats on the main window of the application.
Click Continue evaluation.
GFI LanGuard X

Extended trial period will expire in 30 days!

On expiry network vulnerability auditing & remediation features will no longer work.

. 1 License limitations :  Auditing restricted to 25 nodes + 25 nodes exclusively for
& Ifintrusion detection mobile devices.
software (IDS) is running |
dunng scans, ('}I"l. ticense key . Edt..:
IM(-’MK‘ o O‘ﬁ 2 License type :  30-day trial license (expires on 11/29/2017)
multitude of DS warnings
and intrusion alerts in these e : Onodes (50 free)
applications. Patches/Updates deployed : Oupdates (0 target computers)
Vulnerabilities discovered : 0 vulnerabilities (0 Critical / High)
Buy now! L Continue evaluation J

FIGURE 2.18: Gl LanGuard pop-up
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H task 3

Configure GFI
LanGuard

m Custom scans are
recommend ed:

* When performing a
onetime scan with
particular scanning
parameters/profiles

When performing a scan
for particular network
threats and/or system
information

To perform a target
computer scan using a
specific scan profile

m For large network
environments, a Microsoft
SQI. Server/ MSDE
database backend is
recommended instead of
the Microsoft Access
database.

Module 05 - Vulnerability Analysis

22. The GFI LanGuard main window opens, and it begins to inspect the security
status of the local computer.

23. Click Launch a Scan or View details.

Lacal Computer Velnecstitey Level
GGt 13 Iapecting secasty S35 o
T et

TR ET
~

View detail

LATEST nEWS

¥ W00

@ 1@ | Dmbbswd  Scn  Remedete  AdwyMostsr  Reors  Confguaton Uit
Welcome to GFI LanGuard

OF) L 6 ity s it Yo netmcrs 0 wobtimatiious

View Dashboard
NRLSEE FaW e aUE SNG 0E AN

Remedists Security lsues
b

g===

[ Launch » Scan

MMdcws i 360 a2 001 4 1B B Gl S0

Vi OB - Wireratiiry Ditabime - Ust of mgoenied OVAL chocks - 323 00t

Vo 002017 - Lk of et s Merrset sy spntes - Sl ot

S

24. A window indicates that a scan on the local machine is already in progress.

FIGURE 2.19: Launching a scan in GFI LanGuard

Dl
P

Extraet o we s +mwns

Omtbswd | S | Wewedime  AchyMontir  Repani  Confirasen  Unites

S ——
T AR 10,58 (e L] (Wb 4.3)

o vgren e 3 madt comatane ocemed

-
o oo sewn
Scam Gevaits Overvn Scan Sty Ovtate

W Ohvene o b j

e

FIGURE.220: GFT LanGuard scanning the local machine

Note: You may allow the scan to finish analyzing vulnerabilities in the host

machine.
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25. Click Stop to halt the vulnerability scan on the host machine.

L3
D& |- Oxthewd | San | Remefwte  AchtyMostar Report  Configwaten  \NAties W Discune i s,
s
SE— R
Scy g
- ean corpinn o ) =
m Quick scans have s Pt scan
relatively short scan —— et b
duration times pared to 9=t
full scans, mainly because
quick scans perform
vulnerability checks of only
a subset of the entire
database. It is
recommended to runa
quick scan at least once a
week.
[ 0
i :
e — !
FIGURE 2.21: Stopping the scan
26. A Stop scanning confirmation window appears. Click Yes.
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* Scan arange of
computers: Scans a
number of computers
defined through an 1P
range.

* Scan a list of
computers: Imports a
list of targets from a file
or to select targets from
a network list.

= Scan computers in text
file: Scans tarpets
enumerated in a specific
text file,

® Scan ad in or

590 scarmaig contimation
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i==0

¥

S

workgroup: Scans all
targets connected o a
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FIGURE 2.22: Stopping the scan
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H task 4

Scan a Target

Module 05 - Vulnerability Analysis

27. 'The Launch a New Scan section appears, specify the details required to scan
a tatget/virtual machine.

. L
T —— P
-
= —
-
e e 1
P e
P p—— 1

FIGURE 223: Launch a New Scan section in GFI LanGuard

28. Log on to a virtual machine, hetre Windows 10.

FIGURE 224: Windows 10 Desktop view

29. Switch to the host machine, and in GFI LanGuard window:

a. Enter the IP address of the virtual machine in the Scan Target field, and
select Full Scan from the Profile drop-down list.

b. Select Alternative credentials from the Credentials drop-down list.
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Module 05 - Vulnerability Analysis

c. Enter the credentials of the Windows 10 machine: Username: Admin;
and Password: Pa$$wOrd. Then click Scan.

—
D€ b Debbowt | Son | Remedise  Aciiity Monitor  Reports  Corfigunion  Uiftes ) Dimcus this vvemion.
& New Scan
SanTarpet: Frothe:
|m4nm,w ~) i [Fdsan e
Gredentals: \zmane: [Ty Koy e
AT e S et
Sy
cam Results Overview ‘Scan Results Detats
) @ Scan target: locahost 3
10.10.10.16 [Servar2016] (VAindows Servar 2015 x64 Gold) A

FIGURE 2.25: Customizing the scan settings
Note: The Windows 10 IP address is 10.10.10.10. This may vary in your lab
environment.

30. GFI LanGuard takes some time to perform the vulnerability assessment on
the intended virtual machine.
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D - Dashboars | Scan | Remedizte  Activity Monitor  Repots  Coefiguration  Utiites @ - Discuss ths version._.
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FIGURE 226 Vuilnerabil being performed

Y

31. Once the scanning is complete, Scan Results Overview and Scan Results
Details are displayed, as shown in the following screenshot:

aord -
2le - Dasboard | Scan | Femeciwe  AchvityMonzn:  Repeets  Coefurstion  Lidities &) Dinciss his wesion
Launch 3 few Scam o -
Sean Tage: Profe:
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[Wire st crucheraas | [k | B = |
S oo
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= 9 arget 10.10.10.10 &
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Thes cunmpuiar 20 1l hive & VU sy Lovdd wasigred.
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[ pe—— 1
Tim: 208615 AR
-
FIGURE 227: Scan Results displayed in GFI LanGuard
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Module 05 - Vulnerability Analysis

32. To check the Scan Result Overview, click the IP address node.

I S |
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FIGURE 2.28: Viewing the scan tesults

33. It displays Vulnerability Assessment and Network & Software Audit
nodes. Click Vulnerability Assessment.

= Duringa full scan, T —
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FIGURE 2.29: Viewing the scan results
CEH Lab Manual Page 434 Ethical Hacking and Countermeasures Copyright © by EC-Councll

All Rights Reserved. Reproduction is Strictly Prohibited.




Module 05 - Vulnerability Analysis

34. It shows category-wise details of Vulnerability Assessment. Click each
category to view the vulnerabilities in the virtual machine.
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FIGURE 23(: Vulnerability A categy
35. Expand the Network & Software Audit node in the left pane, expand Ports,
and click Open TCP Ports to view all the open TCP Ports.
- o x
Dle = Dusbboard | Scie | Remeaiste  Actity Monitce  Repots  Configuntion  Utiltes € - Discuas the vorsion..
& New Scan ]
ol
. rdsm vl
: Lserrae: Emmnoed Ky fle:
[phemssve credentals | (2o | aeseenns | i Scan
Results Overvien | [ scam resuits petaits
W Scan target: 10.30.10.00 1 ® @ 21 Devorpbon: F1 - control froevmand) | Seeaces FIP (e Tramsfer Peotocn)]
< [)58 10.10.10.10 [DESKTOP-SVGDCVA] (Windows 10) | | || & € 20 Descrption: Hypertext Travgier Pronccal (HTTF) | Service: HTTF (Hiper Text Transfes Fratozs(]
m‘\ scheduled scanis a | g HS[D-I:M:.X?MMIMM.’S."--:I&:'{]
135 [Cesaionan: NemICS Seczion Service | Senvce: Uneoy
network audit scheduled to [ os  Widon s (S rbnin
run automatically on a 9 539 Deccpton: Terminal Servces (Senvce: Urknnar]
specific date/time and at a ol
specific frequency.
Scheduled scans can be set
10 execute onee ot
periodically.
Activity Window ¥
CITp— 1
Searting nwcsnty sean of howt (F SK10P-SUBDEVA{10.90.49.40]...
!IM 20516 AM
FIGURE 2.31: Sean results for open TCP Ports
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= Following a network
sceurity sean, the next job
is to identify which arcas
and systems require your
immediate attention. Do
this by analyzing and
correctly interpreting the
information collected and
generated during the
security scan.

ED A high vulnerability
level is the result of
vulnerabilities or missing
patches whose average
severity is categorized as

“high.”

Module 05 - Vulnerability Analysis

36. In the same way, click Open UDP Ports to view all the open UDP Ports.
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FIGURE 232 Scan results for open UDP Ports
37. Click System Information in the left pane to display details of the system.
38. Click Password policy to view the password details set in the virtual machine.
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FIGURE 233: Scan results for Password Policy
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m It is recommended to
use scheduled scans:

* Toperform
petiodical /regular
network vulnerability
scans automatically and
using the same scanning
profiles and parameters

* To trigger scans
automatically after office
hours and to generate
alerts and auto-
distribution of scan
results via email

To automatically trigger
auto-remediation
options, (e.g, Auto
download and deploy
missing updates)

Module 05 - Vuinerability Analysis

39. Click Groups to display all the groups presently available in the system.
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FIGURE 234 Information about the Groups

40. Click the Dashboard tab to display all the scanned network information. In
real time, an attacker collects the vulnerability information about the target
and develops exploits suitable to break into a network or single target.
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FIGURE 235 Overview of the Sean in Dashboard
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Module 05 - Vulnerability Analysis

Lab Analysis
Document all the results, threats, and vulnerabilities discovered duting the scanning
and auditing process.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

M Yes [0 No
Platform Supported
M Classroom O iLabs
Ethical Hacking and G Copyright © by EC-Council
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Module 05 - Vulnerability Analysis

CGIl Scanning with Nikto

Nikto Web Scanner is a Web server scanner that tests Web servers for dangerous
Sfiles/ CGLs, outdated server software and other problems.

“icon xev — Lab Scenario

@i\;}l:::l:::ion As an expert ethical hacker or penetration tester, you should have sound

knowledge of different techniques used to scan a webserver and protect any
# Test your websites/web applications before they are attacked. In this lab, you will learn to
—Jknowledge  scan a web server for vulnerabilities.

B Web exercise

Lab Objectives

This lab will help in understanding how to use nikto for web server scanning,

Lab Environment
To carty out this lab, following is required:

28] Workbook review

= Windows Server 2016 system
=7 Tools = Kali Linux virtual machine
demonstrated in

this lab are Lab Duration

available in B

ZACER- Time: 5 Minutes

oocte©  Overview of Ni

i of Nikto

Vulnerability Nikto is an Open Source (GPL) web server scanner which performs comprehensive

Amulysis tests against web servers for multiple items, including over 6400 potentially dangerous
files/CGIs, checks for outdated versions of over 1200 servers, and version specific
problems on over 270 setvers. It also scans server configuration items such as the
presence of multiple index files, HTTP server options, and attempts to identify
installed web setvers and software. Scan items and plugins are frequently updated and
can be automatically updated. Nikto is not a stealthy tool, it scans a webserver in the
shortest time but gets logged in an IDS/IPS.
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Module 05 - Vuinerability Analysis

Lab Tasks

Bl Saskea 1. Log into the Kali Linux machine and open a Terminal window, and
type nikto -H and press Enter.

Run Nikto Help

e EAT Vew Seaxh Termhd  Help

roat@hali - 0 QT

FIGURE 3.1: Nikto help command

2. Here -H is the switch to find the available help commands within the
Nikto. We will use the Tuning option to do a more deep and
comprehensive scan of the target webserver.

root@kali: ~ e ® 0

File Edit View Search Terminal Heip
)-name )

-ssl Force ssl mode on port

-Tuning+ Scan tuning:

1 Interesting File / Seen in logs

Misconfiguration / Default File
Information Disclosure
Injection (XSS/Script/HTML)
Remote File Retrieval - Inside Web Root
Denial of Service
Remote File Retrieval - Server Wide
Command Execution / Remote Shell
SQL Injection
File Upload
Authentication Bypass
Software Identification
Remote Source Inclusion
WebService
Administrative Console
Reverse Tuning Options (i.e., include all e

p
3
4
5
6
7
8
9
(]
a
b
c
d
e
X

xcept specified)
-timeout+ Timeout for requests (default 10 seconds)
Userdbs Load only user databases, not the standard databases
all Disable standard dbs and load only user dbs
tests Disable only db tests and load udb tests

FIGURE 3.2: Nikto tuning options

3. In the terminal window, type nikto -h httpz/www.certifiedhacker.com
-Tuning x and press Enter. Nikto starts the webserver scanning with all
the tuning options enabled.

root@kali: ~ e ® 0
File Edit View Search Terminal Help
:~# nikto -h http://www.certifiedhacker.com -Tuning x

FIGURE 33: Nikto scan using tuning option
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Module 05 - Vulnerability Analysis

4. Here we find a cgi directory with OSVDB 3092 vulnerability. So, we will
check for more cgi directories with the -Cgidirs option. In this option,
search for specific directories or use the all option to search for all the
available directories.

root@kali: ~ e ® 0

File Edit View Search Terminal Help
~# nikto /wevi . certifiedhacker.com -Tuning x
v2.1.6

162.241.216.11
www.certifiedhacker.com
Target Port:
Start Time

kjacking X-Frame-Options header is not present.
tection header is not defined. This header can hint to the user agent
E gainst some forms of XSS
The X-Content-Type-Options header is not t. This could allow the user agent to r|

=nd the conte of the site in a different fashion to the MIME type
d HTTP Methods: POST, OPTIONS, HEAD, GET
0SVDB-3233: /mailman stinfo: Mailman was found on the server.

+ OSVDB-309. /cgi-sys This might be interesting... possibly a system shell found.
0SVDB-3092: /img Default image directory should not allow directory listing.
0SVDB-3092: /java-s Default Java directory should not allow directory listing.

+ OSVDB-3268: /images/: Directory indexing found
0SVDB-3268: irectory indexing found.

9953 requests: 1 error(s) and 10 item(s) reported on remote host
End Tim 2017-12-28 08:39:51 (GMT-5) (2795 seconds)
1 host(s) tested

sl '

FIGURE 3.4: Nikto scan output

5. In the terminal window, type nikto -h httpz//www.certifiedhacker.com
-Cgidirs all and hit Enter.

root@Kkali: ~ e 00

File Edit View Search Terminal Help
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Module 05 - Vulnerability Analysis

6. Nikto takes a little longer to scan the web server as itlooks for vulnerable
CGI directories. It scans the web server and lists out the directories as
shown in the screenshot. Use the vulnerability ID to scan the vulnerability
in detail.

root@kali: ~ o0

File Edit View Search Terminal Help
:~# nikto -h http://www.certifiedhacker.com -Cgidirs all
Nikto 1.6

162 1
wew.certifiedhacker.com
Target Port: 8o
Start Tim 2017-12-28 07: 33 (GMT-5)

Server: nginx/1.1
The an clickjacking X-Frame-Options header is not present.
The X-XSS-Protection header is not defined. This header can hint to the user agent
gainst some forms of XSS
t-Type-Options header is not set. This could allow the user agent to re

wder the content the site in a different fashion to the MIME type

+ Allowed HTTP Metho POST, OPTIONS, HEAD, GET
SVDB-323 / nfo: Mailman was found on the server.
0SVDB-309 > is might be interesting... possibly a system shell found.
0SVDB-3 23 /: Default image directory should not allow directory listing.
0SVDB-309. y Default Java directory should not allow ectory listing.
0SVDB- / Directory indexing found.
0SVDB-3268: /docs/: Directory indexing found.
26150 requ 1 error(s) and 10 item(s) reported on remote host
End Time: 2017-12-29 © 42 (GMT-5) (68429 seconds)

+ 1 h (s) tested
e

FIGURE 3.6: Nikto scan resuls

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB

M Yes 0 No
Platform Supported
M Classroom M iLabs
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