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Malware

Mabyare (a contradion of “malkidons software”) is a type of program that contains
malicious or harmful code embedded inapparently harmless programming or data in
such a way that it can take control of a system and) orits operations and cause damage,
such as ruining the file allocation table on a hard drive.

Lab Scenario

Malware poses a major security threat to the information security. Malware
writers explore new attack vectors to exploit vulnerabilities in information
systems. This leads to ever more sophisticated malware attacks, including drive-
by malware, “maladvertising” (or “malvertising”’), Advanced Persistent Threats,
and so on. Though organizations try hard to defend themselves using
comprehensive security policies and advanced anti-malware controls, the current
trend indicates that malware applications are targeting “lower-hanging fruit”:
undersecured smartphones, mobile applications, social media, and cloud services.
The problem is further complicated because of threat predictions. As McAfee
stated in its Threats Report published in February 2015, “Small nation states and
foreign terror groups will take to cyberspace to conduct warfare against their
enemies. They will attack by launching crippling distributed denial of service
attacks or using malware that wipes the master boot record to destroy their
enemies’ networks.”

Assessing an organization’s information system against malwate threats is a major
challenge today because of the quickly-changing nature of malware threats. You
need to be well versed in the latest developments in the field and understand the
basic functioning of malware to select and implement controls appropriate to
your organization and its needs.

The labs in this module will provide a first-hand experience with vatious
techniques that attackers use to write and propagate malware. You will also learn
how to effectively select secutity controls to protect your information assets from
malware threats.

Lab Objectives
The objective of this lab includes:

= Creating and using different types of malware, such as Trojans, Viruses,
and Worms, and exploiting a target machine as proof of concept

= Detecting malware
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Lab Environment
To complete this lab, you will need:

A computer running Windows Server 2016 virtual machine
A computer ranning Window Server 2012 virtual machine
Window 10 running as a virtual machine

Windows 8 running as a virtual machine

Kali Linux running as a virtual machine

A web browser with Internet access

Administrative privileges to run tools

Lab Duration

Time: 155 Minutes

Overview of Malware

With the help of a malicious application, an attacker gets access to stored passwords

in a computer and would be able to read personal documents, delete files, display
pictures, and /or display messages on the screen.

According to a recent report by Symantec, more than 317 million new pieces of
malware—computer viruses or other malicious software—were created in the year
2014. That means neatly one million new threats were released each day. Malware has
the ability to perform various malicious activities that might range from simple email
advertising to complex identity theft and password stealing. Malware programmers
create it to:

Attack browsers and track websites visited

Affect system performance, making it very slow

Cause hardware failure, rendering the computer inoperable

Steal personal information (including contacts, etc.)

Erase important information, resulting in potential huge loss of data
Attack other computers from a single compromised system

Spam inboxes with advertising emails

Lab Tasks

Note: Turn off Windows Defender in the machines you are using for the labs in this
module, as it blocks and deletes malwares soon as it is executed.
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To turn off Windows Defender, Go to Control Panel and sclect Windows
Defender. In Windows Defender window, click on Settings menu.

&4 Windows Defender a X

PC status: Protected
Update History Settings v Help

v

————

Your PC is being monitored and protected, Scan options:

@ Quick
O Full

Q Custom
& Real-time protection:

& Virus and spyware definitions: Scan now

Scan details
Last scan: Today at 516 AM {Quick scan)

Settings window opens; turn off the switch under Real-time protection heading and
close all the opened windows.

Settings - =] X
& Home Windows Defender protects your computer against viruses,
spyware, and other malicious software. Open Windows Defender
= to use it.
I Find 3 setting I
Open Windows Defender

Update & security

Real-time protection

< Windows Update
This helps find and stop malware from installing or running on

€ Windows Defender your PC.

O Recovery

@ Activation Cloud-based Protection

W For developers Get Real-time protection when Windows Defender sends info to
Microsoft about potential security threats, This feature works
best with A ic sample ission enabled
@ on
Privacy Statement
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Recommended labs to assist you with malware threats:

Gaining Control over a Victim Machine using njRAT

Obfuscating a Trojan using SwayzCryptor and Making it Undetectable to
Various Anti-Virus Programs

Creating a Trojan Server using the GUI Trojan MoSucker
Creating a Server using the ProRat Tool
Creating a Trojan Server using Theef

Creating an HTTP Trojan and Remotely Controlling a Target Machine using
HTTP RAT

Creating a Virus using the JPS Virus Maker Tool
Creatinga Worm using the Internet Worm Maker Thing
Virus Analysis using VirusTotal

Virus Analysis using IDA Pro

Virus Analysis using OllyDbg

Monitoring TCP/IP Connections using the CurrPorts
Performing Registry Entry Monitoring

Startup Program Monitoring Tool

Perform Device Driver Monitoring

Detecting Trojans

Removing Malware using Clamwin

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
on your target’s security posture and exposure through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.
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Gaining Control over a Victim
Machine using njRAT

WRAT is a Remote Access Trojan (RAT) intensive in its data-stealing capabilities.
In addition to logging keystrokes, this mabyare is capable of accessing target computers’
cameras, stealing credentials stored in  browsers, wuploading/ downloading files,
manipulating processes and files, and viewing their desktops.

Lab Scenario

The njRAT, developed in .NET, allows attackers to take complete control of an
infected device. The malware is capable of logging keystrokes, downloading and
executing files, providing remote desktop access, stealing application credentials,
and accessing the infected computer’s webcam and microphone.

PhishMe reports that njRAT has been distributed over the past period with the
aid of spam emails advertising a car changer hack for the “Need for Speed:
Wortld” video game. Zscaler also noted that video game cracks and application
key generators are often used as lures.

Being a security administrator or an ethical hacker, your job responsibilities
include finding machines vulnerable to Trojan attacks, protecting the network
from malware, Trojan attacks, stealing valuable data from the network, and
identity theft.

Lab Objectives
The objective of this lab is to help students learn how to:

= Create a Server using njRAT

=  Access the victim machine remotely

Lab Environment

To complete this lab, you will need:

= njRAT tool located at Z:NCEH-Tools\CEHv10 Module 07 Malware
Threats\Trojans Types\Remote Access Trojans (RAT)\njRAT

= A computer running Windows Server 2016 Machine
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A computer running Windows10 Virtual Machine (Attacker)
A computer running Windows8 Virtual Machine (Victim)
A web browser with Internet access

Administrative privileges to run tools

Lab Duration

Time: 15 Minutes

Overview of Malware

The njRAT Trojan remains one of the most successful RATs in the wild because of
the widespread online support and tutorials available to cyber-ctiminals. There ate a
variety of .NET obfuscation tools that make detection difficult for antivirus solutions

and hinders analysis by security researchers. njRAT utilizes dynamic DNS for
command and control (C2) servers and communicates using a custom TCP protocol

over a configurable port.

The C&C callback from the infected system includes the following
information:

Bot identifier (based off configurable string in builder and volume serial
number)

Computer name (base-64 encoded)
Operating system information

Existence of attached webcam (“Yes”/“No”)
Bot version

Countty code

Title of the active process window

Note: The versions of the created Client or Host and appearance of the website may
differ from what it is in the lab. But the actual process of creating the server and the
client is the same one shown in this lab.
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Lab Tasks

Before running the lab, Turn on Windows Firewall in the victim machine (ie.
Windows 8). Firewall is configured in this machine to show that this lab can be
petformed even if a victim machine has the Firewall configured in it.

o Windows Firewall -y < (|

« = 1 @ « AlControl Panel tems » Windows Firewall v & esrch Cartral Fane I

{elp protect your PC with Windows Fire

Contred Panel Horme

Firewell can help prevent hackers or malicous scftware from geining access to your PC
Aternet or 8 network

Wirdows
through 1

% Change notfication setting @ Private networks Connected (A)

we Firewall on o

& TumWi
off Networks ot heme or work where you ke and trust the people and devices an the network

% Restore default

Windows Firewall state: On

Incoming connections Block ell connections te spps thet are not on the
list of allowed apps

Active private netweorks: ¥ Network

Notdication state Notify re when Windows Firewat blocks 3 new
apo

& Guest or public netwarks Not connected ()

Action Centter

& #nd Shering Center

FIGURE L1I: Turning on Windows Firewall

B rask 1 1. ILog in to the Windows 10 virtual machine, and navigate to Z:\CEH-
c o Tools\CEHv10 Module 07 Malware Threats\Trojans Types\Remote
Executable Server Access Trojans (RAT)\njRAT.
with njRAT 2. Double dick on njRAT v0.7d.exe to launch the RAT.

3. If Open File - Security Warning pop-up appears, click Run.

4. njRAT GUI appears along with a njRAT pop-up, where you need to specify
the port you want to use to interact with the victim machine. Enter the port
number, and click Start.

5. In this lab, default port number 5552 has been chosen.

FIGURE 1.2: njRAT GUI along with a njRAT pop-up
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6. The njRAT GUI appears; click the Builder link located at the lower-left
corner of the GUI.

Pot[5552] Online[0] Selected

[Logs1 [ Builder 1 [ Setting=] [About] Co
FIGURE 1% njRAT GUI
7. 'The Builder dialog-box appears; enter the IP address of Windows 10

(attacker machine) virtual machine, check the options Copy To StartUp and
Registry StarUp, and click Build.

Note: In this lab, the IP address of Windows 10 virtual machine 10.10.10.10.
This IP address might vary in your lab environment.

Builder u

Host Port W icon
(10.10.10.10 5552 H [l Protect Process [BSOD]
VicTim Name Copy To StartUp

KeyLogs Size KB |20 a

‘ ExeName Copy

Trojan.exe
|

1 Directory Build

FIGURE 1 4: Buikler dialog-box

8. 'The Save As window appears; specify a location to store the server, rename
it, and click Save.
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9. In this lab, the destination location chosen is Desktop, and the file is named
Test.exe.

@ SoveAs X

« v 1‘[. > ThisPC > Desktop v C)] Search Desktop L

Organize v New folder s - o

A Name Date modified Type

# Quick access
I Desktop - No items match your search
& Downloads #
‘%] Documents
= Pictures v
D Music
B videos

2% Dropbox

& OneDrive
v < >

File name: (Tﬂhm %

Save as type:  EXE (*.exe) v

A Hide Folders Save Cancel

FIGURE. 1.5: Save As dialog-box

10. Once the server is created, the DONE! pop-up appears; click OK.

DONE! X
C:\Users\Admin\Desktop\Test.exe

FIGURE 1.6: Server created successfully

11. Now, use any technique to send this server to the intended target through
mail or any other source (in real-time, attackers send this server to the victim).

Note: In this lab we copied the Test.exe file in the shared network location
to share the file.,

12. Login to Windows 8 virtual machine as a legitimate user. Download the file
from the source through which the attacker (in this case, you) has sent the
server executable and save it in a location.

13. In this lab, the server has been saved to Desktop on the Windows 8 virtual
machine.
14. Here, you ate acting as an attacker who logged into the Windows 10

machine to create a malicious server; and also as a vietim who logged into
Windows 8 virtual machine and downloaded the server.

CEH Lab Manual Page 638

Ethical Hacking and Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



Module 07 - Malware Threats

15. Double-click the server to run this malicious executable.

.
2
-

sl

'

LT

FIGURE 1.

Exccuting the server

16. Switch back to Windows 10. As soon as the victim (here, you) double-clicks
the server, the executable starts running and the njRAT dlient (njRAT GUI)
running in Windows 10 establishes a persistent connection with the victim
machine as shown in the screenshot:

@ nRATW07d Po[5552] Online[ 1] Selected{f] REQ[0] - ) *

| Ope ]
Flag | Country }i””“”'

stem

Builder | [ Settinga | [ About ]

FIGURE 1 8: Connection established successfully
17. Unless the attacker working on the Windows 10 machine disconnects the
server on his own, the victim machine remains under his/her control.
18. The GUI displays the machine’s basic details such as the IP address, User
name, Type of Operating system and so on.
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19. Right-click on the detected victim name and click Manager.
H task 3

@ nRATVO7d Port] 5552] Online{ 1] Selected1] REQ(O) = L
Manipulate Files
on Victim
Machine
un File
remote Deaktop
[Loga] [Bullder] [ Settings] [ About]
FIGURE 1.9: Managing the victim machine
20. Manager window appears, where File Manager is sclected by default.
& [HacKed_B038481B/Admin/Win 8.1 ProSP0 x64] - (m] X
 File Manager £ Process Manager Y Connections
L¥ services
e
@ Fixed [Name ‘Slzc
W oeskiop DIR
W wyPictures DIR
M userprofiie
. StartUp
W Program Fil
. Programl
M windows
ystem32
FIGURE 1.10: Manager window
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21. Double-click any directory in the left pane (ProgramData); all its associated
files/directoties are displayed in the right pane. You can right-click a selected
directory and manipulate it using the contextual options.

¥ [HacKed_B0384B81B/Admin/Win 8.1 ProSP0 x64]

¢ File Manager

Q services

¥ Registry

Name Type IC-\Program Data\Adobe

- C) Fixed
Desktop DIR
tyPictures | u ARM
UserProfile ) . Setup
StartUp
Program Files (x86) [
ProgramData
Windows
system32

Roaming

A e

Size

Delete
Ec
Rename
Copy
Cut
Paste

Download

Upload

New Empty File
New Folder
Open Downloads

Rar
d From Link

FIGURE L11: Accessing directories

22. Hover the mouse on Process Manager. You will be redirected to the Process
Manager, where you can right-click on a selected process and perform actions
such as Kill, Delete, and Restart.

P,
Pr

M [HacKed_B0324B1B/Admin/Win 8.1 ProSP0 x64] - [m] 74

£ File Manager Process Manager | % nections

User [CommandLine

FIGURE 1.12: Process Manager Section
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23, (Click Connections, select a specific connection, right-click on it, and click Kill

_H tasks Connection. This kills the connection between two machines
Manage the communicating through a particular port.
o 55
o [HacKed_BD384B1B/Admin/Win 8.1 ProSP0 x64] - O X

£ File Manager Process Manager | ® Connections

0\» s

P LocalPort |[RemoteiP Remote..

| 49155 0.0.0.0

0.0.0.0

| 443 | TimeW... | svchosti1164]  « i cannection

FIGURE 1.13: Managing connections

H task s 24. Click Registry, choose a registty directory from the left pane, and right-click
n its associated registry files.
" o on its associated regjstry files
Registries 25. A few options appear for the files using which you can manipulate them.
& [HacKed_B0384B1B/Admin/Win 8.1 ProSP0 x64] = m] X
Nam: mc
{7500000000 Binary SystemBytell -~ perresn
Edit
New Value
W DESCRIPTION
M DEviCEMAP
FIGURE 1.14: Managing Registries
B rasic 7 26. Click Remote Shell. This launches a remote command prompt of the victim
machine (Windows 8).
Launch a
Remote Shell
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27. Type the command ipconfig/all and press Enter.

Bl [HacKed_B0384B1B/Admin/Win 8.1 ProSPO x64] - O x

£ File Manager L)) Process Manage “onnections 3 try "= remote Shell

o Services

Microsoft Windows [Version 6.3,9600]
c) 2013 Microsoft Corporation. ghts reserved

FIGURE 1.15: Launch a Remote Shell

28. 'This displays all the interfaces related to the victim machine, as shown in the
screenshot:

Bl [HacKed_B0384B1B/Admin/Win 8.1 ProSP0 x64] - m} X

£ File Manager L] Process Manager By c stry [ Remote shen
L s

Connection-specific DNS Suffix
Description Micr: ft Hyper-V Network Adapter
Physical Address 4

b%3(Preferred)
3{Preferred
Subnet Mask
Jefault Gateway ..
DHCPv6 IAID
DHCPv6 Cli
DNS Servers..... veesl 8
NetBl er Tcpip ..: Enabled

unnel adapter isatap.(7B2E

FIGURE L16: Launch a Remote Shell
29. Similarly, you can issue all the other commands that can be executed in the
command prompt of the victim machine.

30. In the same way, click Services. You will be able to view all the services
running in the victim machine. In this section, you can use options to start,
pause, Of stop a service.

31. Close the Manager window.
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32. Now rightclick on the victim name, click Run File and choose an option
from the drop-down list.

@ nRAT070 Port]5552] Online[1] Selected(?] REQ[0] - J X

| Operating

Flag | Country |
¥

FIGURE L17: Launch a Remote Shell

33. An attacker makes use of these options to execute scripts or files remotely

from his/ her machine.
O Fasic & 34. Right-click on the victim name, and select Remote Desktop.
@ nRATVO7d Port] 5552] Online[ 1] Sefected[!] REQ[0] - ( P
Launch a
Remote Desktop
Connection
Micropho
[Logs | [Buiider] [ Settings] [ About]
FIGURE 1.18: Taunching a Remote Desktop Connection
35. 'This launches a remote desktop connection without the victim being aware
of it.
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36. Remote Desktop window appears; hover the mouse cursor to the top-center
patt of the window. A down arrow appeats, click it.

———— - -
(HacKed_BO38481B/Admin/Win 8.1 ProSP0 »64]

FIGURE 1.19: Remote Deskiop window
37. A remote desktop control panel appears; check the Mouse option.

[HacKed_BO38481B/Admin/Win 8.1 ProSP0 »64]

FIGURE 1.20: Remote Desktop Control Panel

38. Now, you will be able to remotely interact with the victim machine using the
mouse.

Note: If you want to create any files or write any scripts in the victim machine,
you need to check the Keyboard option.
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39. On completing the task, close the Remote Desktop window.

40. In the same way, right-click on the victim name, and select Remote Cam and
Microphone to spy on the victim and track voice conversations.

@ nRATW.7d Port[5552] Online( 1] Selected({] REGI0] - 0 X

Iperating

Systen

FIGURE 1.21: Accessing Remote Cam and Microphone

41. Switch to the Windows 8 virtual machine. Assume that you are a legitimate
user and perform a few activities such as logging into any websites or typing
Perform Key text in some text documents.

Logging
Untitled - Notepad S u

H TAask 9

File | Edit Format View Help

My personal banking account number is 889950221133

FIGURE 1.22: Entering Sensibk Information

42. Switch back to Windows 10 virtual machine, right-click on the victim name,
and click Keylogger.

@ nRATVO7d Por[3552] Online[ 1] Selected(!] REQ{O] - 0 b

[Logs] [Builder] [Settings] [About] Connect
FIGURE 123 Launching Keylogger

43, 'The Keylogger window appears; wait for the window to load.
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44, 'The window displays all the keystrokes performed by the victim on the
Windows 8 virtual machine, as shown in the screenshot:

[HacKed_B0324B1B/Admin/Win 8,1 ProSP0 x64] = O X

17/12/12 notepad Untitied - Notepad]
y personal banking acont ucnumber is 889900221 133]

FIGURE 124: Keystrokes logged by njRAT
45. Close the Keylogger window.

H TtaAask 10 46. Right-click on the victim name, and click Open Chat.

Chat with the
Victim
{3 Wanager
]
=
e
& Microphone
‘
[
! 4
l.w
<
Logs | | Builder | [ Settinas 1 [About] C
FIGURE 1.25: Opening Chat
47. A Chat pop-up appears; enter a nickname (here, Hacker), and click OK.
Chat X
Enter Your NickName
Cancel
FIGURE 1.26: Entering a nickname
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48. A chat box appears; type a message, and click Send.

& [HacKed_B0384B1B/Admin/Win 8.1 ProSP... — O X

FIGURE 127: I'yping a message

49. In real-time, as soon as the attacker sends the message, a pop-up appears on
the victim’s screen (Windows 8), as shown in the screenshot:

Chating With >> !~Hacker~! - o IEN

["Hacker

FIGURE 1.28: Message displyed on the victim's desktop

50. Seeing this, the victim becomes alert and attempts to close the chat box. No
matter whatever the victim does, the chat box remains open as long as the
attacker uses it.
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51. Surprised by the behavior, the victim (you) attempts to break the connection
by restatting the machine. As soon as he/she does so, njRAT loses
connection with Windows 8, as the machine gets shut down in the process
of restarting.

Shutting down

FIGURE 1.29: Shutting down the victim machine

@ nRATWO7d Port] 5552] Online[ 0] Selected[0] REQ{O] o X

[Loga] [Rulider] | Seftinga ] [About] Conr
FIGURE 1.3(: Connection closed in njfRAT GUI

52. Howevet, as soon as the victim logs in to his/her machine, the njRAT client
automatically establishes a connection with the victim, as shown in the
screenshot:

Admin

T —

FIGURE 1.31: Logging in to victim machine
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as | [About]

FIGURE 1.32: Connection established automatically

53. The attacker, as usual, makes use of the connection to access the victim
machine remotely and perform malicious activity.

54. On completion of the lab, end the Test.exe process on the Windows 8
machine.

Lab Analysis

Analyze and document the results related to this lab exetcise. Provide your opinion
on your target’s security posture and exposure through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB

[ Yes M No
Platform Supported
M Classroom M iLabs
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Obfuscating a Trojan using

SwayzCryptor and Making it
Undetectable to Various Anti-Virus
Programs

SwayzCryptor is a encrypter (or “erypter”) that allows users to encrypt the source code of their program.
Lab Scenario

At present, there have been numerous anti-virus software programs configured
to detect malware such as Trojans, viruses and worms. Though security specialists
keep updating the virus definitions, hackers try to evade/bypass them by some
or the other means. One method which attackers use to bypass AV is to “crypt”
(an abbreviation of “encrypt”) the malicious files using fully undetectable crypters
(FUDs). Crypting these files allow them to achieve their objectives and thereby
taking complete control over the victim’s machine.

As an expert security auditor or ethical hacker, you need to ensute that your
organization’s network is secure from such encrypted malware files, and anti-
vitus tools are propetly configured to detect and delete such files.

Lab Objectives
The objective of this lab is to make students learn and understand how to crypt a
Trojan and make it partially/completely undetectable.

Lab Environment

To carry out the lab, you need:

= SwayzCryptor located at Z:NCEH-Tools\CEHv10 Module 07 Malware
Threats\Crypters\SwayzCryptor

= A computer running Window 10Virtual Machine (Attacker)
= A computer running Window 8 Virtual Machine (Victim)
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A web browser with Internet access

=  Administrative privileges to run tools
Lab Duration

Time: 15 Minutes

Overview of Crypters

A crypter is softwate used to hide viruses, keyloggers, or any RAT tool from
antiviruses so that they are not detected and deleted by antiviruses. It simply assigns

hidden values to each individual code within the source code. Thus, the source code
becomes hidden, making it difficult for the anti-virus tools to scan it.

Lab Tasks

Log into Windows 10 virtual machine.

Taunch a Web browser, and enter the URL https:/www.virustotal.com in
the address bar and press Enter.

The VirusTotal main analysis site appeats; click Upload and scan file to
upload a virus file.

Erask 1 -9
Scan with 2.
VirusTotal

3.
3] ViraTors
¢« C

x () -0 %

8 Socure | nttps/wwwsrustotateom# | %

> ] VirusTotal

Rie

=

Upload and scan file ‘

FIGURE 2.1: Virus Total webpage
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4. An Open dialog box appears; navigate to the location where you have saved
the malware file Test.exe in the previous lab (Desktop), select it, and click
Open.

€ Open

X
1 [- > ThisPC » Desktop v b] Search Desktop »r

Organize v New folder

By M O

A Name Date modified Type

o Quick access
B Deskiop ([ Testexe 12/12/2017843PM _ Applicai
¥ Downloads
E‘] Documents

e RS R

= Pictures

D Music

B Videos
&# Dropbox

‘@& OneDrive

B v inct S %

File name: | Test.exe v | |AuFites

R

il

FIGURE 22: Open diakog-box

5. VirusTotal uploads the file and begins to scan it with various anti-virus
programs in its database, and displays the scan tesult shown in the screenshot:

e - a x
2] vieusTota *
b— C | @ Securs | Bitps//wwwvirustotat.com/¢/Nile/dbES $a7d1428d Thesed 2059345014 1009715 7dec buelt..
| e
2 Seasch ce scan & URL, IP sddress, domain, ot file hash L i HH Signin
59 engines detected this file
® SHA-256 SbBS110269255¢€1 1b17de7d! a2ad7beeedBO5534500410¢a7157d...
EXE Fiie name Testexs
File size 235KB
% Lastanalysis  2017-12-1305:1834 UTC
(s9/66) anay
(LI
Detection Details Commusity
Ad-Aware A GonericMSIL SlacabindiCB3ESDA
AegisLab A ¥ BackdootBladsbingimais
AhnLab-v3 A Win-Trojan /Zoot 24064
ALYac A GenericMSILBiadabingi CB3E0E0A
Antly AVl A ioisnisicidood i blscsondias

FIGURE 23: File detected by various anti-viruses
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6. You can see that 59 anti-virus programs out of 66 have detected Test.exe as
amalicious file.

Note: The detection ratio might vary in your lab environment.

Brask 2 7. Browse to Z\CEH-Tools\CEHv10 Module 07 Malware
—_— Threats\Crypters\SwayzCryptor, and double-click SwayzCryptor.exe.
Crypt a Trojan g z
Using 8. 'The SwayzCryptor GUI appears; click E=22 below Fite to select the Trojan
SwayzCryptor file:

FIGURE 2.4: Uploading the malidous file

9. 'The Select a File dialog-box appears; navigate to the location of Test.exe
(Desktop), select it, and click Open.

'Select a File

« « 4 (B ThisPC » Desktop

Organize v New folder

X

v b] Search Desktop

)

Ey @ @

8 Dropbix A Name Date modified

Type
& OneDri

= This
|  ®oek
%) Documents

& Downloads

D Music

B videos
Ga Local Disk (C)
¢ CEH-Tools (\\RC

v

>

File name: | Test.exe o] BeCe v

|

FIGURE 2.5: Selecting the File
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10. Once the file is selected, check the options Start up, Mutex, and Disable
UAC, and click Encrypt.

SWAYZ CRYPTOR

FIGURE 26: Configuring options
11. The Save File dialog-box appears; select a location where you want to store
the crypted file (here, the Desktop), leave the file name set to its default
(CryptedFile), and click Save.

|

4 (@5 ThsPC 5 Deskiop v &) | Search Desktop »
New folder = @
A Name Date modified Type

] Testexe 12/12/2017340PM  Applicati

B Videos
‘& Local Disk (C)
% CEH-Tools (WAL

¥ Network

FIGURE.2.7: Save File diakog-box
12. Once the enctyption is finished, click Close.

SWAYZ CRYPTOR

/]
|
i1
L]

FIGURE 2.8 Closing the GUI
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=] 13. Launch web browser and enter the URL https:/iwww.virustotal.com in the
TASK 3

address bar and press Enter.
Scan with 14. 'The VirusTotal main analysis site appears; click Upload and scan file to
VirusTotal upload a virus file.

15. An Open dialog-box appears; navigate to the location where you have saved
the encrypted file CryptedFile.exe (Desktop), select the file, and click Open.

€ Open X
4 (> ThisPC > Desktop v 0]  Search Deskiop P
Orgenize New folder Ze ™ @
&# Dropbox ~  Name 2 Date modified Type
& OneDri [@.‘1 CryptedFile.exe 12/13/201712:39.,,  Applic
neDrive
8 Testece 12/12/2017%40PM  Applicatil
This PC
[ Desktop
[Z) Documents
¥ Downloads
 Music
| Pictures
B videos
“aa Local Disk (C:)
=% CEH-Tools (\\RC
v >
File name: | CryptedFile.exe VI All Files v

FIGURE 29: Open diakog-box

16. VirusTotal uploads the file and begins to scan it with various anti-virus
programs in its database. It displays the scan result shown in the screenshot:

e 1
3] VinusTora x
<« C | @ Secure | https//www.virustotal.com,® /file 0650 d914425¢a950e72b55052b 1ded?81573130L.. #r
2 Search or scan 8 URL, If? address, domaln, o e hesh Q| § o signin
o 32 engines detected this file
o 069¢dc4d20fcEd043adac30c3d01 44e5ca050e72b59b9ab1 ded 8. .
Cryptedfilesxe
5635KB
\:_.32/67 ) 2017-12-13 068:43:04 UTC
Detection Details Community
AegisLab A Tows2Genmesn
Antly-AVL A Trojan/Generlc ASVCS3S1ES
Arcablit A AT TrojanNymeriz81
Avast A AutoitRunnec-AN [Ir]
AVG A putoiciunnecin o) -
FIGURE 2.1(: Fik detected by very few anti-virus programs
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(5] u} x
31 virv
&« C @ Sscurs psi//wiw.virustotal.com e %

Z] ‘ F
Ad-Aware (V]
AhnLabV3 (/]
AlYac (V]
Avast Moblle Security (V]
Avira (/]
AVware (V]
Blkav (V]
ClamAV (/]
cMC (]
Comodo <9
eGambit (V] .

FIGURE 2.11: Fike detected by very few anti-virus programs

17. You can see that very few anti-virus programs have detected CryptedFile.exe
as a malicious file, while others failed to detect it.

Note: The scan result might vary in your lab environment.

Brask 4 18. To test the functioning of the Crypted file, follow these steps:

Test the 19. Browse to Z:\CEH-Tools\CEHv10 Module 07 Malware Threats\Trojans
Crypted File W\Remote Access Trojans (RAT)njRAT, and launch njRAT by
choosing the default port number 5552.

crei| Name

[loga] [Builger] [Setings] [About] Comr

FIGURE 2.12: Start niRAT
20. Use any technique to send CryptedFile.exe to the intended target, through
mail or any other source.

21. Login to the Windows 8 virtual machine as a legitimate user. Download the
file from the source through which the attacker (here, you) has sent the server
executable and save it in a location.
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22. In this lab, the server has been saved to Desktop in the Windows 8 virtual
machine.

23. Here, you are acting as an attacker who logged in to the Windows 10
machine to create a malicious server; and as a vietim who logged into the
Windows 8 virtual machine and downloaded the servet.

24, Double-click CryptedFile.exe to run this malicious executable.

.
2

-

_B

£

JLESTIEXt

FIGURE 2.13: Executing the Crypted file

25. As soon as the victim (here, you) doublelicks the setver, the executable
starts running and the njRAT client (njRAT GUI) running in Windows 10
establishes a persistent connection with the victim machine, as shown in the
screenshot:

@ njRATVO7d Port] 5352] Online[ 1] Selected]!] REQ{O] a X

Flag | Country

FIGURE 2.14: Connection established by njRA'L

Note: If njRAT fails to establish a connection, delete temporary files in both
Windows 10 and Windows 8 virtual machines, end Test.exe process in Windows
8 virtual machine’s task manager (if you haven’t done itin the previous lab), and
again double-click CryptedFile.exe.
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26. Unless the attacker working on Windows 10 machine disconnects the server
on his own, the victim machine remains under his/her control.

27. Thus, you have created an undetectable Trojan, which can be used to
maintain a persistent connection with the victim, as well as bypass the anti-
virus and firewall programs.

28. On completing the lab, end the CryptedFile.exe process in Windows 8.

Lab Analysis
Analyze and document the results related to this lab exercise. Provide your opinion
on your target’s secutity posture and exposure through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required
M Yes O No
Platform Supported
M Classroom O iLabs
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Module 07 - Malware Threats

Creating a Trojan Server using the
GUI Trojan MoSucker

MoSucker is a visual basic Trojan. MoSucker's edit server program. It has a dient
with the same layout as sub Seven’s client.

Lab Scenario

MoSucker is a powetful backdoot—hacker's remote access tool. The backdoor
renames NETSTAT.EXE to NETSTAT.OLD when it is first activated and
renames the file back when it is uninstalled. The backdoor also can install itself
in a system with modification of startup keys in the Registry or INI files.

You are a Secutity Administrator of your company, and your job responsibilities
include protecting the network from malware, Trojan attacks, theft of valuable
network data, and identity theft.

Lab Objectives
The objective of this lab is to help students learn to detect Trojan and backdoor
attacks.
The objectives of the lab include:
= Creating a server and testing the network for attack

=  Access the victim machine remotely

Lab Environment

To complete this lab, you will need:

®= The MoSucker tool, located at ZACEH-Tools\CEHv10 Module 07 Malware
Threats\Trojans Types\Remote Access Trojans (RAT)\MoSucker

= A computer running Windows Server 2016 Machine

= A computer running Window 10Virtual Machine (Attacker)
=  Windows Server 2012 running in Virtual Machine (Victim)
= A web browser with Internet access

= Administrative privileges to run tools
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H task 1

Create Server
with MoSucker

Module 07 - Malware Threats

Lab Duration

Time: 5 Minutes

Overview of Malware

When activated on an infected system, malware allows more than one hacker to
connect to a system and to perform the following actions:

1

R NN AL

9.

10.
11.

Control the server—configure, restart, remove, close;

Open/cdose CD-ROM tray;

Listand kill processes;

Shutdown/restatt a system;

Log activities and control mouse and keyboard;

Upload, download, run, rename of move files;

List, create, remove directoties;

Control Windows interface: popup start menu, minimize all windows,
show/hide system tray, hide/show Start button, change wallpaper, change
resolution, change system colors, flip screen, get opened windows list;
Copy/read text from clipboard;

Open/dose chat session;

Administrator of a backdoor server can control other users' server rights;

12. Play sound files;

13.
14.
15.
16.
17
18.
19;
20.
21.

Create log file of backdoor activities;

Send text to a printer;

Obtain the OS system type and version;

Modify the Windows Registry;

Update server from Internet;

Change date and time;

Show picture;

Steal users' ICQ information;

Obtain information about users' local and network drives;

22. Show message boxes;

23,
24.

Notify a hacker when infected user is online; and
Obtain general information about infected systems.

Lab Tasks

13

Iaunch Windows 10 Virtual Machine, and navigate to ZACEH-Tools\CEHv10
Module 07 Malware Threats\Trojans Types\Remote Access Trojans
(RAT)\MoSucker.

Double dlick CreateServer.exe file to create a server.

If an Open File - Security Warning pop-up appears, click Run,
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4. 1If the VB6 Runtimes pop-up appears, click OK.

VB6 Runtimes X

"7Tools
demonstrated in \
this lab are @ Runtimes installed successfully
available in
Z:\CEH-
Tools\CEHv10

Malware Threats
FIGURE 3.1: VB6 Runtimes pop-up

5. The MoSucker Server Creator/Editor window appears; leave the default
settings, and click OK.

[MoSucker 3.0

Server Creator/Editor
Coded by Superchachi, Contains code from Mosucker 2.2 by Krusty
Compiled for Public release B on November 20/2002, VB6

¢ Iwant to create a stealth trojan server for a victim

™ Indude Msvbvmé0.dll in your MoSucker server (adds 750 KB) @
[V Indude mswinsock.ocx in your server (adds 50KB) Recommended! (2)
[V Pack for minimal file size @
MoSucker Transport Cipher Key

/QGQNR23338RZTTOWWEG282 @
[~ add [7i8§5 KB to the server. @

" Iwant to create a visible server for local testing.
" Iwant to edit an existing server

[V  Start configuration after creating the server

(_about J[ cameet J(__ok )

FIGURE 3.2: Install createServerexe
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6. Choose

Module 07 - Malware Threats

a location (ZACEH-Tools\CEHv10 Module 07 Malware
Threats\Trojans Types\Remote Access Trojans (RAT)MoSucker) to save
the file, specify a file name (server.exe), and click Save.

/9 MoSucker Server Creator X
™ [ « > MoSucker > v C)] Search MoSucker pr
Organize v New folder = - o
A Name Date modified Type
# Quick access
AV Firewall events 12 :2 File foldef
I Desktop +
cgi 12/ 22 File folde
*
{ Downloads hiogins 12 2 File foldef
%] Documents runtimes 12/12, 2 File foldef
& Pictures * screenshots 12/12/2017 221 AM  File foldel
D Music skins 12/12/2017 221 AM  File foldef
B Videos stub 12/12/2017 221 AM  File foldel
ﬁ CreateServer.exe 9/17/2014 605 AM  Applicati
e
&* Dropbox &l MoSucker.exe 11/22/2002 4:10 AM  Applicati
‘& OneDrive
v < >
File name: (suver.e(e v
Save as type: | Executable Files (*.exe) v
 bideFlder =

FIGURE 3.3: Save Server.exc

7. MoSucker will generate a server with all the complete settings in the specified

directory.

MoSucker 3.0
Generating server...

100% complete

Build Date: 11/28/2002 2:04:12 AM
Build Info:  MoSucker 3.0 Public Release B

Level Accessed: FPublic UPX

Verifying necessary filepaths
Preparing first stub
'Preparing second stub
Packing first stub

Packing second stub

FIGURE 3.4: Generating Server
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8. Once the server is created, an Edit Server pop-up appeats; click OK.
[Edit Server 3.0 X

Server created successfully!
Server size: 158 KB.
Do not repack server.

FIGURE 3.5: Server created successfully

9. In MoSucker wizard, change Victim’s Name, or leave all the settings to
default. Make a note of the Connection-port number (4288).

MoSucker 3.0 - X
Selected Server: {C:‘Llsers\Admm\DeskLooWoSud(gr \server,exe l: Close | @

Server ID:  [4587221VDILDLEDYO:6925737HTHRTKO @
CypherKey: MOCBNC22793UKUWR1125229 @
O - — B
Server Name(s): [bernel32msconﬁg,whexec32,newonﬂg, B

Extension(s): |exe,pif,bat,di,jpe,com,bpq,xtr, bxp,
Connection-port:  |4288 @
[V Prevent same server multi-infections (recommended) E]

You may select a windows icon to assodate
< > with your custom file extension/s,
(_Read J[ save J[ eat ]
FIGURE 3.6: MoSucker wizard
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10. Now, select Keylogger button in the left pane, check Enable off-line
keylogger, and leave the other settings at their defaults. Click Save.

9 MoSucker 3.0 X

Selected Server: [C:\Users\Admin\Desktop\MoSucker \server.exe @
(% Enable off-line keylogger) (2] |

Password
Log Filename:
monitor.log E]
[ Enable Smart Logging
Caption key words to trigger keylogger (separate each with a comma) @

hotmail, yahoo!,login, password,bank,secure, checkout, register,

Properties

i

Cre e e )

FIGURE 3.7: Enabling the Keylogger

11. Once the Trojan server is saved successfully, 2 MoSucker EditServer pop-
up appears; click OK.

IMoSucker EditServer 3.0 X

@R Server saved successfully.
W' Final server size: 158 KB

FIGURE 3.8: Server saved successfully
12. Exit the MoSucker Configuration wizard by clicking Exit.
13. Switch to Windows Server 2012 virtual machine, and navigate to Z:\CEH-
Tools\CEHv10 Module 07 Malware Threats\Trojans Types\Remote

Access Trojans (RAT)WMoSucker. Double-click server.exe to execute the
Trojan.

14. If the Open File - Security Warning pop-up appeats, click Run.
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15. If an administrator error pop-up appears, click OK to close it.

@ Administrator does not have permission to access

4 Ci\Users\ADMINI~1\AppData\Local\Temp\2\winmap.dll

FIGURE 39: Administrator error

16. Switch back to Windows 10 virtual machine and navigate to Z:NCEH-
Tools\CEHvI0 Module 07 Malware Threats\Trojans Types\Remote
Access Trojans (RAT)MoSucker.

17. Double-click MoSucker.exe to launch MoSucker.
18. The Open File - Security Warning pop-up appears; click Run,
19. If the VB6 Runtimes pop-up appeats, click OK to close it.

VB6 Runtimes X

@ Runtimes installed successfully

FIGURE 3.1(: VB6 Runtimes pop-up

20. The WARNING dialog-box, regarding the license agreement, appeats; click
Yes to close it.

ARNING

5 Agreement:
g_k The author is not responsible for any damage caused by this program.
Download and/or use of this software are at your own risk.
Do not use this application on other people's computers without their
permission.
| agree to the above terms of use.
(This is the only time you see this message)

| Yes | No

FIGURE 3.11: WARNING pop-up
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21. The MoSucker main window appears, as shown in the following screenshot:

FIGURE 3.12: MoSucker main window

22. Enter the IP addtess of the Windows Server 2012 (10.10.10.12) and port
number (which you noted down in Step no. 9, here 4288). Click Connect.

23. You can even specify other port numbers during server configuration.

Note: The IP address and port number might differ in your lab environment.

FIGURE 3.13 Connecting to victim machine
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24. Now the Connect button automatically changes to Disconnect after
establishing a connection to the victim machine, as shown in the screenshot:

FIGURE 3.14: Connection established
25. Now, click on Misc stuff in the left pane. MoSucker displays different options
an attacker can use to perform different actions remotely.

"~7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 07
Malware Threats

FIGURE 3.15: setting server options
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26. Click Server options to view different options related to the server.

FIGURE 3.16: Setting Server Options

27. In the same way, you can explore other options that help you petform several
other actions on the victim machine.

28. You can also access the victim machine remotely by clicking Live capture in
the left pane.

29. In Live captute, click on Start.

FIGURE 3.17: Start Captuting
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30. A DLL missing prompt appears; click Yes to upload the DLL plugin.

LL missing

‘o‘ In order to make screenshots, you need to upload a plugin-DLL to the
' server,

Upload it now?

(Try again after uploading this file)

Yes No [

FIGURE 3.18: DLL missing pop-up

31. Click Start again in the MoSucker window if the capture doesn’t begin.

32. You will be able to access the victim machine remotely.

Appliclion Tuok

Merage

Datsyinms |

W Serdmousecicks o
¥ Serdpresseckeys | Mame Dete
™ Serd mousemovas
¥ auclipdas pos

I Fullssom hid

b BN Eimall wams

b plugine
b et
1% Thispe | semmmninsx
It Desitop b vkine
£l Dotuments b stub
# Doanboss B Gentabenaos
o Wi 5 Mosudeerexe
5 Micses fead Mate
2 idess Beveroe
B Lol Dk (0

“a Cil-Tocks N\RDDW

W Netweeh

\Witams 1 icem selected 1B KB

FIGURE 3.19: Accessing victim machine
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33. In the RA mode options, sct JPG Quality to 90%, and select Fullscreen.

Resize window to 4:3 I
375 Guly
Delay in ms I 1000

IV Send mouseclicks
IV Send pressed keys
™ Send mousemaves

IV Autol)pdate pics
~aptu lMorelLL

FIGURE320: RA mexde options

34. The remote administration mode appeats in full screen, as shown in the
screenshot:

Shaee ew
b MeSucker
Nome

AV Firewall events

o

Server 2012 R2

FIGURE 3.21: Remote administration mexde
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35. You can access files, modify them, and so on, in this mode.

Administrator& b p

W Gandpeessed bass
I Swdnousencees

Coetrol Panel

FIGURE 3.22: Accessing victim machine
36. Similarly, you can use other functionalities in MoSucket, such as keyloggets,
the registry editor, and window manager.

37. In real-time, attackers send a crafted server/backdoor file to the victim, which
upon execution on victim machines, allows attackers to view/access all
information related to those machines.

38. On completion of the lab, end the server.exe process on the Windows
Server 2012 machine.

Lab Analysis
Analyze and document the results related to this lab exercise. Provide your opinion
on your target’s security posture and exposure through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

O Yes ™ No
Platform Supported
M Classroom M iLabs
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Module 07 - Malware Threats

Creating a Server using the ProRat

Tool

ProRat is a Remote Adpanistration Tool written in C programming langnage and
capable of working with all Windows operating systems.

Lab Scenario

Attackers use malwate to steal personal information, financial data, and business
information from target systems. ProRat is a “remote administration tool” made
by PRO Group. ProRat was wtitten in C programming language and capable of
working with all Windows operating systems. ProRat was designed to allow users
to control their own computers remotely from other computers. However,
attackers have co-opted it for their own nefatious purposes. Some hackers take
control of remote computer systems to conduct a denial of service (DoS) attack,
which renders the target system unavailable for normal personal or business use.
These targeted systems have included high-profile web servers such as banks and
credit card gateways.

You, as an ethical hacker or pen-tester, can use ProRat to audit your own network
against remote access Trojans.

Lab Objectives

The objective of this lab is to help students learn to detect Trojan and backdoor
attacks.

The objectives of this lab include:
= Creating a server and testing the network for attack
® Detecting Malware

=  Attacking a network using sample Trojans and documenting all
vulnerabilities and flaws detected
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Create Server
with ProRat
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Lab Environment
To complete this lab, you will need:

®  ProRat tool located at ZACEH-Tools\CEHv10 Module 07 Malware
Threats\Trojans Types\Remote Access Trojans (RAT)\ProRat

= A computer running Windows Server 2016 Machine
= A computer running Windows 10 (Virtual Machine)
= Windows Server 2012 running in Virtual Machine
= A web browser with Internet access
® Administrative privileges to run tools

Lab Duration

Time: 10 Minutes

Overview of the Malware

ProRat is a remote administration tool (RAT) written in C programming language and
is capable of working with all Windows operating systems. The main purpose of this
RAT is to access one’s own computers remotely. As with other Trojan horses, ProRat
uses a client and server. It opens a port on the computer, which allows the client to

perform numerous operations on the server (the victim machine).
Some of the ProRat’s malicious actions on the victim's machine:

* TLogging keystrokes

= Stealing passwords

= Full control over files

= Drive formatting

= Open/dose CD tray

= Hide taskbar, desktop, and start button

= View system information

Note: The versions of the created client or host and appearance of the website may
differ from what it is in the lab. But the actual process of creating the server and client

is as shown in this lab.
Lab Tasks

1. Launch Windows 10 virtual machine.

2. Navigate to Z:\CEH-Tools\CEHv10 Module 07 Malware Threats\Trojans
Types\Remote Access Trojans (RAT)ProRat and double-click on

ProRat.exe in Windows 10 virtual machine.
3. If an Open File - Security Warning pop-up appeats, click Run.
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4. ProRat main window appears, click Create.

ProRat V2.1 S.Edition By LaVozrVersion : V2.1
PROHACH.NET PROFESSIONAL INTERMNDET U

- (EZKNR o KN - Coes (V[ 2] ] ] ]o] 5]

PC Info
Message ‘Windows
Chat Admin-FTP
Funny Stuff | File Manager
|Explorer Search Files
Control Panel Registry
Shut Down PC| Screen Shot
Clipboard KeyLogger
Give Damage | Passwords
R. Downloder Run
Printer Services
Online Editor |ProConnective
Create :

FIGURE 4.1: ProRat main window

5. Click Create ProRat Server (342 Kbayt) to create a ProRat server.

PC Info
Message Windows
Chat Admin-FTP
Funny Stuff | File Manager
|Explorer Search Files
Control Panel Registry
Shut Down PC| Screen Shot
Clipboard KeyLogger
Give Damage | Passwords
R. Downloder Run
Printer Services
Online Editor

Create Downloader Server (2 Kbayt)
#p Create Ultra Mini Downloader Server (784 Bytes)
) Create CGl Victim List (16 Kbayt)
@) Help

FIGURE 4.2: Creating a ProRat Server

CEH Lab Manual Page 675 Ethical Hacking and C Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.




Module 07 - Malware Threats

6. Create Server window appears. In Notifications, leave the settings to
default.

PN Create Server r="x1

ProConnective Notification [Network and Router)
Supports Heverse Connection

Use ProConnective Notification

eneral Settings IP [DNS) Address:  [alRglaRiagaily
Mail Notification
: Doesn't t Reverse Ci ti
with F pp
g R Use Mail Notification Test |
E-MAIL ;=T \00.COom

ﬂ] Password button: Server Extensions

Retrieve passwords from ICQ Pager Notification
many services, such as Doesn't tR ti
1[>[<_>p3 a_clﬂ:mlS. messenger, TR Use ICQ Pager Notification
%, mail, etc.
1CQ UIN:

CGI Notification

) Hel Doesn't suppoit Reverse C ti

0y Hew [ Use CGI Notification [ Test |
CGI URL: v.yoursite. com/cgi-bin/prorat. cgi

Server Size: 242 Kbayt

FIGURE 4.3: Create Server window

7. Click on General Settings button to configure features such as Server
Port, Server Password, Victim Name, and the port number. In this lab,
default settings are chosen. Note down the Server password.

8. Uncheck the highlighted options, as shown in the screenshot:

Server Password: | |8

i General Settings | Victim Name:

—— [ Melt server on install
Bicailie ill AY-Fw on start,

isable Windows XP SP2 Security Center
Server Extensions | I...+- [ Disable Windows XP Firewall.
QJ Note: you can use [ Clear Windows XP Restore Points.
Dynamic DNS to connect e % %%
s sty i o pont s‘end LAN notficahons from (192.168.* 9 or (102
no-ip account registration, [ Protection for removing Local Serves
rvisibility
Hide Processes from All Task Managers [9x/2k/XP)
©) Help Hide Values From All kind of Registry Editors (Sx/2kZXP)
[ Hide Names From Msconfig (3x/2k/%P)
Ed UnT eminate Process (2k/%<P)
Server Size: 342 Kbapt
|
FIGURE 4.4: Configure the server
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9. Click on Bind with File button to bind sever with a file. In this lab, we
are using .jpg file to bind the server.

%ur("‘ip}m:h'l'o read 10. Check Bind server with a file option, click Select File button, and
gy navigate to ZACEH-Tools\CEHv10 Module 07 Malware Threats\Trojans
Types\Remote Access Trojans (RAT)\ProRat\Images.

B Creste Serer ) S
| Notifications I | K4 Bind server with  file

- I Select File |

This File will be Binded:

Bind with File

[l—] VNC Trojan starts a
VNC server dacmon in the

infected system. 2
Server Extensions
Server lcon

@) Help

ServerSize: 342 Kbapt
|

FIGURE 4.5: ProRat Binding with a file

11. Select MyCar.jpg in browse window, and click Open to bind the file.

Lookin:[ Images ﬁ N o o
Name Date modified Typ

(& MyCarjpg | 1/7/20189:52PM  JPG

m File manager: To
manage victim directory for
add, delete, and modify.

esatpe [ B o=

FIGURE 4.6: ProRar binding an image
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12. A pop-up displays the prompt: Server will bind with MyCar.jpg. Click
OK.

ProRat V2,1 S.Edition By LaVozrVersion : V2.1

:ﬁ] Server will bind with MyCarjpg

FIGURE 4.7: ProRat Pop-up
13. Click Server Extensions.
14. Under Select Server Extension, check EXE (Has icon support).

Select Server Extension
0O EX4E (Has icon support) [ 5CR (Has icon support)

[l PIF (Has no icon support) [l COM (Has no icon support)
[ BAT (Has no icon support)

[-D Give Damage: To
format the entire system
files.

[:L] It connects to the
victim using any VNC

Z'::fc'(‘,‘,“h i paspwo FIGURE 4.8: ProRat Server Extensions Settings

i
7

A

15. Click Server Icon.

16. Under Server Icon, select any icon, and click Create Server.

Create Server

e ] ) RS TYN
s || ) @) @ €161 2 &6
s ]| || S 71 55 8 & FAD T g
o] (A 2 TIRQRODE€
SWEEE el N8
of i=1lE L5

[somin @Irommmmm

Server Size: 595 Kbayt

g

@ Hep

T

FIGURE 4.9: ProRat creating a server
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17. A pop-up states that the server has been created. Click OK.

I ProRat V2.1 S.Edition By LaVozrVersion : V2.1 ! I

The Binded server,has been created
with your settings in the current directory.

L x

EL) SHTTPD is a small

HITP server that can be FIGURE 4.10: ProRat Server has created in the same current directory
embedded inside any
zl‘.‘:hg"""' l‘:"p‘;‘;“‘”’“‘ 18. The created server will be saved in ZACEH-Tools\CEHv10 Module 07
2gcnu {3 Jgram
{game chess.exc). When Malware Threats\Trojans Types\Remote Access Trojans
execated, jtmmsa - (RAT)\ProRat. This server is named binded_server by default. Close the
computer Into an Invisi| - X
S oty Create Server window of the ProRat.
- o »
...... Sov  ew | Messye
w10 Module 07 Mabware Theats + Tropam Types + Remote Access Troens (RAT) + Prokat + | vt ewch Prod »
Y
: . -3 B D]
: Downiosd mages Langusge | binded serverae| fnglahchm  ProComnectvees  ProRstese

FIGURE 4.11: Server saved to the location
19. In real time, hackers may craft such servers and send them by mail or any
communication media to the vietim’s machine.

Note: You need to zip the file before mailing it, as you cannot attach .exe
files on some mail servets.

20. Launch and login to Windows Server 2012, navigate to Z:\CEH-
Tools\CEHv10 Module 07 Malware Threats\Trojans Types\Remote
Access Trojans (RAT)\ProRat, and double-click binder_server.exe.

Home  Share  View tanage

- = 4 [ = CEMAO Module 07 Mabware Theeats » Trojens Types » Remote Access Trojans (RAT) » vokat » | v G [Seschprotx ?
W Fovortes - N N

0 oo Z m [

3 o pces J J J = = B
8 T pC Downicad images Language Englan.chm Pm’w:»«uu Profat exe.

FIGURE 4.12: Executing the file sent from Windows 10 machine
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21. If the Open File - Security Warning pop-up appears, click Run.

22, Switch back to the Windows 10 virtual machine, and enter the IP address
of Windows Server 2012; keep the default port number in the ProRat
main window, and click Connect.

23. In this lab, the IP address of Windows Server 2012 is (10.10.10.12).

Note: The IP address of Windows Server 2012 may differ in your lab
environment.

LA ProRat V2.1 S.Edition By LaVozrVersion : V2.1

Windows
EQ ICMP Trojan: Covert Chat AdminFTP
channels are methods in any Stuff File Manager
which an attacker can hide
data in a protocol that is IExplorer Search Files
undetectable. Control Panel Retjshy
Shut Down PC| Screen Shot
Clipboard KeyLogger
Give Damage | Passwords
R. Downloder Run
Printer Services
Online Editor |ProConnective
Create

FIGURE 4.13: ProRat Connecting Infected Server

24. Enter the password you noted down at the time of creating Server and
click OK.

ProRat V2.1 S.Edition By LaVozrVer...

[:L] Covert channels rely

on techniques called Password:
tunneling, which allow one
protocol to be carried over
another protocol.

[ ok [ cance |

FIGURE 4.14: Entering the password
25. Now you ate connected to the victim machine.

26. ProRat begins to monitor the user activities. It records all passwords,
keystrokes, and so on.
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27. To test the connection, click PC Info, and choose System Information.

28. ProRat displays the information of the victim machine, as shown in the
screenshot:

[ e | MZ[=B I Tel]
E /7111111 PC Information /7771111

PC Info Applications

- Computer Name WIN-0JAQ7QJ8PAI
Meiane W'@ws User Name Administrator
Chat el vindows Uer p*H
RO M ENETERERE Windows Language : English (United St
IE xplorer Search Files | RAGGIIT )] C:\Windouws
Gt | oo | e N e AV M
emp Pa :\Users "
ShutlDownPC Screen Shot Productld
Clipboard | Keylogger | [(FAYSRITSIIN NO
Give Damage | Passwords | [DEL®) 1/8/72018
R. Downloder Run
Printer Services
Online Editor |ProConnective System Information Mail Address in Registry
Create Last visited 25 web sites ©) Help
Pc information Received.

FIGURE 4.15: ProRat connected computer window

29. Click on KeylLogger to steal user passwords for the online system.

Port: ENNIN A [ Discomect || W] 4] #]2 ] i o] <]
Engiish  |"W//7717/7 PC Information /7111111

PC Info Applications
Message Windows

Computer Name WIN-0JAQ7QJ8PAI

- User Name Administrator
Chat el B vindows Uer P*H
Funny Stuff | File Manager | TGG OIS LT TE S English (United St

Control Panel Registry System Path C:\Windows\systen3

|Esplorer Search Files | LT DITE 14 )] : C:\Windows

Shut Down PC| Screen Shot ;fzguzﬁz = MISErSNADHINITIY
Clipboard Keylogaer | (PRSI TR NO
Give Damage | Passwords | DEY) 1/8/72618
R. Downloder Run
Printer Services
Online Editor [ProConnective System Information Mail Address in Registry
Create Last visited 25 web sites @) Help

Pc information Received.

FIGURE 4.16: ProRat KeyLogger button
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like a remote desktop

access. The hacker gains
complete GUI access of

the remote system:

* Infect victim’s computer
with server.exe and plant
Reverse Connecting
Trojan.

The Trojan connects to
victim’s Port to the
attacker and establishes
4 reverse connection.,

Attacker then has

complete control over

victim’s machine,

m Banking Trojans are
programs that steal data
from infected computers
via web browsers and
protected storage.

Module 07 - Malware Threats

30. KeyLogger window appears; click Read Log to view the key logs

performed by the target user on the victim machine.

8  Keylogger

Read Loa ” Delete Log I I Save as | | Clear Screen I | ©) Help

CharSet: ’7 E [

FIGURE 4.17: ProRat Keyl ogger window

31. Switch to Windows Server 2012 machine and open a browser, or
Notepad, and type any text.

New Text Document.txt - Notepad =10

File Edit Format View Help

Bank Account Number: 123456789
Pin Num : 0000

FIGURE 4.18: Text typed in Windows Server 2112 Notepad
32. While the victim is writing a message or entering a username and
password, you can capture the log entity.

33. Now, switch to the Windows 10 Virtual Machine, and click Read Log
from time to time to check for keystrokes logged from the victim
machine.

ESl  Keylogger

nt number

|KeyLog Received,

FIGURE 4.19: ProRat Keylogger window
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34, Now click the Registry button to view registry editor of the Windows
Server 2012 machine.

ProRat V2.1 S.Edition By LaVozrVersion : V2.1

Connected[10.10.10....

ish |7

PC Info Applications

/7777777 PC Information /7777777

- Computer HName WIN-0JAQ7QJ8PAI
Mestone W"Tdows User Name : Administrator
Chat el 8 Vindows Uer : D*H
Funny Stuff | File Manager | (GO LLIT DL TED (S English (United St
IE%plorer PNl B lJindows Path C:\Windouws
v | oy | S N A et
emp Pa :\Users y
Shut Down PC| Screen Shot Productid
Clipboard Keylogger | (FRYSMISIT NO
Give Damage | Passwords | DEY] 1/8/2018
A. Downloder Run
Printer Services
Online Editor |ProConnective System Information Mail Address in Registry
Create Last visited 25 web sites ©) Help
KeyLog Received.

FIGURE 4.20: Pro Rat Registry option

35. Registry Editor window appears, where you can choose the Registry
Editor from the Root Key drop-down list and you can see and also
modify the registry of the victim’s machine as shown in the screenshot.

Name _______Jvae ]

B (Defaul) [value r t)

entHandler

ProRat V2.1 S.Edition By LaVozrVer... ] X

Deder verisi

l 0K I Cancel I

Directories are refreshed,
a

FIGURE 4.21: ProRat Editing registry
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36. Close the Registry related windows, and switch back to the main window
of the ProRat.

37. In the same way, you can make use of the other options that allow you to
explore and control the victim machine.

Note: ProRat Keylogger will not read special characters.

38. On completing the lab, end the binder server.exe process on the
Windows Server 2012 machine.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
on your tatget’s secutity posture and exposute through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes ™ No
Platform Supported
Classroom iLabs
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Module 07 - Malware Threats

Creating a Trojan Server using
Theef

Theef is a Windows-based application for both a client and a server. The Theef server
is a virus that you tnstall on a target computer; and the Thegf client is what you then
use to control the virus.

Lab Scenario

A backdoor Trojan provides tremote, usually surteptitious, access to affected
systems. A backdoor Trojan may be used to conduct distributed denial of service
(DDoS) attacks, or it may be used to install additional Trojans or other forms of
malicious software. For example, a backdoor Trojan may be used to install a
downloader or dropper Trojan, which may in turn install a proxy Trojan used to
relay spam or a keylogger Trojan that monitors and sends keystrokes to remote
attackers. A backdoor Trojan may also open ports on the affected system, and
can thus potentially lead to further compromise by other attackets.

Lab Objectives

The objective of this lab is to help students learn to detect Trojan and backdoor
attacks. The objectives of this lab include:

= Creating a server and testing the network for attack
®  Detecting Malware

= Attacking a network using sample Trojans and documenting all
vulnerabilities and flaws detected

Lab Environment

To complete this lab, you will need:

=" Theef tool located at Z:\CEH-Tools\CEHv10 Module 07 Malware
Threats\Trojans Types\Remote Access Trojans (RAT)\Theef

= A computer running Windows Server 2016 Machine
= A computer running Window 10 Virtual Machine (Attacker)
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Execute Serverin
the Victim
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= A computer running Window Server 2012 Virtual Machine (Victim)
= A web browser with Internet access

®  Administrative privileges to run tools

Lab Duration

Time: 5 Minutes

Overview of Trojans

Theef is a2 Remote Access Trojan written in Delphi, which gives remote attackers
system access via port 9871. It is a Windows-based application for both a client and a

server. The Theef server is a virus installed on a target system, and using Theef client,
an attacker can control the virus.

Note: The versions of the created client or host, and the appearance of its website,
may differ from that of the lab. But the actual process of creating the setver and the
client is the same.

Lab Tasks

1. Generally, an attacker might send a setver executable to the victim machine
and entice the victim to run it. In this lab, for demonstration purposes, we are
directly executing the file on the victim machine, Windows Server 2012.

2. Taunch the Windows Server 2012 virtual machine (as victim), and navigate
to ZACEH-Tools\CEHvI0 Module 07 Malware Threats\Trojans
Types\Remote Access Trojans (RAT)\Theef.

3. Double click Server210.exe to run the Trojan on the victim’s machine.

Appiication Tools

Home  Shate  View Manage
[0 » Theet v ¢ [ seatch Theet o
s A Name - Date modified Type Size
B Desktop & cgiparam.ini Configuration sett 1KB
8 Dowmloads [ client210.exe Application s22k8
15, Recent places B tditserver210.exe Application 236K
= | Loggedkeys.tat Text Document 1KB
1™ This PC S & passan Application extens. 42KB
 Desitop | readmetd Text Document 4KB
I Documents __ Savedkeys.bit Tex Document DKB
& Dowmioads % Scanner.dil 23/2002 2.01 AM  Application extens, 50 KB
B Music I (W serve210.exe 11/1/2004 58 AM__ Application 534 KB)
¥ Pictures 2 theefini /24 1:30AM  Configuration seét KB
& Videos T upx.ece Application 2 KB
e Local Dk (C) | % zipudl Application extens 48 K8
12iems 1 em selected 683 KB =

FIGURE 5.1: Windows Server 201 2-Theef Folder

4. If the Open File - Security Warning pop-up appeats, click Run.
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5. Now log onto the Windows 10 virtual machine (as attacker), and navigate
to Z\CEH-Tools\CEHv10 Module 07 Malware Threats\Trojans
Types\Remote Access Trojans (RAT)\Theef.

B sasi 2 6. Double click Client210.exe to access the victim machine remotely.
Establish = "J
Connection with =
the Target A [l > Theet v © | SearchTheet »
- Date modified Type Siue
3/7/2004 2:25 AM Configuration sett...
1 219AM A
11/1/2004 1223AM _ Application
1072014 1002 P Text Document 1kB
37772004 355 AM Applhication extens... 42K8
12/24/2005 403 PM  Text Document 4KB
2/10/2014 10.02PM  Text Document oke
8/23/2002 1201 AM  Application etens... 6Ke
11/1/2004 458 AM  Application 624 KB
2/10/2014 10:30PM  Configuration sett... 1K8
11/6/2002 11:13PM  Application 92 KB
10/20/2004 3:44 AM  Application extens... 48KB
FIGURE 52: Windows 10-Running Clien210.exe
7. 1If the Open File - Security Warning pop-up appears, click Run.
8. 'The main window of Theef appears as shown in the screenshot:
FIGURE 53 Theef Main Screen
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9. Enter the target (Windows Server 2012) IP Address in the IP field
(10.10.10.12), and leave the Port and FTP fields set to default. Click Connect.

Note: The target IP address may vaty in your lab environment.

FIGURE 54: Theef Connecting to Victim Machine

10. Now, in Windows 10 you have successfully established a remote connection
with the Windows Server 2012,

11. To view the computer information, click on Computer Information in the
lower patt of the window.

FIGURE 5.5: Theef Gained access to Vietim Machine
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e ——————)
H rtask 3 12. In Computer Information, you can view PC Details, OS Info, Home, and
Network by clicking their fespective buttons.
Information 13, Here, for instance, PC Details has been selected to view computer-related

FIGURE 5.6: Theef Computer Information
14. Click Spy to capture screens, Keyloggers, etc. of the victim machine.

FIGURE 5.7: 'Theef Spy
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TASK 4 15. Select Task Manager to view the tasks running on the target machine.
Manipulate Tasks
in the Task
Manager
FIGURE 5.8: Selecting the Task Manager
16. In the Task Manager window, select a process (task), and click Close
window to end the task in the target machine.
FIGURE 59: Theef Task Manager Window
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Note: The tasks running in the task manager may vary in your lab environment.

17. Similarly, you can access the details of the victim machine by dlicking on
respective icons.

18. On completing the lab, end the Server210.exe process on the Windows
Server 2012 machine.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
on your tatget’s secutity posture and exposute through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

O Yes No
Platform Supported
M Classroom M iLabs
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Creating an HTTP Trojan and
Remotely Controlling a Target
Machine using HTTP RAT

A Trojan is a program that contains malicions or harmful code hidden inside
apparently harmiless programming or data, enabling it to take over system control and
canse damage, such as ruining the file allocation table on a hard drive.

Lab Scenario

HTTP/HTTPS Trojans can bypass any firewall, and work as kind of a straight
HTTP tunnel, but one that works in reverse. They use web-based interfaces and
port 80 to gain access. The execution of these Trojans takes place on the internal
host and spawns a “child” at a predetermined time. The child program appears
to be a user to the firewall so it allows the program access to the Internet.
However, this child executes a local shell, connects to the web setver that the
attacker owns on the Internet through a legitimate-looking HT'TP request, and
sends it a ready signal. The legitimate-looking answer from the attacker’s web
server is in reality a seties of commands that the child can execute on the
machine’s local shell.

Auditing a network against HT'TP RATSs is generally more difficult as well as
essential, as most firewalls and other perimeter secutity devices cannot detect
traffic generated by a HTTP RAT Trojan. As an ethical hacker and pen-tester,
you must understand the working of HT'TP Trojans to protect your networks
against such malware.

Lab Objectives
In this lab, you will learn how to:
® Run HTTP Trojan on Windows Server 2012 and create a Server

= Execute the Server from Windows 10 Machine

= Control Windows 10 machine Remotely from Windows Server 2012
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Lab Environment

To catty out this, you will need:

= HTTP RAT located at ZACEH-Tools\CEHv10 Module 07 Malware
Threats\Trojans Types\HTTP HTTPS Trojans\HTTP RAT TROJAN

=  Windows Setver 2012 running in Virtual Machine (attacker machine)
=  Windows 10 running in Virtual Machine (victim machine)
*  You need a web browser to access Internet

®  Administrative privileges to run tools

Lab Duration

Time: 5 Minutes
Overview of The Lab

Remote Access Trojans (RAT's) are malicious programs that run invisibly on the
host’s PC and permit an intruder remote access and control. A RAT can provide a
back door for administrative control over the target computer. Upon compromising
the target system, the attacker can use it to disttibute RATs to other vulnerable
computers and establish a botnet.

Lab Tasks

1. Logon to Windows Server 2012 virtual machine.

2. Navigate to Z:\CEH-Tools\CEHv10 Module 07 Malware Threats\Trojans
Create a Trojan Types\HTTP HTTPS Trojans\HTTP RAT TROJAN, and double<lick

httprat.exe.
If Open File - Security Warning pop-up appears, click Run.

Brask 1

4. HTTP RAT main window appeats as shown in the following screenshot:

R

$¥ 7 v 20mbi
B / by z0mbie
e 7

settings
W send notification with i address to mail

SMTP server 4 sending mail
u can specify saveral servers defimited with ;

femtp. mad iu soime. other smitp serverd

your emal address:
[vou@mail com

V' close Firewals server port: |80

 Cieate Ext

FIGURE 6.1: HTTP RAT mam window
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5. Uncheck send notification with ip address to mail option, enter server
port number as 84, and click Create to create a httpserver.exe file.

latest version here: [[http://freenet am/~zombie]|

settings
[l_ send notification with ip address to mail]

SMTP server 4 sending mail
u can specify several servers delimited with ;

lsmtp mail.ru;some. other. smtp. server;

your emall address:

l*,n:n_u@rn-aﬂ com
[V close FireWalls server port:
7 Eit |

FIGURE 6.2: Create backdoor

6. Once the httpserver.exe file is created, a pop-up will be displayed. Click OK.

done
send httpserver.exe 2 victim

FIGURE 6.3: Backdoor server created successfully

) The created 7. 'The httpserver.exe file should be created in the folder Z:\CEH-
rhtvff;‘; wi'(l be placed in Tools\CEHv10 Module 07 Malware Threats\Trojans Types\HTTP HTTPS
0ol directory,
7 Trojans\HTTP RAT TROJAN.
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8. Now log in into the Windows 10 machine and navigate to the place where
you saved the httpserver.exe file. Double click the file to run the Trojan.

9. If Open File - Security Warning pop-up appeats, click Run.

4 0= Application Tools.  HTTP RAT TROJAN = a X
Home  Share  View Manage e
- T HTTP HTTPS Trejans » HTTP RAT TROJAN v earch HTTP RAT TROJAN L
o) Name ’ Type ize
o Quick access -
2 httprt. 472003 11:58 PM __ Applicat 2
[ Desktop [ :
G i 31 %8)
& Dovmloads e 5 1ZO0TAM  Text f
=] Documents readme.t 7/5/2003 1201 AM  Test Document 2
= Pictures *
D Music
B Videos
&2 Dropbox
@& OneDrive
38 This PC
@ Network 9
4 items 1 item selected 30.7KB == ™

FIGURE 6.4: Running the Backdoor

10. Now, launch Task Manager to check whether the process is running on the
machine.

11. To launch Task Manager, rightclick the Windows icon, and click Task
Manager.

Apps and Festures
Powe

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Windows PowerShell

Windows PowerShell {Admin)

Task Manager

Settings

File Explorer

Search

Run

Shut dowm or sign out
Desktop

FIGURE 6.5: Launching T'ask Manager
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12. You will be able to see the Httpserver process in the task manager window.

Task Manager = (=) X
File Options View
Processes Performance App history Startup Users Details  Services
15% 61% 100% 0%
Name CPYU Memory Disk Network
35 Dropbox 40.4.46 Installer (32 bit) 0% 9.6 MB 0MB/s 0 Mbps N
(%] Dropbox Service 0% 1.5MB OMB/s 0 Mbps
42 Dropbox Update (32 bit) 0% 02M8 0MB/s 0 Mbps
%5 Dropbox Update (32 bit) 0% 1.7M8 0MB/s 0 Mbps
&7 Dropbox Update (32 bit) 0% 32MB OMB/s 0 Mbps
L) Google Installer (32 bit) 0% 0.1 M8 0MB/s 0Mbps
[ Host Process for Windows Tasks 0% 20M8 0MB/s 0 Mbps
[ Host Process for Windows Tasks 0% 3.6 MB 0MB/s 0 Mbps
httpserver.exe (32 bit) 0% 14MB 0MB/s 0 Mbps ]
(] InstallAgent 0% 1.8 M8 0MB/s 0 Mbps
%7 InstallAgentUserBroker 0% 28M8 O MB/s 0 Mbps
Q Java Update Scheduler (32 bit) 0% 1.0M8 OMB/s 0 Mbps
'ﬂ Microscft Account Background... 0% 14M8 0.1 MB/s 0 Mbps
(%5l Microsoft Compatibility Teleme... 1.0% 38 M8 0.1 MB/s 0Mbps
| [ Microsoft Compatibility Teleme... 0% 0.1 M8 0MB/s 0Mbps vi
Fewer details End task

FIGURE 6.6: Backdoor running in task manager

13. Login to Windows Server 2012 virtual machine, and launch a Web browser.

14. Enter the IP addtress of Windows 10 (10.10.10.10) in the addtess bar to
access the Windows 10 virtual machine.

Hrask 2

Analyze the
Victim Machine’s
Resources Note: Very often, the browser fails to connect to the Windows 10 virtual machine
and displays an error on the webpage. If you receive the error, simply reload the

webpage.
IP address may vary in your classroom lab environment.

Dmbie's HT TP RAT x

e @ S 100101c BCES

FIGURE 6.7: Access the backdoor in Host web browser

15. Click on the running processes link to list down the processes ranning on
the Windows 10 machine.

16. You can kill any running process from here.
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17. Click browse, and under Browse, click Drive C.

+ =

mbie's HT TP RAT X

<« cC @ 10.10.10.10 - Qo n o =

FIGURE6

Access a drive in Host web browser

18. You can browse the contents in this drive (€3) by clicking on the respective
links.

hmbie's HTTP_RAT x

Ji

€ c @ 10,10.40.10 - ; nmo =|

listing of (

FIGURE 6.9: Accessing the Contents in Gy,
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19. Click computer info link to view the information of the computer, users,

and hardware,
Ombie's HTTP_FAT x 4+ [=Ta
&~ [cRr ¥ 10,10.10.10 120% - O W m o = I

2 HTTP_RAT Infected computer }:]

computer information:

Hardware information:

FIGURE 6.10: Obtaining the Computer information

20. In real-time, attackers run this tool in the target machine, create a setver in
that machine, and execute it. By doing so, they obtain data contained in that
machine as well as the information related to its hardware and software.

21. On completion of the lab, end the Httpserver process in Windows 10.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
on your target’s security posture and exposure through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

O Yes M No
Platform Supported
M Classroom M iLabs
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demonstrated in
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Tools\CEHv10
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Malware Threats

Module 07 - Malware Threats

Creating a Virus using the JPS
Virus Maker Tool

JPS Virus Maker is a tool to create viruses. It also has a feature for converting a virus
into a worm.

Lab Scenario

Viruses ate the scourges of modemn computing. Computer viruses have the
potential to wreak havoc on both business and personal computers. The lifetime
of a virus depends on its ability to reproduce itself. Therefore, attackers design
every virus code in such a manner that the virus replicates itself # number of
times, where zis a number specified by the attacker.

In recent years, there has been considerable growth in Internet traffic generated
by malware. This traffic usually only impinges on the user when either their
machine gets infected of, during the epidemic stage of a new worm, when the
internet becomes unusable due to ovetloaded routers. What is less well known is
that there is a background level of malware traffic at times of non-epidemic
growth, and that anyone connecting an un-firewalled machine into the Internet
today will see a steady stream of port scans, back-scatter from attempted
distributed denial-of-service attacks, and host scans. Thus, it is necessary to
continue to build better firewalls, to protect the Internet router infrastructure and
provide eatly-warning mechanisms for new attacks.

As an ethical hacker and pen-tester, duting an audit of a target organization, you
have to determine whether viruses and worms can damage or steal the
organization’s information. You might need to construct viruses and worms, try
to inject them into your target network, and check their behavior, whether an
anti-virus will detect them, and whether they bypass the firewall.

Lab Objectives
The objective of this lab is to make students learn and understand how to make
vituses and worms.
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HErask 1

Launch JPS Virus
Maker

Module 07 - Malware Threats

Lab Environment
To complete this lab, you will need:

JPS tool located at ZACEH-Tools\CEHv10 Module 07 Malware
Threats\Virus Maker\JPS Virus Maker

A computer running Windows Server 2016 machine

Windows Server 2012 running on virtual machine as guest machine
Run this tool on the Windows Server 2012

Administrative privileges to run tools

Lab Duration
Time: 5 Minutes

Overview of Virus and Worms

A vitus is a self-replicating program that produces its own code by attaching copies
of it onto other executable codes. Some viruses affect computets as soon as their
codes are executed; others lie dormant until a predetermined logical circumstance is

met.
Lab Tasks
1. TLaunch the Windows Server 2012 virtual machine.
2. Navigate to Z:\CEH-Tools\CEHv10 Module 07 Malware Threats\Virus
Maker\JPS Virus Maker and double-click jps.exe.
If an Open File - Security Warning pop-up appears, click Run.
4. If aConnect to *** pop-up appears, enter the credentials of Windows Server

2016 and click OK.
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é“Note: Take a
Snapshot of the
virtual machine
before launching
the JPS Virus
Maker tool.

£ e option, Auto
Startup is always checked
by default and starts the
virus whenever the system
boots on.

Module 07 - Malware Threats

5. 'The JPS (Virus Maker 3.0) virus maker main window appeats, as shown in
the screenshot:

JPS ( Virus Maker 3.0 ) X

Virus Options :

Intemet Explorer
sable Time

None

FIGURE 7.1: JPS Virus Maker main window

6. 'The window displays various features/options that can be chosen while
creating a virus file.
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& s creation of a
virus is only for knowledge
purposes; don’t misuse this
tool.

m Alist of names for
the virus after install is
shown in the Name after
Install drop-down list.

Module 07 - Malware Threats

7. JPS lists the Virus Options; check the options that you want to embed in a
new vitus file.

8. Inthis lab, the options embedded in the virus file are Disable Yahoo, Disable
Internet Explorer, Disable Norton Anti Virus, Disable McAfee Anti Vitus,
Disable Taskbar, Disable Security Center, Disable Control Panel, Hide
Windows Clock, Hide All Tasks in Taskmgt, Change Explorer Caption,
Destroy Taskbar, Destroy Offlines (Y!Messenger), Destroy Audio Service,
Terminate Windows and Auto Startup.

JPS ( Virus Maker 3.0) X

Virus Options :
[[] Hide
[] Hide Dutlook E:
[[] Hide Windo
[[] Hide Desktop lcor
nar

ble Interet E splorer
ble Time

FIGURE 7.2: JPS Virus Maker main window with options selected
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9. Click a radio button (here, Restart) to specify when the virus should start
attacking the system after its creation.

og Off  © Tum Off

Name After Install: A Server Name:

FIGURE7.3: JPS Virus Maker main window with Restart selected

ELD it of server rames 10. From the Name After Install drop-down list, choose the name of the service

is present in the Server A R
Name drop-down list. (hete, Rundli32) you want the vitus to mimic.

Select any server name.
og Off O Tum Off Hibrinate None

Name After Install: | Rundiis2 ' Server Nam - v

FIGURE 7.4: JPS Virus Maker main window with the Name After Install option

11. Choose a server name (here, Svchost.exe) for the virus from the Server
Name drop-down list.

€ Dot forget 1o
change the settings for
every new virus creation.
Otherwise, by default, it
takes the same name asan
sdfiscvirg, FIGURE 7.5: JPS Virus Maker main window with Server Name option

12. Now, before clicking on Create Virus!, click icon to configure the virus

options.

Create Virus!

FIGURE 7.6: Configuring the Virus option
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13. A Virus Options window appears, as shown in the screenshot:
Hrask 2

JPS ( Virus Maker 3.0) X
Configure the

Virus Opti Virus Options :

[___] Che

[ Change Computer Name

[[] Enable Conve: m [ auto copy to path's |

m Make sure to check

before clicking on Create

Virus!

Change Icon:
Transparne!
Love Icon
Flash Icon 1

Flash Icon 2 ) ) Setup2 Icon
> Font Icon 3 & 2 ZIP Icon

Log OFf O Hibrinate

al A ! Ne
Name After Install: Server Name:

FIGURE. 7.7: Configuring the Virus options

14. Check the Change XP Password option, and enter a password (hete,
qwerty) in the text field. Check Change Computer Name option, and type
Test in the text field. Check Change IE Home Page option, and type a
website url in the text field.

15. You can even configure the vitus to convert to a worm. To do this, check the
Enable Convert to Worm checkbox, and provide 2 Worm Name (here,

16. For the worm to self-replicate after a particular time petiod, specify the time
(in seconds; here, 1 second) in the Copy After ficld.
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(L) Features

Change XP Password
Change Computer Name
Change IE Home Page
Close Custom Windows
Disable Custom Service
Disable Process

Open Custom Website
Run Custom Command
Enable Convert To Worm
- Auto Copy Server To
Active Path With Custom
Name & Time

Change Custom Icon For
your created Virus (15
leons)

Module 07 - Malware Threats

17. Select JPG Icon radio button in the Change Icon section, and click Restart
radio button, in the lower part of the window.

JPS ( Virus Maker 3.0) X

Virus Options :
[7] Chany

[[] Change Computer Name

[[] Change IE Home Pa

[] Enable Co

Worm Name :

Change Icon:

Transparnel

Love Icon

Flash Icon 1

Flash Icon 2 BMP Icon
Help Icon

FIGURE 7.8: JPS Virus Maker main window with Options

18. After completing your selection of options, click on Create Virus!

FIGURE 7.9: JPS Virus Maker Main window with Create Virus! Button
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19. A pop-up window states: Server Created Successfully.... Click OK.

FIGURE7.10: JPS Virus Maker Server Created successfully message

20. The newly created virus (setver) is placed automatically in the folder whete
jps.exe is located, but with the name Svchost.exe.

21. Now, pack this virus with a binder or virus packager, and send it to the
victim machine through emails, chats, mapped network drives, and so on.

Lab Analysis

Document all the files, created viruses, and worms in a separate location.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

O Yes No
Platform Supported
M Classroom M iLabs
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Module 07 - Malware Threats

Creating a Worm using the Intemet
Worm Maker Thing

Internet Worm Maker Thing is a tool to used create worms. It can also convert a virus
into a worm.

Lab Scenario

Internet Worm Maker Thing is an automated scripting tool used to genetate
malicious code. It enables you to specify criteria down to the most basic element,
including the actions you want it to petform, its display language, and its launch
date. This lab demonstrates how easily an attacker can create a worm. As an
ethical hacker and pen-tester, you can use Internet Worm Maker Thing as a proof
of concept to audit perimeter security controls in your organization.

Lab Objectives
The objective of this lab is to make students learn and undetstand how to make
viruses and worms.

Lab Environment
To carty out this lab, you will need:

= Internet Worm Maker Thing, located at ZACEH-Tools\CEHv10 Module 07
Malware Threats\Worm Maker\Internet Worm Maker Thing

= A computer running Windows Server 2016 machine
=  Run this tool on Windows Server 2016

®  Administrative privileges to run tools

Lab Duration
Time: 10 Minutes
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Hrask 1

Make a Worm

é*Note: Take a
Snapshot of the
virtual machine
before launching
the Internet
Worm Maker
Thing tool.

£ e option, Auto
Startup is always checked
by default and starts the
vitus whenever the system
boots on.

Module 07 - Malware Threats

Overview of Virus and Worms

Computer worms ate stand-alone malicious programs that replicate, execute, and
spread across the network connections independently without human interaction.
Intruders create most of the worms to replicate and to spread across a network,
consuming available computing resources, thereby causing network servers, web
servers and individual computer systems to stop responding. Howevet, some worms
carry a payload to damage the host system.

Lab Tasks

1. Navigate to ZACEH-Tools\CEHv10 Module 07 Malware Threats\Worm
Maker\Internet Worm Maker Thing, and double-click Generator.exe file.

2. 'The Internet Worm Maker Thing main window appears, as shown in the
screenshot:

W Internes Woem Maker Thing :- Weraen 4,00 Public Edmion

Worr N Lt I Frithessace I ChangeDese [~ Fapiait G
ri’i  Actvate Payioeds On Oate ® -~ ¥ Admin Lodeut Bug
E Day: [ S Sazencipeath
o = I Disable Systen Resaaes e :
E— = I DesblewWndonsSeamty [~ canencomText | PayaSand RIS
@ & [ Infect BatFles
erson r_ iy | Do trton seaty Tite: I T
G e L LY — = et Yo
5 Chance of actvating pavke: L [ toop Sond [ infect oe Hex
Message T~ Disable Mazro Securty
[ ownee I Dissbie Fur Commnd I"”“P = I Hade Deshop Exran
¥ irchde [ votee [ Hds Mloves ;_ o :‘"‘ 7 *,"" LS e [ e vnsSes
i Lo A 3 i
CutpurFath; omtemaMmmor  oocveioia, kAl | ouaietvosoms
eaie URLr S Peutwctin g
| S— [~ Ceable Kerydard T~ NeSearch Command r =
I~ Swap Mouss Drtore SHERR AN ™ Cussten e
I CoroleToDESuwparr [ OradleMauce g ¥ ~ Change Compute
I Moasage Box I~ Cpen Viebnoge Sercr arre: i
Sqrusdn Ootors Tk AL i
Starp: | ™ Mute Speckors
' e ™ Change Crive 1con
Ghobal y (o} ¢ 15 T B
3 RegstySIatD.  yycvage: B e I~ DoteaSe 0L BE 100 Twer
¥ 5 Text: T
; :‘" "":"'::" I e Path: Cindomapiol |3
2 S"""s'; 2201 [ ™ Add s Conmatieeny 3 Uiz Th Progran sease
ot 2a Sorvien i ]
[ - L ronge NP1 X = e okl I GagedodiTaxt  htosjfnstsan.fokoetvorkco
I~ Engeh St < 2FYeu Know Anyting Adout VES
g ™ Dsable Regedt ST Pah Teat (Max 8 Chars): Frogrammng e Suapert T
[~ Gemen Strap o r— T e Pogn (See
- o strtw sable Bxplores. exe ™ Open CdOrmves Rvacira]. Tharkss.
P [~ Change Reg Oirer I Lock Wawiatatin ™ Change Wiskosoer r L
wrh St "
i tioton strhio Owner: [~ Dombasd Fe Mores| Path Or LRL |
URL ™ AddToFanortes
I e Reg Orgmsatin. | I crumontr Mo
Organsaton: S As [~ Change Tme
e - [ o M L
I Exeute Gonmiosdes [« [

FIGURE 8.1: Internet Worm maker thing main window

3. Enter 2 Worm name, author, version, message and output path for the
created worm,

4. C(lick the Compile To EXE Support checkbox.
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the virus after install is
shown in the Name after
Install drop-down list.
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5. In the Startup section, click the English Startup checkbox.

@ Internet Worm Maker Thing :- Version 4.00 :- Public Edition

Worm Name:
T—
Author:

Juggyboy

Version:
FF
Message:

¥ Indude [C] Notice

Output Path:

IC:\Worms

|~ Global Registry Startup
|~ Local Registry Startup
[~ Winlogon Shel Hook
[~ Start As Service

[V Engish Startup

[~ German Startup

I™ Spanish Startup

[ French Startup

[~ Italian Startup

INTERNET WORM MAKER THING V4

Payloads:
" Activate Payloads On Date

—

" Randomly Activate Payloads

Chance of activating payloads:
1N [ crance

[~ Hide All Drives

[~ Disable Task Manager

[~ Disable Keybord

|~ Disable Mouse

[~ Message Box

Titie:

[~ Disable Regedit

[~ Disable Explorer.exe
[~ Change Reg Owner
Owner:

—

[~ Change Reg Organisation
Organisation:

——

|~ Change Homepage
URL:

[~ Disable Windows Security
[ Disable Norton Security

[~ Uninstall Norton Script Blocking

|~ Disable Macro Security
[™ Disable Run Commnd

[~ Disable Shutdown

[~ Disable Logoff

[~ Disable Windows Update
[~ No Search Command

I~ Swap Mouse Buttons

[ Open Webpage

URL:

—

[~ Change IE Title Bar
Text:

—

[~ Change Win Media Player Txt

Text:

—

™ Open CdDrives
™ Lock Workstation

[ Download File More?
URL:

——

Save As:

™ Execute Downloaded

[~ Print Message
[~ Disable System Restore

[~ Change NOD32 Text
Title:

Message:

[™ OutlookFun1 _?
URL:

Sender Name:

——

[~ Mute Speakers
[~ Delete a File
Path:

[~ Delete a Folder
Path

—

[ Change Walpaper
Path Or URL:

——

[~ CPUMonster
[ Change Tme
Hour Mn

-

FIGURE 8.2 Sclect the options for arcating Worm

6. Select the Activate Payloads on Date radio button, under Payloads, and
enter the Chance of activating payloads value of 5.

7. Select the Hide All Drives, Disable Task Manager, Disable Keyboard,
Disable Mouse, and Massage Box checkboxes.

8. Enter a Title and a Message, and select Information from the Icon drop-

down list.
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& Dot forget to
change the settings for
every new virus creation.
Otherwise, by default, it
mkcs the same name asan
carlier virus,
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9. Select the Disable Regedit, Disable Explorer.exe and change Reg owner
checkboxes.

' Internet Worm Maker Thing :- Version 4,00 :- Public Edition

INTERNET WORM MAKER THING V4

Viorm Name: pEyOme I~ Change Homepage [~ Print Message
® (+ Activate Payloads On Date 1
8 worm URL: |
Btors Day: [“—‘ .
£ l— [ﬁ Disable System Restore
Prsgrbor = | I sable vindons Seaty = crange noo32 Text
Version: = o [~ Disable Norton Security Title:
. Randoaly Activate Payioads 4 wtal Norton Script Blackig
- Chance of activating payloads: [~ Disable Macro Security i
IVaur system is effect 1IN |5 CHANCE [~ Disable Run Commnd li
[ Include [C] Notice ¥ Hide Al Drives [~ Disable Shutdown
" Disable Logoff I~ OutiookFun1_7 |
Output Path: |V Disable Task Manager [~ Disable Windows Update
URL:
[E:\Worms [v Disable Keybord I~ No Search Command
i Swap Mouse Buttons l
[V Compie To EXE Support [V Disable Mouse i
[ Meatoe o l;uorzen Webpage Sender Name:
Spreading Options Title: + I
Startup: facked I~ Mute Speakers
|~ Ghobal Regstry Startup M ; :'OnmoelE‘l'ldeBa Dt sk
Local Regi Star! ext:
L sy Sexig lVour system is hacked Path:
I~ Winlogon Shell Hook
r Fgme Tcon: 5 5 ‘
bl formation < [ Chonoe Wi Meds Flover It = 1 icrs o Folder
¥ Engish Startup Text:
[ Disable Regedit [ Path
|~ German Startup = A ﬁ
Disable Explocer .exe Open
L i W Change Reg O 8 S [~ Change Wallpaper
wner "
re Startup < €9 I Lock Workstation e
[~ Itallan Startup y | Dwond Hle. ariy ] .
IMOVDOY URL:
¥ Change Reg Organisation [~ CPU Monster
Organisaton: Save As: [~ Change Time
Juggy Boy Hour Min
I Execute Donloaded &
FIGURE 8.3: Sckect the options for creating worm
10. Select the Change Homepage checkbox, and

http/www.certifiedhacker.com in the URL field.

type

11. Select the Disable Windows Security, Disable Norton Security, Uninstall
Norton Script Blocking, Disable Micro Security, Disable Run command,
Disable Shutdown, Disable Logoff, Disable Windows Updates, No Search
Command, Swap Mouse Button, and Open Webpage checkboxes.

CEH Lab Manual Page 710

Ethical Hacking and Countermeasures Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



Module 07 - Malware Threats

12. Select the Change IE Title Bar, Change Win Media Player Txt, Open Cd
Drives, and Lock Workstation checkboxes.

@ Internet Worm Maker Thing :- Version 4,00 :- Public Edition

INTERNET WORM MAKER THING V4

T EEE=—
Worm Name: Payloads: [v Change Homepage [~ Print Message
W (& Activate Payloads On Date URL: ]7
- Day: ﬁ
Author: - i cextiede [~ Disable System Restore
Juggyboy [V Disable Windows Security [~ Change NOD32 Text
Version: - R ¥ Disable Norton Security Title:
F—- i [6— Randomly Activate Payloads [ Uninstall Norton Script Blocking Ii
s Chance of activating payloads: | = picable Macro Seaurity = ;
[fou system’s effect 1[5 CHANCE [V Disable Run Commnd e
isable Shutd
¥ Indude [C] Notice V Fide Al Drives b Dl oo
[V Disable Logoff [~ OutiookFun1_? |
Output Path: IV Disable Task Manager [V Disable Windows Update
URL:
W [V Disable Keybord ¥ No Search Command ,7
> Swap Mouse Buttons
|V Compile To EXE Support ¥ Disable Mouse ~
v e Bo [V Open Webpage Sender Name:
Spreading Options e URL:
F 5 2 dhi
s W tp: /fwevew. certifiet [ Mote Spe
2 IE Title Bar
|~ Global Registry Startup A : P Change IE Ti ik
ext:
|| LocalRegaty St Your system Is hacked Path:
|~ Winlogon Shell Hook : [—
con:
™ Start As Service lm F?hanqulnMedaPlaverTxl [~ Delate a Folder
¥ English Startup Text:
[V Disable Regedit — Path
|~ German Startup o P s Ii
v Dt lorer.exe Open
o e [V Change Reg O # o [~ Change Wallpaper
v wner e
[~ French Startup i g ¥ Lock Workstation e
ner: al :
[~ Italian Startup I” Download Fle More?
Juggyboy URL: '
[V Change Reg Organisation [~ CPUMonster
Organisation: Save As: [~ Change Time
Juogy Boy Hour Min
[~ Execute Downloaded 8 I

FIGURE 8.4: Select the options for creating worm

13. Select the Print Message, Disable System Restore, and Change NOD32
Text checkboxes.

14. Enter a Title and a Massage in their respective fields.
15. Enter the URL as http:/www.certifiedhacker.com and Sender Name as

juggyboy.
16. Select the Mute Speakers, Delete a Folder, Change Wallpaper, and CPU
Monster checkboxes.
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17. Select the Change Time checkbox, and enter a time in the Hour and Min

fields.

[V Change Homepage
URL:

ihttp: //www.certifiedh:

[V Disable Windows Security

[V Disable Norton Security
W Uninstall Norton Script Blocking
v Disable Macro Security
v Disable Run Commnd

v Disable Shutdonn

v Disable Logoff

|V Disable Windows Update
¥ No Search Command

V' Swap Mouse Buttons

¥ Open Webpags

URL:

lhttp: //wwwe, certifiedh:
[V Change IE Title Bar
Text:

——

[V Change Win Media Player Txt
Text:

[V Open Cd Drives

¥ Lock Workstaton

[~ Download Fie More?

URL:

Save As:

[~ Execute Downloaded

[V Print Message
[v Disable System Restore]

[V Change NCD32 Text
Title:

lHa(ked

Message:

Imur system is hacked
[~ OuticokFun1_2 |
URL:
'http://‘mvw.:erbﬁeduc
Sender Name:

[Jqubov

[V Mute Speakers
[V Delete a File
Path:

—

[V Delete a Folder
Path

—

¥ Change Wallpaper
Path Or URL:

—

¥ CPU Monster
¥ Change Time

Hour Min
Ff

[~ Change Date
oD MM oYY

.

[~ Play a Sound

™ Loop Sound
[~ Hide Desktop

[~ Disable Malware
Remove

r Disable Windows
File Protection

[ Corrupt Antivirus
r Change Computer
Name

——

[~ Change Drive Icon
DLL, EXE, ICO:

wndonavio [
[~ Add To Context Menu
[~ Change Clock Text

Text (Max 8 Chars):
,—

I Hackil Gates_2 |
[~ Keyboard Disco

[~ Add To Favorites
Name:

—

URL:

—

Index:

r Exploit Windows
Admin Lockout Bug

[ Blue Sareen Of Death

Infection Options:

[~ Infect Bat Files

" Infe

r

Extras:

[ Hide Virus Fies

Plugins

[~ Custom Code

1f You Liked This Program Please
Visit Me On

htto: i £l A
If You Know Anything About VBS
Programming Help Support This
Project By Making A Plugin (See
Readme). Thanks.

[Control Pane!

Generate Worm

About Me

fields.

FIGURE 8.5: Sekect the options for creating worm
18. Select the Change Date checkbox, and enter a date in the DD, MM, and YY

19. Select the Loop Sound, Hide Desktop, Disable Malware Remove, Disable
Windows File Protection, Corrupt Antivirus, and Change Computer Name

checkboxes.
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Module 07 - Malware Threats

20. Select the Change Drive icon, Add To Context Menu, Change Clock Text,
Keyboard Disco, and Add To Favorites checkboxes.

IET WORM MAKER THING V4

V¥ Change Homepage
URL:

Fttp://vmw.czrﬁﬁedu

|V Disable Windows Security
v Disable Norton Security
|V Uninstall Norton Script Blocking
| Disable Macro Seaurity
v Disable Run Commnd

[V Disable Shutdown

¥ Disable Logoff

|V Disable Windows Updats
¥ No Search Command

|V Swap Mouse Buttons

[V Open Webpage

URL:

Fltp://wl\'a\uctrﬁﬁea'u

v Change IE Title Bar
Text:

—

[V Change Win Media Player Txt
Text:

¥ Open Cd Drives

V' Lock Workstation

|~ Download File More?
URL:

Save As:

e

I~ Execute Downloaded

¥ Print Message
ﬁ
¥ Disable System Restore
¥ Change NOD32 Text
Title:
faaed
Message:
I~ OutiookFun1_? |
URL:
Sender Name:

uggyboy
W Mute Speakers
[V Delete aFile
Path:

—

[V Delete a Folder
Path

——

¥V Change Wallpaper
Path Or URL:

—

[V CPU Monster
WV Change Time

s

[V Change Date

DD MM Yy
po 2 [
[~ Play a Sound
,7
W Loop Sound
[V Hide Desktop
{7 Disable Mahare

Remove

Disable Windows
File Protection

[V Corrupt Antivirus
Change Computer
4 Name

—

[V Change Drive Icon
DLL, EXE, ICO: Index:

[V Add To Context Menu
[V Change Clock Text
Text (Max 8 Chars):

[—
™ HackBil Gates | 2 |
¥ Keyboard Disco

[V Add To Favorites
Name:

—_—

URL:

—

r Exploit Windows
Admin Lockout Bug

[ Blue Sareen Of Death
Infection Options:
[™ Infect Bat Files

Extras:
[~ Hide Virus Files

.

™ Custom Code

If You Liked This Program Please
Visit Me On

http: //xrusteam. fallennetwork.com
If You Know Anything About VBS
Programming Help Support This
Project By Making A Plugn (See
Readme). Thanks,

Control Panel

Generate Worm

About Me

checkboxes.

FIGURE 8.6: Sekect the options for creating worm

21. Select the Exploit Windows Admin Lockout Bug and Blue Screen Of Death
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22. Select the Infect Bat Files checkbox, under Infection Options; select the
Hide Virus Files checkbox, under Extras; and click Generate Worm, under
Control Panel.

-

\ET WORM MAKER TH

ING V4

¥ Change Date
DD MM YY

[ Disable SystemRestore |0 [02 [0

[V Change Homepage [V Print Message
URL:
http: /fwww.certifiedh:
[V Disable Windows Security [ Change NOD32 Text
[V Disable Norton Security Title:
[V Uninstall Norton Seript Blocking ﬁdu:d
[V Disable Macro Security 3
[V Disable Run Commnd S
[ Disable Shutdown ‘our system is hacked
v Disable Logoff [~ OutlockFun1_2 |
[V Disable Windows Update URL:
[ No Search Command : -
W Swap M Buttons http: //www. certifiedhac
vV Open Webpage Sender Name:
URL: Juggyboy
http:/fwww.certifiedh:
[V Mute Speakers
Ch IE Title Bar
Y, Cene 211 ¥ Delete aFile
Text:
[— Path:
[V Change Win Media Player Txt [ Delete a Folder
Text:
[— Path
[V Open Cd Drives
[V Lock Workstation V¥ Change Walpaper
™ Download Fle More? Path Or LRL:
URL:
V¥ CPU Monster
Save As: [V Change Tme
Hour Min
[~ Execute Downloaded 1 Es

I~ Play a Sound

—

V¥ Loop Sound

|V Hide Desktop

pﬁsaﬁebﬂware
Remove

pDisableWIndows
File Protection

¥ Corrupt Antivirus

pchangecuvwber
Name

—

¥ Change Drive Icon
DLL, EXE, ICO: Index:

[V Add To Context Menu
[V Change Clock Text
Text (Max 8 Chars):
r—
ks 7
¥ Keyboard Disco

¥ Add To Favorites
Name:
ﬁ

URL:

—

v Exploit Windows
Admin Lockout Bug

[V Blue Screen Of Death
Infection Options:

[V Infect Bat Fies

r s Fil

[T Infect voe File
Extras:

V' Hide Virus Fles

o |

[~ Custom Code

1f You Liked This Program Please
Visit Me On

http: //xirusteam. fallennetwork.com
1f You Know Anything About VBS
Programming Help Support This
Project By Making A Plugin (See
Readme). Tharks.

—Control Panel——————————

Generate Worm

About Me

FIGURE 8.7: Sekect the options for creating worm

23. Once the worm is successfully created, an Information! dialog box appears.
Click OK to close the pop-up.

rlnfo

rmation!

l‘\'0| Your new worm.vbs has been made!

X

FIGURE 8.8: Successful creation of worm pop-up window
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Module 07 - Malware Threats

24. The created worm.vbs is saved to the output path you provide, while
configuring the Internet Worm Maker Thing. In this lab, the worm is saved

to the location C:MWoms,

worm.vbs

FIGURE 8.9: Created worm in a folder

25. In this way, attackers might craft worms using any of the above options and
send them to the intended victims. When the victim runs the worm, the
options configured in the worm start acting upon the victim’s machine, which
might also affect its performance.

Lab Analysis

Document all the files, created viruses, and worms in a separate location.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes No
Platform Supported
M Classroom M iLabs
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Module 07 - Malware Threats

Virus Analysis using VirusTotal

ViirusTotal is a free service that analyes suspicions files and URLs, and facilitates
the quick detection of viruses, worms, Trojans, and other kinds of malware.

Lab Scenario

In today's online environment, it's important to know what risks lie ahead at each
click. Every day millions of people go online to find information, to do business,
to have a good time. There have been many warnings about the potential for data
theft, such as identity theft, phishing scams, and pharming. We have at least heard
of denial-of-service attacks and "zombie" computers, and now yet another type
of online attack has emerged: holding data for ransom.

VitusTotal helps you, an expert Ethical Hacker and Penetration Tester, to analyze
files and URLs enabling the identification of viruses, worms, Trojans, and other
kinds of malicious content detected by anti-virus engines and website scanners.
In this lab, you will see how you can analyze malware using online virus analysis
services.

Lab Objectives
The objective of this lab is to learn and understand how to make viruses and worms
to test an organization’s firewall and anti-virus programs.

e Analyze virus files over the Internet

Lab Environment
To complete this lab, you will need:
= A computer running Windows Server 2016 as virtual machine

= A web browser with Internet access

Lab Duration
Time: 5 Minutes
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Module 07 - Malware Threats

Overview of VirusTotal

VirusTotal’s stated mission is to help improve the anti-vitus and secutity industry and
make the Internet a safer place through the development of free tools and setvices.
VirusTotal simply acts as an information aggtegator. The aggregated data ate the
output of different antivirus engines, website scanners, file and URL analysis tools,
and user contributions. The malware signatures of antivirus solutions present in
VirusTotal are periodically updated as they are developed and distributed by anti-virus
companies. The update polling frequency is 15 minutes—thus ensuting that these
products are using the latest signature sets. Website scanning is done via API queries
to the different companies providing the particular solution; hence, the most updated
version of their dataset is always used.

Lab Tasks

Hrasx 1 1. ILoginto the Windows Server 2016 virtual machine.
2. TLaunchaweb browser (here, Firefox), type httpz//www.virustotal.com in the
VirusTotal addtess bar, and press Enter.

Scanning service . .
3. 'The VirusTotal webpage appears in the browser; click Upload and scan file,
F S

3] VirusTotad X =
€ [(.j 8 hrios//wew.virustotal.com/#/mome/uoloac G] Q Search T e ¥ # 8 v =
Analyze suspicious fi URLs to detect types of malware
Inclu worms, and trojans.
File URL Search
k -
FIGURE 9.1: Virus Total Home Page
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Module 07 - Malware Threats

4. 'The File Upload window appears; navigate to ZACEH-Tools\CEHv10 Module
07 Malware Threats\Viruses, sclect tini.exe, and click Open.

@ File Upload X
“~ v 4 « » Viruses > vl Search Viruses L
Organize v New folder = ™M @
Il Desktop ) Name = Date modified Type
¥ Downloads # Klez Virus Live! 12/13/2017 1:54 AM _ File foldef
| Documents [IE tini.exe 6/22/2005403PM  Applicati
&= Pictures +
‘e Local Disk (C:)
3 vou cn upload any ® Shaped
infected file to analyze. I This PC
I Desktop
i Documents
& Downloads
) Music
&= | Pictures i % >
File name: | tini.exe v| All Files (*.%) v

FIGURE 9.2 Selecta file for Virus analysis
5. 'The selected file will be sent to the VirusTotal server to analyze.

6. VirusTotal returns a detailed report displaying the result of each anti-virus for
the selected tini.exe malicious file, as shown in the screenshot:

31 VirasToral X
<> C® hitps/jwww.virustotalcom/#/1e/36 neo =
= -
E Search-ar scan a URE, TP:address; domain; ar P hash PY Signin
o A 59 engines detected this file
e} 9654bb748199882b0fb29b1fa597c0cfe3bad610adf4188a0b. .,
= =
EX tiniexe
File size 1K
(: 59/ 67.\] Last analysis 2017-12-13 0806140 UTC
. v Community swore 99
Detection  Details | Relatons  Community ()
Ad Aware A GenvaniantZusyElzob a0y
Acgrtab A Backdosr w2 Tingbic
AhnLab Vi A Win-Trojan/1Q 8
Alac A #cxdooRATTini
Antiy-AVL A Yrajan{Backdoor)/Win32.Tiny.c
Arcabit A Trojan 2usyEizob sos v
3 2
FIGURE 9.3 Analyzing the file
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Lab Analysis

Analyze and document the results of this lab exercise. Provide your opinion on your
target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

M Yes O No
Platform Supported
M Classroom O iLabs
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Module 07 - Malware Threats

Virus Analysis using IDA Pro

Computer worms are malicions programs that replicate, execute, and spread themselves
across network connections independently, without human interaction.

Lab Scenario

Malware analysis provides an in-depth understanding of each individual sample
and identifies emerging technical trends from the large collections of malwate
samples without actually executing them. The samples of malware are mostly
compatible with the Windows binary executable. There are a vatiety of goals in
performing Malware analysis. As an ethical hacker and pen tester you have to
perform malware analysis to understand the working of the malware and assess
the damage that a malware may cause to the information system.

Lab Objectives
The objective of this lab is to make students learn and understand how to make
viruses and worms to test the organization’s firewall and antivirus programs.

Lab Environment

To complete this lab, you will need:

= JDA Pro located at Z:ACEH-Tools\CEHv10 Module 07 Malware
Threats\Malware Analysis Tools\Static Malware Analysis
Tools\Disassembling and Debugging Tools\IDA

= Windows Server 2016 running on virtual machine
=  Run this tool on Windows Server 2016

®* You can also download the latest version of IDA Pro from the link
httpy/www.hex-rays.com/products/ida/index.shtml

=  Administrative privileges to run tools
Lab Duration

Time: 10 Minutes
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Erask 1

IDA Pro

EQ Read the License
Agreement carefully before
accepting.

7 Reload the input file

This command reloads the
same input file into the
database., IDA tries to
retain as much information
as possible in the database.
All the names, comments,
segmentation information
and similar data will be
retained,

Module 07 - Malware Threats

Overview of the Lab

As a disassemblet, IDA Pro explores binaty programs, for which source code might
not be available, to create maps of their execution. The primary purpose of a
disassembler is to display the instructions actually executed by the processor in a
symbolic representation called “assembly language. “But in real life, things aren't
always simple. Hostile code usually does not cooperate with the analyst. Viruses,
worms, and Trojans are often armored and obfuscated. More powerful tools are
required. The debugger in IDA Pro complements the static analysis capabilities of the
disassembler. By allowing an analyst to single step through the code being
investigated, the debugger often bypasses the obfuscation and helps obtain data that
the more powerful static disassembler will be able to process in depth.

Lab Tasks

1. Loginto the Windows Server 2016virtual machine.

2. Navigate to ZACEH-Tools\CEHv10 Module 07 Malware Threats\Malware
Analysis Tools\Static Malware Analysis Tools\Disassembling and
Debugging Tools\IDA and doubleclick idafree70_windows.exe.

If the Open File - Security Warning pop-up appeats, click Run.
The IDA installation wizard appears; click on Next to continue with the
installation.

“ Setup - IDA Demo v7.0 = X

Welcome to the IDA Demo v7.0
Setup Wizard
This will install IDA Demo v7.0 on your computer.

It is recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

Demo

Version 7.00

Hex-Rays © 2017

e

e ——

FIGURE 10.1: IDA Pro Setup
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B Trace window

In this window, you can
view some information
related 1o all traced events.
The tracing events are the
information saved during
the execution of a program.
Different type of trace
events are available:
INStruction tracing events,
function tracing events and
write, read/ write ot
execution tracing events.

(3 Add breakpoint

“This command adds a
breakpoint at the current
address. If an instruction
exists at this address, an
instruction breakpoint is
created. Or else, IDA
offers to create a hardware
breakpoint, and allows the
user to edit breakpoint
settings.

Module 07 - Malware Threats

5. Select the | accept the agreement radio button for IDA Pro license
agreement, and then follow the wizard driven installation steps to install IDA.

ﬁ Setup - IDA Demo v7.0 - X
License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

IDA License Agreement ~
SPECIAL DEMO VERSION LICENSE TERMS

This demo version of IDA is intended to demonstrate the capabilities

of the full version of IDA whose license terms are described

hereafter. The demo version of IDA may not, under any circumstances,
be used in a commercial project.

The IDA computer programs, hereafter described as “the software”
are licensed, not sold, to you by Hex-Rays SA pursuant to the 2l

|©Iacmpt the ﬂeementl

(O 1 do not accept the agreement

oo (] | e

FIGURE 10.2 IDA Pro license agreement

6. On completing the installation, ensure that Launch IDA option is checked,
and then click Finish.

ﬁ Setup - IDA Demo v7.0 —

Completing the IDA Demo v7.0
Setup Wizard

Setup has finished installing IDA Demo v7.0 on your computer.
The application may be launched by selecting the installed
shortcuts.

Click Finish to exit Setup.

Demo

Version 7.00

|Hex-Rays © 2017

——
FIGURE 103: IDA Pro instaltion complkted
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7. If the IDA License window appears, click on | Agree.

' IDA License

IDA License Agreement
SPECIAL DEMO VERSION LICENSE TERMS

This demo version of IDA is intended to demonstrate the capabilities

of the full version of IDA whose license terms are described

hereafter, The demo version of IDA may not, under any drcumstances,
be used in a commerdial project.

The IDA computer programs, hereafter described as “the software”
are licensed, not sold, to you by Hex-Rays SA pursuant to the
terms and conditions of this Agreement. Hex-Rays SA reserves any
right not expressly granted to you. You own the media on which the
ftware is delivered but Hex-Rays SA retains ownership of all

77 The config
are searched in the
IDAEXE directory. In the
configuration files, you can
use C, C++ style
comments and include files,
1f no file is found, IDA
uses default values.

ion files

77 Add execution trace

This command adds an
execution trace to the
current address,

copies of the software itself. The software is protected by copyright
law.

The software is licensed on a “per user” basis. Each copy of the
software can only be used by a single user at a time. This user may
install the software on his/her office workstation, personal laptop and
home computer, provided that no other user uses the software on those
computers. This license also allows you to

Make as many copies of the installation media as you need for backup
or installation purposes. Reverse-engineer the software, Transfer the
software and all rights under this license to an other party together
with a copy of this license and all material, written or electronic,
accompanying the software, provided that the other party reads and
accepts the terms and conditions of this license. You lose the right
to use the software and all other rights under this license when
transferring the software.

Restrictions

You may not distribute copies of the software to another party or
electronically transfer the software from one computer to another if
one computer belongs to another party.

You may not modify, adapt, translate, rent, lease, resell, distribute,
or create derivative works based the software or an t

| 10ssgree |

FIGURE 10.4: IDA Pro License accepts
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// Compile an IDC script.

/{ The input should not
contain functions that are

// currently executing -
otherwise the behavior of
the replaced

// functions is undefined.
/f input -ifisfile = Q,

then this is the name of file
to compile

/ otherwise it
hokls the text to compile

[/ returns: 0 - ok,
otherwise it returns an
error message.

string Compile Ex(string
input, long isfile);

/{ Convenience macro:

#define Compile(fik)
CompileEx(fik, 1)

777 Function tracing

‘This command starts
function tracing. You can
then use all debugger
commands as usual: the
debugger will save all
addresses where a call to a
function or a return from a
function occurred.

Module 07 - Malware Threats

8. 'The IDA: Quick start pop-up appears; click on New.

O IDA: Quick start

|E Disassemble a new file
Go \ Work on your own
Previous Load the old disassembly

[“] pisplay at startup

FIGURE 10.5: IDA Pro Wekome window

9. 'The IDA main window appears, along with the Select file to disassemble
window. Navigate to ZACEH-Tools\CEHv10 Module 07 Malware

Threats\Viruses\Klez Virus Live!, sclect face.exe, and click Open.

-

-
HBH e-w- 580 3w 0 2220-24X »00 sNg Irr
D st fie 10 Sarssemivie x
Onganoe = New folder - ™ @
Ractow tabdes \ote ' e
@ ThapC . " ey
=o U0 O Appent
e 3 :::’u ppbeatid
3 T e ke
e T tnoopy xe 1 Appicaid
D M
& Pt
B Ve
%o Local Dk ()
ax CEM-Tooks (W6E
o Netmont
v < >
Fie mame: | tace ene - Eecutable fhes "exe) Cove)
Fo—— e R .

FIGURE 10.6: IDA Pro file browse window

CEH Lab Manual Page 724

Ethical Hackis

g and G

All Rights Reserved. Reprod

Copyright © by EC-Councll

Peokiki

is Strictly F




Module 07 - Malware Threats

10. The Load a new file window appears; keep the cutrent settings, and click OK.
Add/Edit anenum

'i Load a new file X
Action  name: AddEnum
Action hame Bdidaum Load file ....5\CEH-Tools2\CEHv 10 Module 07 Malware Threats\Viruses'\Klez Virus Live! \face.exe as
These commands allow you Portable executable for 80385 (PE) [pe.dil]
to define and to edit an
enum type. You need to
specify:
- name of enum Processor type
- its serial |MetaPC (disassemble af opcodes) [metapc] ol
number Analysis 1 : I
3 K Loading segment  0x00000000 Kernel options 1| Kernel options 2
( ’ ) EE bl e o emmprind Rl B eSS
. g Loading offset  0x00000000 M Indicator enabled ‘ Processor options l
representation
of enum Options
members Loading options [] Load resources
Fill segment gaps ] Rename DLL entries
Create segments ] Manual load
[] Create FLAT group Create imports segment
Load as code segment
e [
|
FIGURE 10.7: Load a new file window
11. If a Warning pop-up appeats, click OK.
12. If Please confirm dialog-box appeats, tead the instructions carefully, and
click Yes.
13, 'The final window appears after the analysis is complete, as shown in the
screenshot:
m . - Sawh Vaw  Osbugger  Optiont  Wndows  Help
Select appropriate A e BRA N ) DO RSP X > OO OB 4 s
options as per your O -
requirement. Urwy i, [ Aagu Lrcren B bovucon 11 O B Unesgired 1 vl vl
rnwewn 0 0 X DeaversD Dot Dowewn D 0 tnm 0 5 won 0 @ oown O
n:j:: .‘ p_——————————————————n}
o 0liw
77 'TMP or TEMP: e :
Specifies the directory e } It __atécal] VENA(HINSTAICE hIntaace, NINSTARCE MevevIastance, LPSTA Tpcadiine, It nfhovnd)
where the temporary files s.ove e JTh P
will be created. ey e vkcrirartavies SEAVICE TARLE_ONTRVA 3t 180
et
o _0AE
o _Oue $oard pe 4N
ham i
o 0D
o_une
s v
e~ eax, [ebpridats) .
Gt v v 0e x : Mrllv:oq—unl
i
A00. 008 (-R4, -RER) (1800, 0TH) SOROTAE GOADTEI NWARNALA (W N 4. 81 (BYMRIGRLAE VAIA Nes View-i)
§ Ovmast wrdow oe
fhe initisl has been finished, 2
FIGURE 10.8: IDA Pro window after analysis
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[ Add read/write trace

‘This command adds a

read fwrite trace to the
current address.

Each time the given
address will be accessed in
read or write mode, the
debugger will add a trace
event to the T'race window.

B Create alignment
directive

Action name: Make
Alignment

‘This command allows you

to create an alignment
directive,

Empty input file

‘The input file doesn't
contain any instructions or
data, i.c. there is nothing to
disassemble.

Some file formats allow the
situation when the file is
notempty but it doesn't
contain anything to
disassemble. For exampl,
COFF/OMF/EXE
formats could contain a file
header which st declares
that there are no executable
sections in the file.

Module 07 - Malware Threats

14. Go to View - Graphs and click Flow Chart from menu bar.

BE Toce me T8 TETN Yoz ci et es Virun UverToce & L
6t Jump Sawrch [View | Debogper Options  Windows  Help
--O-: im R A 4.4 8 i
wnhanlluu ?
[ nmsommnton @ 5 B Fonction e Qnefl om0 ween O
a screen m a PP
: : B oty o A
% Recent scripts Anefs
User refs chart.
& &
T Print segment regaten Care Space
1 Prntintemetfogs ¢ tance, MINSTANCE WPrevinstence, LPSTH lpCadiine, int nShowCed)
- bde CeteNumpada -
& Urbide ColeMiumpades A pre -308
- e st
B Ushideat
X Detete hidden range
me_

FIGURE 109: IDA Pro flow chart menu

15. A Graph window appears with the flow. You may zoom in to view cleatly.

Ew-m,m - Graph of _WinMain@16

View Zoom Move

Help

S QAQARY + LOo@T B\

]

X

[@eavwr 3], §

wieve 4 8

o0, [@isdervienuTants)
|.'pL~1ommn-b 2
TiogeslrvioasurTat i Igsaevtoerao], offom ans; “niew
o et et ey <

ey fomame ], of feut Sery boause

FIGURE 10.10: IDA Pro flow chart.
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m Zoom in to have a
better view of the details.

m Zoom in to havea
better view of the details.

(L Tnstruction tracing

‘This command starts
instruction tracing. You can

Module 07 - Malware Threats

[FTVinGrphaz - Graph of Winham@16 -

File View Zoom Move Help

S QRART+ LOMDTHB %

aj
X

mov ebp, esp
sub esp, 1A0h
lea eax, [ebp+WSAData]
push eax; lpWSAData
push 2; wVersionRequested
call ds :WSAStartup
call sub_40S5FE
test eax, eax
jz short 1oc_407457
false true
call sub_406DFD
cmp FileName, 0
jz short 1oc_407420

]

L

rue

false

push
~a11

offset FileName; 1pFileName
cuk ANGRNE

FIGURE 10.11: IDA Pro zoom flow chart

[TV inGraphiz - Graph of Wimham@ 16 -
File View Zoom Move Help
S AAHRY Y O %
L ] |pop ecx L
jnz short 1oc_40745
—
fallse l—fa]se—

L

then use all the debugger
commands as usual: the and [ebptvar_8], 0
debugger will save all the and [ebptvar_4], 0
modified register vahies for - £49 lea eax, [ebp+ServiceStartTable]
cach instruction. When you ¢—{mov [ebp+ServiceStartTable .1pServiceName], of fset ServiceNa
dlick on an instruction trace  pc_407457 push eax; IpServiceStartTable
event in the trace window, mov [ebp+ServiceStartTable .1pServiceProc], offset aHS; “hls l
IDA displays the call ds:StartServiceCtr1DispatcherA
corresponding register
values preceding the ]
execution of this fal
instruction. In the Result 8199 vrue
column of the Trace l#
window, you can also sce
which registers were xor Bax, eax
ot b
instruction. retn 10h
v
>
FIGURE 10.12: IDA Pro zoom flow chart
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16. Close the Graph window and go to View = Graphs and click Function

calls from menu bar.
Mene A e e me - -4 x
e € bump  Sewch [Viow ] Oobogger Options  Windows  Help
A = B Opensbviem ' @ X » OO st ve@ APrE
[ T — e 9
Tocibars b |21 post flow chart nbels
Lerary function Regis =
T :

Irnciorawedon O (7 i s o O twen O

T & Grigh Ovenview o

] sb_s01000 » B doefs brom

v 5 acent scrpts P B .

a.,_.,,,. @ Detabuse snapihot manager... CarleShitte T L i

b 0L

b OIFA T Pt segment regazen CuleSpace

o T Pkt fogs ' ltance, MINSTAIKE hhrevinttance, LPSTH Lpadiing, Int nShouCad)

iy Yde Curte Numped

wh_ oL - 2

] o _somn * Umde  cul Napades ™ ptr -10n

] mb. 0001 - Hdest

wo_01es

:wﬁm‘ & Unndess

wb_01E02 X Delete hidden cangs

b %320C Medden aems..

FIGURE 10.13: IDA Pro Function calls menu

17. Window showing call flow appeats; zoom in for a better view. Close the
WinGraph32 Call flow window after completing the analysis.
[FTVinGrapniz - Cotl flow of foce.cne -

File View Zoom Move Melp

@ RaHT+ FOGTH N

FIGURE 10.14: IDA Pro call flow of face

E’ WinGraph32 « Call flow of face.exe - o x
File View Zoom Maove Melp

S AQAHY + FOITHE N

B Empty input file

‘The input file doesn't
contain any instructions or
data, i.e. there is nothing to
disassemble.

Some file formats allow the
situation when the file is
notempty but it doesn't
contain anything to
disassemble. For example,
COFF/OMF/EXE
formats could contain a file
header which just declares
that there are no exccutable
seetions in the file,

FIGURE 10.15: IDA Pro aall flow of face with zoom
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18. Click Windows on the menu bar, and select HexView-1.

(6t Jump Sewch View u«m opm[:@m

B e B S 3 o BB oo
HR DI e seitep
|.-nnnnlh-iu-:.-lnma-I(:-i O
ectssindon SO 8% Bravoea® |

Reset desitop
Oews O 5 wos 0 & eoes O

u

| Attrisstes:  Previouswindow Snnere

‘ i to _svaca  Cosemindew ARED TE hrevimstence, LPSTR Tptadline, §nt nShowced)
vimuingie ¢ foccommandime  Cle.
hesadaten WSC ] Output window a0
ServiceStart »
e e o T Funcrions wndom Ane1
var 4n dvord (3 DAViews an2
ninstances
hPrevInstanc:
LpCadt inew de (] Structures Anes
bush  ebp Sl bmpoms ane6

il Eees L3

FIGURE 10116: IDA Pro Hex View-A menu

19. IDAdlsplays the hex values, as shown in the screenshot:

1ot Jump Sewch View Debugger Options Windows Help

H e-a- 688 } o 0 222 2-2uX »00
‘.

Lrary functon [l Regular functon Il Instructon 1 Deta Il Unexsiored || Extermal symbal

o8 x a;--.;nl_@:::g]mmn B ewm 0 & owoes O F ooen O

©0 77 35 1C 39 49 88 F7 15 50 00 40 &....y5.91.9.
FHEBR WG DD
Y3 4 60 68 OC 33 49 00 FF 1S 32 A.,Alﬂmny.c .
nuu 39 45 00 €850 IF FF FF C2 Of.5.€.91.8.9994
£0 51 £C 4D 01 00 00 80 55 68 FE FF LUA. ... PR
EF 13 £0 01 40 00 €8 FF £l FF FF 83 my.*.w
TS PR IF FF 50 30 04 00 41 00 00 74 B4, .t
A5 00 L8 KA L6 FFIT BS QO 59 25 37 MDA Repy VY
35 45 00 00 74 20 B3 €5 78 00 B3 65 FC feeS1..t-fes. fed
€7 45 P4 O3 . EOKEOUNT, PCEOR
FFFF 0 (O sB.5..08. 208y A
55 88 6C
75 0 €8
"

g e

l::!!;!3

3
Q
&
3
£R
s
a2

ssFrygeoegiggnses
23

109 18 FG 04 00
n

L 2

£ 3 2444

£8
o
8R258632
=

S
SEREREILSCS
BRBE2LLBRTEFIQERS
B
R 3

jggaussz
=
t §

SRAFLBASEINRBISE
5
2
I
5
&

saRsed
22822BALEEEREO2SSR2LBESNERERER
BALIABYS

La2upoRRe

R
FQUSBBRRUILTRESRSUB LTSRS 2S

EBB3RBUITREERFLEEAS

SUEEUNERLSUBRRONUSE
TCEBRYBBOINEREIRRRESS

BUCSRIBEURSERYE

48

&
ERRRYIEABAIESED
gB28IRIY
&

L2

%
o]
i
A

O0D0TSEX OD4OTIEI: WisMais(x,x,x,X) (Synchronised with IDA View-A)

ol kol

FIGURE 10.17: IDA Pro Hex View-A result
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20. Click Windows from the menu bat, and select Structures.

L -

[l e P cne TIPrYT

m

Cowe O 'i--u E veon O

H
1 34 3.0

R RS 2 Fh

¥
4
=28

FIGURE 10.18: IDA Pro Hex Structure menu

21. IDA displays all the Structures (to expend structures, click on Ctrl and +),
as shown in the screenshot:

TEBT Youls i 6 L
e £62 Jomp Semch View Debugge Optices Windows Help
BH == L5808 3w @O 2d@ -2 X > 00wt T e 4
=0 I
by Ancton [l Regusr frcton Il Isructon 1 Dets [ Unexpiored | Exteal mymond
08 x Moivewdld Trowntt) | DovoaD |5 owm O 5 won 0 @ toon O
l\“ PNS0000 | [GN00020 BYTES. COLLAPSED STRUCT FILE. PRESS CTAL -MPWADe TO EXPAD] -
pooseecs | (sostests BYTES, COLLAPMED STRGY Rl s Fatss Cra-mpwube 10 D)
"7Tools '
demonstrated in
this lab are
available in HFIGURE 10.19: IDA Pro Hex Structure result
Z:\CEH- 22. Click Windows from the menu bar, and select Enums.,
Tools\CEHv10 - S — - —
Module 07 6 Mg Sewh View M- m@n«o
Malware Threa MH e BN & 3 G BN ey @ O e suge a@ Frr
e o B DI # e st - 3
huﬁl-uw-m-ln-‘ :""‘“
00 x Muaweald Cowe O 8 won 0 Feeen O
il beesoed st bden meviogn M35 (TR MAWADe TO [WPAND | -
POeeens § [eeeees  STATS, PRESS CYRL MWD 10 Do)
Poeeneos ; [seocoe N Winsows bt FRESS TR MINAD. 10 LN
Pt o "
Freven wnsoe ety
Oere mmtew i
Focu (ommend e Cbe.
T Oviput windew 2.0
T Fumcsems wndow el
@ CAvewa a2
T e viewt e
B saucturns s
S5 e Ll
= iy -
FIGURE 10.2% IDA Pro Enums menu
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23. IDA displays the Windows Enum results, as shown in the screenshot:

X Tocwewe (LIRS VLT 3o VI W LY oo sery T e, L |
fle (80 Jump Sewch View Oebugger Optioms Windows Hep
BH e 558 3 v D0 2222w X > 00 watonw S o A d
=0 =
ibrary ncton [l Reguer functon Il etucton 1 Dets I nexgiored | Extenal symial
08 x Doiverst Traver:tl DomarmO [T o O |5 o 0 F oo O

<

-

FIGURE 10.21: IDA Pro Enums result

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s secutity posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

Yes O No
Platform Supported
M Classroom O iLabs
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Module 07 - Malware Threats

Virus Analysis using OllyDbg

OlpDbg is a debngger that emphasizes binary code analysis, which is useful when
sotree code is not available. 1t traces registers, recognizes procedures, API calls, switches,
tables, constants, and strings, and locates routines from object files and kibraries.

Lab Scenario

There are literally thousands of malicious logic programs and new ones come out
by the numbers, so that's why it's important to keep up to date with new ones
that come out each day. Many websites keep track of this. There is no known
method for providing 100% protection for any computer or computer network
from computer viruses, worms, and Trojan horses. But people can take several
precautions to significantly reduce their chances of being infected by any of these
malicious programs.

In this lab, OllyDbg is used to analyze virus registers, procedures, API calls,
tables, libraries, constants, and strings.

Lab Objectives
The objective of this lab is to make students learn and understand analysis of the
viruses.

Lab Environment

To complete this lab, you need:

= OllyDbg tool, located at ZACEH-Tools\CEHv10 Module 07 Malware
Threats\Malware Analysis Tools\Static Malware Analysis
Tools\Disassembling and Debugging Tools\OllyDbg

= A computer running Windows Server 2016 as virtual machine

® You can also download the latest version of OllyDbg from the link
http//www.ollydbg.de/

* Run this tool on Windows Server 2016
= Administrative privileges to run tools
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Module 07 - Malware Threats

Lab Duration
Time: 10 Minutes

Overview of OllyDbg

This debugging engine is now more stable, especially if one steps into the exception
handlers. There is a new debugging option, "Set permanent breakpoints on system
calls." When active, it requests OllyDbg to set breakpoints on
KERNEI32.UnhandledExceptionFilter (), NTDILLKiUserExceptionDispatcher(),
NTDLL.ZwContinue() and NTDLL.NtQueryInformationProcess().

Lab Tasks
TASK 1 1. Navigate to Z:ACEH-Tools\CEHv10 Module 07 Malware Threats\Malware
Analysis Tools\Static Malware Analysis Tools\Disassembling and
Debug a Virus Debugging Tools\OllyDbg, and double-click OLLYDBG.EXE.

2. If the Open File - Security Warning pop-up appeats, click Run.
3. If the UDD Directory Absent dialog box appears, click OK.
4. 'The OllyDbg main window appears, as shown in the screenshot:

% OliyDbg - o X
File View Debug Options Window Help

ESI You can also
download the latest version
of OllyDbg from the link
http:/ /www.ollydbg.de.

FIGURE 11.1: OllyDbg main window

Note: When you launch OllyDbg for the first time, 2 number of sub-windows
might appeat in the main window of OllyDbg; close all of them.
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L pana formas. Dump
windows display data in all
common formats:
hexadecimal, ASCII,
UNICODE, 16-and 32-bit
signed/unsigned /hexadeci
mal integers, 32/64/80-bit
floats, add resses,
disassembly (MASM,
IDEAL, HLA or AT&T).

m OllyDbg can debug
multithread applications.
You can switch from one
thread to another, suspend,
resume and kill threads or
change their priorities.

Module 07 - Malware Threats

5. Choose File in menu bar, and choose Open....

6. The Open 32-bit executable window appears; navigate to Z:\CEH-
Tools\CEHv10 Module 07 Malware Threats\Viruses, sclect tini.exe, and

click Open.

OllyDbg

3 Open 32-bit executsble

Looki; | | Viuses

Name T

Klez Virus Live! 12/13/2017 1:54 AM _ Fi

<
Fiename: e

Fies of tye:  [Executablo fie (exe)

Aaguments: |

FIGURE 112 Select tini.exe Vitus

7. 'The output appears in a window named CPU - main thread, module ntdll,

as shown in the screenshot:

OllyDbg - tini.exe
File View Debug Options Window Help

>

+{ESP)
iFastSystenCal IRet
TTR99520
MOBE
PTRIDTZE
| R
»OUORD PTR $8: [ESP)
»OUORD PTR SS1lESP]

ZEEDK-DUW PTR SS:{ESP+8]

o
i

j22EB2ETTIBRE:
boosooozoosscaon

FIGURE 11.3: CPU utilization of tiniexe

SOAGNDTO

EFL eeoozzo2
ST0 enpsy 8.0

T2 Enpty
ST3 enpty 0.8

t B(F
248008 FFF

H{FFFFEF]

O LastErr ERROR_SUCC
(N0, NB, ME,
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8. Choose View in menu bar, and choose Log.

FIR 08 (ECx)

M QEC20863
RS  ccat e e A1t
Qeoeaeed
QPO
PTR $5:[ESP)
SEH chain FTR SS:[ESP]
ED Full UNICODE Patthes PTR 53: (E5P+8)
s‘:gl]wl:]L ?n %cg;ms ek 3 ERRDR_SUCCE! 202020
available for strings X é 1534 ERROR.SUCCESS (Dacozoaod
are also available for : w hﬁ" ai I B RE AL R SR
UNICODE, and vice e
versa. OllyDbg is able to _ References
recognize UTF-8 strings. B Run trace " s

Soiirce VALIFFEC

Source files

File
2 Taxtfile
AR4EIRGE( A B9 BE
203p3263| @0 €0 02 @
@D4BIETY 90 20 B i
A04E35731 00 £0 02 4

FIGURE 11.4: Select og information
9. A window named Log data appears in OllyDbg (Leg data), displying the
log details shown in the screenshot:
Olfy Dbg - tin,exe S
File View Debug Options Wmow d

R RS ERERRE

PIERTERSR
o

FIGURE 1 L5 Output of Log data information of tini.exe
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10. Choose View in the menu bat, and then choose Executable modules.

OllyDbg - tini.exe
@chvg Options  Window Help

Int.sns’

P ITUSEENE iniLene

1
32 sepiCil.al
32 kot Frinisives.dll
3 4.dlL
S2wmvert dit

22.dlL

3Evewchost.dll
32 KERNEL32. [L|
?N'dl Loatl

QB4BIBSE| 00 OF

QB403E7E| 20 02 20

FIGURE 11.6: Viewing exeautable modules

11. A window appears in OllyDbg (Executable modules), displaying all the
executable modules as shown in the following screenshot:

L1 Watches Watchis an
expression evaluated cach
time the program pauscs, You
can use registers, constants,
address expressions, Bookan 4De020 ' nsRieTRRSE o
and algebraical operations of czasel DE0SRIN 74542 v s wauﬂgm?}m ives.dll
any complexity. ’n§ | b EN
aratl
TASES0Z0/ Modu le CtWindows\Syste 7"“: d.dil
Zwelbante €1 windseSyasenaauyoss alt
S BRI B SR Rl o
Fraseald|Single step euant at ntdll.77R9R9)
:gkﬁ]a [ [15]
ME3E38 we @0 20
s gt Ens
o & up eo
63 90 63 06 5
na 0 00 80
o2 20 0e g0
@ 90 69 68 0
o a0 89 96 fa
FIGURE 11.7: Output of executable modules of tiniexe
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12. Choose View in menu bat, and then choose Memory.

OllyDbg - tini.exe
ile [ View ] Debug  Options  Window Help

C:
C1 Mind
C1 Mindows SYSTEM3Z ntdll.dllL

A T (REEEREEEEEEEERE]

FIGURE 118 Viewing memory mappings

13. A window appears in OllyDbg (Memory map), displaying all memory
mappings, as shown in the screenshot:

OllyDbg - tini.exe (u] X
File View Debug Options Window Help

@o.yug 2045008 02012002 nao R
03132008 Beanznna v R
supports four 02150008) o200-82 :’.,:'," By
different decoding 20100000 puane e ]
82330000| 02004002 Priv R
sog—— Jaasinses ha
Ideal, HLA and g e
00462002 D2015002 Priv Ri
AT&T 0P560000| 02007902 Priv RU x _
8E592000| 020C1002 viap R | \Device Harddi skik
90750000 DEA0ZA02 Eriv Ry
90702002| 02003002 Priv R
SC2E2000| 02052002 Tnas| RIE
5C342000| 0200002 Tnas RIE
92077000 Tnas RIE
72762900 02001002 Tnas RIE
82002902 Tnas| RIE
B4000| 02001002 Tnas RIE
92901302 Tnas RIE
22001002 Tnas| RIE
22001909 Tnas RIE
22001062 Tnas RIE
§2065000 Tnas RIE
22002002 : RUE
FIGURE 11.9: Output of Memory map of tiniexe
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14. Choose View in menu bat, and then choose Threads.

OllyDbg - tini.exe

FIGURE 11.10: Viewing the threads

15. A window appears in OllyDbg (Threads), displaying all threads, as shown in
the screenshot:

OllyDbg - tini.exe = a X
File View Debug Options Window Help

FIGURE 11.11: Output of threads

16. 'This way, you can scan a file and analyze the output using OllyDbg.

Lab Analysis
Document all the files, created viruses, and worms in a separate location.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

[ Yes M No
Platform Supported
M Classroom M iLabs
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Module 07 - Malware Threats

Monitoring TCP/IP Connections
using the CurrPorts

CurrPorts is a network monitoring software that displays a list of all currently gpened
TCP/IP and UDP ports on a local computer, along with the processes running on its
ports.

Lab Scenario

You already know that the Internet uses a softwate protocol named TCP/IP to
format and transfer data. An attacker can monitor ongoing TCP connections and
have all the information in the IP and TCP headers and packet payloads with which
to hijack the connection. The attacker, having all the information on the network, can
create false packets in the TCP connection.

As a Network Administratot, your daily task is to check the TCP/IP connections of
each server you manage. You have to monitor all TCP and UDP ports, and list all the
established IP addresses of the server using the CutrPorts tool, and kill any suspicious

processes you might find.

Lab Objectives

The objective of this lab is to help students analyze the processes running on the
machine, and analyze the potts on which they are running.

Lab Environment

To complete this lab, you will need:

"  njRAT, located at ZACEH-Tools\CEHv10 Module 07 Malware
Threats\Trojans Types\Remote Access Trojans (RAT)\njRAT

= CurrPorts, located at Z:\CEH-Tools\CEHv10 Module 07 Malware
Threats\Malware Analysis Tools\Dynamic Malware Analysis
Tools\Port Monitoring Tools\CurrPorts

* You can download the latest version of CurtPorts from the link
httpJ/www.nirsoft.net/utils/cports.html
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= If you decide to download the latest version, then screenshots shown in
the lab might differ

= A computer running Windows Server 2016

m You can download . 4 .
CurrPorts tool from =  Windows 10 running as a virtual machine

http:// www.nirsoftnet.

=  Administrator privileges to run the CurrPorts application

Lab Duration
Time: 10 Minutes

Overview of the Lab

The lab demonstrates how to analyze malicious processes running on a machine using
CurtPorts. Here, you will first create a setver using njRAT, and then execute this
server from another machine. Later, you will run CurrPorts application on that
machine and find that the process associated with the server is running on it.

Lab Tasks

1. Log into Windows 10 virtual machine, and navigate to Z:ACEH-
Tools\CEHv10 Module 07 Malware Threats\Trojans Types\Remote
Create a Server Access Trojans (RAT)\njRAT.

nd Execute it . g
2 e o 2. Launch njRAT, create a server, and save it to ZACEH-Tools\CEHv10
Remote Machine . N
Module 07 Malware Threats\Trojans Types\Remote Access Trojans
(RAT)\njRAT.

Hrask 1

3. While building the setvet, assign the setver name as Trojan.exe for
demonstration purposes.

Builder H

Port . icon

| 2 a B Protect Process [BSOD]

m Name B Copy To StartUp

KeyLogs Size KB ZU H
ExeName Copy —_—

| Trojan exe|

Directory Build

FIGURE 12.1: Building a Server
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Hrask 2

Examine the
Malicious
Processes Using
CurrPorts

Module 07 - Malware Threats

4. In this lab, we are naming the server Trojan.exe.

] = Application Toals  MRAT v0.7d = =] X
Home Share View Manage (2]
- » ThisPC » Downloads » njRATv0.7d » v & | SearchnjRAT »
A Name -
# Quick access
Plugin
Wl Desito,
¢ GeolP.dat 1.2
& Downloads @ HRAT WD Tdexe .
= Documents stub.il 12/2013 5:29 AM
& Pictures Stub.manifest M MANIFEST File
D Music WinMM.Net.dii 13/2013 10:44 Appheation exte 4
B Videos EI.‘Tm,m exe 11/2/2077531AM  Application
. Onel:
FIGURE 122: Server Built
1 . i
5. Now, place this Trojan.exe file in ZACEH-Tools\CEHv10 Module 07

6.

Malware Threats\Troj Types\R te A

Trojans (RAT)\njRAT.

Switch to the Windows Server 2016 machine, navigate to Z:\CEH-
Tools\CEHv10 Module 07 Malware Threats\Trojans Types\Remote
Access Trojans (RAT)\njRAT, and double-click Trojan.exe.

= Application Tools  MRAT v0.7d = o X
Home Share View Manage (2]
« A || > ThisPC » Downlosds > mRATVO.Td > v|® o
A Name Date modified Size
# Quick access
Plugin 2112013337 File folde
I Desitop | GeolP.dat 1 AM AT File 1 KE
¥ Downloads ¢ @ nRAT 0 Tdee plicatior 1,684 KB
=] Documents « ] stubiil File 29 KB
& Pictures o | Stub.manifest NIFE { KE
. Shared (G Teojan.exe 11/2/2017 531 AM cation 24X8)
T 5] WinMM.Net.dil 013 10:44 tion extens. 2 KB
FIGURE 12.3: Sharing the Server
7. Observe that a connection has been established by the njRAT client

running on the Windows 10 machine.

@ AT O7d Portf 55527 Onlinel 1] Selacted]1] REQI0] - o 8 |

FIGURE 124: Connection Established

Now, let us analyze this process on Windows Server 2016 using
CurrPorts.

Switch back to Windows Server 2016, navigate to Z:\CEH-Tools\CEHv10
Module 07 Malware Threats\Malware Analysis Tools\Dynamic
Malware Analysis Tools\Port Monitoring Tools\CurrPorts, and double-
click cports.exe.
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Module 07 - Malware Threats

10. The CurrPorts window appears, displaying a list of currently opened
TCP/IP and UDP ports on the machine. Here, you can observe the
Trojan.exe process running on the machine, as shown in the screenshot:

& CurrPorts - a X
Fie Eft View Options el
XEE@vyaEmna
ProcessNa.. / Proces.. Protocol LocalPort Local Por.. Local Address Remote.. Remote..
4 Tce 1077
Bl Tce 1078
4 Tce 5985
4 Tce 1
=7 CurrPons utility is a fis
Bl 965 3
standalone executable, S ot e i
which doesn't require any = o o 4. ).10.10 555
Tisklation Brscets o © Unknown 0 TP 3128 127.00.1 8177
additional DLLs, @ Unknown (] Tce 3128 12700 2178
@ Unknown 0 TCp 328 127.0.0.1 817
@ Unknown 0 Tce 3128 127.00.1 8220
@ Unknown 0 Tce 3128 127.0.0.1 an
@ Unknown 0 Tce 8188 10.10.10.16 8080
@ Unknown 0 TCP 8189 10.10.10.16 80 http
@ Unknown 0 ce 8193 10.10.10.16 20 http
@ Unknown 0 P 8194 10.10.10.16 80 http I
@ Unknown 0 Tcp 8195 10.10.10.16 80 http
@ Unknown 0 ce 2196 10.10.10.16 20 http v
< >
Total Ports, 12 Remote Connections, 1 Selected NirSoft Freeware. http:/Awww.nir M"
FIGURE 12.5: Viewing the Process
11. It is evident from the above screenshot that the process is connected to
the machine on port 5552,
12. You can view the properties of the process by tight-clicking on the
process, and clicking Properties in the Context menu.
% CurrPorts - o X
File Edit View Options Help
[xBaeveasana }
ProcessNa.. + Proces.. Protocol LocalPort LocalPor.. Local Address Remote.. Remote.. Remot ™
1PNetinfo Criel
S ? Close Selected TCP Connections Ctrise T gl 12700
@ Unknown 0 P 3178 127.00
© Unknown 0 ik Brgeestes S eed ot 317 12700
@ Unknown 0 Include In Filter > 3220 127.00
@ Unknown 0 211 127.00
EL 10 the ower-left B s Bt > a0 923!
corner of the CurrPorts @ Unknown 0 et Fons B htp 12514
window, the status of total @ Unknown 0 Save Selected ltems ctls 30 nttp 139.59.
?o;n;aariﬂm:o;: layed e inincen Y Copy Selected Items Culec B Bitp 159.20;
s U © Unknown 0 Copy Remote IP Address P o® hitp 104.28.
@ Unknown 0 30 http 78841
@ Unknown 0 HTML Report - All ltems ) http 46.109.
@ Unknown 0 HTML Report - Selected Items 3080 11897
@ Unknown 0 0 hitp 104,28,
Choose Columns
@ Unknown 0 30 hitp 104.28.
@ Unknown 0 Auto Size Columns Ctrl=Plus 3080 18225
@ Unknown 0 Process Properties Ctri+p 3080 202.83.
@ Unknown 0 3080 195.98. 9
k- . : Refresh F5 g e
s e o 12 vemote Com o e e, Mo et

FIGURE 12.6: Viewing the Properties
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EIJ CurrPorts Features:

Free network monitoring
software for Windows.

Displays extensive
information on TCP/IP
and UDP connections on
your system.

Displays all kind of ports
{established, listening, or
closed).

Lets you kill specific
processes with just one
click.

Displays process properties
on double click on its table
entry.

Module 07 - Malware Threats

13. The Properties window appears displaying information related to the
process, such as the name of the process, process ID, Remote Address,
Process Path, Remote Host name, and so on.

14. Once you are done examining the properties associated with the process,

click OK.
i’roperties X
Process Name: Trojan.exe
Process ID: 11312
Protocol: ECP
Local Port: (7425

Local Port Name:
Local Address:
Remote Port:
Remote Port Name:
Remote Address:
Remote Host Name:
State:

Process Path:
Product Name:

File Description:
File Yersion:
Company:

Process Created On:
User Name:
Process Services:
Process Attributes:
Added On:

Module Filename:
Remote IP Country:
Window Title:

110.10.10.16

|5552

L

110.10.10.10

| DESKTOP-SV6DCV1

|Established

C:\UserslAdministratoriAppDatalLocal\Temp\2\Trojan

L

I
l
|

114242017 5:34:15 AM

| SERVER2016\Administrator

|

A

11422017 5:37:43 AM

|

|

i

FIGURE 12.7: Examining the Properties
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Hrask 3

Kill the Malicious
Process

EL 10 addition,
CurrPorts allows you to
close unwanted TCP
connections, kill the
process that opened the
ports, and save the

ICP /UDP ports
information to HTML file,
XML fik, or to tab-
delimited text file,

Module 07 - Malware Threats

15. Because Trojan.exe is a malicious process, you may end the process by
right-clicking on it, and selecting Kill Processes Of Selected Ports in
the context menu.

16. Alternatively, you may even select Close Selected TCP Connections, so
that the port closes, and the attacker can never attain connection through

the port, unless you open it.
E8 CurPorts - (m] X
File Edit View Options Help
XER@vramana
Process Na... Proces.. Protocol LocalPort LocalPor.. Local Address Remote .. Remote.. Remot”
I IPNetinfo Crrle| R 10.1
®
f Unkoohey 1 Close Selected TCP Connections cue1 P77 12200
@ Unknown 0 8178 127.0.0
@ Unknown 0 8179 127.00
@ Unknown 0 Include In Filter 8220 127.00
@ Unknown 0 Exclude In Filter 8 127.00
@ Unknown 0 Clear Al Filters Fe 8080 119.23¢
@ Unknown 0 80 http 125.14°
@ Unknown 0 Save Selected Items Cul+S 8o http 139.59.
@ Unknown 0 Copy Selected ltems CtrleC 80 http 159.20:
@ Unknown 0 Copy Remote IP Address Ro® http 104.28.
@ Unknown 0 80 http 78.84.1
@ Unknown 0 HTML Report - All tems 80 http 46.109.
@ Unknown 0 HTML Report - Selected Items 8080 11897,
@ Unknown 0 Choose Cakkrns 80 http 104.28.
@ Unknown 0 e i 80 http 104.28.
@ Unknown 0 e s Solms t+Plus gos0 182.25:
@ Unknown 0 Process Properties CtreP 8080 202.83.
@ Unknown 0 Properties Alt-Enter 2080 195.98.
Refresh F5
65 Total Ports, 12 Remote Conlivuniny, 1+ suveicu vare. http:iiwww.nirsoft.net

FIGURE 12.8: Killing the Process

17. 'The CurrPorts dialog-box appears; click Yes to close the connection.

CurrPorts

o Do you want to kill the processes that created the selected ports ?

No

FIGURE 12.9: Killing the Process

18. This way, you can analyze the ports open on a machine and analyze the
processes running on it.

19. If the process is found to be suspicious, you may either kill the process
or close the port.
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Module 07 - Malware Threats

Lab Analysis

Document all the IP addresses, open potts and their running applications, and
protocols discovered during the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

O Yes M No
Platform Supported
M Classroom iLabs
Ethical Hacking and C Copyright © by EC-Councll
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Module 07 - Malware Threats

Performing Registry Entry
Monitoring

Regshot takes a snapshot of the registry allowing you to compare any changes made.
Lab Scenario

While most computer users don’t generally do this but monitoring the registry
entries is a great way to track any modifications in your system. Regshot is a great
utility to track the changes made in the registry of your system after
installing/uninstalling a softwate or after any major change in the system settings.

Fora System Administrator, Regshot provides a simple way to perform the interesting
task of tracking registry modifications which prove to be useful in troubleshooting
and monitoring the background changes which are not so easily available.

Lab Objectives

The objective of this lab is to help students analyze the background changes made
in a system’s registry when installing a new software product.

Lab Environment
To complete this lab, you will need:
= A computer running Windows Server 2016
=  Windows Server 2012 running as a virtual machine
= Administrator privileges to run the Regshot application

Lab Duration

Time: 10 Minutes

Overview of Regshot

Regshot is a registry compare utility which helps to compare the changes in registry

entries after installing /uninstalling a program ot modifying the registry manually. The
purpose of this utility is to compare your registry at two separate points by taking a
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Module 07 - Malware Threats

snapshot of the registry before and one after any program/settings are
added/removed or modified.

Lab Tasks
1 Iog into Windows Server 2012 machine and navigate to Z:\CEH-

Hrask 1 Tools\CEHv10 Module 07 Malware Threats\Malware Analysis
Tools\Dynamic Malware Analysis Tools\Registry Monitoring

Run Regshot as . .
. Tools\regshot. Right-click Regshot-x86-Unicode.exe and choose Run as
Admin §
administrator from the context menu as shown in the screenshot.
Application Tools
File Home Share View Manage v
T | b v Regshot-1.9.0 v ¢ | [ searchRegshot-19.0 F)
X F = Name - Date modified Type Size
B Desitop | History bt Text Document &KB
& Dovmloads 4 | language.ini Configuration sett 28KB
% Recent places | Licensext Text Document 27KB
|| ReadMe.bit Text Document TKB
™ This PC | regshot.ini Configuration sett... 1KB
Je Desktop s Regshot-x64-ANSI exe 2/2/2013 3 Application 129K8
/| Documents i Regshot-x64-Unicode.exe Open 134 K8
& Dovmloads d Regshot-486-ANSLexe [ Run as administrator | AL
B Music (W& Regehot-@6-Unicode.exe] T bil 120K8|
= Pictures Pin to Start
-] Videos . Shred File
s Local Disk (C:) P
|2 Edt with Notepads++
Share with »
€ Network B  Addtoarchive...
B  Add to "Regshot-x85-Unicode.rar”
B Compress and email..
Compress to *Regshot-x36-Unicode.rar” and email
Pin to Taskbar
Restore previous versions
Send to »
Qitems 1 item selected 120 KB | Cut | Ely
FIGURE 13.1: Starting regshot
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Module 07 - Malware Threats

2 Regshot application window opens, select HTML document radio button

and in the Output path menu click the ... button.
Take the 1st
Registry Snapshot
Compare logs save as:
Sreene
["]Scan dir 1[;dir2;dir3;...;dir nnj:
| Cs\Windows \ \_:_}
Output path:
I C:VJsers\Ami\istramrDes]‘
Add comment into the log:
FIGURE 132: Regshot main window
3. Browse for Folder window appears; choose Desktop and click OK as
shown in the screenshot.
Desktop
3 Administrator
b (™ This PC
b 4 Libraries
b €l Network
> B Control Panel
& Recycle Bin
| MakeNewFolder | [ ok || cancel
FIGURE 133: Browse For Folder window
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Module 07 - Malware Threats
4. In Regshot’s main window, click 1st shot as shown in the screenshot.

Compare logs save as:

(O Plain TXT  (®) HTML document
lﬁ\d shot

["]scan dir 1[;dir2;dir3;...;dir nn]: Compare

C:\Windows

Clear
Output path:
I C:\Users\AdmhstratorDes! IZ]

Add comment into the log:

|

FIGURE 13.4: T'aking a registry snapshot

5. A context menu appears, click Shot and Save...

Compare logs save as:
(O Plain TXT  (®) HTML document

Shot and Save...

[]scan dir 1[;dir2;dir3;...;dir nn]:

C:\Windows

Load...

Qutput path:

| C:\Users\AdniristratorDesl B

Add comment into the log:

| |

FIGURE 13.5: I'aking a registry snapshot
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Hrask 3

Install/Uninstall
an application

4.y Favorites |

48 This PC

Module 07 - Malware Threats

6. 'The Save As window appears; enter the File name (here Shot1) and select
the location as Desktop. Then click Save as shown in the screenshot.

.\é) - 7 |-Dgsuop » v c,] l Search Desktop

Organize v  New folder

A

Administrator

& Downloads

| Recent places [ This PC

b g Desktop _ﬁ Libraries
b | Documents .
> @ Downloads
b W Music

b & Pictures

b B Videos i

File name: { Shot1

Save as type: | Regshot Unicode hive files (*.hivu)

= Hide Folders

FIGURE 13.6: Saving the registry snapshot

7. Now to demonstrate a change in the registty, install an application (hete, R-
Drive Image)

8 Navigate to Z:\CEH-Tools\CEHv10 Module 07 Malware Threats\Malware
Analysis Tools\Tool for Preparing Testbed\0S Backup and Imaging
Tools\R-Drive Image and double-click RDrivelmage6.exe. R-Drive Image
6.1 window appears, select your language and click OK as shown in the
screenshot.

@ Please select a language.

FIGURE 13.7: Installing R-Drive Image
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Hrask a

Take the 2nd
Registry Snapshot

Module 07 - Malware Threats

9. In the Completing the R-Drive Image 6.1 Setup window, uncheck
Launch R-Drive Image checkbox and click Finish as shown in the
screenshot.

Completing the R-Drive Image 6.1
Setup

R-Drive Image 6.1 has been installed on your computer,
Click Finish to close Setup.

|[] Launch R-Drive Image |

R-Tools Technology Inc

< Back ITI .

FIGURE 138: Finishing R-Drive Image installation

10. Open Regshot application window and click 2nd shet button as shown in
the screenshot.

Compare logs save as:
(O Plain TXT  (®) HTML document

[]Scan dir1[;dir2;dir3;...;dir nn}: Ijggm!)érg d I

[C:\Wmdows HJ

Output path

l C:Wsus\A;iriistratorDesl [Z]

Add comment into the log:

| |

FIGURE 13.9: Taking a second snapshot

CEH Lab Manual Page 751

Ethical Hacking and Countermeasures Copyright © by EG-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



Module 07 - Malware Threats

11. A context menu appeats, click Shot and Save... as shown in the
screenshot.

Compare logs save as:
O Plain TXT ® HTML document

ist shot

1 Shot

& Shot and Save...
. Load...

-
I C:VJSUS\Qdﬂli!ish’atD(Des' E

Add comment into the log:

["15can dir 1;dir 2;dir 3;. .. ;dir nn]:
. C:\Windows [ ‘

FIGURE 13.1(k T'aking a sccond snapshot

12 'The Save As window appeats; enter the File name (here Shot2) and select
the location as Desktop. Then click Save as shown in the screenshot.

L [- Desktop v & I | Search Desktop 7,0—|
Organize v  New folder (= A
~ -~
¢ Favorites | P
B Desktop h Administrator
# Downloads
| Recent places 9 !.&/ This PC
5 L
1™ This PC o 5
i Desktop g Libraries
| Documents | == s
& Downloads
¥ Music &! il
=/ Pictures 2 S
Shot1.hivu
& Videos X | wnnic- e
File name: ShotZi v]
Save as type: | Regshot Unicode hive files (*.hivu) vl
- Hide Folders [ save ][ Canca |
|
FIGURE 13.1 1: Saving the sccond snapshot
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Module 07 - Malware Threats

13. Now return back to the application window and click Compare as shown
in the screenshot.

Hrask 5

Compare and Compare logs save as: i
Analyse the OPlainTXT ® HTML document
Results an ghot
[]scan dir 1[;dir2;dir3;...;dir nn):
C:\Windows [

Output path:

LC :\Users\Adn‘ristratorDesJ [Z‘

Add comment into the log:

FIGURE 13.12: Comparing the registry snap

14. A prompt appears asking How do you want to open this type of file
(-htm)? Choose a web browser (here Firefox) as shown in the screenshot.

How do you want to open this type of file ( htm)?

Firefox

Google Chrome
Internet Explorer
Notepad

E Word 2016

More options

FIGURE 13.13: Viewing the registry modifications
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15. Firefox opens showing the registry entries that have been modified by
compating the 1* and the 2™ shots as shown in the screenshot.

IC/sers/Administrastor/Desitop - X

« 200

Coeand with

@ fle/fC:Nsers/Administrator/Dasktop/~res-

Daletinee: 2017/11/29 08:51:46 , 2017/11/29 08:53:41
(Computer: WIN-DIAQ7QISPAL , WIR-OIAQ7QISPAT

Keys dedeled: 22

&5

HKU\DEFAIL T \240CEERIBCDE007

HKU\DEFAULT hssets)

EQCOCFAUFEFS7

209550
5C22F057659

HKU\ DEFAULY 2
=5

240CEES

\4SCEQCCOFAQREFST
900274471099

HKUAS-1-5- A BDS5BC20955C0

5C22FI57659

HKUAS1S
Keys added: 602

w O || Q searcn

N o =

-
=

FIGURE 13.14: HTML report showing the changes made in registry

Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemnet Connection Required

CEH Lab Manual Page 754
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Module 07 - Malware Threats

Startup Program Monitoring Tool

WinPatrol is a computer monitoring utility used to protect files and folders from any
unwanted changes.

Lab Scenario

Startup programs are applications/processes which start when your system boots
up. Many malicious programs such as trojans and worms are made by attackers in
such a way that they are included during the startup and the user is unaware of the
malicious program running in the background.

As a System Administrator, your task is to find out about the applications/processes
running in your computer and remove any unwanted /malicious programs which can
breach your privacy or affect your system’s health.

Lab Objectives

The objective of this lab is to help students analyze the startup programs running
on the machine, and analyze the processes running in the system.

Lab Environment
To complete this lab, you will need:
= A computer running Windows Server 2016
= Windows 10 running as a virtual machine
®  Administrator privileges to run the WinPatrol application

Lab Duration
Time: 5 Minutes

Overview of WinPatrol

WinPatrol provides the user with 14 different tabs to help in monitoring the system
and files. This security utility gives the user a chance to look for programs that are
running in the background of a system so that the user can take a closer look and
control the execution of legitimate/malicious programs.
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Module 07 - Malware Threats

Lab Tasks

Hrask 1

Install WinPatrol

1

Loginto Windows 10 system and navigate to ZACEH-Tools\CEHv10
Module 07 Malware Threats\Malware Analysis Tools\Dynamic
Malware Analysis Tools\Windows Startup Programs Monitoring
Tools\WinPatrol. Double-click wpsetup.exe to launch the setup.

WinPatrol setup window appeats; click Next as shown in the screenshot.

® WinPatrol 35.5,.2017.8

WinPatrol 35.5.2017.8

Publisher: Rulware
Web site: S/ /e Wil com

Email address:  guppot@winpatrol com
InstalMate will install or upgrade WinPatrol on your computer.

Click Next to continue.

Copyright © 2014-2016 Ruiware LLC

This program is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this
program, or any portion of it, is a violation of applicable laws.

< Back Next > Cancel

FIGURE 14.1: WinPatrol setup window
Important information section appears; tead the info and click Next to
proceed.

b WinPatrol 35.5.2017.8 X

Important information

Please read this information carefully
before continuing.

WinPatrol Generation Il

Welcome to the newest version of WinPatrol available from your friends at WinPatrol, We are
renaming ourselves to WinPatrol to show our commitment to the continued growth and success
of WinPatrol. Our goal this year is to release a 64-bit version of WinPatrol complete with a few
new features. We are commited to keeping WinPatrol one of the most popular and useful
Windows utilities available. ¥ you're using Windows XP, Windows 8x. Windows 10 or anything
in between you¥ continue to find WinPatrol a program you must have

We recommend nstalling WinPatrol anytime you rebuild or purchase a new computer. You can
find the newest versions on our webste WinPatrol. com. WinPatrol PLUS customers will always
be appreciated and treated as Scotty’s best fiends. WinPatrol PLUS will continue to be premium
software you'll be glad to recommend to friends and family.

Thank you,
Bret Lowry

G/ - ) [

FIGURE 14.2: Important Information section
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Module 07 - Malware Threats

4. Registration information section is displayed; leave the options to default

and click Next.
5 WinPatrol 35.5.2017.8 X
Registration information p)
Please enter your personalized 2

registration information.

Please enter the registration information that you received from Ruiware,

Name: IWndowsUser ]

Country: [ ]
Email: I ]

Email addresses are kept safe and strictly private, They are requested so we can provide
quicker support if you need it.

Product web site: hitps://www winpatrol com

InstaliMate®
o e

FIGURE 14.3: Registration Information section

5. In the Installation options section, check the installation path and click
Install to start the setup.

[@ Winpatrol 35.5.2017.8 X

Installation options
These options determine how the
application will be installed.

Installation folder:
C:\Program Files (x86)\Ruiware\WinPatrol Browse...

Required disk space: 4,130 KB
Avallable disk space: 11,542,860 KB

InstaliMate®

FIGURE 14.4: Installtion Options section
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6. After the setup, Installation completed window appears; click Finish.

® WinPatrol 35.5.2017.8

Installation completed

WinPatrol has been successfully installed on your computer,

Start the application

Click Finish to dose InstallMate.

Hrask 2
FIGURE 14.5: Installation completad
7. WinPartol application window appears with Startup Programs tab open
by default.
Monitor the
system 8  Select the trivial programs that affect your system bootup (here
SunJavaUpdateSched) and click Disable as shown in the screenshot.
WinPatrol [FREE Edition] - a X

Active Tasks & Cookies @ FieTypes £ Hidden Fies Q) File Size Monitor
® Recent W PLUSREQUIRED @8 PLUSREQUIRED £ rws & optons

& startup Programs ) DelayedStart @, IEHelpers ) ScheduedTasks 1.0 B Services

In the morning, when you turn on your computer or anytime you restart Windows, the programs isted

below will run automatically unless disabled. ?

- Double-chck an item for PLUS Info or Right-cick to move program to Delayed Start. .
[] Display Secret Startup Locations ( Advanced mode ) Notify me if a Startup Auto Setting is Removed. @
Tite Command Status Company Type First Detected
3 Ruiware  HKCU_RUN 5/2017 1:11 AM
Info... Add Remove Close
KL Software\Wows432Node\Microzoft Windows . \p
FIGURE 14.6: Startup programs taby
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9. A popup appears as shown in the screenshot, click Yes to proceed.

WinPatrol [FREE Edition]

0 SunlavaUpdateSched is currently an actively running program.

Do you want WinPatrol to try and stop this program and remove it from
memory?

|

FIGURE 14.7: Confirmation prompt
10. Now switch to the IE Helpers tab. It shows all the toolbars and links
loaded by IE or other windows components. Select the duplicate or non-
required programs (here Java(tm) Plug-In SSV Helper) and click

Remove.

WinPatrol [FREE Edition]

z
£En

Select the Helper name and press Info... or double-dick an item to learn more.

m]

Scotty the Windows Watch Dog reports the following IE Helper program, toolbar or link has been
instalied will be loaded by Internet Explorer browser and other Windows components.

X

Active Tasks & Cookes @) File Types ED Hdden Fies & File Size Monitor
® Recent @ PLUSREQURED R H rus K options
&3 Startup Programs Delayed Start 3 scheduled Tasks 1.0 @ services

5

.

&

Hebe

-In 2 SSV Helper ..,

Orade Corpos

ot

Name Program Company Type Frrst Detected

1 Java(tm) Plug-In SSV Helper ssv.dil Orade Corporation BHO 11/29/2017 1:11 AM

Ji Microsoft OneDrive for Busne... GROOVEEX.DLL Microsoft Corporation  BHO 11/29/2017 1:11 AM
2ssv.dl Oracle Corporation

11/29/2017 1:11 AM

11/29/2017 L M

s, Java(tm) Plug Orade Corporation 11/29/2017 1:11 AM
e o
“va(TM) Platform SE binary

FIGURE 14.8: TE Helpers tab
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Module 07 - Malware Threats

11. Switch to the Services tab to display the installed services on your system.
Select any service and click Info... as shown in the screenshot.

WinPatrol [FREE Edition] - m] X
Active Tasks & Ccookies B) File Types ED Hdden Fles &) File Size Monitor
® Recent @ PLUSREQUIRED @ PLUS REQUIRED H s 28 _Options

&) Startup Programs Delayed Start 2, EHepers ) scheduled Tasks 1.0

{ound... GOOGLELFD

{Ecoog (gupd... GOOGLEUPDATE... Googie Inc.
@) Mozila Maintenance Service  MAINTENANCES...  Mozilla Foundation 11/29/2017 1:11 AM

4 List non-Microsoft Services only

FIGURE 14.9: Services tab

12. 'The window showing service information appears. To disable a service,
sclect Disabled from the drop-down list and click Apply as shown in the
screenshot. Click Close to exit the window.

E " Adobe Acrobat Update Service 5 ¢
Adobe Acrobat Update Service M '
Adobe Acrobat Update Service
c Adobe Sy Incorporated i
Version: 1.824.24 5926

Copyright: Copynight© 2013 Adobe Systems Incorporated. All rights reserved.

Startup [oisabled V][ Aoy ) stats:  Stopped ‘ stop

C:\PROGRAM FILES (X86)\COMMON FILES\ADOBE\ARM\1.0\NARMSVC EXE Shrink Window |
Date Created Last Saved File Size Detected by WinPatrol
09/27/2017 11:27 AM 09/27/2017 11:27 AM 83,984 11/29/2017 1:11 AM

Adobe Acrobat Updater keeps your Adobe software up to date

PLUS Info... Create Note [<<] [>>

FIGURE 14.10: Service details
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13. Switch to File Types tab to view the programs associated with a file. Select
aprogram and click Info... to view the available information.

WinPatrol [FREE Edition] - a X

Scotty the Windows Watch Dog reports that the following programs are assodated with particular file
;l'?_a types. ?

CHM
.CMD
.COM
B Mcrosoft Excel 97-2003 Work... EXCEL.EXE Microsoft Corporation  Excel.She... .XLS System
%Auicah‘on Executable exefie EXE System
. Setup Information NOTEPAD,EXE Microsoft Corporation  inffile JNF System
|12 avasaript Fie WSCRPT.EXE ~ Mirosoft Corporation  JSFile 35 System
Windows Installer Package MSIEXEC.EXE Microsoft Corporation  Msi.Package .MSI System
Choete it tn MENG Denwam ___ Evanitable iffla o Suetem ¥
[ — Add | Remove Close
:\Windows' 32\rundli32.exe { C nCAT %1

FIGURE 14.11: Fik T'ypes tab

14. 'The Security Catalog window appears as shown in the screenshot. Click
Expand Info to view the full info about the program.

E-' Security Catalog X
Windows host process (RundlI32) .
Windows host process (Rundll32) L_J
c M # Corporati
Version: 10.0.14393.0
Copyrigh © Microsoft Corporation. All rights reserved |
Status: Ready | Run |
CAWINDOWS\SYSTEM32\RUNDLL32 EXE Expand Info
[ Pwsmfo.. | [=<] [z5] [ G ]

FIGURE 14.12: Security catabog window
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15. The expanded view shows all the info related to the program and associated
file as shown in the screenshot. Analyze the info and close the window.

E: Security Catalog b
Windows host process (Rundll32)
Windows host process (Rundli32) _]
= # Corporati
Version: 10.0.14383.0

Copyright: © Microsoft Corporation. All rights reserved.

Status: Ready Run
C\WINDOWS\SYSTEM32\RUNDLL32 EXE  Shrink Window |
Date Created Last Saved File Size Detected by WinPatrol
07/16/2016 5:18 AM 07/16/2016 5:18 AM 69,632

File Type Extension: .CAT

| PWsinfo.. _ Create Note |<<| [==

FIGURE 14.13: Security catalog window

16. Now switch to Active Tasks tab to view the current tasks running on your
computer. Select any task (here WINPATROL) and click Kill Task to end
the task as shown in the screenshot.

WinPatrol [FREE Edition] (Newsletter available, see PLUS tab.) - m] X

53 Startup Programs %) Delayed Start &, 1t Hepers ) scheduledTasks 1.0 B Services

PLUS REQUIRED @ PLUSREQUIRED N pus % options
& Cookes @) FieTypes £ Hdden Fies 5 Fie Size Moritor
Scotty the Windows Watch Dog has sniffed out the folowing programs which are currently running
on your computer, 7

.

Select a program and press Properties, or double dick an item to verify any avallable product information.
[64 bit processes available to PLUS customers only]

File Size  Proces...

[ . refish | [ ke | [WiEjiem S0 | cose

“’lnPdml Monitor

FIGURE. 14.14: Active tasks tab
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Lab Analysis
Document all the processes, open ports and their running applications, services and
tasks discovered during the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
Classroom iLabs
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Module 07 - Malware Threats

Perform Device Driver Monitoring
Driver Booster 5 is a powerful and easy-to-use driver updater from I0bit.
Lab Scenario

Without proper drivers, computers start to misbehave and sometimes updating the
drivers using conventional methods can be a daunting task. Outdated drivers aremore
vulnerable to hacking and can lead to a breach in the system. Driver Booster provides
a better way of updating the drivers with its all-in-one command center with automatic
backup and updates which helps in the smooth functioning of the system. With
Advanced SystemCare, you can optimize the performance of your system.

As a System Administrator, you have to make sure that your systems run smoothly
by making sure that all the outdated dtivers are updated and system processes
optimized to keep the performance of the system atits peek.

Lab Objectives
The objective of this lab is to demonstrate how to update system drivers and
optimize the PC performance in a quick and easy way.

Lab Environment
To complete this lab, you will need:
= A computer running Windows Setver 2016
=  Windows 10 running as a virtual machine
®  Administrator privileges to run the applications
Lab Duration
Time: 5 Minutes
Overview of the Lab

The lab demonstrates how to keep your system drivers updated in a simple and easy
manner and also keep your computer optimized for best performance so that your
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system is safe form outdated driver exploitation and free of any traces of malware
which may be left in your system as junk files.

Lab Tasks

1. ILog into Windows Server 2016 and navigate to Z:\CEH-Tools\CEHv10

Hrask 1 Module 07 Malware Threats\Malware Analysis Tools\Dynamic
Malware Analysis Tools\Device Drivers Monitoring Tools\Driver
Install Driver Booster. Double-click driver_booster_setup.exe to launch the setup.
Booster and s ;
Advanced 2. Welcome to Driver Booster Installer window appears, click Install as

SystemCare shown in the screenshot.

3.

Welcome to Driver Booster Installer

FIGURE 15.1: Driver Booster Install Screen

The Advanced SystemCare window appears; select the Yes radio button
and click Install as shown in the screenshot.

10bt Recommends

Advanced SystemCare

FIGURE 152: Advanced System care license agreement window

CEH Lab Manual Page 765

Ethical Hacking and Countermeasures Copyright © by EG-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.
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4. 'The program starts to install on your system as shown in the screenshot.

Larger Database

FIGURE 15,3 Advanced system care installtion in progress

5. Subscribe to 10bit Newsletter window appears; click No, thanks.

Subscribe to I0Obit Newsletter and Get a Free Gift

Ng, tha

FIGURE 15.4: TObit Newslktter subscription page
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6. Installation completed window appears after a successful installation. Click
Scan Now.

v

Installation completed

Scan Now (1)

FIGURE 15.5: Installation finished

Hrask 2
Conduct a driver 7. Driver Booster statts scanning the system for outdated/missing drivers as
scan shown in the screenshot.
Driver Status:
nced SystemCare 11
FIGURE 15.6: Driver Booster scanning the system
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8. After scan results appear as shown in the screenshot. Click Details to view
driver information.

UpToDate

All drivers are up-to-date!

© uo-todate

Display adapters

] Foppy dsk drives

FIGURE 15.7: Scan results being displayed

Hrask 3
9. Driver Details window appeats showing the driver information. Here you
Analyze the scan can Roll back a faulty driver or uninstall it completely. Check all the details
results and close the window.
Driver Detais
Msft Virtual CD/ROM ATA Device

Version: 10.0.14393.0

Date: 6/21/2006

Publisher: Microsoft

FIGURE 15.8 Driver Details window

CEH Lab Manual Page 768 Ethical Hacking and Countermeasures Copyright © by EC-Council

All Rights Reserved. Reproduction i Strictly Prohibited.



Module 07 - Malware Threats

10. Now switch to the Advanced SystemCare window. Tick the Select All
checkbox and click Scan as shown in the screenshot.

Clean & Optimize

Hrask a

Clean and

optimize system

Startup Oplar avy Sweep nk. Cle v| Short

Registry Clean S & Remaovz Intemet Boost v| System Optm:

istry Defrag Securty Renforo erabity Fix v| Disk Optimzaton
FIGURE 15.9: Advanced system care main window
11. The application starts scanning the computer as shown in the screenshot.
Scanning for registry entries
FIGURE 15.10: Advanced system care scan in progress
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12. Once the scan finishes, the Summary is shown to the user as given in the
screenshot. Click the Fix button in the bottom-right cotner to resolve the
PC issues.

Summary

FIGURE 15.11: Summary of the system scan

13. The application starts to fix the PC issues found as shown in the screenshot.

58

Fixing disk optimization Items

Disk optimizatons

FIGURE 15.12: Advanced system scan fixing PCissues
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14. After the process is completed, Fix completed! window appears showing
Your current PC health status as shown in the screenshot. Analyze the
results and close the application.

Guaranteed to make
your PC run faster

FIGURE 15.13: Problems fixed by Advanced SystemCare

Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB,

O Yes M No
Platform Supported
M Classroom M iLabs
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Module 07 - Malware Threats

Detecting Trojans
A Trogjan is a program that contains malbidous or harmful code hidden inside

apparently harmless programming or data, in such a way that it can take over system
control and cause damage such as ruining the file allocation table on a bard drive.

Lab Scenario

The nature of malware makes them difficult to detect. Unlike viruses, Trojans do
not delete or corrupt files or applications that a victim might notice; they do their
best to stay out of the victim’s sight, thus escaping detection. Malware detection
helps in addressing this problem on infected systems, and thus serves to protect
them and their resources from further loss.

You are a Security Administrator of your company, and your job responsibilities
include protecting the network from Malware, Trojan attacks, theft of valuable
network data, and identity theft.

Lab Objectives
The objective of this lab is to help students learn to detect Trojan and backdoor
attacks.
The objectives of this lab include system monitoring, using tools such as:
= Port Monitor
= Process Monitor
= Registry Monitor

= Startup Program Monitor, etc.

Lab Environment

To catty out this, you need:

= TCPView, located at ZACEH-Tools\CEHv10 Module 07 Malware
Threats\Malware Analysis Tools\Dynamic Malware Analysis
Tools\Port Monitoring Tools\TCPView

= Autoruns, located at Z:\CEH-Tools\CEHv10 Module 07 Malware
Threats\Malware Analysis Tools\Dynamic Malware Analysis
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Tools\Windows Startup Programs Monitoring Tools\Autoruns for
Windows

Jv16 power tool, located at Z:\CEH-Tools\CEHv10 Module 07 Malware
Threats\Malware Analysis Tools\Dynamic Malware Analysis
Tools\Registry Monitoring Tools\jv16 Power Tools 2017

A computer running Window Server 2016 virtual machine
Windows Server 2012 running in virtual machine

If you decide to download the latest version, then screenshots shown in the
lab might differ

You need a web browser to access Internet

Administrative privileges to run tools

Lab Duration
Time: 20 Minutes

Overview of the Lab

Trojans are malicious programs that masquerade as a useful or legitimate file, but their
actual purpose is to take complete control over the computer, thereby accessing files
and confidential information. To protect files and personal information from such
unauthorized access, an anti-virus product has to be used, which automatically scans
and detects the presence of Trojans on the system, or one can also manually detect
the Trojans installed on the system.

Lab Tasks

1. Login to Windows Server 2016 virtual machine.

2. Double-click Tcpview.exe located at Z:\CEH-Tools\CEHv10 Module 07
Malware Threats\Malware Analysis Tools\Dynamic Malware Analysis
Tools\Port Monitoring Tools\TCPView in order to launch the application.

3. Ifa TCPView License Agreement window appears, click Agree button to

agree to the terms and conditions.
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4. 'TCPView main window appears, displaying the details, such as Process,

TASK 1
Processld, Protocol, Local address, Local Port, Remote Address, and
Analyze the ’ ?
Remote Port.
Processes
running on each Sk TCPUiew - Sysinternals: www.sysinternals.com - o X
M m‘m File Options Process View Help
a2
TCPView = — — — - O —
Process / PID Fretocel Locd Adcress Leed Pot Remoe Aodess  Remote Port A
¥ (SyemProc.. 0 P servei 216 1581 EE525222 hifpe
- eposene 00 i servai 216 1953 H2eehl 002156, hilps
o eploecens 3900 P servei 18 1563 Hech1 2002206 bilps
W, hitpdans 2608 TP Save2)16 1072 ServaiZlis 0
W hipdese 608 TCRVE serverZ015 1072 o016 0
T hmiens 563 P Sener201B 153 ServeiZ016 0
563 TCFVE serveidlG 153 senver2016 0
1792 TP Sene2016 1541 Servei TS 0
1732 P Save2ll6 g Servai2015 0
1732 TP Sawve16 23 Serva 20115 0
1732 TP Servee1B A6 ServerZ015 il
1732 P Sewer2016 2107 ServeiZ016 0
1732 TCFYE serveiZ016 1541 seiver2016 o
1792 TCRVE servei 1S mema e 2016 0
179 TCPVE servaiZs am 21016 0
1732 TCRVE wervai2018 palis) sa1ve2016 0
1792 TCRYE serverZ015 2107 sarer2016 0
=0 P Seve2)1b 1241 ServerZ015 0
00 cE Sener20l6 1570 bocahost 1571
200 P Seve2016 1571 focehozt 1570
2500 P Save2llE 1577 hacahost 1578
500 P SawvelB 1573 hacakos 1577
00 TP Sewelf £83¢ ServerZilTS ]
=00 TCRVE serveiZ16 £a3¢ erver2016 0
555 P Sewe2016 1543 ServeiZ016 0
5 1CPVE servei2llls 1543 o016 0
230 upe Sewe216 g 5 ¥
2230 UDPYS el 2015 167 2 .
1840 P Sewer2016 1533 ServerZ015 0
1840 TCFVE serverZ015 159 semes2016 0
7] P Sene2116 epmep ServeiZ0015 0
9% cP Sene2016 1537 Servei 2016 0 v
>
1 a1 )
FIGURE 16.1: Tepview Main window
5. TCPView performs Port monitoring. Click Local Port tab to view the ports
in setial order.
8% TCPView - Sysintemals: wwa.sysinternals.com - =] X
Fle Options Process View Help
Ha <@
Frocess HD Frotacd LocelAddress  (LocalPal /| Remoiedddess  AemotePot A
i sechosens 936 upe Server2D16 bootpe g 2
¥ Syzem 4 e Server2016 hio Server201s 0
W7 Sysem 4 TCPVE server2(15 hita so1ver2016 o
up? Server216 i X x
UDPYS server?IG 123 . .
TP Server 16 epman ServarZ016 0
TCAVE serve20016 epmn P o
upe serve2016 e . '
upp o206 retbiosns '
upe serve216 rebiodan : 2
uoe semve2018 retbiosdam 1! 2
(1) You should delete }g 201 bi g
items that you do not wish up? Server2)1B Mo A 2
” UDPvS seveZ(n 161 2 >
soexerexcautesBosoby TP Sevedle  meowitds  Sewed0ls D
choosing Delete in the TCRVE server2015 meraaattcs w2016 0
Entry menu, Only the 33;:5 Swng‘l: %ﬂv g :
. aeves - 2
currently selected item will ODPYE 600001171 5... 545 s .
be deleted. UDAE servm2(6 935 : .
upe Servei2lil6 94 . .
1P Servei2l1B 1072 Servei NG 0
TCRVE serve2n5 1072 w2016 0
e Servei2D16 1077 Servai215 0
TOPVE savai2ng 1077 sa1ve2016 [
e Server2D16 1078 ServalZlls 0
TRV a5 1078 save216 0
e Server2)16 1241 Servarz15 0
R Server2016 1536 Serveral15 0
TCPVE server2016 1536 server2016 0
P Server216 1537 ServerZ016 0 vi
>
List Time Wait: 1 Close \Wait: 0
FIGURE 16.2: Tepview Main analyzing ports
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£ Disabling and Deleting
Entries

If you don't want an entry to
be active the next time you
boot or login you can either
disable or delete it. To
disable an entry uncheck it.
Autoruns will store the
startup information in a
backup location so that it
can reactivate the entry
when you recheck it. For
items stored in startup
folders Autoruns creates a
subfolder named Autoruns
disabled. Check a disabled
item to re-enable it.

Module 07 - Malware Threats

6. 'TCPView helps you analyze TCP and other ports. Click the Protocol tab to
view the protocol in setial order.

au TCPView - Sysil www.sysi com (e
File Options Process View Help
A =<0
Process FID l Protocol / l Local Address Local Port Remote Address  Remote Port .
System 4 TP Seiver2016 http Sever2016 0
®! sychostexe 688 e Server2016 epmap Sever2016 0
" System 4 TcP server2016 netbios-ssn Sever2016 0
System 4 e servec2016 netbios-zsn Sewver2016 0
System 4 e Sewver2016 microsolt-ds Sever206 0
hitpd exe 2608 TP Sever2018 1072 Seiver2016 0
System 4 e Server2016 1077 Sever2016 0
System 4 icP Server2016 1078 Sever2016 0
S ressusdexs 2500 e Seiver2016 24 Seiver2016 0
winmit exe 452 e Sever2016 1536 Sever2016 0
o svchostexe 936 ice Server2018 1537 Seiver2016 0
lsass.exe 568 1P Server2018 1538 Server2016 0
spoclsveexe 1840 e Seiver2016 1539 Sever2016 0
D svchostexe 348 P Sewver2016 1540 Server2016 0
mgave.ese 1792 e Sever2016 1541 Server2016 0
w) svchostexe 1756 TP Sever2016 1542 Server2016 0
sarvicesewe 556 e Sever2018 1543 Sever2018 0
IE o206 1559 bk2sch 3002185, s,

FIGURE 16.3: Tepview analyzing protocols

7. You can also end a process by double-clicking the respective process, and

then click End Process.
AT‘Y'.: Sysinternals w.sysintemale.com &1
File Options Process View Help
=
Process PID Protocol / Local Address Local Patt Remote Addiess  Remote Port A
Syslem 4 TCP Serves2016 http Servei2016 1]

S sychostexe 688 CP Serve2016 Epmap Server2016 0
System 4 ce sarver2016 retbios-ssn Server2016 0
System 4 TCP sever 2016 nethios-ssn Server2016 0
System 4 ce Server2016 miciosoft-ds Server2016 0
hitpd exe 2608 1CcP Servee2016 1072 Server2016 0

4 Server2016 Server2016 0
Serves2016 0

Server2(1E
Servee2016 0
svchostexe 936 1cP Servee2016 1537 Servei2016 o
lsass exe 568 Tpo o AN, 1E90. ~ anac 0
spocksvexe 1840 T|Properties for nessusd.exe: 2500 X | 0

= svchostexe 348 1 0
mgsvc.exe 1792 T 0
svchastexe 1756 UG E 0
setviceseme 556 T Tenable Network Securlty, Inc 0
exglorerexe 3800 T Verson  611,000220102 . hips
explorerexe 3800 T hitps
ressusdexe 2500 1| Path 1571

= svd\o: z: gfgn .1[ Id\ﬁmTanFies\Tenahle\Nawt\new&deke I :zg

- ressusdexe 2500 T 1578

i ressusdexs 2500 T 1577

© sychostexe 348 T Fitps
mgave.exe 1792 T 0
masve. exe 1792 T 0
mgsve.exe 1792 T 0
mgsve.exe 1792 cP Serves2016 2107 Server2016 0

S svchoslexe 864 TCcP Serve2016 ms-wht-server Servel2016 0
System 4 ce Server2016 5985 Server2016 1]
ressusdess 2600 Tcp Serves2016 8534 Servei2016 0 v

>
hﬂn&: 92 Established: 12 Listenins 47 Time Wait: 0 Close Wait: 0
— _—

FIGURE 16.4: Tepview killing a process
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Hrask 2

Examine
the Results
in AutoRuns

(2 You can view
Explorer's file properties
dialog for an entry’s image
file by choosing Properties
in the Entry menu. You
can also have Autoruns
automatically execute an
Internet search in your
browser by selecting
Search Online in the
Entry menu.

Module 07 - Malware Threats

8. Ifa TCPView dialog box appears, click Yes to terminate the process.

CPView

|  Areyou sure you want to terminate <nessusd.exe>?

FIGURE 16.5: Killing Processes

[

9. 'This way, you can view all the processes running on the machine and stop
unwanted/malicious processes that may affect your system. If you ate unable
to stop a process, then you can view the port on which it is running and add
a firewall rule to block the port.

10. Navigate to Z:\CEH-Tools\CEHv10 Module 07 Malware Threats\Malware
Analysis Tools\Dynamic Malware Analysis Tools\Windows Startup
Programs Monitoring Tools\Autoruns for Windows, and doubleclick
autoruns.exe.

11. The AutoRuns License Agreement window appears; click Agree.

AutoRuns License Agreement b ¢

You can also use the /accepteula command-ine switch to accept the EULA.

SYSINTERNALS SOFTWARE LICENSE TERMS
These license terms are an agreement between Sysinternals (a wholly
owned subsidiary of Microsoft Corporation) and you. Please read them.
They apply to the software you are downloading from Systinternals.com,
which includes the media on which you received it, if any. The terms also
apply to any Sysinternals

updates,

supplements,

Internet-based services, and v

G0 eare

Print

FIGURE 16.6: AutoRuns License Agreement window
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77 Simply run Autoruns
and it shows you the
currently configured auto-
start applications in the
locations that most directly
execute applications.
Perform a new scan that
reflects changes to options
by refreshing the display.

(2 Tn Internet Explorer
This entry shows Browser
Helper Objects (BHO's),
Internet Explorer oolbars
and extensions.

Module 07 - Malware Threats

12. Autoruns displays all the processes, diPs, services, and so on, as shown in

the screenshot:

A [SERVER2016\Admini ] - Sysi Is: wwew sysinternals.com - a X
File Entry Options User Help
HdEANAXHK

I8 Codecs [ BootExecute [ image Hijacks (3] Apphnit [% KnownDLLs @ Winlogon
& Winsock Providers 33 Print Montors %) LSAProviders % Network Providers [ Sidebar Gadgets
& Eventhing € Logon  H Explorer @ intemet Bplorer (5 Scheduled Tasks 83 Services S Drvers
Autorun Entry Description Publisher Image Path N
& HKLM\SOFTWARE Microsoft\Active Setup! d C 1

%] ',j Google Chrome  Google Cheome Instalier Google Inc. c\program files (x86)\googl... 1

[} ’2] Microsoft Wind... Windows Mail Miciasoft Corporation c:\program files\windows m... 7

(4 7 Themes Setup File nok found: /Usernstall

[A %7 Windows Desk... File not found U
’ HKLM\SOFTWARE \WonB432N ode\MicrosoftiActive Setup\installed Components 1

] m) Microsolt Wind... Windows Mail Miciosoft Corporation c:\program files (x88)\windo... 7
&t HKLM\SOFTWARE \Dlasses\Protocels\Fiter 1

%] 1] test/xml Microsoft Office XML MIME... Miciosoft Corporation c:\program files\common fl... 6 v
< >

3
Egpato cancel) Scanning. . Windows Entries Hidden,

FIGURE 16.7: Autoruns Main Window

Note: The application lists displayed under all the tabs may vaty in your lab

environment.

13. Click the Logon tab to view the applications that run automatically dutring
logon.

9 Aut [SERVER2016\Admini ] - Sysi Is: www.sysinternals.com - o X
File Entry Options User Help
HdRAAXNK
3] Codecs [ BootExecute [ Image Hipcks (% Aopit (8] KnownDLLs @ Winlogon
& Winsock Providers 3y Prit Montors @) LSAProviders & Network Providers [ Sidebar Gadgets
2 Eveything Logen | i Explorer 4 Intemet Elorer (4] Schedued Tasks & Services 2 Divess
Autorun Entry Description Pubiisher Image Path Timest]
# HKUM\SOFTWARE \Microsoft\Active Setuphlnstalled C 121/
M .5 Googe Chome  Google Chiome Irstater Google Inc. \program fikes (¥85googl.. 12/5/2
M &) Microsoft Wind .. Windows Mal Microsaft Coparation c\pragram fies\windows m. 7/15/2
¥ Themes Setup Fie not found: Aserlnstal
& &7 Windows Desk.. Fie not found: U ‘
2 HKUM\SOFTWARE \WowB432N, Active Setup dC 12/
‘7 Miciosoft Wind... Windows Mal Microsoft Corporation c\program fies (¥86\windo... 7/15/2
< >
| Ready. | Windows Entries Hidden.

FIGURE 16.8: Autoruns Logon list
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L There are several ways
1o get more information
about an autorun location
or entry. To view a location
or entry in Explorer or
Regedit choose Jump To
in the Entry menu or
double-click on the entry or
bocation's linc in the

display.

&Services All Windows
services are configured to
start automatically when the
system boots.

@ Drivers This displays all
kernel-mode drivers
registered on the system
except those that are
disabled.

Module 07 - Malware Threats

14. Click the Explorer tab to view the explorer applications that ran automatically

at system startup.
3 Autoruns [SERVER2016\Admini ] - Sysinternals: www.sy Is.com - o X
File Entry Options User Help
HRNAXHK
I3l Codecs [ BootExecte [ Image Hiacks 18] Apphnit |8 KnownDLLs @ Winlogon
& Winsock Providers /4 @ LSAProviders & Network Providers [ Sidebar Gadgets
@ Eventhing 4% Logon | W Exlorer | @ intemet Bplorer () Scheduled Tasks 8 S 2 Drivers
Autorun Entry Descrption Publisher Image Path Tin A
2 HELM\SOF TWARE \Classes\Protocols\Filter 10/
M (4 text/snl Microsoft Office XML MIME ... Mictosoft C: ion e\ fles\comemon ... 6/2
2§ HKLM\SOF TWARE \Classes\Protocals\Handler 10/
M [5 mehep Miciosoft® Help Data Servi... Microsoft C ion c:\program files\common .. 7/3
D mso-minsb. 16 Microsoft Dffice 2016 comp... Microsoft Corporation c:\program files\micrasoft of... 7/1
[‘, osf. 16 Microsoft Office 2016 comp... Microsoft Corporation c:\program files\microsoft of... 7/1
@ HKLM\Software\Classes\"\ShelE x\ContextMenubanders mn
l‘; ANotepad++54  ShellHandler for Notepad++... ci\program files\notepad++.. 5/1
M |4 EPP [Microsoft Secusity Client Shell Extension|Carporation c:\program files\windows d.. 3/2 v
< >
[Beady. | Windows Entes Hidden.

FIGURE 16.9: Autoruns Explorer list

15. Clicking the Services tab displays all the services that run automatically at

system startup.
3 Autoruns [SERVER2016\Admini ] - Sysi vals: www.sysi Is.com - a X
File Entry Options User Help
dRaadXK
D] Codecs [ BootExscute [ Image Hiacks  [3] Appinit [% KnownDLLs @ Winlogon
& Winsock Providers 3 Prt Montors ) LSAProviders & Network P : ar Gadgets
&2 Eventhing 4% Logon  H Bxlorer @ Intemet Explorer (4] Scheduled Tasks Services | B Drivers
Autorun Entry Description Publisher Image Path Tin A
2 HKLM\System\CurrentControlSet\Services 1/
%] [ AdobeARMser... Adobe Acrobat Updater ke... Adobe Systems Incarporated  c:\program files (x86)\comm... 9/2
%] i’) gupdate Keeps you Google softwar... Google Inc. c:\program files (x86)\googl... 4/2
%] 'ib gupdatem Keeps you Google softwar... Google Inc. c:\program files (x86)\googl... 4/2
M [ MozilaMaint The Mozilla Maint: S... Mozilla Foundati c:\program files (x86)\mozdl.. 11/
M [®] MSSOLSSALE... Provides storage, n... Mi it C on e\ files'\ fts. 8/2
B [#) MSSQLSSQLE... Provides storage, n.. Mi it Ci on c:\program files\microsoft 5., 8/2
[®] oseb4 Saves nstallation files used ... Mi it C hon c:\program files\common .. 9/1
[%] SOLTELEMET... CEIP service for Sal server  Microsoft Ce on c:\ files\microsoft s... 8/2 v
< >
| Windows Entries Hidden.

FIGURE 16.10: Autoruns Services list
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16. Click the Drivers tab to view all the applications’ drivers that run automatically
at system startup,

17. For example, here cpuz143 is selected. Clicking this driver displays the size,
version and time at which it was fun automatically at system startup (for the
first time).

Note: The list displayed under this tab may vary in your lab environment.

2 A [SERVER2016\Admini ] - Sysi e vy = o X
File Entry Options User Help
d2RAIXH
D codecs [ BootBrecte [ imageHiacks (8] Appint (3] KnownDLLs (@ Winlogon
& Winsock Providers 3 Print Monitors ~ ¥) LSAProviders & Network Providers [ Sidebar Gadgets
O Eroytns o Logon ) Boloer @ itemot Sclorr (4 Schodbed Tosks | Servees (5 Orven)
Autorun Enlry Desciiption Publisher Image Palh Tn A
2] FCof Offioad 64 FREE  OLogic C o ystemnd\drive. . 4/1
|~ 15| offioad x64 FREE (Loge C cHhwindowstaystemddve... 411y
0 1f you ase tunni %] | CapsaubdDrv  Colascft NDIS 5.0 Protocol ... Colasoit Co., Ltd c\wndows\system32\dnve... 4/2
yonal e B 7 chtdiscsi Chelsio iSCS! VMinipeet Driver Chelsio C A ystemI\drive... 42
Autoruns without - g
Sipneibatich = Vrhsal Bus Driver for Chelei.. Chelso Con
administrative privileges on ol
Windows Vista and attempt =2 o e et 0
, db:"gc i ““;fl‘::’ =] OLoge 10 Gigk VBD QLoge C o jatemidve... 5/2
go ¥ SOtry, you = o elvicoe Ermudex Storport Mriport Dri... Emudex o \wndows\system32\dive... 1/2 v
denied access. b 2
o cpuz143 x64 sys Size: 47K
%] CPUID Driver Tme: 52272017
CPUID Version: 1.043
\7NCAWindows \temp\cpuz 143\cpuz 143_x64 sys
[Bea | Windows Entries Hdden.
FIGURE 16.11: Autoruns Drivers list.
18. Click KnownDLLs tab to view all the known DILLs that start automatically at
system startup.
=0 [SERVER2016\Administrator] - Sysi s e T
File Entry Options User Help
d2AAXHK
& Winsock Providers 3 Pint Montors ~ ¥) LSAProviders % Network Froviders [t Sidebar Gadgets
&2 Eventhing ALngon ¥ Bplcer @ Intemet Bxglorer () Schedus 3 e SDW«!
| DiCodecs [ BoctBrecute  [3 mageHiscks (81 Aopint & Wiicgon
Autorun Entry Desciiption Publisher Image Path Trmesl
< >
m. | Windows Entries Hdden "
FIGURE 16.12 Autoruns Known DLL's list.
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Hrask 3

Perform
Intensive Scan
for Unwanted
Resources using
jv16 Power Tools

£ Winlogon
Notifications Shows DIILs
that register for Winlogon
notification of logon events.

Module 07 - Malware Threats

19. By examining all these tabs, you can find any unwanted process/application
running on the machine and stop/delete them manually.

20. Navigate to Z\CEH-Tools\CEHv10 Module 07 Malware Threats\Malware
Analysis Tools\Dynamic Malware Analysis Tools\Registry Monitoring
Tools\jv16 Power Tools 2017, and doublelick jv16pt_setup.exe.

21. Follow the wizard-driven installation steps to install jv16 Power Tools.

%, jv16 PowerTools 2014 Setup X

Welcome

Thank you for downloading jv 16 PowerTools 2014!

Click Next to start the instaliation

Cancel

FIGURE 16.13: Jv16 Power Took installtion wizard

22. Click jv16 PowerTools on the Apps screen to launch the application.

saee Mynaoer

Tk Marager  Crndred Poeel

FIGURE 16.14: Launching the applicaton
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0 Winsock Providers
Shows registered Winsock
protocols, including
Winsock service providers.
Malware often installs itself
as a Winsock service
provider because there are
few tools that can remove
them. Autoruns can uninstall
them, but cannot disable
them.

Module 07 - Malware Threats

23. 'The jv16 PowerTools Quick Tutorial window appears; click Next.

w16 PowerTools 2014 [W8-x64] - Quick Tutorial

jv16 PowerTools

2014

O SOFTWARE

FIGURE 16.15: Jv16 PowerTook Quick Tutorl window
24. Choose a language (here, English), and click Next.

jv16 PowerTools 2014 [W8-x64] - Quick Tutorial

Welcome to jv16 PowerTools!

Cazech - Cedtna
Darish - Dansk

| - Suom
|French - Francais
Germen - Deutsch
Hungarian - Magyar
| Italian - Ttakano
|Japanese - B A58
Polish - Polski
Russian - Pycooit
| Spanish - Espafiol
Swedish - Svenska

Please select your language

'Branlan Portuguese - Portugués
Chinese Tradtional - L8P

[[Ipelete other translations, I wil orly use this language

You are running version 3.2

FIGURE 16.16: Choosing a language
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25. 'The Tips section of the tutorial appears; click Next.

16 PowerTools 2014 [We-x84] - Quick Tutonal

Welcome to jv16 PowerTools! O

You are runving version 3,2.0. 1354

Here are a few tips to help you to get started
Don't worry, you are in good hands!

Al the main features of the product automatically create backups before any changes are
made 1o your system. This makes the product very safe to use because you can undo the
changes any time.

Stay cool and enjoy!

Simply browse through the on-sareen Instructions, use your common sense and you will be just
fine! The product contains a lot of features. There is no need to master them all. Use only the
featres you find useful and like the best.

And oh, one more thing...

Please add “C:\Program Files (x85)\jv16 PowerTools 2014Yjv 16PT.exe" to the exclusion list of

your AntiVirus product(s), if you experience strange problems with jv 16 PowerTools, such as,
if it doesn't ways start or if nothing seems to be working.|

FIGURE 16.17: Tips section
26. Click Next in the subscription section.

16 PowerTools 2014 [We-x8d] - Quick Tutonal

Welcome to jv16 PowerTools!

You are running version 3.2.0.1354

Keep in touch

If you want, fill in your email address to be notified of new product versions via emai.

@ IEnter your email address, if you want ‘

@® subscribe me to the Product Newsletter

If you join our Product Newsietter, you wil be sent emal notifications of new product version
releases, but nothing more.

[e) Subscribe me to the Product Newsletter and send other information

also

Please check this option, If you wish to be notified of new product versions and are also interested
in other product refated information, such as discount coupons.

Your emal address is kept strictly confidential and every single emal always contans an
unsubsaribe Ink.

= L w =)

FIGURE 16.18 Subscription section
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27. Select the Show me a simplified user interface radio button in the user
interface section, and click Next.

76 PowerTools 2014 [W-x84] - Quick Tutonal

Welcome to jv16 PowerTools! O

ng jon 3.2.0. 135

What kind of user are you?

This program contains hundreds of features, the number of features and options can look
overwhelming to new users.

[@ Show me a simplified user interface]

Recommended for normal users and espedaly for those who have not used jv16
PowerTools before.

o Show me all the features and options
available

for and for computer profe

Don't worry, you can change this setting later from the Settings tool,

FIGURE 16.19: User Interface section
28. The application begins to setup, as shown in the screenshot:

=4 jv16 PowerTools 2014 [W8-x64] - Initial Setup — |8

Performing Initial Setup

being analyzed to make sure jv16
PowerTools will optimally work with your computer, No
changes are made to your system, and no data is sent
over the Internet.

The Initial Setup needs to be run now and it wil take
about 1 - 5 minutes, after it's done the program will
restart. Please wait...

FIGURE 16.20; Application sctup
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29. The jv16 PowerTools main window appears on the screen.
30. Click Clean and fix my computer.

&3 16 PowerTools 2014 - X

| Language Jools Help

MACECRAFT
Trial Limitation in Effect - 60 days left
SOFTWARE
£t E—
v
.a’ Registry Tools 7
%
- . — -
%.| FileTools Clean and fix my Control which Speed up my
computer programs start computer
automatically
EJ| systemTools
-
it B W
= = =
-_— Badkups Uninstall software Immunize my Decrap my computer
and leftovers computer
(&) Acton History
Ll < Settings
L 19%
Registry Health
PC Health Trial Reminder
You are using the free trial version of jv 16 PowerTools. Click hers to buy the real
version!
. P T th 2.0 G Al

FIGURE 16.21: jv1 6 main window

CEH Lab Manual Page 784 Ethical Hacking and C Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



@ LSA Providers Shows
registers Local Security
Authority (IS4)
authentication, notification
and sceurity packages.

(1) Printer Monitor
Drivers Displays DILLs that
load into the print spooling
service. Malware has used
this support to autostart
itself.

Module 07 - Malware Threats

31. The Clean and fix my computer dialogue box appears. Click the Settings
tab, and click Start.

jv16 PowerTools 2014 [W8-x64] - Clean and fix my computer ﬂ

He # %

Settings Addttional Additional Search Ignore words
safety options words

Bettings
Emphasize safety over both scan speed and the number of found errors.

[

Emphasize the number of found errors and speed over safety and accuracy.

Edectzdset\hg: Normal system scan policy: all Windows-related data is skipped for additional
safety, Only old temp files are listed.

E Start Cancel

FIGURE 1622 Beginning the analysis

32. 'This starts analyzing the machine. It takes a few minutes.

' Analyzing your computer. This can take a few minutes. Please wait. ..

of ActiveX/COM/DCOM/OLE/DDE scan "
( Add /Remove software list scan

¢ Application path scan

(&) Broken shortcut scan: Start menu and desktop

(&) File extension scan

5 File reference scan (HKEY_CLASSES_ROQT)

@) File reference scan (HKEY_CURRENT_CONFIG)

[5) File reference scan (HKEY_CURRENT_USER) v

Abort \

FIGURE 16.23: jv16 Analyzing the system
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(3 You can save the
results of a scan with File-
>Save and load a saved
scan with File->Load.
These commands work
with native Autoruns file
formats, but you can use
File->Export to save a
text-only version of the
scan results. You can also
automate the generation of
native Autoruns export
files with command line
options.

(1 1 you are running
Autoruns without
administrative privileges on
Windows Vista and attempt
to change the state of a
global entry, you'll be
denied access. Autoruns
will display a dialog with a
button that enables you to
re-launch Autoruns with
administrative rights.

Module 07 - Malware Threats

33. Once the scanning is complete, jv16 PowerTools displays the Registry

Errors, Temp Files, ctc.
&3 416 PowerTools 2014 [W8-x64] - Clean and fix my computer - o X
File Select Tools Help
tem
verity
scrpbon
ags
Item Severity Description Tags
[ ] 2 Registiy Entors 418
[] &) Registiy junk and leftovers 68
[] 2] MRU and History Data 2
[] 2 Temp Files 73
2] Start menu and desktop items 89
[] 3 Log files m
\ Fix Delete | Close

: __

FIGURE 15.24: jv16 displaying the analysis results

34. To view the Registry Etrors, expand the Registry Errors node, and expand

the Invalid file or directory reference node.

&3 16 PowerTools 2014 [W8-x64] - Clean and fix my computer - [m] X
File Select Tools Help
tem
venty
scrption
ags
Item / Severity Descrpton Tags
A
[{EJ Registry Errors l 418 ; I
=) Invalid file or ditectory wlewnce] 118
[ HKCR L Ic7\shy File or drectory "C:§
[ ixcrvic7sh I Fie or drectory C:
[0 R eyberg NN e or drectory °C:¥
[ Hxcr\cyberg MMM Fic o drectory °C:¥
[ rxcr alte [N Fic or drectory 'C:¥
O ccralte I Fie or drectory "C:Y
[ MR Walteo RN e or drectory °C:¥
[ Hxcr walteo I  Fic or drectory 'C:¥
[ kR walteo ISR Fic or drectory C: ¢
L[] HKCR Walteo I Fie or drectory 'C:¥ 4
L A Delete Cose |
Al

FIGURE 1625 Viewing the registry errors
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H Compare the current
Autoruns display with
previous results that you've
saved. Select

File | Compare and browse
to the saved file. Autoruns
will display in green any
new items, which
correspond to entries that
are not present in the saved
file. Note that it does not
show deketed items.

77 Unless the Include
Empty Locations
selection in the Options
menu is checked Autoruns
doesn't show locations with
no entries.

Module 07 - Malware Threats

35. In the same way, expand the other items in the list to view all the temporary
files, log files, etc.

36. Check all the items in the application window, and click Delete.

&3 j16 PowerTools 2014 [W8-x64] - Clean and fix my computer = [m} X
File Select Tools Help
Item
Severity
Description
Tags
Item / Severity Description Tags
1] Registry Errors 418 7 418
b 4] Registry junk and leftovers 68 7 68
E] [t} MRU and History Data 272
E] 4] Temp Files 73773
b [+] Start menu and desktop items 89789
i+ Log files 111 2111
L Cose
[selected: 761, highiighted: 0, tota: 761

FIGURE: 1626: Deleting all the fikes

37. 'The jv16 PowerTools pop-up appears; click Yes.

jv16 PowerTools 2014 X

You are about to delete a lot of erroneous registry data. Using the Fix
option is always the better option. Are you sure you know what you are
doing and want to proceed?

I R

FIGURE 16.27: jv16 PowerTools pop-up

38. This deletes all the unwanted/harmful registries, logs, temporary files, etc.,
ensuring the safety of your computer.

39. If the jv16 Power Tools pop-up appeats, asking you to restart the
computet, click OK.

40. If the Clean and Fix My Computer dialogue-box still appears, close it.
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41. Click Home, and select Control which programs start automatically.

54 15 PowerTools 2014 - b%s

Fie Languags  Jods Help

MACECRAFT A
5()}?1.\\1 ARE Trial Limstation in Effect - 60 da
ﬁ Home a
(L 'The Verify Signatures o Registry Toos .
option appears in the =
gpﬁo‘“ menmLon gystems ) FleTods demandfixmy | Controlwhich Speedupmy
at supportimage signing computer programs start computer

vetification and can result Sk ety

2 . System Tooks
in Autoruns querying

certificate revocation list :
(CRL) web sites to Privacy Tooks ‘
determine if image 2

e E

signatures are valid. -
— DoCkIPS Uninstal software Immurize my
and lefiovers computer
’h Action Hstory
(L] settnge
00%
Regstry Health Trial Reminder
- 100% You are using the free trid version of jv 16 PowerTools. Click hers to buy the real

N
PC Health

3v16 PowerTaks (3.2.0.1354) runring on (x64) with 2.0 GB of RAM

FIGURE 16.28: Selecting Contiol which programs start automatically

42. Check the software of your choice in Startup Manager, and sclect the
appropfiate action on the software you check.

&3 416 PowerTools 2014 [W8-x54] - Startup Manager = =] P
File Select Tools Help
Enabled Program Description Fiename Tags
{No items found)
£ The Hide Microsoft
Entries selection omits
images that have been
signed by Microsoft if
Verify Signatures is
sckected and omits images
that have Microsoft in their
resource’s company name
field if Verify Signatures
is not sclected.
[+ New | Enable Delete Cose
Beectes 0 nighighies 0 totat 0

FIGURE 1629: jv16 Startup Manager Dialogue
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(1) Use the Hide Microsoft
Entries or Hide Windows
Entries in the Options
menu to help you identify
software that's been added
10 4 system since
installation. Autoruns
prefixes the name of an
image's publisher with
"(Not verified)" if it cannot
verify a digital signature for
the file that's trusted by the
system.

Module 07 - Malware Threats

43. Thus, you could find any Trojans or malicious files ranning at system startup
and choose approptiate actions against them.

44. Select Registry Tools to view Registry-related icons.

45. 'This section helps you to find, manage, monitor, compress, clean, or replace
registry files.

4 116 PowerTools 2014 - %
Languzge  Jeok  Heb

=
. L IEC . -
=
Registry Regstry  Registry Find Regstry Registry
Manager Finder &Replace Cleaner Compactor
.| FieTodls
K3 systemook * a
- 4
@ Prvacy Tools Registry Regstry
Informaton Monitor
-
- Bockups

Li‘; Action Hstory

Seltings

[l L R —
Registry Health
Trial Reminder

t‘ﬂ | Youare using the free trial version of jv 16 PowerTools. Click here to buy the real

PC Health version|

v 16 PowerTools (3.2.0,1354) running on (x64) with 2.0 GB of RAM

FIGURE 16.30: jv16 Registry tooks
46. Click File Tools to view file-related icons.
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(1 The Hide Windows
Entries omits images
signed by Windows if
Verify Signatures is
selected. If Verify
Signatures is not selected,
Hide Windows Entries
omits images that have
Microsoft in their
resource's company name
field and the image resides
beneath the
YSystemRoot% directory.

Module 07 - Malware Threats

47. This section helps you to find, recover, clean, organize, or merge files or

directories.
K3 116 PowerTools 2014 - x
de  Languags  Jocis Heb
MACECRAFT Trind Limitation in Effect - 60 days keft
SOFTWARE g g
" 2 R s of
I
o~ P " /~/
o RegistryToos —
File Teal Fle Cleaner File Finder File Recovery  Duplcate File
Finder
. File Tools
Bt a2 e
0 Privacy Tooks Drectory Diectory Tool  File Organizer  Mass rena Merge fles
Fi fies
-3
- Badups —— — r— —
g Acwonsistory 3@ S e
Spiit files Remove files Find and Woe files
onreboot replace data
{87 Settings nads fies
t 100% ]
Registry Health )
Trial Reminder
ﬁ_—_ 200% 1 Youare usng the free trial verson of 1v16 PowerToolk, Cick here to buy the real
PC Health version|
Jv16 PowerTools (3.2.0.1354) running on (x64) with 2.0 GB of RAM

FIGURE 16.31: jv16 Fik tools

48. Select the System Tools menu to view system-related applications with
which you can uninstall software, manage services, etc.

&3 jv16 PowerTools 2014 - X
ile  Language Tools Help
MACECRAFT
- % Trial Limitation in Effect - 60 days left Handbook not
SOFTWARE J “avalble
9_ Home P — (B pa —")
U [ 9
3 ' N
,a Registry Tools J -
Software Startup Start Menu Automation Service
Uninstaller Manager Tool Tool Manager
% | FieTools
E_;IJ System Tools @ )
A
@ Privacy Tools System
Optimizer

FIGURE 16.32: jv16 System toolks
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49. Select Privacy tools to view History Cleaner and Disk Wiper options.

K3 jv16 PowerTools 2014 - X

ile  Language Tools Help

MACECRAFT a W
Trial Limitation in Effect - 60 days left ve Support Handbook not
SOFTWARE - e > o Svalable
£ tome - .
i | B
‘5’ Registry Tools 3
History Disk Wiper
Cleaner
<] FileTools

E System Tools
=

(@ s

FIGURE 1633 jv16 Privacy tools

50. 'The first option helps in cleaning the history, while the other wipes the disk—
which is not recommended.

51. Select Backups to view the system-related backups.

© jv16 PowerTools 2014 - X
File Language Tools Help

MACECRAFT

e Trial Limitation in Effect - 60 days left ve § ort: dbook not
[ You can compare the SOFTWARE ine avadable

current Autoruns display

with previous results that
you've saved. Select g
File] Compare and browse Zxl Home %
1o the saved file. Autoruns Y
will display in green any 3
new items, which \* Registry Tools History Disk Wiper
correspond to entries that Cleaner
are not present in the saved D
file. Note that it docs not ] Fe Tocks
show deleted items.

ﬂ System Tools

v

® eyt

-

B = |
_7‘, Action History
(Ld) Settings
FIGURE 16.34: jv16 Backup tools
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52. The Jv16 PowerTools Backup Tool window appears, displaying backups

such as registry, file, and other backups.

3 1,16 PowerTools 2014 [W8-x64] - Backup Tool = m] X
ile  Select Tools
Heglslly Fie Backups Olhet
ackups Backups
Description Type Size io] Created / Tags

Ml 2 Other Backups

[_] Clean and fix my Data removed 50,1M8 000352 13.12.2017,0

MQM ighted: 1, total: 1

FIGURE 16.35: w16 Backup ook

53. You can choose whether to delete or restore backups in this window.

Lab Analysis

Analyze and document the tesults related to this lab exetcise. Provide your opinion
of your target’s security posture and exposure through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Intemnet Connection Required

[ Yes M No
Platform Supported
Classroom iLabs
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ICON KEY

[7=7 Valuable
information

& Test your
knowledge

B Web exercise

I;D Workbook review

["7Tools
demonstrated in
this lab are
available in
Z\CEH-
Tools\CEHv10
Module 07
Malware Threats

Module 07 - Malware Threats

Removing Malware using ClamWin

ClamWin is a bighly effective and widely used malware removal program which can
detect and remove the latest variants of multiple malware.

Lab Scenario

Following simple preventative measures can ensure that your computer remains
free of infections and malware. This provides the users with smooth and
interruption-free experience while keeping their privacy in check. The best methods
to keep your system from infection and exploitation is to avoid downloading and
installing programs from untrusted sources and to avoid opening executable e-mail
attachments.

As a System Administrator, your daily task is to monitor the health of the system you
manage. You have to check the system for any infections and make sure they have
been removed so that thete is no breach in the secutity of the system.

Lab Objectives

The objective of this lab is to help students analyze and find out about any
infections in the machine, and remove any infections found affecting the system.

Lab Environment
To complete this lab, you will need:
= A computer running Windows Server 2016
=  Windows 10 running as a virtual machine
=  Administrator privileges to run the ClamWin application

Lab Duration
Time: 10 Minutes

Overview of ClamWin

ClamWin is a free, open-source anti-virus program for windows systems. Used by
thousands of users wotldwide, clamwin comes with a super-fast installer and an easy
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to use interface which makes it convenient to detect and clean infections from a

computer system.
Lab Tasks
_ Brask 1 1. Navigate to ZACEH-Tools\CEHv10 Module 07 Malware Threats\Anti-
Install ClamWin Virus Software\ClamWin and double-click clamwin-0.99.1-setup.exe to
launch the setup of Clamwin.
2. 'The ClamWin setup window appears as shown in the screenshot, click
Next to proceed.
§5) Setup - ClamWin Free Antivirus = X

L Welcome to the ClamWin Free
( = Antivirus Setup Wizard
This will install ClamWin Free Antivirus 0.99.1 on your computer.

It is recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

.Nexl)l Cancel

FIGURE 17.1: Clamwin setup window
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3. In the License Agreement window, select | accept the agreement radio
button and click Next as shown in the screenshot.

m Setup - ClamWin Free Antivirus — X
License Agreement | -
Please read the following important information before continuing. (
/0]

Please read the following License Agreement. You must accept the temms of this
agreement before continuing with the installation.

LICENSE AGREEMENT CLAMWIN PTY LTD License Agreement A

PLEASE READ THIS LICENSE AGREEMENT ("LICENSE")
CAREFULLY BEFORE USING THE CLAMWIN FREE ANTIVIRUS
PROGRAM (THE "PROGRAM"). BY USING THE PROGRAM YOU ARE
AGREEING TO BE BOUND BY THE TERMS OF THIS LICENSE. IF YOU
DO NOT AGREE TO THE TERMS OF THIS LICENSE, DO NOT USE
THE PROGRAM.

You can yninst_zl the ClamWin Program by clicking on the "Start” v

[@laccemmeaqaement]
(O 1do not accept the agreement

<Back [ Nets> ) | Cancel

FIGURE 17.2: Clamwin license agreement window

4. ClamWin starts to install in the system as shown in the screenshot.

5 ClamWin Free Antivirus: Downloading Update... X

main.cld updated (version: 58, sigs: 4566249, f4evel: 60, bulder: sigmgr) A
WARNING: getfile: daily-21468 cdif not found on remote server (IP: 69.12.162.28)
'WARNING: getpatch: CanY download daily-21468 cdéf from database clamav net
WARNING: getfile: daily-21468 cdf not found on remote server (IP: 72.21.91.8)
WARNING: getpatch: Cant download daily-21468 cdif from database clamav net

| Trying host database clamav net (138.148.78 4)...

IWARNING: getfile: daily-21468 cdiff not found on remote server (IP: 138.148.78 4)
WARNING: getpatch: Cant download daiy-21468 cdff from database clamav net
inonblock _recv: recv timing out (30 secs)

WARNING: getfile: Emor while reading database from database clamav net (IP:
128.199.133.36): Operation already in progress

IWARNING: Cant download daily cvd from database clamav net

Trying again in 5 secs...

IClamAV update process started at Tue Nov 28 21:20:09 2017
imain.cld is up to date (version: 58, sigs: 4566249, flevel: 60, bulder: sigmgr)
WARNING: getfile: daily-21468 cdff not found on remote server (IP: 72.21.91 8)
'WARNING: getpatch: CanY download daily-21468 cdff from database clamav

WARNING: getfile: daily-21468 cdéf not found on remote server (IP: 128.199.133.36)
WARNING: getpatch: Cant download daily-21468 cdff from database clamav net
'WARNING: getfile: daily-21468.cdéf not found on remote server (IP: 203.178.137.175)
IWARNING: getpatch: Cant download daily-21468 cdif from database clamav net

Save Repott Stop

FIGURE 173: Chmwin installation in progress
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5. Upon completion, click Finish to exit setup as shown in the screenshot.

Fﬂ Setup - ClamWin Free Antivirus -

[ Completing the ClamWin Free
( % Antivirus Setup Wizard

Setup has finished installing ClamWin Free Antivirus on your
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

FIGURE 174: Chmwin installaton finished

B aai 3 6. ClamWin Free Antivirus window appears; click Memory Scan icon form
the menu bar as shown in the screenshot.
Perform a Memory
Scan ) ClamWin Free Antivirus — a X
File Tools Help
@&
@ &
Select a folder or a file to scan
Shift key to select multiple files or folders)
= A)
& C)
& o)
| Scan | Close
ﬁcans Prog Loaded in Computer M ry for Computer Viruses
FIGURE 17.5: Starting a memoty scan
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7. ClamWin statts to scan the computer’s memory for viruses. It takes
approximately 2 minutes for the scan to finish. ClamWin displays the scan
results as shown in the screenshot. Analyze the results and click Close.

5 ClamWin Free Antivirus: Scan Complete X
*** Memory Scan: using ToolHelp *** "
e 3 - 298 modules ***

*** Computer Memory Scan Completed ***

|——— SCAN SUMMARY ———
Known viruses: 6352845
Engine version: 0.99.1
{Scanned directories: 0
Scanned files: 303
Infected files: 0
N Data scanned: 304.76 MB

Data read: 0.00 MB (ratio 0.00:1)
Time: 121.668 sec 2m 15s)

k'I Completed

—
v

et

FIGURE 17.6: Memoty scan results
8 In the ClamWin main window, select the drive to be scanned (here €z) and

_ Hrask s click Sean as shown in the screenshot.
Scan a Drive D ClamWin Free Antivirus = m] X

File Tools Help

&=

Select a folder or a file to scan
d Shift key to select multiple files or folders)

e

FIGURE 17.7: Starting a folder scan
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9. ClamWin statts to scan the computer for viruses. ClamWin displays the
scan results as shown in the screenshot. Analyze the results and click Close.

5 ClamWin Free Antivirus: Scan Complete X

!

5

WARNING; Lant open f#e L. \WINGOWS \ | asks \UropboxUpaate | ask MachineLore Job: A
Pemission denied

WARNING: Cant open file C:\Windows'\Tasks\Dropbox Update Task MachineUA job:
Pemission denied

WARNING: Cant open file C-\Windows\WinSxS\amd64_mi ft-wind
n.n_service_datastore_31bf3856ad364e35_10.0.15063.0_none _¢ eZAZGSeSGeoem
\dnary xsd: Pemission denied

———— SCAN SUMMARY ———
Known viruses: 6352845

Infected files: 0

Data scanned: 13575.44 MB
Data read: 20013.96 MB {ratio 0.68:1)
Time: 7680.635 sec (128m 0s)

J

Completed

. =)

FIGURE 17.8: Folder scan results

Lab Analysis

Analyze and document the results related to this lab exetcise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB,

Internet Connection Required

O Yes No
Platform Supported
M Classroom M iLabs

CEH Lab Manual Page 798

Ethical Hacking and Countermeasures Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



