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Module 08 - Sniffing

Sniffing a Network

A packet sniffer is a type of plug-and-play wiretap device attached to a computer that
eavesdrops on network. traffic. It monitors any bit of information entering or leaving a
network.

Lab Scenario

“Sniffing” is the process of monitoring and capturing data packets passing through a
given network using softwate or hardware devices. There are two types of sniffing:
passive and active. Passive sniffing refers to sniffing on a hub-based network; active
sniffing refers to sniffing on a switch-based network.

Although passive sniffing was predominant in eatlier days, proper network-securing
architecture has been implemented (switch-based network) to mitigate this kind of
attack. However, there are a few loopholes in switch-based network implementation
that can open doors for an attacker to sniff network traffic.

Attackers hack the network using sniffers, where he/she mainly targets the protocols
vulnerable to sniffing. Some of the protocols vulnerable to sniffing include HTTP,
FIP, SMTP, POP, and so on. The sniffed traffic comprises FIP and Telnet
passwords, chat sessions, email and web trafficc DNS traffic, and so on. Once
attackers obtain such sensitive information, they might attempt to impersonate target
user sessions.

Thus, it is essential to assess the security of the network’s infrastructure, find the
loopholes in it and patch them up to ensure a secure network environment. So, as an
ethical hacker/penetration tester, your duties include:

= Implementing network auditing tools such as Wireshark, Cain & Abel, etc. in
an attempt to find loopholes in the network

Lab Objectives

The objective of this lab is to make students learn to sniff a network and
analyze packets for any attacks on the network.

The primary objectives of this lab are to:
=  Sniff the network
=  Amnalyze incoming and outgoing packets
= Troubleshoot the network for performance

= Secure the network from attacks
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Module 08 - Sniffing

Lab Environment
In this lab, you will need:
= A Web browser with an Internet connection
= Administrative privileges to run tools
Lab Duration
Time: 75 Minutes
Overview of Sniffing Network
Sniffing is performed to collect basic information from the target and its network. It

helps to find vulnerabilities and select exploits for attack. It determines network,
system, and organizational information.

Brasx 1+ Lab Tasks

Overview Pick an organization that you feel is worthy of your attention. This could be an
educational institution, a commercial company, or nonprofit charity.

Recommended labs to assist you in sniffing the network:
= Performing Man-in-the-Middle Attack using Cain & Abel
= Spoofing MAC Address using SMAC
=  Sniffing Passwords using Wireshark
®  Analyzing a Network using the Capsa Network Analyzer
= Sniffing the Network using the Omnipeek Network Analyzer
® Detecting ARP Poisoning in 2 Switch Based Network
®  Detecting ARP Attacks with XArp Tool

Lab Analysis
Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s security posture and exposure through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Performing Man-in-the-Middle
Attack using Cain & Abel

Cain &Abel is a password recovery tool that allows recovery of passwords by sniffing
the network, and cracking encrypted passwords.

Lab Scenario

You learned in the previous lab how to obtain user name and passwords using
Wireshark. By merely capturing enough packets, attackers can extract the username
and password if victims authenticate themselves in public netwotks, especially on
unsecured websites. Once a password is hacked, an attacker can simply log into the
victim’s email account or use that password to login to their PayPal and drain the
victim’s bank account. They can even change the password for the email. Attackers
can use Witeshark to decrypt the frames with the victim’s password they already have.

As a preventive measure, an organization’s Administrator should advise employees
not to provide sensitive information in public networks without HT'TPS connections.
VPN and SSH tunneling must be used to secure the network connection. As an expert
Ethical Hacker and Penetration Tester you must have sound knowledge of sniffing,
network protocols and their topology, TCP and UDP setvices, routing tables, remote
access (SSH or VPN), authentication mechanism, and encryption techniques.

Another method through which you can gain username and password is by using
Cain & Abel to perform man-in-the-middle (MI'TM) attacks.

Lab Objectives
The objective of this lab to accomplish the following information regarding the
target organization that includes, but is not limited to:

=  Sniff netwotk traffic and perform ARP Poisoning

* Launch Man-in-the-Middle attack

=  Sniff network for password
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Lab Environment
To carry-out the lab, you need:

Cain and Abel, located at ZACEH-Tools\CEHv10 Module 08 Sniffing\ARP
Poisoning Tools\Cain & Abel

You can download the
http//www.oxid.it.

latest version of Cain & Abel from

If you decide to download the latest version, then screenshots shown in the
lab might differ

A computer running Windows Server 2016

Windows 10 running on virtual machine as the Attacker machine
Windows 2012 Setver running on virtual machine as the Victim machine
A Web browser with Internet connection

Administrative privileges to run tools

Lab Duration
Time: 15 Minutes
Overview of a Man-in-the-Middie Attack

An MITM is a form of active eavesdropping in which the attacker makes independent
connections with the victims and relays messages between them, making them believe
that they are talking directly to each other over a private connection, when in fact the
entire conversation is controlled by the attacker.

MITM attacks come in many variations and can be carried out on a switched LAN.

Lab Tasks

1:

Navigate to ZACEH-Tools\CEHv10 Module 08 Sniffing\ARP Poisoning
Tools\Cain & Abel and double-click ca_setup.exe.

2. If the Open File - Security Warning pop-up appears, click Run.
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Module 08 - Sniffing

3. Follow the wizard-driven installation steps to install Cain & Abel.

S Coir & Abel 13,56 Instakation

E Cand A 435

This e ation oy o8 st Cen g AW A 3%
Prmss the Sms: b1on In st doa s leien Vons o pemss
the Larce tafon e f ) 20 €0 ol ek o0 el Con 3 2oed
425 o e ove

FIGURE 1.1: Cain & Abel installation

4. 'The WinPcap Installation pop-up appears; click Don’t install, as you
have alteady installed it duting the lab setup.

\WinPcap Installation b
L) nan i the Middle WARNING 11l This program uses the packet driver that comes with
attacks have the potential WinPcap v4.1.3 available at www.winpcap.org.

to cavesdrop on a switched
LAN to sniff for clear-text
data (McClure, Scambray). Do you want to install the packet driver now ?
It can also be used for

substitution attacks that
can actively manipulate

data.
FIGURE 1.2: WinPeap Installation pop-up
5. Launch the Windows Server 2012 and the Windows 10 virtual machines.
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6. Switch back to the Windows Server 2016 machine, and launch Cain &
Abel from the Apps screen.

= b3

Wirdows
Server Manager

Control Farel

Fvent Viewer

FIGURE 1.3: Launching Cain & Abel from Apps screen

7. 'The main Window of Cain & Abel appeats, as shown in the screenshot:

File View Configure

SR HBNE +y ¥ RVIMEBAE208R 0?0

= TE e

Tools Help

[ & Decoders | @ Network |89 Snifer [f Cracker [ Traceroute [ ccou [ wirdless [T Query |

&, Cached Passwords
& Protected Storage
& LS4 Secrets
29 Wireless Passwords
& 1E7/8/9 Passwords
%3] Windows Mail Passwords
&8 Dialup Passwords
[== Edit Boxes
" Enterprise Manager
4% Credential Manager
[} Windows Vault

hittp://wwewr.oxid it

Press the + button on the toolbar to dump the Protected Storage

< >

2§ Protected Storage

FIGURE 1.4: Cain & Abel Main Window
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8. To configure Ethernet card, click Configure from menu bar.

File View [[SUUMIEE Tools Help
LB OHERY +y ¥ LI MEERO®E 02 i
&, Decoders l! Network I‘ Sniffer I;f Cm:lmrJ° Traceroute JECCDU I']' Wirdus@ Quelyl

Cached Passwords
¥ Protected Storage Press the + button on the toolbar to dump the Protected Storage
8 LSA Secrets
29 Wireless Passwords
& 1E7/3/9 Passwords

& Windows Mail Passwords

ER) Apr-ssH1 can
capture and decrypt SSH
version 1 session that are
then saved to a text file.
APR-HTTPS can intercept
and forge digital certificates
on the fly but because a
trusted authority does not
sign these certificates a
warning message will be
displayed to the end user.

g

FIGURE 1.5: Cain & Abel Configuration Option

9. 'The Configuration Dialog window appears.

£ Replay attacks can 10. The window consists of several tabs. Click the Sniffer tab to select
also be used to resend a H
sniffed password hash 1o smfﬁng adaptcr'
:‘:“J‘;‘l‘;:z‘;’:w 11. Select the Adapter associated with the IP address of the machine, and
click Apply and OK.
Configuration Dialog X
Challenge Spoofing |  Fitersandpots |  HTTP Relds |
Traceroute |  Cedficate Spoofing |  Certficates Collector |
Snffer | APR(Ap Poison Routing) |  APR-SSLOptions |
Adapter |P address Subnet Mask
255.255.255.255  255.255.265.255
> 0.000 0.0.00
EL For 1P and MAC
spoofing you have to
choose addresses that are
notalready present on the
network. By default, Cain < >
uses the spoofed MAC
"001122334455" for two Winpcap Version
reasons: first that address
can be casily identified for 4.1.0.2980
troubleshooting and second
it is not supposed to exist ~Cument N k Adapter
in your network.
Note: You cannot have on
the same Layer-2 network
two o mote Cain machines | WARNING !!! Only ethemet adapters supported
using APR's MAC spoofing
and the same Spoofed | Options
MAC address. [” Stat Snifferonstatup |~ Dont use Promiscuous mode
I Start APR on startup
OK Apply Help
FIGURE 1.6: Cain & Abel Configuration Dialog Window
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ED ‘The most crucial item
in that list is the radioactive
hazard APR. Ttis in this
window that we select our
victim(s).

&% Be warned that there
is the possibility that you
will cause damages and/or
Joss of data using this
software and that in no
event shall the author be
liable for such damages or
loss of data.
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12. Click Start/Stop Sniffer on the toolbar to begin sniffing.

| o
File View Configure Tools Help

s@)eHnme +v ¥R EEESO®E O i

& [ Network E Sniffer | Cracker | @R Tr @ ccou |7 Wireless ]E} Query |

Cached Passwords

g Protected Storage Press the - button on the toolbar to dump the Protected Storage

gl L5A Secrets

@9 Wireless Passwords

&8 IE 7/8/9 Passwords

- 25) Windows Mail Passwords

@ Dialup Passwords

~[== Edit Boxes

% Enterprise Manager

~® Credential Manager
i Vi

FIGURE 1.7: Starting a sniffer

Note: If the Cain Warning pop-up opens, click OK.
[Cain X

WARNING !!! TCP Large/Giant Send Offloading is enabled for the
A current network interface. Cain's SSL MitM attacks could be affected;

please check the Windows's advanced settings of your network

interface configuration.

Alternatively you can globally disable task offloading features with the

following command:

netsh int ip set global taskoffload=disable

Remember to deactivate and re-activate the network interface after the
above command.

FIGURE 1.8: Cain Warning pop-up
13. Now click the Sniffer tab.

_ File View Configure Tools Help

owokBRD |+v 2 LIMEESOXL 0% i
Decoders | @ Network |9 Snifer | Cracker | Traceroute [T CCOU 'S Wireless | Query |

P address | MAC address | OUI fingerprint | Host name | B[ B |82 | Gr [ Mo M| M3
10.10.10.1 001550003903 Microsoft Corporation

FIGURE 1.9: Sniffer tab
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£ APRRDP can
capture and decrypt
Microsoft's Remote
Desktop Protocol as well.

77 Speeding up packet
capture speed by wirckss
packet injection.

Module 08 - Sniffing

14. Click the plus (#) icon, or right click in the window, and select Scan MAC
Addresses to scan the network for hosts.

15. The MAC Address Scanner window appeats. Check All hosts in my
subnet and All Tests, then click OK.

==

=

B EYVmEE=a0¥E @2 i

Network |8 snifer [ Pagacker [ Traceroute JHN ccou ['3" wireless [& Quer |
rint MAC Address Scanner K b I BS | Gr | MO | M1 | M3

Target
G )
© Hange
Fiom

10

3
:
¢
g
H
*

QaaqAAZ |

g

E

Hosts [@ APR [ Routing [3% Posswords | % Vol
Lost packets: 0%

FIGURE 1.10: Cain & Abel - MAC Address Scanner Window
16. Cain & Abel starts scanning for MAC addresses and lists all those found.

17. After scanning is completed, a list of detected MAC addresses arc
displayed as shown in the screenshots:

p File View Configure Tools Help
(O omiHe +v B vmEE=OYE ¢ 4
& Decoders | @ Network [ sniffer [ Cracker [ Traceroute @ccwl'&" Wireless |55 Query |

| MAC address | OUI fingerprint | Host name | B..|B..[B8 | Gr | Mo]mMi]m3
10.10.10.1 001550003909 Microsoft Corporation * * * . A 73 F
10.10.109 0 i Corporati SRt T
10.10.10.11 00 Microsoft Corp e
10.10.10.8 001550003904 Microsoft Corporation » R A SUE I
10.10.10.10 00 Microsoft Corporati T BT S o
10.10.10.12 001 c =1k iy

FIGURE 1.11: Cain & Abel - MAC Address Scanned
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EL) AR state Half-
Routing means that APR is
routing the traffic correctly
but only in one direction
{ex: Client->Server or
Server->Client). This can
happen if one of the two
hosts cannot be poisoned
or if asymmetric routing is
used on the LAN. In this
state the sniffer loses all
packets of an entire
direction so it cannot grab
authentications that use a
challenge-response
mechanism.

ER) Note that Cain &
Abel program does not
exploitany software
vulnerabilities or bugs that
coukl not be fixed with
little effort.

KLY APR state Full-
Routing means that the TP
traffic between two hosts
has been completely
hijacked and APR is
working in FULL-
DUPLEX. (ex: Server<-
>Client). The sniffer will
grab authentication
information accordingly to
the sniffer filters set.

18. Click the APR tab at the lower end of the window.

m

File View Configure Tools Help
(S o mlHe +9 RuymEEaORZ (0?0
Ié Decoders I! Network I‘ Sniffer Iw’l Cracker la Traceroute IE ccou I"‘ Wireless IB_) Quuyl
Status | 1P oddress | MAC address | Packets -> | <- Packets | MAC address | IP oddn
& APR-Cent
.2, APR-DNS
I APR-SSH-1(0)
& APR-HTTPS (0)
5 APR-ProxyHTTPS (0)
& APR-RDP (U)
S APR-FTPS (0) ” 5
5 APR-POP3S (0)
5 APR-IMAPS (0) Status | 1P address | MAC address | Packets -> [ <- Packets | MAC address | IP addn
-8 APR-LDAPS (0)
5 APR-SIPS (0)
< >
| @ cConfiguration / Routed Packets |

FIGURE 1.12: Cain & Abel ARP Tab

19. Click anywhete on the top most section in the right pane to activate the
+ icon.

File View Configure Tools Help
Do hlN® +9 R ImEEaO®E 0 0
Decoders Network | M9 Sniffer [ Cracker | €8 Traceroute [T CCDU |'4° Wirdless |25 Query |

Status | 1P address | MAC address | Packets -> | <- Packets | MAC address | IP
. [ APR-Cert
2 APR-DNS
B APR-SSH-1(0)
5 APR-HTTPS (U)
B APR-ProxyHTTPS (0)
3 APR-ROP (0)
8 APR-FTPS (0)
< >
&) APR-POP3S (0)
B APR-IMAPS (0) Status [ 1P address | MAC address | Packets -> [ <- Packets | MAC address | IP addn
& APR-LDAPS (0)
£y APR-SIPS (0)
< >
< > I_Q Configuration / Routed Packets |
Hosts | @ APR [ Fouting |3 Pesswords [ s VolP |

Lost packets: 0% &

FIGURE 1.13 Cain & Abel Sniffer Section
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Module 08 - Sniffing

20. Click the Plus (+) icon; the New ARP Poison Routing window opens,
from which we can add IPs to listen to traffic.

|

File View Configure felp
— ] | |
EIXES 1) RRIEBEEaO®E 0?0
[& Decoders [ Network Jf @ Traceroute JIT CCOU ['H” Wircless £ Quey |
- . 0 o D addn
APR-Cerf New ARP Poison Routing E
2 APR-DN! |
Jonigy i WARNING I
8 APR-HT] R enzbles you to hjack IP traffic betvwaen the selectad host on the left ist and all selected hosts on the ngfk kst in both
1 The Protected Store is a drecticns. If 2 selected host has routing ities WAN tiaffic wil be inteicepted as wel. Pleass note that since your
i 3 B APR-Pro} | |mackine has not the same peiformance of a fouter yo coud cause DoS if you et APR between yous Defauk Galsway and
storage facility provided as 98 APR-RDF | |al other hosts ce you LAN.
part of Microsoft D) APR-FTP
CryptoAPL 1t's primary use 8 APR-POR
is to securely store private 8 APR-IMA
keys that have been issued 5 APR-LDA :'; “3‘:‘;’1' mc Hostname
1 § -
Rgneer ~8) APR-SPS [1910103 ool
10101011 01 -
1010108 o -
10101070 o d
10101012 oo .
< >
FIGURE 1.14: New ARP Poison Routing window
21. To monitor the traffic between two computers, select 10.10.10.10
(Windows 10) and 10.10.10.12 (Windows Server 2012). Click OK.
ew ARP Poison Routing X
WARNING 11l -
APR enables you to hijack IP traffic between the selected host on the left list and all selected hosts on the nght list in both
directions. If a selected host has routing capabilties WAN traffic will be intercepted as well Please note that since your
machine has not the same performance of a router you could cause DS if you set APR between your Default G ateway and
all other hosts on your LAN.
[ All of the information = =
in the Protected Store is
encrypted, using a key that IP address | MAC | Hostname
is derived from the user's 1010101 001 -
Jogon password. Access to 1010108 oo - 1010,
the information is tightly 10.10.10.11 001 = - - 10.10.10.11
10.10.10.8 [ B
regulated so that only the -
owner of the material can 1010101 oot
access it
< > |« >

FIGURE 1.15: Monitoring the traffic between two computers

22. Select the added IP address in the Configuration/Routed packets, and
click Start/Stop APR.
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(L) Many Windows
applications use this
feature; Internet Explorer,
Outlook and Outlook
Express for example store
user names and passwords
using this service.

£ There isako another
sctused for credentials that
should persist on the Jocal
machine only and cannot
be used in roaming profiles,
this is called " Local
Credential Set” and it refers
to the file:

‘\Documents and

Setting:
cal Settings\Application
Data’ Microsofth Credential
erSID%\ Credentials

sername”a’\lo

ﬂi =R

Module 08 - Sniffing

Note: If the Couldn’t bind HTTPS acceptor socket pop-up appears, click
OK.

File View Configure Tools Help
SwekBRE +v B LIMEEIOEN @9 i

[@ Decoders | @ Network |89 Sniffer [ Cracker | &R Traceroute [Nl CCOU ['§° Wireless |G Query |
G APR

‘ =) APR-Cert
2 APR-DNS

B APR-SSH-1 (0
£ APR-HTTPS
5 APR-ProxyHTTPS (0]
& 4PR-RDP (0)

5 APR-FTPS (0]

<- Packets | MAC address

8 APR-POP3S (0) < . - . :
& APR-IMAPS (0) | Stotus [iPaddress [ MACaddress | Packets > | <-Packets [ MAC sddress | 1P addn
8 APR-LDAPS (0 |
& APR-SIPS (0)

| < >

B 5 [@_Configuration / Routed Pckets ]

Hosts | & APR [ Routing [FN Passwords |2 VolP
& 9

Lost packets: 0%

FIGURE 1.16: Cain & Abel ARP Poisoning

23. Now, launch command prompt in Windows Server 2012, and type ftp
10.10.10.10 (IP address of Windows 10) and press Enter.

24. When prompted for a username, type “Martin” and press Enter; for a
password, type “apple” and press Enter.

o

Administrator. Command Prompt - ftp 10.10.10.10

ft Windows [Uersion 6.
313 Microsoft Corporation.

081
All »rights reserved.

rator’ftp 10.108.16.10
#.18.14

none
rd required for Mart

cannot g in.

e ————————
FIGURE 1.17: Start ftp://10.10.10.10

Note: Irrespective of a successful login (or even oflogin failure), Cain & Abel
captures the password entered during login.
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77 Credentials are stored in
the registry under the key
HKEY_CURRENT_USER
\Software \Microsoft\Prote
cted Storage System

Module 08 - Sniffing

25. On the Windows Server 2016 machine, observe the tool listing some
packet exchange.

o

EICE T

File View Configure Tools Help

cant
i

WE +y R R ImEEaO¥E OF 0

& Decoders | @ Netwiork |9 Sniffer [f Cracker | €8 Traceroute [Nl CCOU ['A° Wireless |20 Query |

& APR
(&) APR-Cent
2 APR-DNS
I APR-SSH-1(0)
5 APR-HTTPS (0)

MAC address <- Packets | MAC address

001550003902

IP addn
10.10.1€

Provider\. 8 APR-ProxyHTTPS (0)

&) APR-RDP (0)
8 APR-FTPS (0)
S APR-POP3S (0)

> | <-

FIGURE 1.18: Sniffer window with more packets exchanged

26. Click the Passwords tab, as shown in the screenshot, to view the sniffed
password for ftp 10.10.10.10.

File View Configure Tools Help
|aweokBRE |+v B LINEEaORE 02 1
Network |89 Siffer | Cracker | @& Traceroute |8 CCOU

Timesta | Client
14/11/2017 - 03:47:56 10.10.10.12

Wireless

Passwords | Password |

apple

| Usemame
Martin

| FTP server
10.10.10.10

D HTIP(D)

-5 IMAP (0)

£ LDAP (0)

- POP3 (1)

-=h SMB (0)

- Telnet (0)

g UNC ()

2 s )

& TNS ()

31 SMTP (0)

P NNTP (0)

{8 ocesrec (0)
- MSKerbs-PreAutt
-8 Radius-Keys (0)
.8 Radius-Users (0)
-8 ca

%0 This set of credentials is
stored in the file
\Documents and

Settings\ %Username%a\Ap
plication

Daun\Microsoft\ Credentials
\aUserSID%\Credentials,

v

oY ]
Hosts | @9 APR [ Routing [3% Passwords | e Vol |

Lost packets: 0%

<

|

FIGURE 1.19: Passwords displayed in plain text

27. This way, an attacker can obtain passwords in cleartext if the channel
through which information is passing doesn’t provide encryption.
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Lab Analysis

Analyze and document the tesults related to this lab exercise. Provide your opinion
of your target’s security posture and “exposure” through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
Classroom iLabs
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Spoofing MAC Address using SMAC

SMAC is a powerful and easy-to-use tool for MAC address changer (spodfer). The
100l can activate a new MAC address right afler changing it antomatically.

Lab Scenario

MAC duplicating or spoofing attack involves sniffing a network for MAC addresses
of legitimate clients connected to the network. In this attack, the attacker first retrieves
the MAC addresses of clients who are actively associated with the switch port. Then
the attacker spoofs his or her own MAC address with the MAC address of the
legitimate client. Once the spoofing is successful, the attacker can receive all traffic
destined for the client. Thus, an attacker can gain access to the network and take over
the identity of a network user. If an administrator does not have the working packet-
sniffing skills, it is hard to defend intrusions. So, as an Expert Ethical Hacker and
Penetration Tester, you must spoof MAC addresses, sniff network packets, and
perform ARP poisoning, network spoofing, and DNS poisoning. In this lab, you will
learn how to spoof a MAC address to remain unknown to an attacker.

Lab Objectives
The objective of this lab is to reinforce concepts of network secutity policy, policy

enforcement, and policy audits.
In this lab, you will learn how to spoof a MAC address.

Lab Environment

In the lab, you will need:

=  SMAC located at Z:\CEH-Tools\CEHv10 Module 08 Sniffing\MAC Spoofing
Tools\SMAC

®* You can download the latest version of SMAC from the link
http2//www.kicconsulting.net'smac/default.htm#smac27

= If you decide to download the latest version, then screenshots shown in the
lab might differ

= A computer running Windows Server 2016 as a virtual machine

CEH Lab Manual Page 814
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£ sMAC is a powerful
yet easy-to-use and intuitive
Windows MAC address
modifying utility (MAC
address spoofing) which
allows users to change
MAC addresses for almost
any Network Interface
Cards (NICs) on the
Windows 2003 systems,
regardless of whether the
manufacturers allow this
option.

Hrask 1

Install SMAC

ELY SMAC works on the
Network Interface Card
(NIC), which is on the
Microsoft hardware
compatibility list (HCL).

Module 08 - Sniffing
=  Administrative privileges to run tools

A Web browser with Internet access

Lab Duration
Time: 5 Minutes

Overview of SMAC

Spoofing MAC protects personal and individual ptivacy. Many organizations track
wired or wireless network users via theirt MAC Addresses. In addition, there are more
and more Wi-Fi wireless connections and witeless network use MAC Addresses to
communicate these days. Thus, wireless network security and ptivacy has to do with
MAC addresses.

Spoofing is catried out to perform security Vulnerability Testing, penetration testing
on MAC address-based authentication and authotization systems (ie., wireless access
points).

Disclaimer: Authorization to perform these tests must be obtained from the system’s
owner(s).

Lab Tasks

1.

Navigate to Z:CEH-Tools\CEHv10 Module 08 SniffingMAC Spoofing
Tools\SMAC, and double-click smac20_setup.exe.

If the Open File - Security Warning pop-up appeats, click Run.
Follow the wizard-driven installation steps to install SMAC.

‘Welcome to the SMAC 2.0 Setup program. This program will install
SMAC 2.0 on your computer.

It is strongly recommended that you exit all Windows programs
before running this Setup Program.

Click Cancel to quit Setup and close any programs you have
running. Click Next to continue with the Setup program.

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

— 4

FIGURE 2.1: SMAC installation wizard
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4. On completing the installation, launch SMAC from the Apps list.

Windows Server

% >

Windows Windows
gle Chrome Server Manager  PowerShell PowerShed ISE
Command Pro
Windows

Mozilla Firefox Admiristrativ..  Task Manager Control Panel
LL] When you start
SMAC program, you must Nmap - Zenmap GUI
start it as the administrator. E] =
You could do this by right fant .
clicking on the SMAC \ b Event Viewer File Explorer
program icon and click on
"Run as Administrator if )~ Acrobat Reade
notlogged in as an s
administrator. h

FIGURE 22: Launching SMAC from Windows Server 2012 - Apps list
Era-sw o 5. 'The SMAC main screen appeats, along with the License Agreement. Click

1 Accept to continue.

Configure SMAC % ~
File View Options Help
1D | Actipm L fmmntod Lt i | TV PSSR PR VY-S I
SMAC 2.0.5 License Agreement
Please read the follovang License Agresment. Use the scroll bar to view the rest of
the agreement.
SMAC version 20 License Agreement ~
This End User License Agreement ("'Software License Agreement'] is a legal document
between you and KLC Consulting, Inc. ("KLC"). It is important that you read this
P document before using the accompanied software product (“Software'') and any
accompanying documentation, including without limitation printed materials, ‘online’, or
New Spoo|  |electronic documentation (“'Documentation'). By clicking the 1 Accept’ button, by
i) mstalling, or othenwise using the Software, you agree to be bound by the terms of this _J
Soitw;re Lic_ense Agreemem including w_ithout imitation the wamanty disclaimers, v
Do you accept all the terms of the preceding License Agreement? To proceed, you must
t b t. h thi l
Spoofed M chck | Accept to accept this agreement, f you choose | Decline, this program will close.
Active MA | Decline
Disclaimer: Use this program at your own risk. We are not responsible for any damage that may occur to any system. A |
This program is not ta be used for any illegal or unethical purpose. Do not use this program ¥ you do not agree with v
FIGURE 23: License Agreement window
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6. 'The Registration window appears; click Proceed to continue with the
unregistered version of SMAC.

‘ SMAC 2.0 Evaluation Mode - KLC Consulting: www.kicconsulting.net

File View Options Help

1ID__ | Active | Spoofed | Network Adapter | IP Address [ Active MAC iF
0001 Yes inahi i 29870757
SMAC 2.0 Registration
SMAC 2.0 ®

This is an unregistered version.
V¥ Show 0|
New Spoof
I_ —r Enter your Regestration |D and click the "Unlock" button.

L
I =

Spoafed M4 Registraty ID:|
ﬁntSpoole
Active MAC

|00-0C-29-8F-D7-57 ;] [PCINVEN_B085DEV_10D3

Disclaimer: Use this program at your own risk. We are not responsible for any damage that may occur to any system, A
This program is not to be used for any illegal or unethical pupose. Do not use this program i you do not agree with v

I EI_I_I_IL

FIGURE 24: Registration window

7. The SMAC main window appeats. Choose the netwotk adapter of the
machine whose MAC Address is to be spoofed.

B SMAC 2.0 Evaluation Mode - KLC Consulting: www.klcconsulting.net X
File View Options Help
ID | Active | Spoofed | Network er |P Address Active MAC

¥ Show Orly Active Network Adapters s N ST
v
New Spoofed MAC Address | i Pori
[ [ I I I | x| Random MAC List
| ! Refresh Exit
Spoofed MAC Address Netwark Connection 2>
[Not Spoofed _A__] [Ethemet0
Active MAC Address Hardware ID 2>
[00-0C236F D757 | |PCIVEN_E085DEV_1003

Disclaimer. Use this program at your own risk. ‘We are not responsible for any damage that may occur to any system,  ~
This program is not to be used for any illegal or unethical pupose. Do not use this program if you do not agree with v

FIGURE 2.5 SMAC main window
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ELY SMAC helps people
to protect their privacy by
hiding their real MAC
Addresses in the widely
available Wi-Fi Wireless
Network.

EL SMAC also helps
Network and I'T Security
professionals to
troubleshoot network
problems, test Intrusion
Detection / Prevention
Systems (IDS/IPS) test
Incident Response plans,
build high-avaikbility
solutions, recover (MAC
Address based) software
licenses, and so on.

Module 08 - Sniffing

8. 'To generate a random MAC addtess, click Random.

‘ SMAC 2.0 Evaluation Mode - KLC Consulting: www.klcconsulting.net X

File View Options Help
1D__| Active | Spoofed | Network Adapter | IPAddess | Active MAC |
J0001 Yes No Intel(R) 82574L Gigabk Network Connection 10101016 00-0C-23-8F-D7-57
V' Show Only Active Network Adaplers Update MAS Remove MAC
#"“r—mc Ad"'l—“ e I.— Restat Adepter IPConfig
—l 3 MAC List

Spoofed MAC Address Network Connection 23
[Not Spoofed | [Ethemet0
Active MAC Address Hardware 1D 2>
[00C298F D757 _~| |PCIVEN_80880EV_1003
Disclaimer: Use this program at your own risk. We are not responsible for any damage that may occur to any system. A
This program is not to be used for any illegal or unethical puipose. Do not use this program if you do not agree with v

FIGURE 2.6: SMAC Rand MAC add

9. Clicking Random inputs a new randomly Spoofed MAC Address.

button to g

% SMAC 2,0 Evaluation Mode - KLC Consulting: www.klcconsulting.net X
File View Options Help
1D | Active | Spoofed | Network Adapter | IPAddess | Active MAC |
0001 Yes No Intel(R) 82574L Gigabit Network Connection 10101016 00-0C-23-8F-D7:57
¥_Show Only Active Network Adapters Update MAC Reniove MA
New Spoofed MAC Address j
,— I_ l_ ,ﬁ m W _l Restart Adapter |PConfig
Random MAC List
| COMCORE SEMICONDUCTOR, INC. [00E0A5] ~l Refresh Exit
Spoofed MAC Address Network Connection 22
[Not Spoofed | [Ethemetd
Active MAC Address Hardware ID 223
[00-0C236F D757 4| |PCIWVEN_8086DEV_1003
Disclaimer: Use this program at your own risk. \We are not respansible for any damage that may occur to any system. A
This program is hot to be used for any illegal or unethical puipose. Do not use this program if you do not agree with v

FIGURE 2.7: SMAC sdecting a new spoofed MAC address
10. The Network Connection or Adapter displays its respective name.
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E SMAC 2.0 Evaluation Mode - KLC Consulting: wwwi.klcconsulting.net X

File View Options Help

Module 08 - Sniffing

11. Click the forward arrow button on Network Connection to display the
Network Adapter.

nnechior

[V Show Only Active Network Adapters Update MAC PSSV
New Spoofed MAC Address
Restart Adapter IPConfig
00 -[E0 -[A5 -[0B -[DA |AD
—! Random MAC List
| COMCORE SEMICONDUCTOR, INC. [00E0AS] ~! Refresh Exit
Spoofed MAC Address Network Cannection
[Not Spoofed :] [Ethemet0
Active MAC Address Hardware ID 23|
[00-0C258F D757 _~| |PCI\VEN_808SDEV_1003

Disclaimer. Use this program at your own risk. \We are not responsible for any damage that may occur to any system, A
This program is not to be used for any illegal or unethical purpose. Do not use this program if you do not agree with v

FIGURE 2.8: SMAC Network Connection information

12. Clicking the backward arrow button on Network Adapter will again display
the Network Connection. These buttons allow toggling between the
Network Connection and Network Adapter.

m SMAC does not
change the hardware
burned-in MAC addresses.
SMAC changes the
software-based MAC
addresses, and the new
MAC addresses you change
are sustained from reboots.

% SMAC 2.0 Evaluation Mode - KLC Consulting: www.klcconsulting.net X
File View Options Help
ID | Active | Spoofed | Network Cl |P Address Active MAC
¥ Show Only Active Netwark Adapters Update MAC Sve MAC
New Spoofed MAC Address
Restart Adapter IPConfig
00 | EO I I 0B - DA |AD
‘J Random MAC List
| COMCORE SEMICONDUCTOR, INC. [D0E0A5] ~| Refresh Exit
Spoofed MAC Address Network Adapter [
{Not Spoofed _A_J irMR] 825741 Gigabit Network Connection
Active MAC Address Hardware 1D 23]
[000C298F D757 :] |PCI\VEN_B086DEV_1003

Disclaimer: Use this program at your own risk. We are not responsible for any damage that may occur to any system. A
This program s not to be used for any illegal or unethical purpase. Do not use this program if you do not agree with v

FIGURE 2.9: SMAC Network Adapter information
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13. Similarly, the Hardware ID and Configuration ID display their respective

information.
14. Click the forward atrow button on Hardware ID to display Configuration ID
information.
% SMAC 2.0 Evaluation Mode - KLC Consulting: www.klcconsulting.net X

File View Options Help

1D | Active | Spoofed | Network et IPAchm Active MAC

¥ Show Only Active Network Adapters Update MAC Flemove MAL
Nm Spoofed MAC Address
Restait Adapter IPCorfig

|Eu | |uB DA |AD x| = T
Iwucons SEMICONDUCTOR. INC. [D0E045] >l Refresh Exit
Spoofed MAC Address Network Connection >
[Not Spoated | [Ethemetd
Active MAC Address Hardware ID E
[o0-0C-25 6 0757 | [PCIVEN_B0BEDEV_1003

Disclaimer: Use this program at pour own nisk. We are not responsile for ary damage that may occu to any spstem. A
This program is not to be used for any llegal o unethical purpose. Do not use this program # you do not agree with v

FIGURE 2.10: SMAC Hardware ID disphy

15. Clicking the backward arrow button on Configuration ID will again display
Hardware ID information. These buttons toggle between Hardware ID and

Configuration ID.

% SMAC 2.0 Evaluation Mode - KLC Consulting: www.klcconsulting.net X
File View Options Help
ID | Active | Spoofed | Network Ada IP Address Active MAC
¥ Show Only Active Network Adapters Update MAC Ramove MAC
New Spocfed MAC Address
Restart Adapter IPConfig
00 E0 0B DA
I_l_l_l_l_l__l — e
| COMCORE SEMICONDUCTOR, INC. (00EQA5] ~! Refresh Exit
Spoofed MAC Address Network C 2]
[Nt Spooted | [Ethemetd
Adtive MAC Address Conliguration ID []
[00-0C-8eF D757 :] [{0&354016-94F6-4040-B84B 5F614C3E0D17)
Disclaimer: Use this program at your own risk. We are not responsible for any damage that may occur to ang system. A
This program s not to be used for any illegal or unethical purpose. Do not use this program if you do not agiee with v

FIGURE 2.11: SMAC Configuration 1D display
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Erask 3

View IPConfig
Information

£ ‘the 1pconfig
information will show in
the "View IPConfig
Window. You can use the
File menu to save or print
the IPConfig information.

Module 08 - Sniffing

16. To bring up the ipconfig information, click IPConfig.

% SMAC 2.0 Evaluation Mode - KLC Consulting: wwer.klcconsulting.net X
File View Options Help
10| Active | Spoofed | Network ter | IP Address | Active MAC |
0001 Yes No Intel(R) 82574L Gigabit Network Connection 10.10.10.16 00-0C-23-8F-D7-57
¥ Show Only Active Network Adapters Update MAC =
New Spoofed MAC Address
Restart Adapter
00 IEU | IllB DA IAD =
—l Random MAC List
| COMCORE SEMICONDUCTOR, INC. [D0E0AS] -l Refresh Exit
Spoofed MAC Address Network Connection |
[Not Spoofed :] [Ethemet0
Active MAC Address ration 1D <<
[000C236F D767 _A_] 04954D16-94F6-40A0-BBAB-5FE14CSE0017)

Disclaimer: Use this program at your own risk. ‘We are not responsible for any damage that may occur to any system. A
This program is not to be used for any illegal or unethical purpose. Do not use this program if you do not agree with v

FIGURE 2.12 SMAC to view the information of IPConfig

17. 'The IPConfig window pops up, displaying the IP configuration details of
the selected Network Adapter.

18. Click Close after analyzing the information.

@ View IPConfig - O X
File
\Windows IP Configuration A
HostName............: WINESVU388THJS ‘
Primary Dns Suffix ... ....:
Node Type............:Hybnd
IP Routing Enabled. . .. ....:No
WINS Proxy Enabled. . . ... ..: No
|Ethernet adapter Ethernet:
Connection-specific DNS Sulffiz .
Description. . .........: InteI[R] 82574L Gigabit Network Connection
Physical Address. . .......: : 00-0C-29-8F-D7-57
DHCPEnabled. ..........:No
Autoconfiguration Enabled . . . . : Yes
IPvEAddress. . .........: : fd15:4ba5:5a2b:1008:ec44:d637: 1571 f40lPrelened] v
Pl laaal IO A ddea.. KW e A A ACOAT AT AN WM e e aa

FIGURE 2.13: SMAC IPConfig information
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Hrask a

Perform MAC
Address Spoofing

EL When changing MAC
address, you MUST assign
MAC addresses according
to IANA Number
Assignments database. For
example, " 00-00-00-00-00-
00" is nota valid MAC
address, therefore, even
though you can update this
address, it may be rejected
by the NIC device driver
because it is not valid, and
TRUE MAC address will
be used instead.
Otherwise, "00-00-00-00-
00-00" may be accepted by
the NIC device driver;
however, the device will
not function.

Module 08 - Sniffing

19. You can also import the MAC address list into SMAC by clicking MAC List.

% SMAC 2.0 Evaluation Mode - KLC Consulting: www.kicconsulting.net X
File View Options Help
1D [ Active | Spoofed | Netwark Adapter [ IPAddess | Active MAC |
0001 VYes No Intel(R) 82574L Gigabit Network Connection 10.10.10.16 00-0C-28-8F-D7-57
¥ Show Only Active Network Adapters Update MAC —yome AC
New Spoofed MAC Address £ T oo
00 —-|E0 —| A5 =/ 0B =|DA =|AD x
[00 -[E0 -[As -[0B ~[DA ~[AD x| s
‘COMCIJHE SEMICONDUCTOR, INC. [0DEQA5] ;] Refresh
Spoofed MAC Address Network Connection
[Not Spoofed :I [Ethemet0
Active MAC Address ration 1D <<
[oooc-258F 0757 :] iimssaowws-muam-sm 4C3E0D17)
Disclaimer: Use this program at your own risk. We are not responsible for any damage that may occur to any spstem,  ~
This program is not to be used for any ilegal or unethical puipase, Do not use this program if you do not agree with v

FIGURE 2.14: SMAC listing MAC addresses

20. If thete is no address in the MAC address field, click Load List to select a
MAC address list file you have created.

%5 MAC List

X

Close |

Lis

FIGURE 215 SMAC MAC List window
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21. Select Sample_MAC_Address_List.txt file from the Load MAC List window,

and click Open.
EL) SMAC is created and % Load MAC List x
maintained by Certified A [« KLc > sMac v |®|  SesrchSMAC p
Information Systems
?ﬁ:é‘ig)?;(.)fc?:io;mls Organize v New folder v 1 @
_1SSPs), Certifie %
Information System & A Name Date modified Type
Audi Quick access %
h\,l‘l"c]::sfﬁ(((:g:;)"d " . g 5] LicenseAgreement.tt 4/30/72006225PM  Text Document
b esktol
Engincers (MCSE), and e o A (57 Sample_MAC_Address Ustid_ 230/2006 123 PM__ Text Document
professional software 4
engineers. %] Documents «
= Pictures *
.. Shared
I This PC
B Desktop
[ Documents
4 Dovmloads
D Music
Ll S SRS v € >
File name: | Sample MAC_Address_Listt v| Text Format (6] v
Cancel
FIGURE 2.16: SMAC MAC List window
EL sMAC displays the . . ;
Sollowing lafkicmanisn 22. Alist of MAC addresses will be added to the MAC List in SMAC. Choose a

about a Network Interface MAC Address, and click Select to copy the MAC Address to the “New

C‘“*D(N‘QID Spoofed MAC Address” in the main SMAC screen.
. evice

®  Active Status % MAC List x

* NIC Description

e s 0C-0C-0B-23-FA-99

& Adicine O0C0C 08 424D E9 cLosdlit |
; : 0C-0C-0B-14-CD-E8

Spoofed MAC Address 0C-0C-0B-14-CD-E7

® NIC Hardware 1D
* NIC Configuration ID

Close I

;C:\Progam Files IxSGj\KLC\SMAE\éample MAC_Address._List tat

FIGURE 2.17: SMACMAC List window
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23. Click Update MAC to update the MAC address information of the machine.

% SMAC 2.0 Evaluation Mode - KLC Consulting: www.klcconsulting.net X
File View Options Help
ID__| Active | Spoofed | Netwark Adapter | IPAddess | Active MAC |
0001 Yes No Intel(R) 82574L Gigabk Netwark Connection 10.10.10.16 00-0C-23-8F-D7-57
¥ Show Only Active Network Adapters = T Updae MAL. Remove MAL
e e {5 Tor o (BT
- - - - - X
—j Random MAC List
I | Refresh Exi
Spoofed MAC Address Netwark Connection ]
[Not Spoofed | [Ethemetd
Active MAC Address ration 1D <«
[o00c-258F 0757 _‘_I 04954D16-94F6-40A0-BRAB-5F614CSE0D 17}
Disclaimer: Use this program at your own risk. We are not responsible for any damage that may occur to any system,  ~
This program is not to be used for any illegal or unethical pupose. Do not use this program if you do not agree with v

FIGURE 2.18: Upxdating MAC address

24, 'The SMAC 2.0 dialog-box appears; click Yes. It will cause a temporary
disconnection in your Network Adapter.

Note: This dialog box appears only for the evaluation or trial version.

[SMAC 2.0

SMAC 2.0 will only allow you to change the MAC Address to
"0C-0C-0C-0C-0C-01" in Evaluation mode. Do you still want to change
the MAC Address?

FIGURE 2.19: SMAC 2.0 diakyg box
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25. After successfully spoofing the MAC address, a SMAC 2.0 pop-up appears,
stating that the Adapter has been restarted; click OK to close the pop-up.

SMAC 2.0 X

@ Adapter Restart Complete

—

FIGURE 2.20: SMAC 2.0 dialog box

26. Once the adapter is restarted, the MAC address is assigned to your machine.
By spoofing it, an attacker can simulate attacks such as ARP poisoning and
MAC flooding, without revealing the actual MAC address of the attacker’s
machine.

Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

O Yes ™ No
Platform Supported
Classroom iLabs
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ICON KEY

77 Valuable

information

# Test your
knowledge

B Web exercise

£ Workbook review

~7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 08
Sniffing

Module 08 - Sniffing

Sniffing Passwords using Wireshark

Wireshark is a network packet analy3er, which is used to capture network packets
and display packet data in detail.

Lab Scenario

Data traversing an HTTP channel is prone to MITM attacks, as it flows in plain-text
format. Network administrators can use sniffets to troubleshoot network problems,
examine secutity problems and debug protocol implementations. However, an
attacker can use the tools such as Wireshark and sniff the traffic flowing between the
client and the server. This traffic obtained by the attacker might contain sensitive
information such as login credentials, which can be used to petform malicious
activities such as user-session impersonation.

As an ethical hacker, you need to perform network security assessments, and suggest
proper troubleshooting techniques to mitigate attacks. This lab gives you hands-on
expetience of how to use Wireshark to sniff network traffic and capture it on a remote
interface.

Lab Objectives
The objective of this lab is to demonstrate sniffing to capture traffic from multiple
interfaces and collect data from any network topology.
In this lab, you will learn how to:
= (Capture Passwords of Local Interface and
=  Capture traffic from Remote Interface

Lab Environment

In this lab, you will need:

= Wireshark, located at ZACEH-Tools\CEHv10 Module 08 Sniffing\Sniffing
Tools\Wireshark

* You can download the latest version of Wireshark from the link
https:/www.wireshark.org/download.html
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@ You can download
Wireshark from
http:/ / www.wireshark.org.

Erask 1

Install Wireshark

Module 08 - Sniffing

= If you decide to download the latest vetsion, then screenshots shown in the
lab might differ

= A computer running Windows Server 2016 Attacker machine
= A virtual machine running Windows 10 Victim machine
= A Web browser with Internet connection

=  Administrative privileges to run tools

Lab Duration

Time: 15 Minutes

Overview of Password Sniffing

An attacker needs to manipulate the functionality of the switch to see all traffic passing
through it. A packet sniffing program (also known as a sniffer) can capture data
packets only from within a given subnet, which means that it cannot sniff packets
from another network. Often any laptop can plug into a network and gain access to
it. Many enterprises’ switch ports are open. A packet sniffer placed on a network in
promiscuous mode can capture and analyze all of the network traffic. Sniffing
programs turn off the filter employed by Ethernet network interface cards (NICs) to
prevent the host machine from seeing other stations’ traffic. Thus, sniffing programs
can see everyone’s traffic.

Lab Tasks

1. Before starting this lab, ensure that WinPcap is installed. Also, log into
the virtual machine(s).

Navigate to ZACEH-Tools\CEHVI0 Module 08 Sniffing\Sniffing
Tools\Wireshark and double-click Wireshark-win64-2.4.2.exe.

3. If Open File - Security Warning pop-up appears, click Run.
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4. Follow the wizard-driven installation steps to install Wireshark.

M Wireshark 2.4.2 64-bit Setup — X

Welcome to Wireshark 2. 4.2 64-bit
Setup

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Next' to continue,
m Wireshark is an open
source software project,
and is released under the
GNU General Public
License (GPI)

FIGURE 3.1: Wireshark installation wizard

5. On completing the installation, launch Wireshark from the Apps list.
Web Data Extractor
Windows Accessories
Windows Administrative Tools ™ Event Viewer File Explorer
Windows Ease of Access
Windows PowerShell
Windows System
WinHTTrack

WinRAR

Wireshark

o € m ®

FIGURE 3.2: Windows Server 2016- Apps list
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Hrask 2

Wireshark and
Capture Traffic

m Wireshark can
capture traffic from many
different network media
types - and despite its name
- including wircless LAN as
well.

D Wireshark is used for:

Network administrators use
it to troubleshoot network
problems

* Network security
engineers use it to
examine security
problems

Developers use it to
debug protocol
implementations

People use it to learn
network protocol
internals

m Wireshark Features:

Avaikble for UNIX and
Windows

Capture live packet data
from a network interface
Display packets with
very detailed protocol
information

Open and Save packet
data captured

Import and Export
packet data from and to
alot of other capture
programs

Module 08 - Sniffing

6. The Wireshark main window appeats, as shown in the screenshot:

=~

. From the Wireshatk main window, select All interfaces shown and
double-click the Ethernet interface as shown in the screenshot.

Note: Ethernet name may vary in your lab environment.

M The Wirsshark Network Analyzer
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools
Ri@ IPRBRAen=FiSEQQan [

& display flites

Capture

.using s fiter: (I [Soter o cooture fil= ~]

] B J)
Npcap Loopback Adapter AL AAALAAANASAAM AL AN

Learn
User'sGuide - Wiki - Questions and Answers ' Mailing Lists
You are running Wireshark 2.4.2 (v2,4.2-0-gb6c6 33€095). You receive automatic updates.

7 fesdy s joud s cophre

 topacets | profe; ot 4

FIGURE 3.3 Wireshark Main Window with Interface Option

8. Wireshark starts capturing the packets generated while any traffic is
received or sent from your machine.

& Capturing from Ethemet - a X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
'y R PTRE ResEZTFIZTEQQAQAR
Apply a display fiter ... <Ctrl-/> ) v |Expression..  +
Tme Source Destnation Protocol  Length Info A
1 0.000000 10.10.10.16 216.58.196.110 TLsvl.2 92 Application Data :
2 0.000026 10.10.10.16 216.58.196.110 TLSvl.2  18@ Application Data

3 8.04249 216.58.196.110 10.10.10.16 TCP 54 443 + 6471 [ACK] Seg=1 ..

6 3.228674 19.10.10.15 216.58.196.110 54 6471 - 443 [ACK] Seq=86..

10 7.717588
11 7.717788

10.10.10.16
18.10.10.15

216.58.196.110
216.58.196.11@

Tce
TLSV1.2

54 6472 + 443 [ACK] Segel .
257 Client Hello

13 7.723500 10.12.10.16 216.58.197.45

216:38.197.36
FIGURE 3.4 Witeshark Window with Packets Captured

9. Now, switch to the Windows 10 virtual machine, and login.

54 8473 + 443 [ACK] Seg=l ..

W

10. Launch any browser (here, Chrome), and type
http/www.moviesope.com in the address bar and press Enter.
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11. MovieScope home page appears, type sam in the username field and
test@123 in the password field and click Login as shown in the
screenshot.

Trailers

FIGURE 3.5 Moviescope Jogin page
B rask 3 12. Stop the running live capture by clickingE] on the toolbar.
Stop Live E."'Tf.”Tfﬂ.i';,;:‘%. Anike Siimcs Taughony Wodkiss Took Wil —_—
Capturing i@- . e ] : Baqan |

oglecost. tep.Jecal, Q@
oglecsst._top.lecal, "

face 0
N0

g 00 45 0 :
o 4t
o0 -
pro * wearmesc
43 41 &) ACACACAC ACACACAC
ACACANA
7 Ememet s Facetn i3S Onsens. . Pl

FIGURE 3.6: Wireshark Window - Stopping Live Capture
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13. Click File = Save As... to save the captured packets.

!Fl - o X

(gt Veew Go Copture Anslyze Satatics Tekephony Weeless Tooh Help

Open Q0 iTizEaaan ‘
Open Recent 2 - B -] toresson 4

Destroton Prowecsl  Legth Info A

10.255.355.355 "o, 92 Nawe query N8 WPADD0) =
oW e 110200143 Lo 84 Standard query ®785( A wpad
224.0.0.252 Lo 64 Standard quecy Ox7851 A wpad
boc. 110211110 LU 84 Standard query Ox78%¢ A wped
224,0,0.252 Lusmm 64 Standard query 8x785F A wped
10,255.295.255 ons 92 Name query N8 WPADO0>
0 10,255.295.25% s 92 Nawe query N8 WPADCOO»
bee. 0211113 Lo 84 Standard query Ox7516 A wpad
LU 64 Standard query Bx7516 A wpad
> ones
o tcp.Jocal, "ON" que-
Export Packet Bytes... Cate s 92 Mawe quecy N8 WPADCON>
Export POUS te File.. Lumm 84 Standard query Bx7516 A wpad
Export 55X Session Keys.- 224.0.0.252 Lo 64 Standard query Bx7516 A wpad
Bapont » e 10.295.255.2%% oS 92 Nawe query N WPAD<OO> "
= e , 92 bytes captured (736 bits) on interface 0 3

(09:15:59:01:05:01), Dst: Broadcast (ff:ffiff:ffiff:ff)

o Py +30.30.10, Dst: 10.355.355.255
FIGURE 3.7: Wireshark - Saving the Captured Packets

14. Select a destination to save the file, specify a file name, and select a file
format. Click Save. Here, pcapng format has been chosen.

[l Wireshark: Save file a5 X
Savein: | [ Desktop v| @ % i @
* Name = Date modified Type
Quick access
" 4
Desktop
(o |
Libraries
This bc
< >
Ngrk File name: I Password Sniffing| v l Save
Save as type: ‘Wudwk/ -pgqfﬁjgz:‘ﬂ'@rll . Cancel ]
heo |
[[] Compress with gzip

FIGURE 3.8 Wireshark Savinga packet capture

15. Filter HT'TP traffic by issuing http.request.method == “POST” syntax in
the Filter field, and click Apply.
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m Wireshark can save
packets captured in a large

number of formats of other

capture programs.

/ Wireshark is not an
intrusion detection system.
Itwill not warn you when
someone does strange
things on your network
that he/she isn'tallowed to
do. However, if strange
things happen, Wireshark
might help you figure out
what is really going on.

Module 08 - Sniffing

16. Applying this syntax helps you narrow down the search for http POST
traffic.

- o x
(6t Vw Go Cogture Anshoe Sastats Teephony Wewes Tooh Help
S0 DBREQRewETIIEQQAN
Soure Wt Lot Info -
16.10.10.20 BAOSER 243 Local Master , ) Seu
10.10.30.30 e 66 49765 < 09 [SYN] Seqed MineGA2eR Lensd MES1400 WEe2%6 SAC.
10.10.30.36 "© 06 00 + 49765 [SVN, ACK] Seqed Ackel WinsB1N2 Lemed ME5e1460 -
10.10.10.30 s, 92 Nawe query NB WPADS00)
1680; 1414519383 18¢c~ e B4 Standard query OxdfSb A wpad
16.30.10.30 Lo ©4 Standerd query Oxdfsh A wpad
10.10.10.10 o 34 49765 + 80 [ACK) Seqed Acked Mine262656 Lened
3 10.10.10. TP 959 POST / WITP/3.1  (spplication/x-wm-fore-urlencoded)

10.10.10.16 o 3400 « 49763 [ACK) Seqel AckeOb Wins262656 Lensd
feb0; 1410559302 b0k L B4 Standard quary Exdfih A wpad
30.30.30. Lo 64 Standard query Oxdfob A wpad
. tawes. 92 Nawe query MD WPADCOD)
1. o 92 Nase query NB WPADCDO)
10, DB-LSP. 176 Dropbox LN sync Discovery Protocsl

L . D8-LSP. 176 Dropbox LAN sync Discovery Protocel 4

FIGURE 3.9: Wireshark - Filtering http traffic

17. Witeshark filters only http packets, as shown in the screenshot:

- o
Go Captwre Asshyze Statstics  Telephony Wireless Tools  Melp
ERER+=ET1TEqaaan
B -] Expresson.
Frotcel  Legth Info
10.10.10.16 @] 95, E WITP/1.1  (spplication/x-we-form-urlencoded) 1
10.10.10.,16 WITP/L.1  (agplication/x-wwe-form-urlencoded)

FIGURE 3.10: Wireshark - Filtering http traffic
18. Now, go to Edit and click Find Packet....

“Ethernet 4

Find Next Ctrle+N
; Find Previous Ctrl+8
Mark/Unmark Packet Ctrl+M
Mark All Displayed Ctrl+Shift=M
Unmark All Displayed Ctrle Alte M
Next Mark Ctrl+Shift=N
Previous Mark Ctrl+Shift+B
Ignore/Unignore Packet Ctrl+D
Ignore All Displayed Ctrl+Shift+D
Unignore All Displayed Ctrl+Alt-D
Set/Unset Time Reference Ctrl+T
Unset All Time References Ctrl+Alt=T
— Next Time Reference Crrl+Alt=N
v i Previous Time Reference Cirl+Alt«B
T Timeshife. Ctrls Shift=T
> Packet Comment... Ctrl+ AltsC
>
e B 2 Configuration Profiles... Ctrl+Shift=A
| == Preferences... Ctrl+ Shift+ P

FIGURE 3.11: Wireshark - Finding Packet Option
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EL Wireshark wil not
manipulate things on the
network, it will only
"measurc” things from it.
Wireshatk doesn't send
packets on the network or
do other active things
{except for name
resolutions, but even that
can be disabled).

Module 08 - Sniffing

19. The Wireshark: Find Packet section appears as shown in the screenshot.

gt Vew Go Copture Anshyae  Sustatcr  Telephony Wiewless Yook Help
Bi0 RBRBAe~ETITERQAQD

Pacethst  *  Mevow AIFS/ASCD * [ Casesenete  Sowg -

- T Sowce Owstraton Mot Leng®h Info
§0.7761%4 10.10.10.30 10.10.20.36 e 949 POST / WITR/1.1  (application/s s form urlencoded)
30 75,514008  10.10.30.30 10,10.30.1¢ e 939 POST / WTTP/1.1  (application/x-wes-form-urlencoded)

FIGURE 3.12: Wireshark - Find Packet Window

20. Choose Packet details from the drop-down list, select Narrow (UTF-8 /
ASCII) from the Character width drop-down list, and select String, type
pwd in the Filter field and click Find.

6 Vaw Go Coptue Amshue Sstutr  Telephony Wiedless Tooh  Melp

Bee BRBRIe=GETITEQaaD
- BIET - torewen 4+
[ s 7] O cuse e [surg 3= ] [ cnen
Twe fouree Protecsl  Lorgh Infe.
8 .78 10.10,10.20 10.10.10. 34 wree 959 POST / WTTR/1.1  (epplication/x-we-form-urlencoded)

FIGURE 3.13: Wireshark - Selecting Options in Find Packet Window

21. Wireshark will now display the sniffed password from the captured
packets.

(6t Vew Go Copture Ansiyte Samats Telephony Woeless Tooh  Help
B0 DREBQ+=WTLIIEQRAQYD

BIED <) tresmon o
Podetdetnn v Merow WIFA/ASCID) v () Comsewme  Sovg v o B .
- T el Deswwton Potsl g e
). 7741%4 10.30.30. 30 10.30.30.34 e 99 POST / WTIR/3.0  (epplication/s s form-ur lencoded)
30 35,5400 10.10.10.00 10.10.30.04 e WIS POST / WTTR/LL (epplication/x-se-form urlencoded)

‘ WML Form URL Encoded! applicetion/s-we-form-urlencoded

> Form (temi “_VIDWTATE® « “/utrOwuil 2
> Porm Ltes: *_VIOWSTATEGEMERATON" « “CItEpane”™

) Fore Ltewm “__EVENTVALIDATION® « *,
) Form ites: “txtusernsse” = “sem*

2l

Porm ftes: “txtpwd” « !
) Frem iteme “healosin® o "iaein®
f. : . L 23
Vi Gd 7751 99 75 77 72 4e 72 %a 74 76 57 44 74 74 meQYewrd r. -
TN TISITIAN 00 00 61 45 D) A4 A2 67 01 M) Ge
L AT 47 A7 €3 50 4f 4f 33 Ac 4158 09 61 78 52 43 OOGCROGD LAXDaxke
36 76 44 51 68 32 46 33 66 3) 41 77 5) 4b 75 €7
61 4b 43 61 30 73 S8 37 e 52 06 71 44 78 35 7S
S0 74 4b 6c 53 45 33 67 79 44 55 7a 25 32 44 4
| A3 90 G4 ST S0 6) I3 02 M 5151 T A4 G
069 67 73 3232 41 62 6f 34 48 67 25 3) 44 26 M
B30 78 74 73 73 63 7 €5 34 7) 61 64
el
pove I 62 74 6e 6c 61 67 65 6o 3 4C 61 67 99 Ge
oz e “

FIGURE 3.14: Wireshark - displaying the captured password
22. Close the window.
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Module 08 - Sniffing

23. Before beginning this task, log onto the Windows 10 virtual machine

B (assume this is the tatget machine) and sign into the Jason user account
Capture Remote using qwerty as the password.

Network Traffic

using Wireshark

HrTask 6

Note: Ensure that the Jason account has admin privileges.

FIGURE 3.15: Login to Jason account
24. Switch to the Windows Server 2016, and navigate to Desktop. Hover
over the lower left of the screen and click on Search icon.

25. Search for Remote Desktop Connection (in the Search box) and click
Remote Desktop Connection.

Best match

“ Remote Desktop Connection
o <

@ Desktop app

FIGURE 3.16: Searching for Remote Desktop Connection
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Module 08 - Sniffing

26. The Remote Desktop Connection dialog box appears; click Show
Options.

B Remote Desktop Connection = X

Remote Desktop
~>¢) Connection

Computer: IExampIe computer fabrikam.com v

Username: None specified

The computer name field is blank. Enter a full remote computer
name.

(> Show Options | Connect I Help

FIGURE 317: Remote Desktop Connection dialog box

27. 'The dialog box expands. Fill in the Computer and User name fields with
the target machine’s IP address and username.

28. Click Connect.

Note: The IP address and username may differ depending on your lab
environment.

Here for instance, the username and password are Jason and qwerty. This is
one of the user accounts in the machine with admin privileges.

i Remote Desktop Connection - X

Remote Desktop
< Connection

Generdl  Display Local R Expen Advanced
Logon settings
& Enter the name of the remote computer.
Computer:  [101010.10 v]

Username:  [lason |

You will be asked for credentials when you connect.
[ Allow me to save credertials

Connection settings
Save the curent connection settings to an RDP fie oropena
‘ saved connection.

Save Save As.. Open...

o e =] = |

FIGURE 3.18: Connecting to remote desktop
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29. The Windows Security pop-up appears. Enter the password (qwerty),
and click OK.

‘Windows Security x
Enter your credentials

These credentials will be used to connect to 10.10.10.10.

‘ Jason
>

SERVER2016\Jason
] Remember me

More choices

FIGURE 3.19: Entering the credentials

30. The Remote Desktop Connection pop-up appears; click Yes.

% Remote Desktop Connection

The remote computer could not be authenticated due to problems with its
security certificate. It may be unsafe to proceed.

Certificate name

5] Name in the certificate from the remote computer:
DESKTOP-SVEDCV1

Certificate emors

The following emmors were encountered while validating the remote
computer’s cerfficate:

/1. The certficate is not from a trusted certifying authority.

Do you want to connect despite these certificate emors?

[C] Dont ask me again for connections to this computer

el ~

FIGURE 320 Establishing Remote Desktop Connection
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31. Now the target computer is remotely logged into from the Windows Server
2016 machine, as shown in the screenshot:

=T

Start

M g~
[ ]

Fhotos

ri Modern File Eaplorer

e 15

el Engmtz The Ghosts of Ma.
R VI wwwns 687

Internes Explocer Help+Tis

Firanin

FIGURE 3.21: Remote Desktop Connection success fully established

32. Hover over the lower left of the screen and click Control Panel app as
shown in the screenshot.

Creste

Calrulwar

Corde Wititer

Contred Farel

\ok me anything

FIGURE 322 Selecting Control Pand
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33. The Control Panel window appears; sclect Administrative Tools.

4 B 0 Comtrot Panel + A Comtrol Panel tems + O S »

Adjust your computer’s settings View by Semall o ©
53 Aoy W Bt and Restore (Windows 7) B9 Biocher Drwe Enerrpbon

& Cotor Management B Credential Manages 3 Dote and Tene 1 Octont Programs

A Devce Mansger B Devices andd Ponters © Case of Accass Conter T3 1de Loglorer Optrams.

& Ve teace, B ah Pl (0200 A Fenty R

& ndeming Options ¥ wtiwed ) nermet Optiom e (1200

2 Caybosd ¥ Language [ 33 erenrk and Shanng Conter

&3 Phone and Modem @ Powe Options @ Programs snd Festure @ teconer,

B fegon 5 Rernotehpp and Deskiop Connections T Secunty and Maintenance § Sows

O ‘eerch Recognenca B Songe Spacer @ syne Contr B pem

2 Toikhar and Navigation @ Troubleshooting B Ve Actownts @ Windowr Detendes Farust
hdin toooms Jo o U]

FIGURE 3.23: Selecting Administrative Tools
34. In the Administrative Tools control panel, double-click Services.

&1 G » MG ’ Teols vo
Hame h Date modifes Type s
i 2 Component Senvices 29 Sherteut 2xe
O Distiap f A Computer Management Shortcut 1K
§ Domnloads £ o Deteagment and Optimize Dives Sherteut 218
3 Documents  # 23 Dok Cleanup Sharteut
= Pictures * 5l Bvert Viewer Shomost
D M % Internet information Services (IS) Manager Sherta
& Ve 1509 Inmister Shomcu
7 Locat Security Policy Shoreut
A Dadiune 7 00BC Dt Soweces (32-50) Shorset
W The PC TW ODBC Dets Sowrces (64-b2) Shorteut T
# ) Perdormance Montor Shortcut 28
@ Network e Print Management Shartcut e
1 Recovery Drive Shortcut

Shartout
Shomos

52 System Configuration Shameut

8 System information Shorteut 10m
49 Task Scheduler Shormcut a
-

FIGURE 324: Launching Administrative Tools

35. In the Services control panel, choose Remote Packet Capture Protocol
v.0 (experimental), right-click the service and click Start.

Adion  Vaw  Melp
»mEas@m
Servces (Locat)

e n

Remate Packet Copture Protocel — Name Dmergten St SenpType  LogOnds -
VA (experiments) £ Rae Management Senice Radho Mana.. Monust Locsl Semnce
peme; L Rermote Accens Avto Conmacton Mansger  Crestes # o. Monust Local Bywe..
i Remcne Accens Comnection Mansger Marey -
L Pemote Deshtop Contiguimton Marant
Descrgrion Monuel
Adews te Capture traffu on the Monust
machune f10m & remote machne

4 Bemote Procedure ol (RPC) Locater
Lo Remcte Begatry

23 Retad Demo Sernce

L4 Routing and Remote Access
L2 #9C ndpoun Mapper

LD Wireshark is an open Quemtrione”
source softwateproject, Secure Socket Tunnebng ol Service Locsl Sernce
and is released under the - v TR i
GNU General Public G oo Dot Serce (Ing. Locel Syste..
License (GPL)
FIGURE 3.25: Starting Remote Packet Capture Protocol v.0
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36. Close all the windows that were opened in Windows 10 machine and
close the Remote Desktop Connection.

37. Launch Wireshark application from the Apps screen of the Windows
Server 2016 machine.

38. The Wireshark main window appears, as shown in the screenshot:

B6e Vew Go Captw Anhae Ttotes Teephony Wewes Tosh e
LGS mRe 5 EBA/A_R/0D

Capture
L L | Mtertaces town >

Ehewad A

FIGURE 3.26: Wireshark Main Window
39. From the Wireshark menu bar, select Capture = Options....

FIGURE 3.27: Selecting Options from Wireshark

40. The Wireshark - Capture Interfaces window appeats; click Manage

Interfaces.
M~Cmulmdxn p—

ot Output  Opons

Ioberdace i Troffie Unklayer Meader Promiscucus  Snaplen(B)  Buffer(M8)  MoneorMode  Capture Filter

> Ethemetd _ Ethernet default 2 =

) Enable promiscusus mode 0n ol niterfaces E

Caphure fte for selected mierfaces: (I [Eier s cootre e 3 =
Start Cose o
e =k

FIGURE 3.28: Sclecting Options from Wireshark
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41. The Manage Interfaces window appears. Click the Remote Interfaces
tab, and click Add button.

EL) Wireshark will not M Manage Interfaces X
manipulate things on the
network, it will only Local Interfaces  Ppes
"measure” things from it.
Wireshark docsn't send Show  Host/ Device URL
packets on the network or
do other active things
{except for name
resolutions, but even that
can be disabled).
= Remote Settings
This version of Wiveshark does not save remote settings.
=
FIGURE 329: Interface Management window
42. The Wireshark: Remote Interface window appeats.
43. In Host text field, enter the IP address of the target machine and in the
Port text field, enter the port number 2002,
44, Under Authentication, sclect Password authentication, and enter the
target machine’s user credentials.
45. Click OK.
Note: The IP address and user credentials may differ in your lab environment.
M Remote Interface ? X
Port: [2002 |
Authentication
(O Null authentication
(® Password authentication
Username: IJason I
Password: |eeesse |
I
FIGURE 3.30: Wireshark: Remote Interface window
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46. A new remote interface is added on the Remote Interfaces tab.
47. Select the host, click Apply, and click Close.

M Monage Interfaces

? X
Local Interfaces ~ Pipes  Remote Interfaces
i Show  Host / Device URL
v 10.10.10.10
[A  rpeap://110.10.10.10):2002/\Device\NPF_{262D8330-6F00-4B50-A025-ESDB2ECTT854)
[+ = Remote S=ttngs
Thi viermon of Wirashark coas not 53V ramate SSnGE.
Cancel . Hep

FIGURE331: Applying the newly added interface

48. The newly added remote interface appears in the Wireshark - Capture
Interfaces window.

49. Check the interface under which IP address of the target machine is
displayed, uncheck the other interfaces, and click Start as shown in the

screenshot.
JETrorn Capture Wences X
ot Oveut  Opte
Intertace Tontfoc Linklayer Header Promiscuous  Snaplen (B)
fthernet 0 etaunt
Ethernet 2 deloun
< >
[ Enatie promscucs mode on af nterfaces Manage iterfaces.
Capture fiter for seiected mterfaces: | [£0e o e e . Comple 59
i

FIGURE 332 Wireshark: Capture Options window
50. Sign into the user account Jason in Windows 10 virtual machine. Here,
you are signing in as a victim.

Note: The Remote Desktop connection gets disconnected as soon as you
sign into the virtual machine.
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51. Browse the Internet from the target machine.
O — T T

C | @ Secuse | mtps//www facebook.com o

facebook

Facebook helps you + and share with the Create an account
people in your life. It's free and always will be.
'y 4 -4
L 2 g \

A
1 Mobile numbe emal
- A
X P & 5 New password

Wy 001 et 10 s my
S v dm v1en e Wwaiee

Female Male

07 g Con e o Mt o apee b s Towe

Facasosk wt o 0ot ot M ey Sove

Create an account

l Croate a Page for & celebrity, band or busimess.

FIGURE 3.33: Browsing Internet on Windows 8

52. Switch back to the Windows Server 2016 machine. Wireshatk starts

capturing as soon as the user (here, you) begins to browse the Internet,
as shown in the screenshot:

BTTE V0] SO00R Bevic e NaPY 43080 400 SHY5 ALTS- TSDRITLTIH
Go Coptwre  Anshoe  Sastatcs  Telephony Wieeless Tooh  Melp
BRE esETLEI 2 QAQAD

ot View
s

Sorce Oewtraton Potocs  Length Ik -
1 0.000000 10.10.10,10 [ 76 Standard query OxBUDT A weee. facebook, con L
2 0.000)73 10.10.10. 10 0.0.8.8

A1 Standard query Oxd705 A staticn. facebook. com

10.10.30.30 240,13, 54 50559 « 443 [ACK] Seqel Ackel MINe262144 Lend
254 Client Mello

response Bud7ES A staticxn. facebook.con O 5.

11 0.305884 3.9 B4 443 « 50559 [ACK] Seqel Acked0l Mine294d0 Lensd

12 0.106208 157.240.13.9% TLSVI2 1464 Server Mello

13 0.107200 157.240.13. 3% © 1464 443 « 30599 [ACK] SeqelAll Acke201 Wine20440 Lensldd0 [TCP seg

34 0,107208 10,19,10.10 o 54 50559 = 443 [ACK] Seqea0l Acke2821 Wine262144 Lensd

15 010700 157.240.10. 95 TiSvi.2 722 Certificote, Server Key Exchange, Server Mello Dene r
b Frame 11 % bytes on wire (608 bits), 76 bytes captured (688 bits) on interface 0 [

Ethernet 11, Sec: Microsof_01:05:01 (89:15:54:01:05:01), Dst: Microsof 81:05:00 (00:15:54:01:05:00)
Internet Protocol Version 4, Srci 10.10.10.10, Dst: 5.5.8.8

User Datagram Protocel, Src Port: 49484, Dst Port: 53

Domain Nase Systes (query)

o winsnsmnns senonnmesn :
$010 00 e 36 da 00 00 80 11 00 03 0s 0a 0a 0s 68 08

00 08 08 ci c4 00 35 80 2a 34 Sf 59 b7 01 00 06 61

000 00 00 00 00 00 00 03 77 77 77 OB 66 61 63 65 62

Boin 6f 6f 6 @) 63 6f 60 00 ) 61 00 01

RO 7 o300, 1 w16, 00 40 w0 a0 COMRCTINS i bednts: 2606 2000000 | o oeini

FIGURE 334: Wireshark Window with Packets Captured
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53. Stop the running live capture after a while by clicking the stop button in
the menu bar.

t«v«awmmvwmwm
@:o ERE Qes=TizEQaQan

otocel Lerg®h Info
& uswumoms“—vwe-
83 Standerd query @xd785 A staticxx.facebook.cos

121 Standard query response GxS957 A we. facebook.com (NAME star-m.

157.240.13.35
157.240.33.35

54 50559 = 443 [AK] Seqel Ackel Mine262184 Lened
254 Client Mello

132 Standerd guery response @xd78S A staticoc. facebook.com CNAYE 5.

11 0.105854 157.260.33.35 10.10.10.20 e 34 443 + 50555 [ACK] Seqel Ack=201 Mine29440 Lened
12 0.106203 3157.260.00.35 10.10.30.30 TiSvi.2 1464 Server Hello

130107200 157.260.13.35 10.30.10.10 o 1864 443 - 50559 [ACK] Sequidil Ack=D01 Wine20440 Lenw1410 [TCP sep-
14 0.107265 10.10.20.30 187.260.23.38 0 3450559 + 443 [ACK] Sequa0} Acks2B21 Wine262144 Lemed

15 0. 207000 157.240.13.3% 10.10.30.20 TiSvi.2 722 Certificate, W","W Server Mello Dome r

Frame 11 76 bytes om wire (608 bits), 76 bytes captuced (608 bits) on interface 0

D Ethernet 11, Src: Microsof_01:05:01 (09:15:54:01:05:01), Ost: Microsof 01:05:00 (00:15:54:01:95:00)
P Internet Version 4, Src: 10.10.10.10, Dst: 5.3.8.8

D User Datagree Protocel, Src Port: 49608, Dst Port: S3

D Domain Nese Systes (query)

e

[

FIGURE 3.35: Stopping the running live capture
54. In this way, you can capture traffic on a remote interface using Wireshark.

55. In real-time, when attackers gain the credentials of a victim machine, they
attempt to capture its remote interface and monitor the traffic its user
browses, to reveal confidential user information.

Lab Analysis
Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s secutity posture and “exposure’” through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
Classroom M iLabs
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Module 08 - Sniffing

Analyzing a Network using Capsa
Network Analyzer

Capsa Network Anabyzer is an easy-to-use Ethernet network analyzer (i.e., packet
sniffer or protocol anabyer) for network monitoring and troubleshooting.

Lab Scenario

Capsa is a portable network analyzer application for both LANs and WILLANs which
petforms real-time packet capturing capability, 24/7 network monitoring, advanced
protocol analysis, in-depth packet decoding, and automatic expert diagnosis. It goes
one step ahead of sniffing by intuitively analyzing network packets and generating
meaningful information. Netwotk administrators can use Capsa's comprehensive
high-level window view for monitoring the entire network, for a quick insight into
network administrators or netwotk engineers that allows rapid pinpointing and
resolving application problems.

Lab Objectives

The objective of this lab is to obtain information regarding the target organization
that includes, but is not limited to:

® Network traffic analysis, communication monitoring
= Network communication monitoring

= Network problem diagnosis

= Network secutity analysis

®  Network performance detecting

= Network protocol analysis
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"7Tools
demonstrated in
this lab are
available in
Z\CEH-
Tools\CEHv10
Module 08
Sniffing

m Colasoft Capsa
Network Analyzer runs on
Server 2003 /Server 2008/7
with 64-bit Edition.

Hrask 1

Install Capsa
Network Analyzer

Module 08 - Sniffing

Lab Environment

To complete this lab, you will need:

= Colasoft Capsa Network Analyzer located at Z:\CEH-Tools\CEHv10 Module
08 Sniffing\Sniffing Tools\Capsa Network Analyzer

®  You can download the latest version of Colasoft Capsa Network Analyzer
from the link http://ww.colasoft.com

= If you decide to download the latest version, then screenshots shown in the
lab might differ

= A computer running Windows Server 2016machine
=  Administrative privileges to run tools
= A web browser with an Internet connection

Note: This lab requites active internet connection for license-key registration

Lab Duration

Time: 5 Minutes

Overview of Sniffing

Sniffing is performed to collect basic information of the target and its network. It
helps to find vulnerabilities and select exploits for attack. It determines network
information, system information, password information, and organizational
information.

Sniffing can be Active or Passive.

Lab Tasks

1. Navigate to Z:\CEH-Tools\Module 08 Sniffing\Sniffing Tools\Capsa
Network Analyzer and double-click
capsa_ent_demo_10.0.0.10038 x64.exe.

2. If the Open File - Security Warning pop-up appeats, click Run.
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Module 08 - Sniffing

3. Follow the wizard-driven installation steps to install Capsa Network
Analyzer.

g?;l Setup - Colasoft Capsa 10 Enterprise Demo —_— X

Welcome to the Colasoft Capsa 10
Enterprise Demo Setup Wizard

This will install Colasoft Capsa 10 Enterprise Demo (Buid
10038) on your computer.

It is recommended that you close all other applications before

continuing.
m Capsa Network

Analyzer is an easy-to-use
Ethernet network analyzer
(ic., packet sniffer or
protocol analyzer) for
network monitoring and

Click Next to continue, or Cancel to exit Setup.

troubleshooting,
e
FIGURE 4.1: Colasoft Capsa installation wizard
Note: If a Windows Security dialog-box opens duting installation, click
Install.
4. On completing the installation, launch Colasoft Capsa 10 Enterprise
Demo from the Apps list.
.
= S 2
@ Wiedic:
Server Manager PowerShell SE
B :
2 =
- \indows
» Adrvinstrativ.. Contred Fane!
5
7 " M
v Vivswwr Fle Bl
FIGURE 4.2: Launching the application from Apps list
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Module 08 - Sniffing

5. 'The Colasoft Capsa 10 Enterprise Demo dialog-box appears; click OK.

Colasoft Capsa 10 Enterprise Demo X

Thank you for trying Colasoft Capsa. This demo wil expire in 15 day(s).

— This demo version differs from the full version as follows:

Capture project will run only 4 hours in each capture.
Concurrent projects are limited to 1.

Only Quick mode s available for replaying packet files.
Only two packet files can be replayed simuitaneously,
Only the first 20 private IP addresses will be analyzed.
Provides only 5 custom protocols.

Provides only 5 custom alarms.

Provides only 2 custom dashboard panels.

The reports cannot be saved.

The report settings cannot be configured.

Logs and packets cannot be automatically saved.
The print function is not avaiable.

16MB at most can be allocated to the packet buffer.

Purchase the full verion

FIGURE 4.3: ColasoftCapsal() Enterprise Demo dialog-box

6. The Colasoft Capsa 10 Enterprise Demo main window appeats, as
shown in the following screenshot:

ELleech Coyes 18 Erliazeres Beme e
& mstige N © o 9
fmmscm
il Adapter [
Hame » | ops bpe Speed Packet: N Horoeiecd
Medium Type 9
12 [T a 0100 By 1000 M 0 i Ehemet

Set Medium Type
el 10105015 & 52157 Kbps 141007 Mops 712 3

Network Profile 9

LL] As a network
analyzer, Capsa make it

casy to monitor and analyze b
network traffic with its ampreherrive
intuitive and information- analyas of il apphications

. . and network problems.
rich tab views.

Anidyss roddes loadis:
Pred: ARP
DNS

‘==r —— \77 E == == o =
S = i ~ e S ﬁ
[ % : b }"& 3/ 'Blj ‘! @ :EZ;N

Trfic
Manitoring

[

©

Full Anayzz Sezunty Analysic HTTR Anslysz  Emad Anshis  ONSAnalysz  FTP Anshysis 1M Anclyss ;’C‘g""""""ﬂ"

or

Mo fiter appied o trathc.

FIGURE 4.4: Colasoft Capsa Network Analyzer main window
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Hrask 2

Begin Packet
Analysis

m The network
utilization rate is the ratio
of current network traffic
to the maximum traffic that
a port can handle. It
indicates the bandwidth use
in the network.

Hrask 3

Analyze the
Dashboard
Information

Module 08 - Sniffing

7. In the Capture tab, check Ethernet adapter and click Start to create a
New Project.

; EH Caps 0 Emtermmve Tome E——
7 R Homeage % Forum (3 Aoown You have 13 days lett in your evaluation. [l O H
% — Adapter 73
Hane " Fer bpe Speed Eacket: [y hemsx
5 Lecal Ntk Ackaptus(s) Medium Type o
T Mpcas Loophack Adapter 121575 Mbgs Al =
5] 100,03 M ¢ g

St Meshurm Type

Network Profile w

Network Pretie 1
St Mk

kPt h

Analysis Profile &
Full Anddysis:

Drmsides compreensize
anayss of 2l applebiens
and netark protlens

Analysiz mecules Iosdedt
ARP

UNs

i A Emal
— Py
@ HTT?
i'-/ ‘ i 1CMPwt
£ MK
Rl fnayia 7“”“ Security Andysis HTT? Andyis  Email Analpin - DNS Anabpsic  FTP Arabaie M Anadyin :5“ Meszenges

Vo

) Lapture Fiten

Notiter spgiies, alital: o

&S

FIGURE 4.5: Colasoft Capsa Network Analyzer creating a New Project

Note: 10.10.10.16 is the IP address of the Windows Server 2016 machine,
which may differ in your lab environment.

8. 'The Dashboard provides graphs and charts of the statistics.

JTE00Oda" Analyzis Project Cnhlvﬂfwuw[memmﬂarc - o
- Anadynis, Spdem  Teeh  Views Yol harves 15 days bt in your evalustion. W lep
= 5 o
» > W50
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- - - E
Explorer /" Dasttoard. X [ Sumieary [ Dugnesi [ Frotocel [MAC Evdeont |17 Lnu;mu [i‘i] o Onvine Rescurce
) ) GHEE o
Pacets | Doreawn | TOP |Por F | Process | Apgication SIP H323
% U Protocs Bplow [1)
0 MAC Esplares (1) Global - Utilaaton (Percent) Totai Teafti by Bytes
* %k bplorer 1)
0 Vol Explcrer % Astan | SUKB
@ 8 Proces: Liplorer (4) & K01
W @ fpplicaticn Blorer () » 3tk Live Damo
2% 218
7 wid &) Frd Top Takrs i Nesvonk
1 1 &) V0 12 g Nemors Candd e
™ P L @ Far o Dot 24P Atk
Fab ¥ & Fow o Detisc Moesih oo
AP i &) Yo to Kantir T Mezsage
| [ Hore Videss...]
Top ® Addrewes by Byies | Top Applicetion Prcsacsls by Bytes |
S How-To's
W03 | soxn
I A L33 Huows to Momat ar thetwork |raffa
| ' (i Moeitor Employees Website Visits
a8 | B e | 40KD (Gl Tcannot capture ALL traffic, why? |
RPN 20K8 [ € rmate 1 raffa thdzation ¢ hart
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FIGURE 4.6: Colasoft Capsa Network Analyzer Dashboard
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TASK 4

Examine the

Summary
Information

m A high network
utilization rate indicates the
network is busy, whereas a
low utilization rate
indicates the network is
idle.

Hrask s

Analyze the
Diagnosis
Information

7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 08
Sniffing

Module 08 - Sniffing

9. The Summary tab provides full general analysis and statistical
information of the selected node in the Node Explorer window.

v |y o
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FIGURE 4.7: Colasoft Capsa Network Analyzer Summary

10. The Diagnosis tab provides the real-time diagnosis events of the global
network by groups of protocol layers or security levels. With this tab you
can view the performance of the protocols.

11. To view the TCP slow response, click TCP Slow Response in the
Transport Layer, which in turn will highlight the slowest response in
Diagnosis Events.
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FIGURE 4.8: Colasoft Capsa Network Analyzer Diagnoses
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Module 08 - Sniffing

12. Double-click the highlighted Diagnosis Event to view its detailed
information.
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FIGURE 4.9: Analyzing Diagnosis Event

13. The Packet - Details - Analysis Project window displays Absolute
Time, Source, Destination, Packet Info, TCP, IP, and other information
related to the event.
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FIGURE 4.10: Packet — Detaiks — Analysis Project window
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14. Close the Packet - Details - Analysis Project window after analyzing
the results.

15. The Protocol tab lists statistics of all protocols used in the network
transactions hierarchically. MAC Endpoint and IP Endpoint for the
selected ports are d.lsplaycd as well.
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FIGURE 4.11: Colasoft Capsa Network Analyzer Protocol analysis

16. The MAC Endpoint tab lists statistics of all MAC addresses that
communicate in the network hierarchically.
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FIGURE 4.12: Colasoft Capsa Network Analyzer MACEndpoint analysis
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17. The IP Endpoint tab displays statistics of all IP addresses communicating
in the Network.

18. On the IP Endpoint tab, you can easily find the nodes with the highest
traffic volumes, and check if there is 2 multicast storm or broadcast

FIGURE 4.13: Colasoft Capsa Network Analyzer IP Endpoint view

19. The MAC Conversation tab presents the conversations between two
MAC addresses.
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FIGURE 4.14: Colasoft Capsa Network Analyzer MAC Conversations
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Examine the
IP Conversations

Module 08 - Sniffing

20. The IP Conversation tab presents IP conversations between pairs of
nodes.
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21. The lower pane of the IP Conversation section offers UDP and TCP
conversation, which you can drill down to analyze.
— AT sm Tech  Viems >
e [
& R 2 o I i
o T

[aac indocin [P Endparre [ <ommaEE,xium&E4 P Onine feseuice
R - AN - ol .
4 Full dcaly Mode > < Node2 Dusation -
= I Protecel gl (1)
= B 1aC erlome 31 105
o %3 1 Lplorer 1y = ot0ts (CORASIRNO} (clickhere]
= : :“'.E‘::'“ = wi0i0e 0000 03 022544000
1 o 5 "“"'mﬁ . & o QM6
i = s OO0 BTN
& wanios 0001232502300
E NANI0NE 000 ATARE00Y
= wauos 0 BI6IA0;
mnm_.la 0000071 711342000 @) T 1 Dt b s Lows
= ininnts IQ055TIO) @ it e
s 3 [More viseos...
P v—
o [1U2P Conyersstion | BV fowTos
‘W % O~ Hie v
B} x T [0 Fow Lo Mouter tactmork Tralfa:
ALl LRl s Wt 3 Pionitee Tmploymes Webste ity |
L2 T cannot capture ALL baftic why?
) Create Trallic Utiization Chart
[T —
[More in Knwdedgetase.. |
< N B >

FIGURE 4.15: Colasoft Capsa Network Analyzer IP Conversations

22. Double-click a convetsation in the IP Conversation list to view the full
analysis of packets between two IPs. Here, we are checking the
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= M Proces Brgens (€
- Meplication rplerei ) [ 2000431013303
= 10101015 (0120748903 & P Tos Tabers m ik
& 0101002 00:00:32 3505 2003, &) Wi e Pt Bl
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FIGURE 4.16: Colasoft Capsa Network Analyzer 1P Conversations
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Module 08 - Sniffing

23. A window displays full packet analysis between 10.10.10.16 and

200.122.209.78.
Packets - 10.10.10.16 - 200.122.209.78 - Analysis Project 1 = u] X
ae s [EER e %3
No. Absolute Time  Source Destination Protocol

G494 23:29:01.420675000 | 10,10.10.16:15353 200.122.209.78:6080 Tce

95264 23:29:07.420738000 | 10,10.10.1615353 200.122.209.78:8080 TCP

96197 23:29:38.727334000 | 200.122.209.78:2080 10.10.10.16:15353 Tce i
£ Abackdoorina .
computer system {or
cryptosystem or algorithm)
is a method of by passing
normal authentication,
securing remote access to a >

puites, obtdlalng dccess =-¥ Packet Info: /(00000000 | 00 15 5D 00 3% 09 00 15 SD
o plaintex and o o, {5 Humber: 94,818 0000003 | 00 33 01 08 00 45 02 00 34
While attempting to remain P oo tesgess 2 00000012 | 3F C4 40 00 20 06 OD 1B OA
undetected, the backdoor D ST 00000013 | OR OA 10 C& 7A D1 4E 3B F9
may take the form of an P Caprure Length: o 00000024 | 1F 90 64 71 13 SE 00 00 00
insmled Sy | -{@ Tineacep: 2017/11, ||0000002D | 00 80 C2 20 00 CC E4 00 00
s od‘;f"ug’uil 4 ¥ Ethernet Type IT (07141  |/00000036 | 02 04 05 B4 01 03 03 08 01
e A | LM@Destinevion Adresss 00:15:5/ [[0000003F | 01 04 02
m] slm‘gp‘;’gm‘” 89 Scurce Adresas 00:15:51
NI = i &P Protocol Iype 0x0800
£)- ¥ Internet Protocol f1a7201 ™
>

Hrask 11

Examine the TCP
Conversations

FIGURE 4.17: Full Packet Analysis of Nodes in IP Conversations

24, The TCP Conversation tab dynamically presents the real-time status of
TCP conversations between pairs of nodes.

25. Double-click a node to display the full analysis of packets.
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FIGURE 4.18: Colasoft Capsa Network Analyzer TCP Conversations
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Hrask 12

Examine the
Transaction List

Hrask 13

Module 08 - Sniffing

26. Transaction List displays the TCP transactions between the selected pair

of nodes.

TCP Flow Analysis - 10,10.10.16 - 200,222.21.18 - Analysis Project 1 E= =] X

Transacti uaL S y kauleatanu] R
) [ TCP Transaction Count J 2
CP Transaction Packets Bytes Transaction Processing Time Server Response Time Server Tran
Reset Connection 1 58008 00:00:00.000000000

= - - >

q Diagram rbm ﬂo«] <

L L

FIGURE 4.19: Colasoft Capsa Network Analyzer ‘I'ransaction List

27. The Transaction Summary tab displays the summaty of the transactions.

Analyze the TCP Flow Analysis - 10.10.10.16 - 200.222.21.18 - Analysis Project 1 = a X
Transaction
Summary [Packets [ Data Fiow | g
Current Velue  * || Global TCP Flow Summary ...

| Transaction Time Summary: Second cannot be created due
Start Time: 23:31:16.277691000

.~ End Time: 23:31:56.972134000 |
TCP Flow Duration: 00:00:40.634443000

. Three-way Handshake Time: 00:00:00.000000000
Connection Close Time: 00:00:00.000000000
Server Data Transfer Time: 00:00:00.000000000

- Server Response Time: 00:00:00.000000000
Client Data Transfer Time: 00:00:00.000000000 |

. Client ldle Time: 00:00:00.000000000

Data Flow Summary: Count

. Sum of Packets: 4|
Packets at Client Side: 3]
Packets at Server Side: 1

- Sum of Bytes: 264.008
Bytes at Client Side: 206.008

| Bytes at Server Side: 58.008

TCP Summary: Count/Second

TCP Connections: 1

. Successful TCP Connections: 0
Packets per Second at Client Side: 0
Dot P . Siclee " ol

FIGURE 4.20: Colasoft Capsa Network Analyzer Transaction Summary

TASK 14
28. The UDP Conversation tab dynamically presents the real-time status of

Examine the UDP conversations between two nodes.

UDP Conversation

CEH Lab Manual Page 855 Ethical Hacking and Countermeasures Copyright © by EC-Councll

All Rights Reserved. Reprod, is Stricdy Prohibited




Module 08 - Sniffing

29. The lower pane of this tab gives you related packets and reconstructed
data flow to help you drill down to analyze the conversations.

o E
o8 e
wf.%‘;.??'..--

S T | e o

Fache Bulte 1) ME

mmIKPLcWM 'm]rm[amwmrw(ﬁ" [ —

B networking, an BE] N0y e
. . Pas | » < Node2 RRL

email worm is a computer W Prosecol Eplares 1) s Mans 5

worm that can copy itself E ;:;t:;"_‘_";"

to the shared folder ina % 1P epors 2 R e LS

system and keeps sending B A = noon N Fre %0 i

infected emaiks to - RLATATY L) Maws 3
= SR Saeas ) 3 .

£ 7 ! ! £ P To Tk =Pt

stochastic email addresses. o Pans Fl - J N

In this way, it spreads fast i3 !:::u::- W sk

via SMTP mail servers, 1024016 s 'axua F - B o
< 2 | Mare Videos.. |

How-To's

2 st Pismor Mok Trast:
& Howrtor trployess Websits Yints
T et capture ALL LT why?
S8 Crmate Trath: Utikanticn Chart

| REARSL

100053068 v Bl 23 [etIstart « Winckas Cuptun:
: Haw to Lise - B
e < >
-
= FZTYT -
FIGURE 4.21: Colasoft Capsa Network Analyzer UDP Conversations
TASK 45 30. In the Matrix tab, you can view the nodes communicating in the network
- by graphically connecting them with lines.
Examine the P
Matrix View 31. The weight of each line indicates the volume of traffic between nodes
arranged in an extensive ellipse.
32. You can easily navigate and shift between global statistics and details of
specific network nodes by switching the corresponding nodes in the
Node Explorer window.
X - &4
A | Spem Tab Ve - e
- of ]
e o) '““.--
ek b T Vew Oupie
2 ' porgm |
oo [Lm‘..........]n.m-[wmjnnangh@mpq[m,.au elneResuce
| Boectrom - A-D 2
CTn
Sl
m Once we encounter : 5 ",k:f« l;‘ g e
the network malfunction or D o8 oporer o
attack, the most important E g:::::i ok
thing we should pay -y >
attention to is the current
total network traffic, s 24379
sent/received traffic,
network connection, etc.,
1o get a clear direction to

find the problem. All of
these statistics are inclided
in the endpoint tabs in

e

00NN b bty
Colasoft Capsa. i 2 fomstare « ok
P — “Hore 0 Knowiedy
I Y | oo U oy
< > < >
|5 E—T— e % \
FIGURE 4.22: Colasoft Capsa Network Analyzer Matrix view
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Module 08 - Sniffing

Brask 16 33. The Packet tab provides original information for any packet. Double-
—— click a packet to view its full analysis information of packet decode.

Packet Details ammvm_mm
1 o yomar srwshuation,

m 3 W Protcest Bplae (1]
3 Protocols may be ; ; l':'“ ""j";“‘ ZA107.257106000 | yo 101001
implemented by hardware, .}\uﬁ‘;’:"‘ DAITETING | 0 1010104639175
software, or a combination BN il WIS 74I73S0TIN0 | T010I01G93TT yuraiof
of the Atk dgwest 50 .w" “"imw P AT AN IMRINN | yareDiy TELSTATSEE ] Ty

WO 4 VBT AT | el 1012404596378
level, a protocol defines the MR RATATIUING I00IEIRE yurusoE 2 i
behavior of a hardware WA TSRO0 | 101001675356 siatic coubledickner 8/ B 0 5 g K

i & 1 VB A SN0 | 1010101615396 e Rl &) Dbt 8B

connection, A Protoco 1s a WIS BAIOPANITEN | 1010001061121 230243215230:190 &) "o o 0t Nt
formal description of WEW TSN 1IDI0I6TEEE farsb) & Vo e T e
message formats and the ;) T PRSIy 07 1047 10 1240308 5 v [ Mare Video_. ]
rules for exchanging those 7 How-Tu's
meSSages. 45 00 00 22 TR 08 &0 — ]

€C0015 [ €O 80 U8 2§ DR GA Ok
20C0001C | G 10 28 IF 1C 42 0
20C00023 | A8 1F 90 37 ES 57 ED
orCn007A [ 43 78 AE IR 30 10 04
20000031 [ €3 53 06 00 CC

|

|

|

|

B

1 .

|

| ; o

£ 2 1otarmnt Brabanat g3
<] d > How 1o Use Caps

. Orighal Packet | ()

< >

FIGURE 4.23: Colasoft Capsa Network Analyzer Packet information

34. The packet decode consists of two major views: Hex View and Decoding
View.

Packet Decoding - 10.10.10.16<->41,191.28.66 - Analysis Project 1 - a -

E1 protocol decoding is
the basic functionality as
well. There is a Packet tab, £-¥" Packet Info:

which collects all captured | g maber: 146,172
packets or traffic. Select a
packet and we can see its 0000000 | 00 15
hex digits as well as the B0000017 | 06 25 DA
meaning of each ficld. The ootz 9
figure below shows the
structure of an ARP packet.
This makes it easy to
understand how the packet
is encapsulated according
10 its protocol rule.

39 09 00 15 SD 00 39 01 08 00 45 00 O
A OA OR 10 29 BF 1C 42 4B Re 1F 90 37 E5 57 FD
§3 ¢

NS
oS
ne
BE

FIGURE 4.24: Full Analysis of Packet Decode
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Hrask 17

Analyze
all the Logs

Module 08 - Sniffing

35. The Log tab ptovidcs a Global Log, DNS Log, Email Log, FTP Log, HTTP
Log, ICQ Log, MSN Log, and Yahoo Log.

36. So, you can view the logs of TCP conversations, Web access, DNS
transactions, Email communications, and others.

Loy leH 8 yoor cvalustion

HEDE

i
|
!

Comevrsetion | UD? Camwerattinn | Proces | Appisstr | vol? Coi | Prt
& Cotollog - 9§ B [ & - Fidee
ppe— Drkocel  Sumraey =
e W Protocol baplocer (1) - e
:::‘“’"‘:‘I“' I 06T | DS [ p————
- ATV 20623 NS Cuwry ) s alavoll Com Socomn
E ; ::;’_N W A DM Gty & olanell ¢ om S wes
- © reracsiniapinat ::mm ETS TS Query | oned graepmitcime com Soen (e Demo
IV 06 | NS Cuwry s e g aepsmabe e <o S
TAVIIIRN S Comry g glbeign s R E——
XIMANIY | TN Comry g glmheign cean g who tichp el
2070 1196 s oty miogghahesignaee Succes
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207101 2206M NS Cuery | weop? Suecwn { 1
D W63 | NS Query; commprenyswicher.com
WIMD6 | NS Ouery cormpronyswbchencomSucce [l How To's
TNV D®D | W GIT hito /avvrm cobesc. coniodon, —
WOAVODRB | HTTP GIT it/ e
Chles TNV DWT | S Cuerys waw. (3 Pt taplayee
20071101 DT e GET Wtts /wvvm colpsch.comionine_ (KD | cannat captus A
TN DNT | 1P GIT bty e colesctr comionine, e Soromisreranivy
TN DNA S Ouery i muwgocgie-snayticecom sy | U [EnaIStart 2 Wirek
WMDY TR GIT Mts./ e colasch.comisaine, Y
I DT TP GET Wit/ /s colezch.coryionine,
2071101 D6 ure orr nu/m-wmm v
.-: 2 3 < >

RoRT—LY

-”

Trwic Churilbes) I  ackn B 1GWE

Coowersation | UDP Conversation | Process »usom VoP Cal | Port | Mati | 7 > log x [I=f4 ¥ Cvtine Kesource
Sonsios - Gy e bar ol € ik - 4
Log Date 2o Time Clent P Ciewfot  Seve® A
"W Preocal Bxgloeer (1] B
:: ;‘:;:::';; i TNV IRIGI0IE 165 8328
B s WAL B0 IRIMGE 155 8330
M- g RNTA0 30631106 3185 8345
E D _"“": b 2ATAV0 230623 1 IRINI06 ) 8335 i s
oo s 2NV DA 1IN0 e 8358
DT 3083 I @ 0348 JrIE—
, WAV R0 a7 0338 B 1Whe 15 Usng bwon
Gl Log 2N71101 3062, 1101076 71 8386 & Vo 30 Desect 4P A1
.ﬂ ANTHVOLZ063 1 110106 an 0388 & How o Dsoect et
e DI 1106 s 8338 &8 How i avicr 24
e DTN 2306 10INI06 o 0335 [ Morw video.|
@ TV 230K 100106 st 0345
Yiiiites ROAU 30625 10106 b5t 8380 HowTo's
DTV B30T RIN0I6 55161 8348 —_—
TN 306B 11006 5161 0355 3 tow to tonitor e
\CQteg 2TAVOB30RD 111056 55005 8355 (3 Momtor tmployre
2017411401 23050 TI010.56 55408 0355 1.3 ol copte i
’1‘“ 2701230503 10106 I 0338 S Coubn Vestic 1
MeLog 20171901 230504 RINIQTE M 0348 [ EEntistaet s e
= 27/11701 230604 1013106 s 0338 PP
0w 271101 30608 100106 s 8358
VelP Call Log DA 230K . 1101096 0197 0245 4
< >

FIGURE 426: Colasoft Capsa Network Analyzer DNS Log view
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FIGURE 4.27: Colasoft Capsa Network Analyzer HTTP Log view

37. If you have MSN or Yahoo messenger running on your system, you can
view the MSN and Yahoo logs.
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FIGURE 4.28 Colasoft Capsa Network Analyzer YAHOOLog view
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Erask 18

Examine
the Report

3 Aimost all Trojans
and worms need an access
to the network, because
they have to remrn data to
the hacker. Only the useful
data are sent for the Trojan
to accomplish its mission.
Soitis a good solution o
start from the aspect of
traffic analysis and protocol
analysis technology.

Module 08 - Sniffing

38. The Report tab provides 28 statistics reports from the global network to
a specific network node.

39. You can click the respective hypetlinks for information, or you can scroll
down to view a complete detailed report.

W Protocol Explorer (1)
B MAC Brplorer 1)
&y P blorer (3]
s Vol? Exglowe
|5 1B Process Explorer )
& @ tpplicemion Splore 1)

Global Report

Creation Tene: 2017/11401 23:48:10

Traffic Statistics
= Total Traffic Statistics.
= Packets Statistics.

& P T b
a WO IS Lang et d,

Converaton = oot Sire D ibution Statictics gﬂ:—bmﬂﬂ
il & it Sikests & How o Tetec tebeot
Tos Tt * Multicast Statistics a::z"}"
= Communication Statistics
Pea * Address Statistics S——
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FIGURE 4.29: Colasoft Capsa Network Analyzer Full Analysis’s Report
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FIGURE 4.3(: Colasoft Capsa Netwotk Analyzer Full Analysis's Report
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Module 08 - Sniffing

40. Click Stop after completing your task.
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FIGURE 4.31: Colasoft Capsa Network Analyzer Stopping process

41. In real-time, an attacker may petform this analysis in an attempt to obtain
sensitive information, as well as to find any network loopholes.

Lab Analysis
Analyze and document the tesults related to this lab exercise. Provide your opinion
of your target’s security posture and exposure through public and free information

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
M Classroom iLabs
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ICON KEY

(7=7 Valuable
information

# Test your
knowledge

B Web exercise

0 Workbook review

7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 08
Sniffing

Sniffing the Network using the
Omnipeek Network Analyzer

Ommnipeck is a standalone network analysis tool used to solve network problems.
Lab Scenario

From the previous scenatio, now you ate awate of the importance of network sniffing.
Asan expert Ethical Hacker and Penetration Tester, you must have sound knowledge

of sniffing network packets, petforming ARP poisoning, spoofing the network, and
DNS poisoning.

Lab Objectives

The objective of this lab is to reinforce concepts of network security policy, policy
enforcement, and policy audits.

Lab Environment

In this lab, you will need:
= A web browser with internet access
* A business Email ID to download the tool
= A computer running Windows Server 2016 as a virtual machine
= Windows 10 running on a virtual machine as the target machine
= Administrative privileges to run tools

Lab Duration
Time: 15 Minutes

Overview of OmniPeek Network Analyzer

OmniPeek Network Analyzer gives network engineers real-time visibility and expert
analysis of each and every part of the network from a single interface, including
Ethernet, Gigabit, 10 Gigabit, VoIP, and Video to remote offices, and 802.
11a/b/g/n.
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Hrask 1

Download and
Install OmniPeek
Network Analyzer

Lab Tasks

1. Tauncha web browser, type https://www.savvius.com/ free-30-day-
software-trials/in the address bar, and press Enter.

2. Fillin the details in all the required fields, check the captcha, and click START
YOUR TRIAL.

I
| o
agreement, click here

FIRST NAME

LAST NAME'

EMAIL ADDRESS' —l

Download the trial today. And. during the trial
we'll even guide you along with instructions on
how to take advantage of some of Omnipeek’s
most popular features like Expert views
Application Response Times. Compass
Dashboard, and Peer Map.

PHONE NUMBER"

COMPANY NAME

JOB TITLE

Country

Piea
prom

| me on occ
or events. (You

m me of product
pscribe at any time

hank You

D m not 3 robot

| START YOUR TRIAL »

FIGURE 5.1: OmniPeck products window

3. Now, log into the business email account related to the email ID specified in
the registration page, and click click here link in the email.

‘=

°®

s < > s
aw
408 P (34 mimten 290 -

FIGURE 52: Email account containing the downlkoad link
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Module 08 - Sniffing

4. The OmniPeck download page appears, containing the Serial number and

download link. Copy the setial numbet, and click Download the Trial.

Lo R L e T L R TR oS Y
Download Instructions
Thank you again for your interest in our software products. You can download you:
soft 1sing the links below
Please us with any questions at sales@savvius.com
Savvius Omnipeek Enterprise
1.
Trial Length® 30 Days
Serial Number:
Download the Trial
IO e

FIGURE 5.3 Downloading Omnipeek

On completion of the download, navigate to the download location of the
tool, and double-click it.

If the Open File - Security Warning pop-up appeats, click Run.
The OmniPeek Install wizard appears; click Next.

Welcome to the Omnipeek Installer for
Savvius Omnipeek 11.1.1 (64-bit)

The Omnipeek Installer will install Savvius Omnipeek 11.1,1 (64-bit)
on your computer. Click Next to continue.

L e

FIGURE 5.4: OmniPeck Installation Wizand
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8. The Product Activation step appears; select Automatic: requires an
Internet connection, and click Next.

E Omnipeek Installer X
Product Activation
savvius

The installation of this product requires that it be activated by the Savvius Activation Server.
For more information, go to https:/fwww.savvius.com/activation.

| (®) Automatic: requires an Internet connection I
(O Manual: generates your activation key via a web page

| <Back || Next> || cancel

FIGURE 5.5: OmniPeck Product Activation section

9. The Customer Information step appears; type a User name, Company
name, email ID (provided at the time of registration) and enter the Serial
Number that you noted at the step 4.

10. Click Next.
Omnipeek Installer X

Customer Information
savvius

Please enter the following information.

User Name:
IWindows User

Company Name:
|abe

Email:

| .org
Serial Number:
|740808z8GKD 1138|

<Bak | Next> || cancel |

FIGURE 5.6: OmniPeek Customer Information section
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Note: Specify the serial key that you obtained during registration.

11. The System Information section appears; check Share my system
information, and click Next.

E Omnipeek Installer X
System Information

sSavvius

For better support, the CPU model, CPU count, physical RAM, and OS type/version/flavor are
being recorded. Uncheck the box below, if you don't want to share this information.

[“] share my system information

o e [ Gl |

FIGURE 5.7: OmniPeck System Information section

12. 'The License Agreement step appeats; accept the terms of license agreement,

and click Next.
E Omnipeek Installer X
License Agreement
Please read the following license agreement carefully. sSavvius
Savvius, Inc. A

Software License Agreement

Please read this License carefully before using the Savvius Software. Your use of the
Software indicates your acceptance of the License terms set forth below. If you do not agree
the terms and condttions herein, return the entire hardware/software package to where you
{obtained it for a refund, subject to Savvius's return policy.

The Software is owned by and remains the property of Savvius, Inc.

1. Grant of License: Savvius, Inc., (Savvius), grants the original purchaser (Licensee) the
limited rights to possess and use Savvius Capture Engine Software (Software) and User v

blaompthhermh&elomseagreenent] [ Print
(O 1do not accept the terms in the license agreement

<Back Next > Cancel

FIGURE 5.8: OmniPeck License Agreement section
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m OmniPeck Enterprise
provides users with the
visibility and analysis they
need to keep Voice and
Video applications and
non-medi applications
running optimally on the
network

Module 08 - Sniffing

13. The Select Location wizard appears; select Default location radio button
click Next.

E Omnipeek Installer X

Select Location
Choose install location savvius

(O custom location

s o
FIGURE. 59 OmniPeck Select Location section
14. 'The Language support step appears; select a language, and click Next.
Omnipeek Installer X

Language support
Select the language savvius

[MEnglish
[ 3apanese
[korean

<Back | Next> ||  Cancel

FIGURE 5.10: OmniPeck Select Language Support section
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15. Ready to Install the Program wizard appears; click Install.
Omnipeek Installer 5"+

Ready to Install the Program
savvius

Click Install to begin the installation.

<Bak [ st | Cancel

FIGURE5.11: OmniPeck License / t section

16. On completion of installation, the Omnipeek Installer Completed step
appears; uncheck View Readme, make sure that Launch Omnipeek option

is checked and click Finish.
Omnipeek Installer X
Omnipeek Installer Completed
[—L] To deploy and [ View Readme

maintain Voice and Video
over IP successfully, you
need to be able to analyze
and troubleshoot media
traffic simultancously; with
the network the media
traffic is running on.

e

FIGURE 5.12 OmniPeck instaltion completed
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Hrask 2

Start a New
Capture

L] OmniPeck Network
Analyzer offers real-time
high-level view of the entire
network, expert analyses,
and drill-down to packets,
during capture.

Module 08 - Sniffing

17. If the OmniPeek evaluation dialog box appears, click OK.
18. The main window of WildPackets OmniPeekDemo opens, as shown in the

screenshot.

New Capture Open Capturo File  View Capture Englnes

Welcome to Omnipeek!
T Bea wTvEAs POChel Caitus Orrioest (eGures T MAIMMIDS o1 S5 cal ey
11100 0wt 1131 e Unisg Omrigees. you sty w19 varw 50 Oufing Staried Ouede

What's new in Omnil 11,1

+ Fanter Foranaie Somrinen

+ wpraved Vol Repertng

+ hew etwont and Apghceton Lutency Vates v Lgerts

+ Wew HTP Grags Dagleyng Vel Jter and Ouatty Statatcs
Bupport e Nelfiow vi. V0. ead BT

+ Payhec Suppon fur DTV Tonen

+ New Devoders

+ For P compinte I reter 0 e 2t

Rocen Files

o recent Ses

Rocent Captine Templatos
oo lempiate

Summary

Summary

Resourcos
+ Lt elaed phg- e
+ VW sane ey

Lo

FIGURE 5.13: OmniPeck main window
19. Now, launch and login to the Windows 10 virtual machine.
20. Switch back to Windows Server 2016, and create an OmniPeck capture

window, as follows:

a. Click New Capture, on the main screen of OmniPeek.

New Capture

Open Capture File View Capture Engines

for rastance
11 1 your frat teme wsing Ompeed, yos may wit 1 view e Desing Started Guide.

‘What's new in Omni 11.1
' Ovmotacce

+ Faster Forgonic Seacches

+ Pgroves Vob Repeng

+ N Netwon and Appleation Latsacy Values t Expents
£ P P Gl OUphluis VO Jies 40 sy uteine
+ Supoont for NetFow vE, v8. a0d PTR

» #3 De compsete It ruter t oo (nad e

FIGURE 5.14: Starting a new capture
b. View the General options in the Capture Options window.
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III Network Coverage:
With the Ethernet, Gigabit,
10G, and wireless
capabilities, you can now
effectively monitor and
troubleshoot services
running on your entire

Module 08 - Sniffing

¢ Leave the default general settings.

raplure Options X
General

Adapter

802,11 Capture tite: | Capture 1

Triggers [ continuous capture

Filters

Statistics Output [ capture to dsk

Analysis Options Fie path:

C:\Users\Administrator \Capture 1-

Stop saving after | 1000

Keep mostrecent | 10

network. Using the same Newileerery 12 =] . ad|
solution for Limteachpacketto 123 &+ bytes
troubleshooting wired and d o

wirckess networks reduces [ Discard duplicate packets

the total cost of ownership . Tad

and illuminates network Buffersze: [100_[5 megabytes

problems that would [] show this dialog when creating a new capture
otherwise be difficult to

detect.

[T || cancel || hHep
FIGURE 5.15: OmniPeck capture options - General

d. Click Adapter, and select the adapter of the Windows Server 2016
machine, here Ethernet 4, and click OK.

Note: Ethernet adapter will vary in your lab environment.

Capture Options - Ethemet 4 X
General Adapter

20211 Z|[x]m|

Triggers > iz Module: Access Point Capture Adapter

Fultefs‘ > |l Module: Aggregator/Roaming

Statistics Output > |l Module: Compass Analysis

Analysis Options 5 Iz Module: tcpdump Capture Adapter

v § Local machine: SERVER2016

Property Description

Device Microsoft Hyper-V Network Adapter
Media Ethernet

Address 00:15:50:01:05:08

Link Speed 10,000 Mbits/s

Omnpeek API  No

o ] cme || v |

FIGURE 5.16: OmniPeck capture options - Adapter
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21. Now, click Start Capture to begin capturing packets. The Start Capture tab
changes to Stop Capture, and traffic statistics begin to populate the Network
Dashboard.

° o
rmﬁuco Fimer state: = Accept ol packels
' St 3 e expressor bere Lt F 11

~ Network Utilization - 2 Minute Window (1 Second Average)

£ Dashboards display
important data that every
network engineer needs to
know regarding the
network without spending
lots of time analyzing the FIGURE 5.17: Starting packet capture
captured data.

Compnas
Captore
Dackets No Data
ety
Yates
Foes

2 -
'm-ut: P stater S Acoept of pachets
| Erter & her anproemon have v 11 fov bty

- rk Utilization - 2 Minute Window (1 Second Average)

M

* tvents

o | 0000 0 0 0 00 a0 Qo

ey packetn ron
sovg * Top Talkors by 1P Addross. = Tep Protocels by Bytes

Statintucs ARP Retpanse

ratsss ARD Ragvent

Nodes No Data _,_—_._

FIGURE 5.18: Stant Capture tab changes to Stop Capture

22. Switch to the Windows 10 machine, browse the Internet, and then switch
back to the Windows Server 2016,
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= TASK 3

Analyze the
Capture Results

E omnipeck
Professional expands the
capabilities of OmniPeck
Basic, extending its reach
to all small businesses and
corporate workgroups,
regardless of the size of the
network or the number of
employees. OmniPeck
Professional provides
support for multiple
network interfaces while
still supporting up to 2
Omni Engines acting as
both a full-featured
network analyzer and
console for remote
network analysis.

I;D The OmniPeck Peer
Map shows all
communicating nodes
within your network and &
drawn as a vertically-
oriented ellipse, able to
grow to the size necessary.
It is casy to read the maps;
the thicker the line between
nodes, the greater the
traffic; the bigger the dot,
the more traffic through
that node. The number of
nodes disphyed can also be
limited to the busiest

and for active nades, or to
any OmniPeck filters that
may be in use.

Module 08 - Sniffing

23. The captured statistical analysis of the data is displayed in the Capture 1 tab
of the navigation bar.

Ges 1 0.004 4 0 0 O b2 Qo

s padetn s

Wede * Top Talkers by 1P Address = Top Protocels by Bytes

'
5300

FIGURE 5.19: OmniPeck statistical analysis of the data
24. To view the captured packets, sclect Packets (under Capture), in the left
pane.

FIGURE 5.20: OmniPeek displaying Packets captured
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25. Similarly, you can view Filters and Peer Map by selecting the respective
options in the Dashboards.

26. You can view the Nodes and Protocols from the Statistics section of the
Dashboard.

»
Paduts heceed
VoceAvdes i 10003036 L% s 1
Compess ¥ 10,0000 LX) n R
m On-the-Fly Filters: "::'. ¥ B —— ISM n "
You shouldn’t have to stop s - v = e i :
your analysis to change :, T e 7,92 ' r
what you're looking at. sl | — oot o L
OmniPeck enables you to ::;.'lw\ 3 10.10.30.1 : Prioate teteork : -mr 1,:-‘1 ]
create filters and apply .:n-u-- ¥ asas LI | LI L% .
them immediately. The - S § v L | Lo 1% .
2 “Rs sy | ¥ 1 Droadomt (T | 1.000% () o
Wlldpzclfcv_s select o § wee } Mivemt | aa ™ "
related” feature selects the Reaunsts : o6 ! Mot I :::: “ 0
N KNG e " b ]
pad_‘elsl re‘le(‘:m' 08 i h::m L AU RRY LT | LRt m 3
particular nexde, protocol, Meds
conversation, or expert ":':"_,
diagnosis, with a simple Ceacte
right click of the mouse. .@,
Porocos
e
Cortrm
FIGURE 521: OmniPeck statistical reports of Nodes
FIGURE 522: OmniPeck statistical reports of Protocols
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D Atarms and
Notifications: Using its
advanced alarms and
notifications, OmniPeck
uncovers hard-to-diagnose
network problems and
notifies the oceurrence of
issues immediately.
OmniPeek alarms query a
specified monitor statistics
function once per sccond,
testing for user-specified
problem and resolution
conditions.

Erask 4

Save the
Capture Results

III Using OmniPeek’s
beal capture capabilities,
centralized console
distributes Omnikingine
intelligent software probes,
Omnipliance®,
TimeLine™ network
recorders, and Fxpert
Analysis.

Module 08 - Sniffing

27. You can view a complete Summary of your network from the Statistics
section of the Dashboards.

FIGURE 5.23: OmniPeck Summary details

28. Stop the capture by clicking on Stop Capture button and save the report. To
save the result, go to File -> Save Report...

110/2018

sles ¢
ils: o5
i

~

Propertien

[

"
i

FIGURE 5.24: OmniPeck saving the results
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ﬂ;I Engineers can
monitor their entire
network, rapidly
troubleshoot fauls, and fix
problems to maximize
network uptime and user
satisfaction.

EQ Compass Interactive
Dashboard offers both
real-time and post-capture
monitoring of high-level
network statistics with drill
down capability into
packets for the selected
time range, Using the
Compass dashboard,
multiple files can be
aggregated and analyzed
simultancously.

Module 08 - Sniffing

29. Choose the format of the Report type and the destination Report folder
from the Save Report window, and click Save.

Save Report

2 Report type:

|Full POF Report

=) Report folder:

X

[[c:\users\administrator\Desktop

=

Report description

graphs.

PDF reports contain Summary Statistics, Node Statistics, Protocol
Statistics, Node /Protocol Detail Statistics, Expert Stream and Application
Statistics, Voice and Video, Wireless Node and Channels Statistics, and

FIGURE 525 OmniPeck Selecting the Report fonnat

30. Minimize the Omnipeek main window. And navigate to location where you
have saved the report and doubleclick to open the file. The saved teport can
be viewed as in the screenshot below:

Note: If How do you want to open this file window appears, choose the type

A voice & video
v [ Graphs
[ Packet Sizes

A Nework
Utitization (bits/s)

A Network

and click OK.
’ D
Fe [de View Wedow Hep
Home  Tools Report pot x @ signin
s R SO - R BAT © 2
Bookmaris X @
© st et % Expont POF v
m B- E 30— a o
ot i (30 1 P 130 ) Creste POF v
@ . A Omnipeek Repon =
Edit POF
R Oashvosed
v [ Swtistics Comment
A summary D CombineFiles v
[ Nodes
A Protocots Organize Pages v
v [ bpen « » B optimize POF
A summary
Fill & i
A Fows — & s
A Applications =& Send for Signature

G e erea—

- Send & Track

® More Tools

FIGURE 5.26: OmniPeck Report in PDF format
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31. Scroll down the pdf to view the complete report.

. —y
e 6t View Wodow MHelp
Home Tools Reporipd! X @ signin
sis | R OO - RBA@AT ©~Z
X0 s . . o wm =
jOY | + Bockmarks X e H : T e |
= H H = i B exportpOF ~
n 8 B8 e : H = =
@+ Q omnpeckRepor A Adobe Export POF O
Dashboas Cotwert POF Files 10 Word
n . of Extel Ol
v [ Statistics S, S Sapret S 1 00 i
—-— - . e vew
R summary - 7 %
e o s Mpont
R Nodes cmarmn SUREE———
o 3 : = am Conven 1o
A protocols zE_ E.. E o= 2 -
bvb i H = = Microsoft Woed (0000
v R Bpen < EmEmm R S »
A s ety H H == Document Langusge:
i) H H 2 2 English (US) Change
R Flows
Pus——
A Appiications ey - - - -
= = = o
A Voice & Video = = : - “
Vi Gas = FoR o=
n ———— EN H &oOwm e .
Packet Sizes roate v
. e
i S = oroEoE ;
L
Utitization (bits/s) T H : = = ﬂm:m iles in the
A Nework R H H = = R
Adsiizaton, % —— i i =iE rrwemren—y |

FIGURE 5.27: OmniPeck Report in PDF format

32. In real-time, an attacker may perform this analysis in an attempt to obtain
sensitive information, as well as find any network loopholes.

Lab Analysis

Analyze and document the results related to the lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

O Yes M No
Platform Supported
M Classroom M iLabs
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T C———
ICON KEY

[7=7 Valuable
information

# Test your
knowledge
. Web exercise

[—D Workbook review

Detecting ARP Poisoning in a
Switch Based Network

ARP spoofing is a technique by which attackers send Address Resolution Protocol
messages onto a local area network.

Lab Scenario

ARP cache poisoning is a method of attacking a LAN network by updating the target
computet's ARP cache with both a forged ARP request and reply packets in an effort
to change the Layer 2 Ethernet MAC address (i.e., that of the network card) to one
that the attacker can monitor. Attackers use ARP poisoning to sniff on the target
network. Attackers can thus steal sensitive information, prevent network and web
access, and perform DoS and MITM attacks.

You, as an ethical hacker and pen tester, must assess your organization or a target of
evaluation for ARP poisoning vulnerabilities.

Lab Objectives

The objective of this lab is to help students understand how to:
= Perform ARP Poisoning on a switch based network
*  Detect ARP Poisoning using Wireshark

Lab Environment

To petform this lab, you will need:
= A computer running with Windows Server 2016 machine
= Kali Linux running as a virtual machine
= Windows 10 running as a virtual machine

Lab Duration

Time: 15 Minutes
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Hrask 1

Install
Cain & Abel

Module 08 - Sniffing

Overview of ARP Poisoning

ARP resolves IP addresses to the MAC (hardware) address of the interface to send
data. If the machine sends an ARP request, it normally considers that the ARP reply
comes from the right machine. ARP provides no means to vetify the authenticity of

the responding device. Indeed, systems which haven’t made an ARP request also
accept the ARP reply coming from other devices.

Lab Tasks

Note: Launch the Windows 10 and Kali Linux virtual machines before

beginning this lab.

1. Switch to Windows 10 machine, navigate to Z:\CEH-Tools\CEHv10
Module 08 Sniffing\ARP Poisoning Tools\Cain & Abel, double-click

ca_setup.exe, and follow the wizard-driven installation steps to install
Cain & Abel.

Note:
If a User Account Control pop-up appeats, click Yes.

If a Window Security dialog-box appears, asking you to enter network
credentials, type the following credentials and click OK:

User name: Administrator

Password: Pa$$wOrd

£ Coie ¢ Abel 4256 Iatalction

ﬁ Condad 4%

FIGURE 6.1: Installing Cain & Abel
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2. Duting installation, the WinPcap Installation pop-up appears; click
Install.

RHMME 11 L he prozian Lz e packal chves Ing: ccnes wih
el G -

WirPran v e Al vt gy

D2 5240 v 10 0t e skl vy 040 7

FIGURE 6.2: Installing WinPcap

3. FPollow the wizard-driven installation steps to install WinPcap.

© WinPcap 4.13 Setup ==

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation.

For more information or support, please visit the WinPcap
home page.

http://www.winpcap.org

[ next> ][ cancel

FIGURE 6.3: Installing WinPcap
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4. Navigate to Z\CEH-Tools\CEHv10 Module 08 Sniffing\Sniffing
Tools\Wireshark, double-click Wireshark-win64-2.4.2.exe, and follow
Install Wireshark the wizard-driven installation steps to install the application.

HTASK 2

Note: If the User Account Control pop-up appears, click Yes.

Ml Wireshark 2.4.2 64-bit Setup — X

Welcome to Wireshark 2 4 2 64-bit
Setup

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Next' to continue.

FIGURE 6.4: Installing Wireshark

Hrask 3 5. Now, double-click Cain to launch it.
Perform ARP Note: If a User Account Control pop-up appears, click Yes.
Poisoning

FIGURE 6.5: Launching Cain & Abel
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6. 'The Cain window appears; click Configure in the menu bat.

sile View ([SEETY Tools Help

b okBRE | +v @ L mMEEaO®R 0 2 i
& Decoders | @ Network |89 Sniffer [ Cracker @R To [m coou [ wireless @ Query |

Cached Passwords
-2 Protected Storage Press the + button on the toolbar to dump the Protected Storage
gl LSA Secrets

@0 Wireless Passwords

& [£7/2/9 Passwords

3 Windows Mail Passwords

FIGURE 6.6: Configuring Cain & Abel
7. The Configuration Dialog window appears; click the Sniffer tab.
8. Select the adapter, and click Apply then OK.

konﬁguration Dialog X
Challenge Spocfing |  Fitersandpots | HTTP Fields
Traceroste | Ceificate Spoofing |  Cenficates Collector |

Snffer | APR (Ap Poison Roting) |  APR-SSLOptions |

addres

10.10.10

10. 255.0.0.0

< >

~ Winpcap Version
4.1.0.2980

~ Cument Network Adapter
\Device\NPF_{55EA2371-DACE-412C-8770-D757569ADCFB}

| WARNING !!! Only ethemet adapters supported

~Options
™ Stat Snifferonstatup [ Dont use Promiscuous mode
™ Start APR on startup

U T

FIGURE 6.7: Configuring Cain & Abel
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9. Now, click Start/Stop Sniffer in the toolbar.

File View Configure Tools Help
1M I

(a@e miHe +v BV mEEaOYE O ¢  f

& Decoders | @ Network |9 Sniffer [ Cracker |8 Traceroute [Nl CCDU |4’ Wireless |5 Query |

Cached Passwords

— & Protected Storage Press the + button on the toolbar to dump the Protected Storage

@ LA Secrets

B9 Wireless Passwords

& 1£7/8/9 Passwords

5] Windows Mail Passwords

&) Dialup Passwords

[== Edit Boxes

“fia Enterprice Manager

% Credential Manager

S8 Windows Vi

FIGURE 6.8: Starting Sniffer

10. If the Cain pop-up appeats, click OK.

Icain X

, WARNING !!! TCP Large/Giant Send Offloading is enabled for the
A current network interface. Cain's SSL MitM attacks could be affected;
please check the Windows's advanced settings of your network
interface configuration.
Alternatively you can globally disable task offloading features with the
following command:

netsh int ip set global taskoffload=disable

Remember to deactivate and re-activate the network interface after the
above command.

FIGURE 6.9: Cain Pop-Up
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11. Click the Sniffer tab.
! File View Configure Tools Help
LSRRG +y B MEES0EE O 0
Network | B9 Siffer | Cracker | @Y Traceroute |W CCOU ['G' Wiirsless |E% Query |

MAC address | OU! fingerprint | Host name |B..|8..188 |Gr | M| M| M3

Hosts [@ APR [ Routing [§5 Passwords [ VolP
Lost packets: 0% V|

FIGURE 6.10: Clicking Sniffer Tab
12. Click + in the toolbar.
13. The MAC Address Scanner window appears; select Range radio button.

14. Specify the IP address range you want to scan (here, 10.10.10.1-
10.10.10.30, which might differ in your lab environment).

15. Check All Tests, and click OK.

_h;amnzwé]@;n LImMEEaO®s 0?7 i

Q Troceroute [B CCOU |4’ Wircless | Guery |

MAC Address Scanner x el 888 [ [mofmi|ne

00155D003903  Microsoft Corporatid

PromizcuousMode Scannes

@ ARFTe
[F ARF Teat
¥ AHP Test (§
[F 2EP Te
¥ PP T

| I >
Hosts [@ APR [ Rauting [Jh Pesswords |
Cancel
Lost packets: 0% {,‘
FIGURE 6.11: Scanning MAC Addresses
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16. The application begins to perform ARP tests on the IP address range and
displays it in the Sniffer window, as shown in the screenshot:

|+ B R mMEBEaO®s @2 i

File View Config

EEE mé

Decoders | @ Network [ Sniffer [ Cracker [ T [0 ccou [y Wireless [ Query |
1P address | MAC address | OUI fingerprint | Host name | B..|B..|B8 | Gr [ M0[Mmi|M3
10.10.10.1 00 Microsoft Corporation S ey N T Ter Ty e
10.10.10.11 00 . Microsoft Corporation S | R R AR A
10.10.10.16 00 - Microsoft Corporation o Te SR R . .

ARP Test (Broadcast 16-bit) ... [ 33%]
Current Host:

10.10.10.10

I 400 Cncd |

Hosts [ @) APR [ Routing [ Passwords [ vor |
Lost packets: 0% v |

FIGURE 6.12: Scanning MAC Addresses

17. On completing the ARP tests, all the MAC and their associated IP
addresses that responded to the ARP requests are displayed, as shown in
the screenshot:

File View Configure Tools Help

9w e HBBE | +y BRI EESO% Q2|0

Decoders | @ Network |89 Sniffer |of Cracker |} T [E8 ccou [ wireless |5 Quey |
IPaddress | MAC address | OUI fingerprint | Host nome |8..[8..[88 [Gr [mofmi|m3
10.10.10.1 00— Microsoft Corporation I ]
10.10.10.11 00 " Microsoft Corporation S|
10.10.10.16 0 ___ Microsoft Corporation =_jss e

Hosts [@ APR [ @ Routing [J4 Passwords | % VolP
Lost packets: 0% Y |

FIGURE 6.13: Sniffer Tab
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18. Now, click the APR tab.

19. Click anywhere on the topmost section (in the right pane) to activate the
+icon.

20. Once the + icon is activated, click it.

File View Configure Tools Help
SRk BB L IMEEROER 02 i
2, Decoders [’ Network [* Sniffer [jf Cracker la Traceroute En Cccou I'ld Wireless @ Query ]
T2 APR Status | 1P address | MAC address | Packets -> | <- Packets | MAC address | IP addn
(5] APR-Cent e
2, APR-DNS
W APR-SSH-1(0)
S APR-HTTPS (0)
& APR-ProxyHTTPS (0)
8 APR-RDP (0)
&) APR-FTPS (0) < 3
&) APR-POP3S (0)
&) APR-IMAPS (0) Status | 1P address | MAC address | Packets -> | <- Packets | MAC address | IP addn
-&) APR-LDAPS (0}
& APR-SIPS [0)

< >
| & configuration / Routed Packets |

7|

FIGURE 6.14: ARP Poison Routing

21. The New ARP Poison Routing window appears. Now, you need to select
the machines between which you want to intercept traffic.

22. Select the first target (here, 10.10.10.16, the Windows Server 2016
machine) from the list of IP addresses displayed in the left pane.

‘]ew ARP Poison Routing X
WARNING 1!

APR enables pou to hijack IP kalfic between the selected host on the left list and al selected hosts on the right kst in both
diections. If a selected host has routing capabilities WAN traffic will be ntercepted az well. Please note that since your
machine has not the same performance of a router you could cause DoS if you set APR between your Default Gateway and
all cther hasts on your LAN.

1P address MAC Hestname IP address | Mac | Hostname

1010101 OOTHN.
010,10 00

10.10.10.18 o —

< > |« >

[ oK ] cw
FIGURE 6.15: New ARP Poison Routing Window
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23. Upon selecting the first target, a list of IP addresses excluding the first
target appeats in the right pane.

24. You need to select the second target IP address (hete, 10.10.10.11, iec.,
the Kali Linux machine) from the right-pane. By doing so, you are setting
Cain to perform ARP poisoning between the first and second targets.

ew ARP Poison Routing X
WARNING !

APR enables you to hijack IP tratfic between the selected host on the left list and 3l selected hosts on the nght list in both
directions. If a selected host has routing capabilties WAN traffic will be intercepted as well Pleass note that since your
machine has not the same performance of a router you could cause DoS if you set APR between your Default G ateway and
all other hosts on your LAN.

1P address | MaC | Hostname

1010101 00 -

10.10.10.11 0w = -

10.10.10.18 (e

< >

.

FIGURE 6.16: Performing ARP Poison Routing

25. Once complete, the selected targets appear in the top section.

26. Now, click the Start/Stop APR button to initiate the ARP Poison Routing
attack.

» File View Configure Tools Help
@i ED +v BRI mEEe0¥E 07 0
& Decoders | @ Netwiork |9 Sniffer [of _Cracker | &8 Traceroute [Tl CCDU ['8 Wireless |5 Query |

APR Status | IP address | MAC address | Packets -> | <- Packets | MAC address | IP addn
- APR-Cent S idle 10.10.10.16 o 0% 10.10.1¢

I APR-SSH-1(0)
8 APR-HTTPS (0)
5 APR-ProxyHTTPS (0)

% APR-RDP (0)
5 APR-FTPS (0) % 5
8 APR-POP3S (0)
S APR-IMAPS (0) Status [ 1P address MAC address | Packets -> | <- Packets | MAC address | IP addn
8 APR-LDAPS (0)
B APR-SIPS (D)

< >

5 | @ Configuration / Routed Packets |

@ AR [ Routing [3% Posswords [ Vo |

Lost packets: 0% ﬂ

FIGURE 6.17: Performing ARP Poison Routing
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27. The status of the attack changes to Poisoning, as shown in the
screenshot:

i ==

File View Configure Tools Help

AR eHBERE $y R LVDEEDIOZEE O 7 0N
|& Decoders [ @ Network |89 Soiffer [ Cracker [ Traceroute [ER ccpu [" wireless [T Quey |
%.‘KPF Status

&3 APR-Cert £Xpoisoning

2, APR-DNS

- APR-SSH-1 (0)

S APR-HTTPS (0)

5 APR-ProxyHTTPS (0)

& APR-RDP (0)

S APR-FTPS (0)

£ APR-POP3S (0)

IP address
| 10.10.10.16

MAC address
| 001550003301

<- Packets | MAC address

| 001550003905

P addn
[ 10,300

>

5 APR-IMAPS (0) Status 1P address MAC address Packets -> | <- Packets ‘ MAC address | IP addn
£ APR-LDAPS (0)
& APR-SIPS (0)

< >

¢ 5 | @ configuration / Routed Packets |

= Hosts I@ APR I'I' Routing [f\ Passwords [,{5 VolP I

Lost packets: 0%

FIGURE 6.18: ARP Poson Routing Begun

28. Cain & Abel is intercepting the traffic traversing between these two
machines.

29. To generate traffic between the machines, you need to ping one target
machine using the other.

B rask 4 30. Switch to Kali Linux machine, and launch a command-line terminal.
Ping Windows 16 root@kali: ~ 6 0
Machine File Edit View Search Terminal Help

FIGURE 6.19: Command Line Terminal
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31. Type hping3 [IP address of Windows Server 2016] - 100000 and press
Enter to ping Windows Server 2016with 100000 packets.

Note: In this lab, the IP address of Windows Server 2016 is 10.10.10.16,
which might differ in your lab environment.

root@kali: ~ 00
File Edit View Search Terminal Help

:~# hping3 1 .10 c 100008
iPING 10.10.10.1¢€ 0 .10.10.16): NO FLAGS are set,
ip=10.10.10. tl id=7 sport=0 flags
ip=10.10.10 L i sport=0 flag
ip=16.10.10 id=9 sport=0 flag
ip=10.10.10. t1=12 id=10 sport=0 flags=R q win=0
ip=10.10.10.16 i 1 sport=0 g R win=0

ip=10.10.10.16 l=12 win=0
1p=10.10.16. tl=12 d sport=0 flag > win=0
ip=10.10. i sport=0 q win=0
ip=10.10. .16 3 DF sport=0 fla =8 win=0
ip=10.10.10. L sport=e 3 J g win=0e rt
ip=10 > 2 7 ort=e g 10 win=0

FIGURE 6.20: Performing Flooding

Brask s 32. Now, immediately switch to the Windows 10 machine, go to the Apps
screen, and click Wireshark to launch it.
Detect ARP
Poisoning/ IP )
Ufe at a glance
Address Spoofing 2
File Explorer See all your mail in cne place
Tuesday
® Googie Chrome e m =
And more...
ontrol Panel
Wireshark e
Tips Microsoft Edge  Photos
Partly S
Suggested i
49
Netfii BT 0
*kokok -
Washington,... Phone Compa..  OneNote
Acrobat Reader DC
Alarms & Clock
E Calculator
£ [rype here to search
FIGURE 6.21: Launching Wireshark
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33. The Wireshark main window appears; click Edit in the menu bar, and

select Preferences....
The Wiresherk Netuwerk Ansiyzer - a X
le View Go” Ciptare: Anolyce: Statoticc Telephony ‘Wirdess ook Help
I Copy v | = aan
[a R Find Packes. Ctrief [ TR T

Find Nea CtrieN
Find Previous Cule8
Mark/Unenark Packet Curle
Mark AV Displayed CurlaShiftM ——
Uremark All Displayed Clri=Alte M T - |
MNest Mark CrrleShft-N
Previous Mark Ctri=Shit-B
Ignore/Unignere Pecket CirlD
Ignane All Dspliyed CtrlaShet. 0
Urégneee All Dizplayed Ciris At D
Set/Unzzt Time Reference Ctris T
Urset Al Tirne References CtrleARteT
Next Time Refercoce Chrle AR N
Previous Time Reference CtrieAteB
Time Shift... Ctri=Sht-T
Packet Comment.. Ctris At C

ration Profiles... CtrlsShft-A

Leamn
User'sGuide *© Wik ° Questions and Answers - Mading Usts
You are ruwring Vireshark 242 (V24 You
7 Bests phedorcpnrs | oraes | rofe:cefoit

FIGURE 6.22: Launching Preferences

34. The Wireshark Preferences window appeats; expand the Protocols

node.
M Wireshark - Preferences ? X
v Appearance | Soatucals
Layout 3 . -
Coloris [[] Display hidden protocol items
Font and Colors [ Display byte fields with a space character between bytes
Capture [] Lok for incomplete dsectors
Filter Buttons
Name Resolution
> Statistics
Advanced
< >
o[ ot [ vee |
FIGURE 6.23: Viewing Protocols
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35. Select the ARP/RARP node.

36. Ensure that Detect ARP request storms and Detect duplicate IP
address configuration are checked.

37. Click OK.

M Wireshark - Preferences ? X

ALCAP " Address Resolution Protocol

Allioyr ARDE (A petect arP request storms)
Allioyn NS SES
AMQP ’ Number of requests to detect dufing period |30
AMR
i Detection period (i ms) [100 |
ANCP ‘l‘ duplcate [P address jon )
[/ Regster network address mappings

ANSIBSMAP
ANSI MAP
ANSI_TCAP
AODV

AOL

APRS

AR Drone

) o || e |

FIGURE 6.24: Configuring ARP Detection Settings
38. Now, select the interface associated with your network, then click Start.

Vireshark - o X
Fiv Edit View Gu Caplue Analyre Stalabes Teiwphoey Wik Toch  Hep
REZB IR e>=TRE Aa ¥
Aty o ey fhey AT 3 -|oeresmon.. +
Capture
wwwew) thin Bers [ [Erirs & cerian file ] |kt fn dbonan ~ |
(Ehener . . )
Leam
User's Guide © Wiki - Questions amd Amswers -~ Haliog Lists
¢ Rers o Ltnsses IEEEEENE

FIGURE 6.25: Starting Capture
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39. Wireshark begins to capture traffic between the two machines.

& Capturing from Ethernet

g X
File Edit View Go Capture Analyze Statistics Telephcny Wirsless Tooks Help
M WMEE ERE Qe FTLE CUCEC &)
AQUly 5 e Colf> _ 3 - Eqresaon.. +
Tme Soxce Destnation Protocl  Length Info -

19.18.10.11 TCP 53 1721 » @

10.10.16. 54 1722 » @ [<None>] Seq=1 Win=512 Len=d

a8+ 1

18.10.18.11 10.16.18. 54 1723 » @

13 2.089277 Micrasef_oe. #icrosof_00:33:03 42 Wha h:

©.19.10.167 Tell 10.18.10.11
14 2.009664 Microsof 08 a3 Microsof 08:29:01 ARP 42 10.10.19.11 15 at 90:15:54:09: 83
15 2.889725 Microsof 68 a3 Microsof ¢ o5 ARP 42 10.10.10.15 is at 90:15

16 3.600252 16.16.16.

10.16. 1

TCP 54 1724 + @ [<Nones] Seq

Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (4312 bits) on interface @
) Ethernet II, Src: Microsof 90:39:05 (80:15:5d:00:39:05), Dst: Microsof _83:39:83 (9@:15:5d:00:39:03)
» Internet Protoccl Version 4, Src: 18.19.10.11, Dst: 19.18.19.16

Transmission Control Protocol, Src Port: 1721, Dst Port: 8, Seq: 1, Len: @

G @@ 15 S5¢ 00 39 03 8@ 15 Sd @2 39 95 @8 90 45 00
G @0 28 82 S5 09 02 40 86 dP 19 @a @a @a @b O3 @
D028 @a 10 06 b9 00 €9 74 ac le bl ef 21 43 a3 %0 00
& 92 90 99 3b 00 00

Iﬁ td W(Mznnngm) |

FIGURE 6.26: Wireshark Capturing Packets

40. Switch to Cain & Abel to observe the packets flowing between the two
machines.

File View Configure Tools Help

i eohBRI | +y R ynmEEa@¥E 6 72 0

& Decoders I @ Network |ﬂ Sniffer |;/ Cracker Iﬂ Traceroute IE Cccou I“b' Wireless W)) Query |

@ APR Status 1P address MAC address | Packets -> | <~ Packets | MAC address | IP addn
| & aercen Npoisoning | 10.10.10.16
il | 2 APR-DNS
| B APR-SSH-1(0)
£ APR-HTTPS (0)
&y APR-ProxyHTTPS (0)
28 APR-RDP (0)
-5 APR-FTPS (0)
1 < >
- &) APR-POP3S (0}
5 APR-IMAPS (0) Status | 1P address | MAC address | Packets -> | <- Packets | MAC address | IP addn
£ APR-LDAPS (0)
& APR-SIPS (0)
< >
} < > @ Configuration / Routed Packets I
[=] Hosts | @ aPR [F Routing [T\ Passwords | a VolP
Lost packets: 0%
FIGURE 6.27: ARP Poisoning Detected
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41. Now, switch to Wireshark, and click Stop to stop packet capture.

& Capturing from Ethernat

o X
File Edit View Go Copture Analyze Statistics Telephony Wireless Tocis  Help
ame e RE QA& ETLES aqaH
— 3 - Swremon

Source
18.10.18.11

Cestraton
10.10.19.15

Protocol
=

Length Info

58 1721 » 8 Len8

6 54 6 + 1723 [RST, MK] 1 fck=1 Wi
15 2.009277 Microsof 68:39:05  Microscf_£9:39:03 42 Who has 10.19.16.162 fell 19.16.16.11

14 2.009654 Microsof_00:39:83  Microsof 00:39:01  ARP 42 10.10.18.11 is at 83:15:5d:00:39:03
15 2.609725 Microsof 9:39:83  Microsof 80:39:05  ARP 42 10.19.18.16 15 at 83:15:5d:06:39:03
16 3.690252 16.16.19.11 10.10.19.16

54 1724 + @ [<None>] Seq=l Win=512 Len~8

Freme 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 6

Ethernet 1I, Src: Microsof_00:39:05 (00:15:5d:00:39:€5), Dst: Microsof_00:39:0) (80:15:50:08:39:03)
Internet Protocol Version 4, Src: 10.10.10.11, Dst: 18.10.10.16

Transmission Contrel Protocol, Src Port: 1721, Dst Port: 8, Seq: I, Len: @

96 15 5d 62 39 €3 90 15 5d €0 39 95 08 08 45 e 4a]e9000 Ju9...EL

90 26 82 ©5 00 €0 40 96 09 19 9a 9e 0o Ob 0a 0a cresaans
i @a 16 06 b9 63 8 74 4c 1e b1 Bf 21 43 a3 50 @@ B LS
v @2 90 99 3b 02 80 .

‘Q 7 Ethemet: <ive capture progess> | Packets: 772 - Deplayed: 772 (100,0%) Frofie: Defaut |

FIGURE 6.28: Stopping Packet Capture

42. Click Analyze in the menu bar, and select Expert Information.

M Ethemet
File

X

Edit  View

Go Capml:'a'ru!is(ics Telephony  Wirsezs  Tools  Help

BRE Dizplay Filters.. R &
e Display Filter Macros... 3 -] Bresson..
Sorce Apply &= Column Potocol  Length Tnfo
Apply a5 Filter ’ e
Prepare « Filter »
Conversation Filter »

Enebled Protoccls... Ctri=Shift+E
Decode As...

Reload Lua Plugins Ctri=Shift+L
SCTP 3
Follow 3

- 172 T, ACK 1
Who has 18.10.10.162 Tell 10.10.

Microfre
14 2.009664 Mirr‘.( . 10.10.10.11 is at 00:15:54:00
2.009725 Microsof_08:33 Miceosof_0@:3 10.16.18.15 15 at 80:15:50:09:3
16,16.10.11 10.10.16.16

16 3.080252 1724 - @ [<None>] Seg=1 Win=512

1

Frame 1: 54 bytes on wire (432 bits), 54 bytes
Ethernat II, Src: Microsof oe 5 (80:15:5
Internet Protocol Version 4, Src: 10.10.10.11,
Transmission Contrel Protocel, Src Port: 1721,

captured (432 bits) on interface @

39:05), Dst: Microsof 80:39:83 (09:15:5d:00:39:03)
Dst: 19.10.10.16

Dst Port: @, Seq: 1, Len: ©

@0 15 5 8@ 39 03 @9 15
¢ 90 28 82 8L 02 09 40 @6
G @a 16 06 b9 68 €8 74 4ac
€ 92 00 99 3b 60 @@

5d ed
de 19
ie b1

13 05 o8 o
€a @a 9a Ob
of 21 43 a3

45 ee
@s 02
56 08

() 7 wereshark SSEAZ371-O4CE-ALXC 8770-D7575538DCFE_20171114044150 201448 | Fadiets: 938 - Ceaglayed: 958 (100.0%) profie: Defoult

FIGURE 6.29: Analyzing Expert Information
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43. The Expert Information window appears; click the Warmings node.
Duplicate IP addresses have been configured, using ARP protocol, as

shown in the screenshot:
M Wireshark . Expert Inf ion - wireshark_55EA2371-DACE-412C-8770-D757569ADC...  — o X
Severity 7 Summary Group Protocol

Warni i Sequence TCP
Warning  Duplicate IP address configured (10.10.10.11) Sequence ARP/RARP
Warni e IP address configured (10.10.10.16) Sequence ARP/RARP
Note scknowledgment number field is nonzero while the A... Protocol TP
Note icate ACK (#1) uence Tce

>
>
>
>
>
>
>
>
>

< >
No clsplay fer see.

Limit to Display Fiter Groupby summary  Search: | [ show.. ~]

FIGURE 6.30: Vicwing Warnings

44. Keep the Expert Information window above the Wireshark window, so
you can view the packet number and the Packet details section.

45. Expand a Sequence node, and select a packet (here, 108).

46. On selecting the packet number, Wireshark highlights the packet, and its
associated information is displayed under Packet Details.
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47. Observe the warnings highlighted in yellow, as shown in the screenshot:

i hone Ml Wiseshark - Expert Information - wireshark_SSEAZ3T1-DACE-412C-8770.DISTS6OADC.. — O X
Packet Summary Grouy Protocel
mi® PRGBS v 4
! ‘ :
- e +
2 10.10.10.17 i 8t 00: 1 558 | EA
9117.22%920  10.10.10.1 - A P ]
oS et TO10.10.17 i= a¢ D0:1 5500 35:0
242 10109017 s a¢ O0:15:56:003%03
303 10.1010:17 s o 001 556:00:3903
428 10.10.10.17 is 2¢ 00:15:56:00:3%:03
529 10.10.10.11 is a8 00:15:5:00:3%:03
632 10101017 s at 001 :5:00:39:03
95 13.534552  19.10.10.18 ol BN
N 101071017 s 4t 01556003903
831 10.10.10.11 is 2t 00:15:56:00:33:03
935 10.10.10.11 is 3¢ 00:15:56:00:35:03
2 Warning Duglicate 1 address configured (10.10.90.16) Sequence ARP/RARD
103 20.002837  10.10.10.11] |~ Note the fds he Arckibocal Lz
> Note ACK (#1) e
187 20.811707 Microsof
106 20.011748  Microsof 08 1
Fiai 80 15 50 08 39 61 80 15 50| < >
0010 93 06 06 B4 69 92 80 15 5
5°70 0 15 5d 08 30 01 9a 9a @a | "0Swey y
Linnil 1o Displery Fiter [ Group by summery Search:
= £ [

FIGURE 6.31: Duplicate IP Address Detected

48. The yellow warnings indicate that duplicate IP addresses have been
detected at one MAC address.

49. One MAC addtess cotresponds to the attacker machine (Windows 8.1)
and the other to the target machine.

50. Thus, ARP spoofing has been successfully detected using Wireshark.

Lab Analysis
Analyze and document the results related to this lab exetcise. Provide your opinion
of your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemnet Connection Required

[ Yes ™ No
Platform Supported
Classroom iLabs
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Detecting ARP Attacks with XArp

Tool
XArp is a security application that uses advanced techniques to detect ARP-based
attacks.
—icon xev _ Lab Scenario
= Y“f]““blc_ ARP attacks go undetected by firewalls; hence, in this lab you will be guided to use
e XArp tool, which has advanced techniques for preventing such attacks and protecting
# Test your data,
knowledge

= Web exercise Lab m

(1 Workbook review  L'he objective of this lab is:
®* To detect ARP attacks

Lab Environment
7Tools
demonstrated in  'To complete this lab, you will need:
this lab are = F
available in XArp is located at ZACEH-Tools\CEHv10 Module 08 Sniffing\ARP Spoofing
ZA\CEH- Detection Tools\XArp
Tools\CEHV10 ®  You can download the latest version of XArp from
Module 08 httpz/www.chrismc.de/development/xarp/index.htmi
Sniffing
= If you decide to download the latest version, then screenshots shown in the
lab might differ
= A computer running Windows Server 2016
®  Administrative privileges to run tools
Lab Duration
Time: 5 Minutes
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Overview of XArp
XArp helps users detect ARP attacks and keep their data private. Administrators can
use XArp to monitor whole subnets for such attacks. Different security levels and

fine-tuning possibilities allow typical and power users to use XArp to detect ARP
attacks.

Lab Tasks

[ E—— 1. Navigate to ZACEH-Tools\CEHv10 Module 08 Sniffing\ARP Spoofing
Detection Tools\XArp, and double-click xarp-2.2.2-win.exe.

Launching

the XArp Tool 2. 'The Open File - Security Warning appears; click Run.

3. Follow the wizard-driven installation steps to install XArp.

() XArp 2.2.2 Setup - X

Welcome to the XArp 2.2.2 Setup
Wizard

This wizard will guide you through the installation of XArp
2.2.2,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue.

FIGURE 7.1: XArp Instalhtion Wizard
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777 Address Resolution
Protocol (ARP) poisoning
is a type of attack where
the Media Access Control
(MAC) address is changed
by the attacker.

777 A MAC address is a
unique identifier for
network nodes on a LAN.
MAC addresses are
associated to network
adapter that connects
devices o networks. The
MAC address is eritical to
locating networked
hardware devices because it
ensures that data packets
#0 to the correct place.
ARP tables, or cache, are
used to correlate network
devices” IP addresses to
their MAC addresses.

Module 08 - Sniffing

4. On completing the installation, launch XArp from the Apps list.

Recendy added

3

=
Wirdos Whieddorms
PowesShell Pomerihel ISE
menard Prompt

Snipping Tool

Moulla Firefoo

o
)
@ Nmsp - Zenmap
]

A Event Viewer

FIGURE 7.2: Windows Server 2016- Apps

5. 'The main window of XArp appears, displaying a list of IPs, MAC
addresses, and other information for machines in the network.

B 4p - unregistered version - o X
File XArp Professional  Help
Q? Status: no ARP attacks Security level set to: basic
. aggressve The besic security level operates a
Read th S > defaut attack detection strategy
® Loaztetindng SRR ataces hely that can detect al standard attacks,
@ View XArp logfile hgh This is the suggestad level for default]
envronments.
basic
Get Xirp Professional now!
Regster XArp Professona mivimal
| [ [ \ [ [ [
| 1P | MAC ! Host l Vendor ‘ Interface [ online ’ Cache I First seen
&7  10.10.10.16 Server2016 Microsoft Cor. 08 - Microsoft... unkne.. no 11722017 03:1
< >
&rp 2,22 - | mapping - 3intedfaces - 0 alerts A i 4

FIGURE 7.3 X Arp status when secunity level set to basic
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6. On the Windows Server 2016 machine, X A1p displays no ARP attacks.

Note: If you observe these results, log onto a virtual machine. You can run
Cain & Abel to initiate ARP Poisoning of the Windows Server 2016 machine.

7. By default, the Security level is set to basic; set it to aggressive.

ﬁ XArp - unregistered version - 0 X
File XA Professional Help
w Status' no ARP attacks Security level setto: aggressive
. aggressive The aggressve security level enabies
. al ARP packet irspection madules
© Beadthe ARP attacks nd sands aut dacovery padkets In
Yiew XArp logfie ngh hygh frequency. Using this level might
. gve false attack alerts as 1t operates |
on a highly aggressive packet
Basic phiosaphy.
SeLXAp Professional ngw!
Begister XAp Professiong mémal
[ [ [ [ [
3 [ mac | Host | vendor | Interface | Ontine | Cache | First seen
77 An attacker can alter &7 1010.10.16 » - " Server2016 Microsoft Cor..  Oull - Microsoft... yes no 11/2/2017 03: 1]

the MAC address of the
device that is used to
connect the network to
Internet and can disable
access to the web and other
external networks.

FIGURE.74: XArp siatus when security level set to aggressive
8. Log onto the Windows Server 2012 and Windows 10 virtual machines.
9. Perform ARP poisoning using Cain & Abel.
\ =3 Bl |

—  File View Configure Tools Help

S sehBHE +yv/enummEO®R @ 0
Decoders | @ Network |88 Saffer [of Cracker |2 [ ccou [ Wireless | @ Guer |
Passwords ~ | Timestam | FTP server | Client | Usemame | Password |
& GHD (4N1/2017- 034755 10.10.30.10 10101012 ‘Mertin pple

- HTTP ()

-5 AP (0)
£ LOAP (0)

P pOP3 ()
v SM8 (0)

M Telnet (0)

B8 we o
& 10510
ORI
£33 SMTP.(0)

G NNTP (0)

{8 bcermec (o)

T3 MSKerb5-Preutt
B8 Radius-Keys (0)
£ Radius-Users (0)

i cam v

28 T |- 12l |

=] Hosts | @ APR | Routing [§% Passwords | & VolP

Lost packets: 0% V|

FIGURE7.5: ARP poisoning using Cain & Abel
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27 XArp allows alert
filtering for excliding
specific hosts. Another
feature incldes settings for
alerting intensity and how
the alerts are presented.
Also allows sending alerts
through email and detailed
alerting configuration.

777 The simplest form of
certification is the use of
static, read-only entries for
critical services in the ARP
cache of a host. This only
prevents simple attacks and
does not scale on a large
network, since the mapping
has to be set for each pair
of machines resulting in
(n*n) ARP caches that have
to be configured. AntiARP
also provides Windows-
based spoofing prevention
at the kernel level,

Module 08 - Sniffing

10. The XArp pop-up appears, displaying the Alerts.

oK
< | Alert 15 of 37

11/14/2017 20:52:27

StaticPreserveFilter: packet would overwrite a
static entry for the ip address 10.10.10,12, mac

address would be changed from
00-15-5d-00-39-02 to 00-15-5d-00-39-01.

Interface : Ox8

[ethernet]

source mac: 00-15-5d4-00-35-01
dest mac : 00-15-5d-00-335-03

type : 0x806

[axp]

direction : in

type : request
source ip : 10.10.10.12
dest ip : 10.10.10.10

source mac: 00-15-5d-00-35-01
dest mac 00-00-00-00-00-00

FIGURE 7.6: XArp displaying Alerts

11. The status changes to ARP attacks detected!.

r. XArp - unregrstered version

<
rp.2.2.2 - 2 mappings - 3 interfaces - | alert

- a X
File XA Professional  Help
Status: ARP attacks detected! Secunty level setto: aggressive
® View detected attacks aggressive The aggressive seaurity level enables!
f al ARP packet napection modules
® Read the Handing ARP attacks’ help and sends out dscovery packets in
® View XArp logfile high high frequency. Using this level might
grve false attack alerts as it operates.
on a highly aggressive packet
baskc inspection phicsophy.
or ) row!
Regster XArp Professonal minimal
[ [ [ [ [ [
[ [ mac | Host [ Interface | Online [ Cache | First seen
10.10.10.1 RDDW-006 08 - Microsoft... yes yes 11/2/2017 03:1,
9 10.10.10.16 Server2016 08 - Microsoft... yes no 11/2/2017 03:1

FIGURE 7.7: X Arp - ARP attacks detected
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Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes vl No
Platform Supported
Classroom iLabs
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