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Module 11 - Session Hijacking

Hijacking Sessions
Session Hijacking refers to the exploitation of a valid computer session, wherein an
attacker takes over a session between two computers.

Lab Scenario

Source: http:/krebsonsecurity.com/2012/11/yahoo-email-stealing-exploit-
fetches-700

According to Krebs on Security news and investigation, zetro-day vulnerability in
Yahoo.com that allows the attackers to hijack Yahoo! email accounts and redirect
users to malicious Web sites offers a fascinating glimpse into the underground
market for large-scale exploits.

The exploit, being sold for $700 by an Egyptian hacker on an exclusive
cybercrime forum, targets a “cross-site scripting” (XSS) weakness in Yahoo.com
that enables the attackers to steal cookies from Yahoo! Webmail users. Such a
flaw would let attackers send or read email from victims’ accounts. In a typical
XSS attack, an attacker sends a malicious link to an unsuspecting uset; if the user
clicks the link, the script is executed that allows the attacker to access cookies,
session tokens, or other sensitive information retained by the browser and used
with that site. These sctipts can even rewrite the content of HTML pages.

KrebsOnSecurity.com alerted Yahoo! to the vulnerability, and the company says
itis responding to the issue. Ramses Martinez, director of secutity at Yahoo!, said
the challenge now is working out the exact yahoo.com URL that triggers the
exploit, which is difficult to discern from watching the video.

These types of vulnerabilities are a good reminder to be especially cautious about
clicking links in emails from strangers or in unexpecting messages.

As a system administrator, you should implement security measures at the
application and network levels to protect your network from session hijacking.
Network-level hijacks are prevented by packet encryption, which can be
implemented with protocols such as IPSEC, SSL, and SSH. IPSEC allows
encryption of packets on a shared key between the two systems in
communication.

Application-level security is obtained by using strong session IDs. SSL and SSH
also provide strong encryption using SSL certificates to prevent session hijacking.

Lab Objectives

The objective of this lab is to help students learn session hijacking and take over
a user account.

In this lab, you will:
= Intercept the Traffic between server and client

= Attain a user session by intercepting the traffic
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Module 11 - Session Hijacking

Lab Environment
To carry out this, you need:

= A computer running Windows Server 2016 machine
= Kali Linux virtual machine
= Windows 10 virtual machine
= Web browser with Internet access
= Administrative privileges to configure settings and run tools
Lab Duration
Time: 20 Minutes
Overview of Session Hijacking
Session hijacking refers to the exploitation of a valid computer session where an

attacker takes over a session between two computers. The attacker steals a valid
session ID, which is used to get into the system and sniff the data.

Hrask 1

Overview

In TCP session hijacking, an attacker takes over a TCP session between two
machines. Since most authentications occur only at the start of a TCP session,
this allows the attacker to gain access to a machine.

Lab Tasks

Pick a website that you feel is worthy of your attention.
Recommended labs to assist you in session hijacking:
= Session Hijacking using the Zed Attack Proxy (ZAP)
= Perform sslstrip and Intercept HTTP Traffic through BetterCAP

Lab Analysis
Analyze and document the results related to the lab exercise. Give your opinion on
your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Module 11 - Session Hijacking

Session Hijacking using the Zed
Attack Proxy (ZAP)

The Zed Attack Praxy (ZAP) is an easy-to-use integrated penetration-testing tool for
[finding vulnerabilities in web applications.

It is designed to be used by people with a wide range of security experience, and as such
is ideal for developers and functional testers who are new fo penetration testing.

—icow Kev _ Lab Scenario

= i\:‘f]:::fﬁm ZAP is an Intercepting Proxy. It allows you to see all the requests you make to a web
app and all the responses you receive from it. Amongst other things, this allows you

4 E“S‘ o to see AJAX calls that may not otherwise be obvious. You can also set break points,

——FEE——— which allow you to change the requests and responses on the fly.

B Web exercise
——=S=-— ) o h Objectives

The objective of this lab is to learn how to:

ED Workbook review

= Intercept the Traffic between server and client

Lab Environment
In this lab, you need:

= A computer running Windows Server 2016 as an Attacker machine
=  Windows 10 running on virtual machine as a Target machine
= Owasp-ZAP located at Z\CEH-Tools\CEHv10 Module 11 Session

7Tools

in Hijacking\Session Hijacking Tools\OWASP ZAP
this lab are ®  You can also download the latest version of Owasp-ZAP from the link
available in https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_ Project
Z:\CEH- #tab=Main
Tools\CEHv10 5 i R
Module 11 = Ifyou decide to download the latest version, then screenshots shown in the

Session Hijacking lab might differ
= A web browser with Internet access
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Hrask 1

Set Up a Proxy

LA ZAP provides
automated scanners as well
as a set of ools that allow
you to find security
vulnerabilities manually,

Module 11 - Session Hijacking

= Administrative privileges to run this tool

Lab Duration

Time: 15 Minutes

Overview of Lab

This lab will demonstrate how to intercept the traffic of victims” machines by using a

proxy, and how to view all the requests and responses that attackers receive from
them.

Lab Tasks

1. Before starting this lab, we need to configure the proxy settings in the
victim’s machine. In this lab, Windows 10 machine will be the victim

machine.
2. TLaunch Windows 10 virtual machine, login, and launch any browser. In this
lab, we are using Chrome browser.

3. Once you launched Chrome browser, go to Customize and control Google
Chrome button, and click Settings from the context menu.

e - a X
G Google *®
< C @ Secure | hitas//wwa.googlecoin/wanthpler-dBrEWaOYR_val 21KCACQliyy~2bter= a!@
Hislery B
Courlosds
Eookmarks »
Toorn - 0% - 3

Google :. -

Sutlings
Help »

A=

FIGURE 1.1: Google Chrome Settings
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Module 11 - Session Hijacking

4. 'The chromes/settings window opens; scroll down to click Advanced in
the browser.

£ ZAP is an Intercepting
Proxy. It allows you to sce
all the requests you make to
awebapp and all the
responses you receive from
it

Among other things, this
allows you to see AJAX
calls that may not otherwise
be obvious.

L Active scanning
attempts to find potential
vulnerabilities by using
known attacks against the
selected targets.

£ Settings x

Jeattings *

C | ® crrome | chrome

Search sngina
Goage -

Search engine L= in the address Sar

Manage search engines »

Default browser

Default browser

Make Boogla Chrome the default browser

MAKE DEFAULT

On startup

Manage on stamup pages
Restota tabs

opan specric Fages

FIGURE 1.2 Googk Chrome Show advanced settings
5. In the System scction, click Open proxy settings to configure a proxy.

(-} = C x
R Settngs x
C | ® crrome

‘settngs w

chrome

Gaogle Clowd Print ’

Accessibility

Add accessbilty features

Dpen Chrome Web Store

System
Continue rurnng background spos when Google Chrome s closed ®
Use hardware acceleration when avalable ®

©pan proxy settings

Rosct

Resst

Restore setings 1o their of)

FIGURE 1.3 Google Chrome Change proxy settings
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Module 11 - Session Hijacking

6. 'The Internet Properties pop-up window appears; click the Connections
tab, and click LAN settings (undet Local Area Network (LAN) settings).

& Internet Properties ? X

L Active scanning is an General Security Privacy CoﬂtentProqams Advanced

attack on those targets.

You should NOT use it on To set up an Internet connection, dick
web applications that you Setup.

do not own.
Dial-up and Virtual Private Network sattings

Add VPN...

Remove,..

Choose Settings if you need to configure a proxy Setiings
server for a connection.

Local Area Network (LAN) settings -

LAN Settings do not apply to dial-up connections.
Choose Settings above for dial-up settings.

oK Cancel Aoply
£ 1t should be noted that FIGURE L4 LAN Settings in Internet Properties
active scanning can only
find certain types of 7. 'The Local Area Network (LAN) Settings pop-up appears; check Use a
vulncrabilitics. proxy server for your LAN (These settings will not apply to dial-up or
Logical vulnerabilities, such VPN connections).
as broken access control,
will pot be found by any 8. In the Address ficld, type the attacker machine’s IP address, 8080 in the
active or automated <
vulnerability scanning. Port field, and then click OK.
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9. In this lab, the attacker machine would be Windows Server 2016; its [P

address is 10.10.10.16.
£ Manual penetration
wating should lwayybe Note: The IP address shown in the lab will vaty in your lab envitonment.
performed in addition to
active scanning to find all y
types of vulnerabilities. &% Local Area Network (LAN) Settings X
Automatic configuration
Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.
[“] Automatically detect settings
[Juse automatic configuration script
Proxy server
a proxy server for your LAN (These settings will not apply to
lial-up or VPN connections),
Address: [ 10.10.10.16] | port: |s080 || Advanced
[C] Bypass proxy server for local addresses
) [l |
FIGURE 1.5: Local Area Network (LAN) Settings
10. Once you have enteted the required details, the Intemet Properties pop-up
window will appear; click Apply, and click OK.
€2 Intemnet Properties ? X
General Security Privacy Content Connections Programs Advanced
To set up an Internet connection, dick Setup
Setup, )
Dial-up and Virtual Private Network settings
1 This will exclude the | add...
sckected nodes from the
proxy. They will still be Add VPN...
proxied via ZAP but will S
not be shown in any of the R
fabs. emove. ..
Choose Settings if you need to configure a proxy Settings
server for a connection,
Local Area Network (LAN) settings - =
LAN Settings do not apply to dial-up connections, LAN settings \
Choose Settings above for dial-up settings. . o
e R
FIGURE 1.6 LAN Settings in Internet Propertics
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11. Now you have configured victim machine proxy settings. Close the
browser.

12. Switch to Windows Server 2016 attacker machine and install OWASP-
ZAP (Zed Attack Proxy).

13. Prior to installation, ZAP makes sure that Java Run Time is installed in
your attacker machine (if not, you can navigate to Z:\CEH-Tools\CEHv10
Module 11 Session Hijacking\Session Hijacking Tools\OWASP ZAP and
double-click jre-8u161-windows-x64.exe).

14. Follow the steps to install Java Run Time.

15. To install ZAP navigate to Z:ACEH-Tools\CEHv10 Module 11 Session
Hijacking\Session Hijacking Tools\OWASP ZAP, double-click
ZAP_2 7_0_windows.exe, and follow the installation steps to install.

(L) Request tab: This

shows the data your 16. Once installation is complete, launch ZAP from Start menu apps or
browser sends to the >
application double-click ZAP2.7.0 on the Desktop.
Recently added Windows Server
X zw270
HTTPort 3.SNFM % >
[ =]
Ja Windows
(& The Dude PowerShell ISE
Most used
Microsoft SQL Server Managemen... g g L8
Windows
Command Prompt Administrativ... Task Manager Control Panel
Z) Mozilla Firefox
’ S|
! Notepad o
‘b Internet Information Services (11S)... Desktop... Event Viewer
g Snipping Tool
Acrobat Reader DC
Google Chrome
X8 Excel 2016
€) Google Chrome
o € ;.
FIGURE 1.7: Windows Server 2016 Apps list
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17. If ZAP: Licensed under the Apache License wizard appears, read the
following agreement, and click Accept to accept the terms and conditions

(0 Response tab: This of the OWASP ZAP.

shows the data the 8 :

application sends back to 18. If the ZAP Tips and Tricks wizard appears; once the process is completed,
your browser. it closes

19. A prompt that reads Do you want to persist the ZAP Session? is
displayed. Select No, | do not want to persist this session at this moment
in time, and click Start.

) OWASP ZAP X
you want to persist the ZAP Session?
() Yes, | wantto persist this session with name based on the current timestamp
(_) Yes, | wantto persist this session but | want to specify the name and location
No, | do not want to persist this session at this moment in time
|| Remember my choice and do not ask me again.
You can always change your decision via the Options / Database screen

3

FIGURE 1.8: OWASP ZAP Persist Session

20. If Always check for updates on start pop-up appears, click Cancel as
shown in the screenshot.

OWASP ZAP X

Always check for updates on start?

(1) Break tab: This allows
you to manipulate the data.

[ History tab: This shows [ w] [ Cancel

the requests in the order
they were made.

FIGURE 1.9: OWASP ZAP Persist Session

21. 'The OWASP ZAP main window appears; click on the “4#”” icon in the right
pane, as shown in the figure below to add the Break tab.

22. 'The Break tab allows you to modify a response or request when it has been
caught by the ZAP.
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23, It also allows you to modify some elements that you cannot modify through
your browset; these include:

2) 'The header

b) Hidden fields

¢) Disabled fields

d) Fields that use JavaScript to filter out illegal characters

FHed Ceion  OWIS AP 170 - B 4
Eat Yew Analyse Beport Jools Qriene Melp

[ When the Break tab is FIGURE 1.13: OWASP ZAP Persist Session

notin use, its icon is a grey s = p

cross: % 24. Once the Break tab is added in your OWASP ZAP window, configure the
When a break point is hit,

the tab icon is changed to a

ZAP to work as a proxy.
red cross: % TOWAD TP LT

(37

FIGURE 1.11: OWASP ZAP Persist Session

25. To configure ZAP as a proxy, click Settings icon from the tool bar as

shown in the following screenshot.

(1) Search tab: This allows Stz
you to search all the -
requests and responses. JU@ DEE 000 44, OP)OXERE uE

|':w~|nm|w“+]

. Mesder Tea 2 | Boa Tee r Em

FIGURE 1.12 OWASP ZAP Persist Session
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(L) The Options
Connection screen allows
you to configure the
address and port on which
Z.AP accepts incoming
connections.

It is this address and port
that you must eonfigure
your browser to use as a
Proxy.

= This changes the display
so that the "tree’ window
containing the Sites tab
extends for the full length
of the left hand side.

This will reduce the
amount of space availablk
on the "information’
window.

Module 11 - Session Hijacking

26. The Options window appears; select Local Proxies from the left pane; in
the Address ficld, type the Windows Server 2016 machine IP address, set

the Port to default, and then click OK.
& Options
ALK Spider Local Proxies |
Aens
Ant-CSRF Tokens M L.
API ]
Aopiications Address: [10.10.10.18 I»]
Breakpoints .
Port (eg 8080): 8080 |;
Callback Address ik [ =l
Cerificate Set your browser proxy selting using the above. The HTTP port and HTTPS port
Check For Updales must be the same port as above.
Connection |_J Behind NAT
Database () Remave Unsupported Encodings
Dispiay Always unzip gzipped content
Dynamic SSL Cerfificates | o 4
Encode/Decode Security Protocols
Extensions -
Forced Browse [ sStvaHelio (4 s5L3 W s 1 ( TLs 11 J s 12
Fuzzer : _
Global Exciude URL (Beta) | || Addiional Proxies
HTTP Sessions i —_—
s |Enabled | Agdress 4| Port 'BIL Add.. |
Keyboard Mody
Remave
Passive Scan Rules
Passive Scan Tags Enabls All
Passive Scanner
Quick Start Launch Oisatle All
L PP, = v
Resetto Factory Defaulls | | Cancel || OK

FIGURE 1.13: OWASP ZAP Persist Session

27. Click Set break on all requests and mpome-e from the tool bar of

ZAP.

28. 'This button sets and unsets a global break point that will trap and display
the next response or request in Break tab from the victims’ machine.

29. You can modify any part of the request or response that you want and send
it to the victim’s application by clicking either Step or Continue.

30. Alternatively, you can click Drop to dispose of the request or response.

Note: Set break on all requests and responses turns automatically from

green to red.

0

EOt Vew Analyse Beport Jools Qeine He

Wdm g

000 DeE 000 &d q:}» oXEuE u€
[ & Quick Stant [ =+ Reguest | Responses= [ Brean e 8 | +

*  Bodr Ted

FIGURE 1.14: OWASP ZAP Persist Session

31. Now, switch back to the victim machine Windows 10, and launch the same
browser in which you have configured the proxy settings.
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1 This sets and unsets a
‘global' break point that will
trap and display the next
response in the Break tab.

You can then change any
part of the response that
you want to and send it to
your browser by pressing
cither of the 'Step’ or
'Continue’ buttons.

Alternatively, you can press
the "Drop’ button to
dispose of the request.

You can switch between a
single 'combined’ break
button and separates ones
for requests and responses
via the Options
breakpoints screen.

L This allows the trapped
request ot response to
continue to the application
or your browser with any
changes that you have
made to it,

The 'global’ break point will
remain set so that the next
request o response will
also be caught.

This button is only enabled
when a request or response
is trapped.

Module 11 - Session Hijacking

32. In this lab, we have configured for Google Chrome browser.

33. Type www.moviescope.com in the address bar and press Enter as shown
in the following screenshot.

Y New Tt x
€ | D wwwmay

1 www.moviescope.com

W NOYISOOESCoMm

FIGURE 115 OWASP ZAP Persist Session
34. Now, switch to the attacker machine Windows Server 2016, and in a ZAP
Proxy, it starts capturing the requests of the victim machine.

35. Now click thell’ button until you capture the GET request of the browsed
website in the victim machine.

36. In this lab, we have browsed www.moviescope.com in the victim’s
machine.

Lot Yoew snalyse Beport Jools Qeiine bew

BUN @ UEE D8 000 A8, @i IOXERE o
{ ;’&uﬁTifwﬁ[kﬁw&;—’[ZE] + |
[Methos 9] |HeaderTes 9] | Body Tent e O

OLT Mtto1//www,moviescope.con/ WTTP/L.1
on

alive
Windows NT 10,0, MinGd) x64) Appleweskit/5)7.36 (KNTHL, 1lke Gecko) Cheome/6.0.

3239.84 Safari/837,36
Upgrade: Insecure-Reauests: §

Accepti text/ntel,spplication/xhtalexnd, appdication/xel jas0.9, nage/wetp, Lnage/apng, */* 0.0
Accept-Language! en-US,eniaed. 9
Coonle: wi-tabs-1e0

FIGURE 1.16: OWASP ZAP Persist Session

37. Obsetve the Break tab in the ZAP window while clicking the [ button to
capture www.moviescope.com.

38. Once ZAP starts, capture the victim machine browsing traffic, as shown in
the figure.

EOt Yoow Anatrss Bepont Jools Quiine tew

ISdE -8 JU8 DB 000D 48 \
[+ Ouick stan |~ Reouest | Responses=

Wi oxEnm uw€

|Memos %) | Meacer Tea % | Booy Text
[GET_5tto 7 fwm woviescope conr WITP/L3] 0
PSSt wwem . SOVIENCODE. COB

Prowy -Connection: keep-alive

User-Agent: Mozilla/s.0 (Mindows WT 10.0; WinGs; w64) Applewettit/537.36 (KNTAL, llke Gecko) Chrome/61.0.
320904 Safarl/siT. %

Upgrase- Insecure-Regwests: 1

Accept: text/nted applicetis ahtelexal, 0pplicotion/ nel qe0.9, inage/wedp, Luage/apng, */* a0 8
Accept-Language | en-US, en 0.9

| Coonie: ui-tabs-1e0 ‘1

FIGURE 1.17: OWASP ZAP Persist Session

39. Now, modify www.moviescope.com to www.goodshopping.com in all
the GET requests captured on the Break tab.

40. Once you have modified the GET request, click I’ to forward traffic to the
victim machine.
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2 Manage Add-ons dialog
that allows you to discover,
install and update add-ons
from the online
marketplace.

It also allows you to
uninstall add-ons,

3 Footer displays counts
of the High, Medium, Low
and Informational alerts
and counts of the currently
active and spider scans.

It can also contain counters
of scanners provided by
-ons.

Module 11 - Session Hijacking

41, Perform this process until you see the www.goodshopping.com page in the
victim machine.
Note: Simultaneously, you can switch to victim’s machine to see the
browser status.

0t Yiww snatse Beoort Toots Qeine bee
tndadiiote 2} | B kil M@ J0E D28 O00 4o . S0/ OXERE o€
[+ ouce st | + Roauest [ Responses~ [agomman] + |

ewos (%] |Hesoer Ten i#) (Boor Tet B Oa

con/css/us.css WTTP/L.

GET Mtto:/ fwen
Host: wew. on
Prowy-Connection: wees-ailve
User-Agent: Mozillars.0 (Mindows WT 10.8; Wintd; x64) Asplewedtit/S37.36 (KMTML, 1ike Gecks) Chrose/63.0.
3139.84 Sefari/537.36
Accest: text/css,*/*;ae0.1
Referer: WEtp:/ /. coml
Accest-Language: en U5 en]

{{coonte: wi-tabs-1e0

FIGURE 1.18 OWASP ZAP Persist Session

42. Now, switch to victim’s machine (Windows 10); the browser displays the
other website the attacker wants to see in the victim’s machine.

43, Actually, the victim has browsed www.moviescope.com but now sees

www.goodshopping.com.
44. The address bar displays www.moviescope.com but the window displays
www.goodshopping.com.
Coosihonpig L\ A - 0 X
0 L

| GOOD SHOPPING |

oML PRODUCT CATALOG oG COMTACT US LOGIN

FIGURE 1.18 OWASP ZAP Persist Session

Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
M Classroom iLabs
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Module 11 - Session Hijacking

Perform sslstrip and Intercept
HTTP Traffic through BetterCAP

BetterCAP is a powerful, flexible and portable tool created to perform varions types
of MITM attacks against a network, manipulate HT'TP, HT'TPS and TCP traffic
in redl time, sniff for credentials and much more.

Lab Scenario

Attackers can use session hijacking to launch vatious kinds of attacks, such as man-
in-the middle (MITM) attack. An MITM attack is one in which the attacker places
himself between the client and server. Session hijacking enables the attackers to place
themselves between the authorized client and the web server, so that all
information—traveling in either direction—must pass through them.

An ethical hacker or a penetration tester, you must know the working of an MI'TM
attack to protect your organization’s sensitive information from the attack.

Lab Objectives
The objective of this lab is to learn how to:

= Intercept Traffic and sniff out user credentials from a network

Lab Environment

In this lab, you will need:
= A computer running Windows Server 2016
= A computer running Kali Linux on virtual machine as Attacker Machine
= A web browser with Internet access

= Administrative privileges to run this tool

Lab Duration
Time: 5 Minutes
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Module 11 - Session Hijacking

Overview of Lab

This lab will demonstrate how to intercept the traffic of the victim’s machine by using
a proxy and also how to view all the POST activity to sniff out uset’s login credentials.

Lab Tasks

1. Log-in to Kali Linux machine and open a terminal window.

Hrask 1
2. In the terminal window, type bettercap -X -1 ethO -T 10.10.10.16 --proxy -P

Launch .
POST and hit Enter.
BetterCAP )
root@kali: ~ Q0
File Edit View Search Terminal Help
i~# bettercap I ethd -T 10.10.10.16 --proxy -P P0S
FIGURE 2.1: Bettercap script to intercept traffic
3. Bettercap starts to listen the POST activity on the Windows Server 2016
system as shown in the screenshot.
root@kali: ~ [- IO - )
File Edit View Search Termnal Help
T 10.10.10.16 --proxy -P POST 1
udp-p http-pr https-pro
und NetBIOS name
10.10.10.11 ; 00:1
10.16.16.1 : 00:1
] starting .10.18.11:5300
] 16.10.10.16 0:1
] Proxy starting on 10.10.18.11
ound NetBIOS name 'R
FIGURE 2.2 Starting Battercap
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Module 11 - Session Hijacking

4. Now switch to the Windows Server 2016 system and open any browser

_Braskz2 (here, Internet Explotet). In the address bar, type http:/mww.fb.com as the
Login URL and hit Enter.
Facebook ——
| & http:/Awwwsb.comd £ - || @ Newrab 3 2 > @
|((__http://vwwww.fb.com/ % ) A

| Bing Suggestions
Tum on suggestions (send keystrokes to Bing)

| 2 | Ads

search the web 0

Frequent Enable my news feed

FIGURE 2.3 Opening Facchook

5. Facebook page appears, type your username-password and click Log In, as
shown in the screenshot.

B3 bt s Fscebook com O - & | K Facebock-leginorsignup X

helps you connect and share with the Create an account

your life. It's free and always will be.

L 4 a g First name Sumame
i
> i
g L < Mobile number or email address
> & 2 New password

Birthday

1 [U]| ee [V]] 1902{]| Moxdoimmsio proviemy

< Female © Male

By cacking Creade an acoount, you agree 10 our Tems and
coefim that yoo have 1ead owr Data Poiicy, inchuding owr Cookle “
Uss Policy You miry teceins SMS message nobicaons fom

FIGURE 2.4: Logging into Facebook
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Module 11 - Session Hijacking

6. Now when you switch back to the Kali Linux machine, you will find that

bettercap has sniffed the user credentials you entered and is available in plain
Obtain Victim text for the attacker to use as shown in the screenshot.

Credentials

Hrask 3

Fle Ect View Search Terminal

Toot@kali: ~ NG ﬂ

Help

9.10.10.1
.10.10.16]

0.10.10.16]
16.10.16]

11 | 10.18.16] S

/10.10.10.16] 1 xx.Thedn. o
FIGURE 2.5: User credentials obtained through Bettercap

Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Yes O No
Platform Supported
Classroom O iLabs
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