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Module 20 - Cryptography

Cryptography
Cryptography is the study and art of hiding meaningful information in an
unreadable format.

Lab Scenario

Data security is critical to online business and privacy of communication. Today’s
information-based organizations extensively use Internet for e-commerce,
market research, customer support, and a variety of other activities.

With this incteasing adoption of Internet—Wotld Wide Web use for business and
personal communication, securing sensitive information such as credit-card
numbers, personal identifiable information, bank account numbers, secret
messages, and so on is becoming increasingly more important.

The ability to protect and secure information is vital to the growth of electronic
commerce and to the growth of the Internet itself. Many people need or want to
use communications and maintain data security. The encryption of data plays a
major role in doing so. For example, banks all over the world use encryption
methods to process financial transactions involving the transfer of huge amounts
of money. They also use encryption methods to protect their customers’ ID
numbers at bank automated teller machines. Many companies and even shopping
malls sell anything from flowers to wine over the Internet, and these transactions
are made through credit cards and secure Internet browsers that include
enctryption. And it becomes vital to assure their Internet customers that their
credit-card information and other financial details will remain private and secure.
But this can only be accomplished by the use of strong and impenetrable
encryption methods.

As part of a security assessment, you have to suggest to your target organization
how it can use proper encryption techniques to protect data, both in storage and
during transmission. The labs in this module demonstrate the use of encryption
to protect information systems.

7 Yocls Objectives
demonstrated in Lals
this lab are This lab will show you how to use encryption tools to encrypt data. It will teach
available in you how to:
Z:A\CEH-
Tools\CEHvV10 = Use encrypting/decrypting techniques
Modkile &9 = Generate Hashes and checksum files
Cryptography
Lab Environment
To complete this lab, you will need:
= A computer running Window Server 2016
= A computer running Windows 10 in virtual machine
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Module 20 - Cryptography

= A computer running Windows Server 2012 in virtual machine
= A computer running Kali Linux in virtual machine
= A Web browser with Internet access

= Administrative privileges to run the tool

Lab Duration
Time: 85 Minutes

Overview of Cryptography

Cryptography is the practice and study of hiding information. Before the modern age
Cryptology, almost synonymous with encryption, was the conversion of information
from a readable state to one which was apparently illegible. Modern cryptography
intersects the disciplines of mathematics, computer science, and electrical engineering
and helps in securing data from being intercepted and compromised duting online
transmissions. This module provides a comprehensive understanding of different
crypto systems and algorithms, one-way hash functions, public-key infrastructure
(PKI), and the different ways in which ctryptography can help in ensuring privacy and
security of online communication. The module also covers the vatious cryptography
tools used to encrypt sensitive data.

Lab Tasks

B task 1 Recommended labs to assist you in cryptography ate:

Overview = Calculating One-way Hashes using HashCalc
= (alculating MD5 Hashes using MD5 Calculator
=  Understanding File and Text Encryption using CryptoForge
® Basic Data Encryption using Advanced Encryption Package
= Encrypting and Decrypting the Data using BCTextEncoder
= Creating and using Self-Signed Certificates
®  Basic Disk Encryption using VeraCrypt
= Basic Data Encrypting using Rohos Disk Encryption
= Basic Data Encryption using CrypTool

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
on your target’s security posture and exposure.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
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Module 20 - Cryptography

Calculating One-way Hashes
using HashCalc

HashCale enables you to compute multiple hashes, checksums and HMACs for
files, texct and hex strings. 1t supports MD2, MD4, MD5, SHA1, SHA2
(SHA256, SHA384, SHA512), RIPEMD160, PANAMA, TIGER,
CRC32, ADIER32, and the hash used in eDonkey and eMule tools.

Lab Scenario

Message digests or one-way hash functions distill the information contained
within a file (small or large) into a single fixed-length number, typically between
128 and 256 bits in length. If any given bit of the function’s input is changed,
every output bit has a 50% chance of changing. Given an input file and its
corresponding message digest, it should be neatly impossible to find another file
with the same message digest value, as it is computationally unfeasible to have
two files with the same message digest value.

Hash algorithms are widely used in a wide variety of cryptographic applications,
and are useful for digital signature applications, file integtity checking, and storing
passwords.

Lab Objectives
This lab will show you how to enctrypt data and how to use it. It will teach you
how to:

= Use encrypting/decrypting command

[~7 Tools

demonstrated in =  Generate Hashes and checksum files

this lab are -

available in Lab Environment

ZA\CEH-

Tools\CEHV10 To complete this lab, you will need:

Module 20 = HashCalc located at Z:\CEH-Tools\CEHv10 Module 20

Cryptography Cryptography\MD5 Hash Calculators\HashCalc

CEH Lab Manual Page 1442 Ethical Hacking and C Copyright © by EC-Council

All Rights Reserved. Reproduction is Strictly Prohibited.



Module 20 - Cryptography

* You can also download the latest version of HashCalc from the link

httpJ//www.slavasoft.com/hashcalc/

= Ifyou decide to download the latest version, then screenshots shown in the

lab might differ

= Follow the wizard driven installation instructions

=  Run this tool in Windows Server 2016

= Administrative privileges to run tools

Lab Duration
Time: 5 Minutes

Overview of Hash

HashCalc is a fastand easy-to-use calculator that allows computing message digests,
checksums, and HMACs for files, as well as for text and hex strings. It offets a
choice of 13 of the most popular hash and checksum algorithms for calculations.

Lab Tasks

B task 1 1. TLaunch HashCalc application from Apps list.
Calculate it
ecently added
the Hash
m HashCalc
>3 -
= -
. ; Windows Windows
Google Chrome PowerShell PowerShell ISE
Mozilla Firefox
Windows
Snipping Tool Administrativ..  TaskManager  Control Panel
Nmap - Zenmap GU
| iz
IBM Security AppScan Standard ‘3 ‘E m
Event Viewer File Explorer

Acrobat Reader DC
AirPcap
Bishop Fox
Google Chrome

L € m ®

FIGURE 1.1: Launching HashCalc application
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Module 20 - Cryptography

e 2. 'The main window of HashCalc appears; select the type of Data Format
as) C simple .

dilopsise im,ﬁocp (hete, Text string) from dropdown list.

dispenses with glitz to

plainly list input and [H] HashCalc -

results,

Data Format: Data:
|

Key Format: Key:
™ HMAC Text sting ] |

Vv MD5
I~ MD4
[V SHA1

ED Hash algorithms I™ SHA256

support three input data
formats: file, text string, r SHA384

and hexadecimal string. [T SHAS12

v RIPEMD160
™ PANAMA
™ TIGER

[~ MD2

I~ ADLER32
v CRC32

Dorkay
[ |

StavaSoft Calculate | Close Hep |

FIGURE 1.2: HashCale main window

3. As you are specifying the data format as Text string, the application
accepts text strings and converts them to their respective hashes.
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4. Enter data which you would like to calculate.

Choose the appropriate Hash algorithms by selecting their respective
checkboxes.

6. In this lab, MD5, SHA1, RIPEMD160 and CRC32 hash algorithms have
been selected.

7. Now, click Calculate.

HashCalc o X

Data Format: ;
|Te>d string EI charlie kryptor| ]

Key Format: Key:
™ HMAC |Text stting L] I

)

[~ MD4

IIF SHAT)

I
I
I
[~ SHa2s6 |
[
I

™ SHA384
m You can also

download HashCalc from [~ SHAS12
http:/ / www.shvasoft.com.

Tlp RIPEMD1SO'

™ PANAMA

|

[~ TIGER |
[~ MD2 |
[

[

I~ ADLER32

eDonkey/
L eMule I

StavaSoft Calculate | Close Hep |

FIGURE 1.3: Calcuhting the hashes
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8. 'The application calculates the hashes and displays them, as shown in the
screenshot:

HashCalc = X
H

Data Format:  Data:

[Textsting =] [charlie kiypton
Key Format: Key:
™ HMAC  [Teststing =] |J

M MDs  (cT2beee7a7esbendescibodlbr Toeeat )
I~ MD4 |
roswaes [

I sHasss |

I sHasiz |

gi,:f:i,h‘;;;:ff i ¥ RIPEMD160 fb74didBc595aa5debecd33d922457cbe Tddbear )
™ PANAMA |

rTGer |

[~ MD2 [

[~ ADLERZ2 |

v cAcz (384168 )

eDonkey/
L 1

StavaSoft Caculate | Close | Hep |
|

FIGURE 1.4: Hash is generated for chosen hash string
9. Hash calculation is mainly performed to check data integrity.

Lab Analysis

Document all Hash, MD5, and CRC values for further references.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

O Yes ¥ No
Platform Supported
M Classroom M iLabs
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"7 Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 20

Cryptography

Module 20 - Cryptography

Calculating MD5 Hashes using
MD5 Calculator

MD?5 Caloulator is a simple application that caloulates the MD5 hash of a given

Jile. It can be used with big files (e.g., multiple gigabytes). 1t features a progress
counter and a texd field from which the final MD5 hash can be easily copied to the
clipboard.

Lab Scenario

There has been a need to protect information from “ptying eyes.” In the
electronic age, information that could otherwise benefit or educate a group or
individual can also be used against such groups or individuals. Industrial
espionage among highly competitive businesses often requires extensive security
measures to be put into place. And those who wish to exetcise their personal
freedom, outside oppressive governments, may also wish to encrypt certain
information to avoid suffering the penalties of going against the wishes of those
who attempt to control it. Still, the methods of data encryption and decryption
are relatively straightforward; algorithms are used to encrypt the data and store
system information files safely, away from prying eyes. To be an Expert Ethical
Hacker and Penetration Tester, you must understand data encryption using
encrypting algorithms.

Lab Objectives
This lab will give you experience on encrypting data and show you how to do it.
It will teach you how to:

= Use encrypting/decrypting command

= (Calculate the MD5 value of the selected file
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B task 1

Calculate MD5
Checksum

m MD5 checksum is
used to generate MD5
hash.

Module 20 - Cryptography

Lab Environment
To complete this lab, you will need:

MD5 Calculator located at ZACEH-Tools\CEHv10 Module 20
Cryptography\MD5 Hash Calculators\MD5 Calculator

You can also download the latest version of MD5 Calculator from the link
http//www.bullzip.com/products/md5/info.php

If you decide to download the latest version, then screenshots shown in the
lab might differ

Run this tool in Windows Server 2016

Administrative privileges to run tools

Lab Duration
Time: 5 Minutes

Overview of MD5 Calculator

MD5 Calculator is a bate-bones program for calculating and compating MD?5 files.
While its layout leaves something to be desired, its results are fast and simple.

Lab Tasks

1. Navigate to Z:\CEH-Tools\CEHv10 Module 20 Cryptography\MD5
Hash Calculators\MD5 Calculator, double-click
md5calc(1.0.0.0).msi and follow the installation steps to install
MD?5 Calculator.

2. To find MD5 Hash of any file, right-click on the specific file (here,
mdScalc(1.0.0.0).msi), and Select "MD5 Calculator” from the
context menu.

Name Date modified Type Size
o Quick access
B Desktop , (¥ mdscalc(1000,msi st | 33k
& Downloads ¢ Repair
D Docoicts: Uninstall
&= Pictures . [ i ' ]‘
Troubleshoot compatibility
. Shared e
E3 Scan with Windows Defender...
[ ThisPC Open with...
I Deskeop B Add to archive...
%] Documents B Add to “md5calc(1.0.0.0).rar"
$ Downloads B Compress and email...
b B Compress to *mdScalc(1.0.0.0).sar" and email |

FIGURE 2.1: MD5 Cakulator option in context menu
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Module 20 - Cryptography

3. MD5 Calculator shows the MD5 digest of the selected file.

Note: Alternatively, you can browse any file to calculate the MD5 hash and
click on the Calculate button to calculate the MD5 hash of the file.

[[5 MD5 Calculator - %

File Tools Help
File Name
MD5 Hash Calculators\MD5 Calculator\md5cale(1.0.0.0).msi V-]
| Calulate

EL) MDS hash (or '
checksum) functions as a
et St fopemei [ MD5 Digest Compare To
of a file. (3434b8108cdecab051857717cc58dbdf )| | |

] Upper case

Exit
FIGURE 2.2: MDS5 is generate for the chosen file

4. MD5 calculator is used to check the integrity of a file.

5. If a person wants to send a file to another person via 2 medium, he/she
will calculate its hashes and send the file (along with the hash value) to
the intended person. When the person on the other side receives the mail,
he/she will download the file and calculate its value using MD5
Calculator.

6. 'Then, the person compatres the generated hash value with the hash value
that was sent through mail. If both the hash values tally, it is evident that
the person obtained the file without any modifications by a third person.

Lab Analysis
Analyze and document the results related to this lab exercise.
PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.
Internet Connection Required
O Yes M No
Platform Supported
Classroom iLabs
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Module 20 - Cryptography

Understanding File and Text

Encryption using CryptoForge

CryptoForge is a file enaryption software for personal and professional data security.
It dllows you to protect the privacy of sensitive files, folders, or email messages, by
enarypting them with strong encryption algorithms.

Lab Scenario

= Y“fl““blc_ CryptoForge allows you to protect the ptivacy of sensitive files, folders, or email
s messages, by encrypting them with up to four strong encryption algorithms.
# Test your Once the information has been encrypted, it can be stored on insecure media or
_ knowledge =~ transmitted on an insecure network—such as the Internet—and remain a secret.
B Web excrcise Later, the information can be decrypted into its original form.
) workbook review Lab %jGCﬁVES
This lab will show you how to encrypt files and text.
"7 Tools =
. Lab Environment
this lab are To complete this lab, you will need:
available in
ZA\CEH- = CryptoForge located at Z:\CEH-Tools\CEHv10 Module 20
Tools\CEHv10 Cryptography\Cryptography Tools\CryptoForge
Module 20 ® You can also download the latest vetsion of CryptoForge from the link
Cryptography httpJ//www.cryptoforge.com/download
= Ifyou decide to download the latest vetsion, then screenshots shown in the
lab might differ
= Follow the wizard driven installation instructions
=  Windows Server 2016 running as a virtual machine
= Windows 10 running as a virtual machine
= Administrative privileges to run tools
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_ B Task 1

Encrypt a File

Module 20 - Cryptography

Lab Duration
Time: 10 Minutes
Overview of the Lab

The lab demonstrates basic encryption methodology used to encrypt files and text
messages and share them with the intended person/people.

Lab Tasks

122

In the Windows Server 2016 machine, navigate to Z:\CEH-Tools\CEHv10
Module 20 Cryptography\Cryptography Tools\CryptoForge, double-
click CryptoForge.exe and follow the steps to install the application.

Once done with the installation, log in to Windows 10 virtual machine,
navigate to Z:\CEH-Tools\CEHv10 Module 20
Cryptography\Cryptography Tools\CryptoForge, double-click
CryptoForge.exe and follow the steps to install the application.

Note: If a User Account Control pop-up appears, click Yes. If a Windows
Security dialog-box appears, enter the credentials of Windows Server 2016
machine, and click OK.

3. Now, switch to Windows 10 machine, navigate to Z:\CEH-Tools\CEHv10

Module 20 Cryptography\Cryptography Tools\CryptoForge, right-click
Confidential.txt, and select Encrypt from the context menu.

2 1= | CryptoForge o X
Home Share  View )
<« ™ » Cryptography Tools » Crypeoforge v B | SexchCryotoforge »
Name - Date moddied Type
#+ Quick
o . (= Cenficentislbe V12172077 330 AM  Text Docurnent 1%8)
Dasktop =
s & Crpieferge o Open 1 KB
owriowds 4
Prot
& Documerss  # e
" Edrt
ot Pictures “
D Masic | ESEET
( Snred
DpenSteso N
B Video: 32 Move to Dropbox
3 Dropbos T Scan with Windows Defender.
Cpen with >
@ CreDrive
Share with >
I This FC B Addto sechie..
P B Add to “Confidentialras”
B Compress and email..
*& iHomegroup B Compress to *Confidentialres” end email
Restore previous versions
Sendto
Cut
Copy
Rdsterny,  Litern sebcivd 113 ey " Creste shorcut |2 =

FIGURE 3.1: Encrypting a File
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EH task 2

Decrypt the
Encrypted File

Module 20 - Cryptography

4. 'The Enter Passphrase - CryptoForge Files dialog-box appears; type a
password in the Passphrase field, retype it in the Confirm field, and click
OK. The password used in this lab is qwerty@123.

% Enter Passphrase - CryptoForge Files X

A\
)|

N

| == Num Lock mmm Caps Lock

Passphrase: [“"’”’"" ]
Quality: 1
Confirm: ['*"’*"*"" ]

FIGURE 3.2 Enter Passphrase - CryptoForge Files Dialog-Box

Cancel Help

5. Now, the file will be encrypted in the same location, and the old file will
be deleted automatically, as shown in the screenshot:
= | CryptoFarge - =] XJ

; Home Share View
Search CryptoForas p

« « 4 || » Cryptography Toals »

Cryptoforge v O
Name Date moddied Type Size

# Quick access
I Desktop
¥ Downlosds

(& Confidentiattxt.cle

CryptoForge Encr.. 1%8)
@ Cryptoforge.exe

Application 351 KB

[ Documents

[ Pictures

D Music
OpenStego

B videos

T Y

2 Dropbex
@ OneDrve
This PC

@ Network

*4§ Homegroup

Zfems 1 dem sefected 139 bytes

FIGURE 3.3: File Encrypted

6. No one can access this file unless he/she provides the password for the
encrypted file. You will have to shate the password with him/het through
message, mail, or any other means.

7. Letus assume that you shared this file through shared network drive.
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Module 20 - Cryptography

8. Now, switch to Windows Server 2016 virtual machine, navigate to
Z:\CEH-Tools\CEHv10 Module 20 Cryptography\Cryptography
Tools\CryptoForge. You will obsetve the encrypted file in this location.

| 71 = | CryptoFarge

- a X
Home Share View v
€« -

» Cryptography Tools » Cryptoforge v o Search CryptoForge ¥l
A Name 2 Date modified Type Size
# Quick access
Woeiop (& Confidential.tt.cfe 212017330 AM_ CryptoForge Encr.. 1KE)
& CryptoForge.cxe 117872017 1:41 AM  Application 7951 KB

& Downloads #
=] Documents #
& Pictures *
D Music
B Videos

&# Dropbox

#& OneDrive

This PC

@ Network \

2items 1 item selected 159 bytes ;i i

FIGURE 3.4: Viewing the Encrypted File
9. Now, double-click the enctypted file to dectypt it and view its contents.

| = | Cryptoforge - a X
Home Share View

« « 4 > Cryptography Tools » CryptoForge v & | Search CryptoForge P
A Name - Date modified Type Sité
o Quick access
=5 = [ Confidential.tt.cfe /21/20173:30AM  CryptoForge Encr.. 1K8)
@ CryptoForge.xe T1/8/2017 141 AM Apphcation 7,951 KB
& Dovmloads
=] Documents «
[ Pictures #*
D Music
B Videos
&# Dropbox
@& OneDrive
This PC
@ Network 2
. 2items __1item selected 159\1&:5

FIGURE 3.5: Decrypted the Encrypted File
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10. The Enter Passphrase - CryptoForge Files dialog-box appears; enter the
password that you have provided to enctypt the file, and click OK.

4 Enter Passphrase - CryptoForge Files X

[ |
| == Num Lock mmm Caps Lock |

Passphrase: ["""""' ]

ot |

FIGURE 3.G: Enter Passphrase - CryptoForge Files Dialog-Box

11. On entering the password, the file will be successfully decrypted. You
may now double-click the file to view its contents.

B 0 5| Crypt e .
Home Share View o
- S » Cryptography Tools > CryptoForge v & | Search CryptoForge p
A Neme B Date modified Type Size
s Quick access
= i 1172172017 3:
W estop (] Confidential.txt 1/21/20173:30 AM. Ted Document 1k8)
* CryptoForge.oxe 117872017 1:41 AM Application 7.951K8B
& Dovmloads #
=] Documents #
I Pictures 7| Confidential.txt - Notepad = El
J Music File Edit Format View Help
B Videos My VISA credit card number is 12%% ==== xxes 34
My bank accountnumber is 12%**®w»x34
-
& Dropbiox My card pin number is 1234
> f@ OneDrive
I3 ThisPC
¥ Network S
2items  1item selected 113 bytes

EH task 3

Message

FIGURE 3.7: File Decrypted Successfully

12. So far, you have seen how to enctypt a file and shate it with the intended
user. Now, you will learn how to share an encrypted message with a user.

13. Switch to Windows Server 2016 machine, go to the Apps screen, and
click CryptoForge Text to launch the application.
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Module 20 - Cryptography

14. CryptoForge Text window appears, type a message, and click Encrypt

from the toolbat.

% CryptoForge Text (Trisl Mcde) - Document]

File Edt View Message Insert Format Help

7 ll 'il ) 0
Passphrase || Encrypt | Decrypt  Insert File

NEGHE| L AR 9™ B 7 DSl v|is “M:Eii i=

Hi, my account numbe is 1234™+5¢|

FIGURE 38: Encrypting a Text Message

15. The Enter Passphrase - CryptoForge Text dialog-box appears; type a
password in the Passphrase field, retype it in the Confirm field, and click
OK. The password used in this lab is test@123.

% Enter Passphrase - CryptoForge Text X
A
. )] .
N E]HideTyping | == Num Lock -Cmsl.ockl
Passphrase: [""”” ]

Quality:  E—

Confirm: ["**'**" ]

m‘ancel[\ﬂdpl

FIGURE 3.9: Enter Passphrase - CryptoForge Text Dialog-Box
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Module 20 - Cryptography

16. The message you type will be encrypted, as shown in the screenshot:

& CryptoForge Text (Trial Mode) - Document1 - o X
File Edit View Message Inset Format Help

?‘ﬁ
Encrypt

of 0
Decrypt Insert File |

NESHG I mAR| 90 B 7 Q|uten 5 |[El==

|*4* Download CryproForgs — ATtp://www.cryproforge.com AvA

<——— CRYPIOFORGE BEGIN BLOCK 5.2 UNREGISTERED —->

S2pDI110/QESK=ZT1ST SHCVECHRWINg SRRk FE INGTOApST2 ko8, YROQOFD; UL VEOMGOMAR1gG3v
13p7/0dTEWAL 1 IDp+kST1BSoUBHLDLGRORD

Z4GYO)PpDTsREXh1 PMalrt/kT2£a2575900L 75bT

1.1
FIGURE 3.10: Message Encrypted
17. Now, you need to save the file. Click File in the menu bar, and click Save.
& CryptoForge Text (Trial Mode) - Document! - =] X
Edit View Message Insert Format Help
¥} New CtleN

) 4
Open... Ctrl=0 Decrypt | Insert File
Reopen [ .Y .S i8I ull:ou‘alNew ~|l9 vl!! =

Forge — http://www.cryptoforge.com *4s
GIN BLOCK 5.2 UNREGISTERED ———>

{
j-—

Save As... i CvECTIRWT 1 /¥RCQOFD/uK1vKOMMMXHh1gG3V
Print.. CtrieP Lwz30Q1Ur1 IDp+kST1B80UBW1DigNORD
2 i LWCnSTNCRoYSm] SCZ4GY0) PpDTSRPxXN1 PMalme/ KT 222257 5qQQL 7500
Page Setup...
2 D BLOCK —-->
Bit  Crd-Q

- :

FIGURE 3.11: Saving the File

CEH Lab Manual Page 1456 Ethical Hacking and G Copyright © by EC-Councll
o

All Rights Reserved. Rep is Strictly Prohibitcd




Module 20 - Cryptography

18. The Save As window appears; navigate to Z:\CEH-Tools\CEHv10 Module
20 Cryptography\Cryptography Tools\CryptoForge, specify the file
name as Credentials.cfd and click Save.

o SaveAs X
« v: 4 [ « Cryptograp... > CryptoForge vJo Search CryptoForge p
Organize v New folder B - o
B Desktop o Name - Date modified Type
& Downloads
No items match your search
%| Documents
&= Pictures <
D Music
B videos
&# Dropbox
& OneDrive
3 ThisPC
o v < >
File name: [Cr!denﬁals.d4 .
Save as type: Erypi&ovge Document ('dd) v

~ Hide Folders E Cancel

FIGURE 3.12: Saving the File

19. Close the CryptoForge Text window.

20. Now, let us assume that you shared the file through mapped network
drive, and shared the password to dectypt the file in an email message or
some other means.

[= P 21. Switch to Windows 10 virtual machine, and navigate to ZACEH-
S S Tools\CEHv10 Module 20 Cryptography\Cryptography

Decrypt the Tools\CryptoForge. Observe the encrypted file in this location; double-
Encrypted click.
Message

A %  CryptoForge - o x
Home  Share  View
« < 4 || s CryprographyTooks » CryptoForge

-

# Quick access
B Desktop
4

|5 Documents

1] Confidentisltt
([ Cregentalscfe
& Cryprorarge.cee

LR

&= Pictures

D Music

B vedeos
27 Dropbor
& OneDrive
5 This PC

o Network

v

3 gems 1 item selected 509 bytes 52 1

FIGURE 3.13: Viewing the Encrypted File
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Module 20 - Cryptography

22. The CryptoForge Text window appears, displaying the message in
encrypted format. Click Decrypt to decrypt it.

& CryptoForge Text (Trial Mode) - Credentials.cfd
File Edit View Message Insert Format Help
3 & — 3
9 » )
Decrypt Insert File

ngnm Encrypt
I NS HE 2 BN 90 B 2 O |[Couierton Vo V===

4% Download CryptoForge - http://www.cryptoforge.com **4
<-— CRYPTOFORGE BEGIN BLOCK 5.2 UNREGISTERED --—>

$zppIlQ/QEsKztlstSWeveCNxwIWISKhKhFEINItOapSTtzkes/ YRCQOFD/ UKl vKOMMXMxHh1gG3Y
TGJOGBaSSIp7/ 04T riQLWr 30Q4Ur 1 e O DDIeWLnmzgXppxpARr HWd I Dp+kST1B80UBWLDLgRQAD
yOHSWINFbrvNSTGkceWldWenSTNCROYSm) 8CZ4GY0PpDTsRPxh1 PMalmt /kt2£az5)SqQQE75bT

03Yp£EI
¢--- CRYPTOFORGE END BLOCK ---3|

Hi

FIGURE 3.14: Decrypting the Encrypted File

23. The Enter Passphrase - CryptoForge Text dialog-box appeats; enter the
password you used to enctypt the message in the Passphrase field, and

click OK.

i Enter Passphrase - CryptoForge Text X
2 e
= Num Lock mmm Caps Lock ’

: Y [ Hide Typing

Passphrase: ("'"""”"i ]

FIGURE 3.15: Enter Passphrase - CryptoForge Text Dialog-Box
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Module 20 - Cryptography

24. The CryptoForge Text window appears, displaying the message in plain-
text format, as shown in the screenshot:

s CryptoForge Text (Tral Mode) - Credentials.cfd - a X
File Edit View Message Insert Format Help

9 I 9 £ ] 0
Passphrase | Encrypt  Decrypt | Insert File
I DS HE| 2 MBN[90 B L O |Sweus Vo VE==| =
EITmy account number is 1234"'"'56]

FIGURE 3.16: Message Decrypted Successfully

25. Thus, you have used CryptoForge tool to enctypt as well as share files
and messages with the intended person.

26. In real time, you may share sensitive information through email by
encrypting data using CryptoForge.

Lab Analysis
Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s secutity posture and exposute thtough public and free information.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemnet Connection Required
O ]

Yes No
Platform Supported
Classroom iLabs
CEH Lab Manual Page 1459 Ethical Hacking and C Copyright © by EC-Council

All Rights Reserved. Reproduction is Strictly Prohibited.



—— e
ICON KEY

(7=7 Valuable

information

& Test your
knowledge
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£ Workbook review

"7 Tools
demonstrated in
this lab are
available in
Z:\CEH-
Tools\CEHv10
Module 20
Cryptography

Module 20 - Cryptography

Basic Data Encryption using
Advanced Encryption Package

Adyanced Encryption Package is most noteworthy for its flexcibility; not onby can
_you encrypt files for your own protection, but you can easily create "'self-decrypting
versions of your files that others can run without needing this or any other software.

Lab Scenario

Data encryption and decryption operations require major security applications to
secure data. Most systems use block ciphers, such as public AES standard.
However, implementations of block ciphers such as AES, as well as other
cryptographic algorithms, ate subject to side-channel attacks. These attacks allow
adversaries to extract secret keys from devices by passively monitoring the power
consumption of other side channels. Counter measures are required for
applications to which side-channel attacks are a threat. These include several
military and aerospace applications in which program information, classified data,
algorithms, and secret keys reside on assets that may not always be physically
protected. To be an Expert Ethical Hacker and Penetration Tester, you must
understand file data encryption.

Lab Objectives

This lab will give you experience regarding data encryption and show you the
techniques to do it. It will teach you how to:

= Use encrypting/decrypting command
= (Calculate the encrypted value of the selected file
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Module 20 - Cryptography

Lab Environment
To complete this lab, you will need:

Advanced Encryption Package located at Z:\CEH-Tools\CEHv10 Module
20 Cryptography\Cryptography Tools\Advanced Encryption Package
2017

You can also download the latest version of Advanced Enctyption Package
from the link httpJ/www.secureaction.com/encryption_pro/

If you decide to download the latest version, then screenshots shown in the
lab might differ

Administrative privileges to run tools

Run this tool in Windows Server 2016

Lab Duration

Time: 10 Minutes

Overview of Advanced Encryption Package
Advanced Encryption Package includes a file shredder that wipes out the contents of

your original files. It also integrates nicely with Windows Explorer, allowing you to
use Explorer's context menus and avoid having another window clutter your screen.

Lab Tasks

M task 1 1.

Encrypting a File

Navigate to ZACEH-Tools\CEHv10 Module 20
Cryptography\Cryptography Tools\Advanced Encryption Package
2017, double-click aep.msi and follow the steps to install the
application.

CEH Lab Manual Page 1461
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Module 20 - Cryptography

2. On completing the installation, launch Advanced Encryption Package
application from the Apps screen.

Windows Server
Acrobat Reader DC
. Advanced Encryption Package...

:\d‘?'ﬂn“ﬂ lxncry‘ pion ﬁ Advanced Encryption Package 2... ==
Pﬂckﬂg{: is 2 symmetric-key : Windows
encryption comprisin -
three block ciphers, i Clipboard Encryptor (Tray lcon) PowerShell ISE

128, AES-192 and ¢
. History

256.

How to use (Hel
l? owin tse (ep) Windows

. Alr(;cap

Administrativ... Control Panel

3

Bishop Fox v Remote
Event Viewer File Explorer

CryptoForge
Google Chrome

HashCalc

HoneyBOT

o € M|

FIGURE 4.1: Launching Advanced Encryption Package application from the Apps screen
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Module 20 - Cryptography

3. 'The Advanced Encryption Package 2017 - License Manager window
appears displaying the License Manager section. Select Start free 30-
day trial radio button, and click Next.

Advanced Encryption Package - License Manager
License Manager

(@) Start free 30-day tr
m You can also _
download Advance O Unlock full version
Encryption Package from Activat e
http:/ / www.secureaction.c :
om E

(O Buy activation code

(O1have a license code, but it does not seem to work

=
FIGURE 4.2 License Manager window
4. 'The Activating step appears; click Next.
X
Advanced Encryption Package - License Manager
Activating
Success!
Click Next button to continue.
FIGURE 4.3: Activation Window
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Module 20 - Cryptography

5. Leave all the options set to default in License Information step, and click

Finish.
X
Advanced Encryption Package - License Manager
License Information
Product: | Advanced Encryption Package I
License Type: l Evaluation I
Licensed to: I Not Applicable l
Number of seats: I 1 I
License expires in: l 60 day(s) I
Subscription vald til: | Not Appiicable |
Finish
FIGURE 4.4: License Information section
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Module 20 - Cryptography

6. 'The main window of Advanced Encryption Package appeats.

7. A sample file named Sample.docx is provided at Z:\CEH-Tools\CEHv10

£ Advance Encypion Module 20 Cryptography\Cryptography Tools\Advanced Encryption

Package is easy to use for
novices. Package 2017. Select the sample file, and click Encrypt in the toolbar.
% Advanced Encryption Package 2017 v6.06 - (] X
File E-Mail Options Tools Help
v | | CEH-Tools N |  Enoypt ‘I Decrypt
> CEHv 10 Module 02 Footprinting and Reconnaissance se—
> || CEHv10 Module 03 Scanning Netwarks X [ 1
> CEHv 10 Module 04 Enumeration [
Delete E-mail
> CEHv 10 Module 05 Vulnerability Analyss e "74
> CEHv 10 Module 06 System Hacking Encrvotio
CEHv 10 Module 07 Malware Threats ) '
CEHv 10 Module 08 Sniffing 'Mode: Password
CEHv 10 Module 09 Sodial Engineering Passnsid [ Publickey |
> CEHv10 Module 10 Denial-of-Service : = =
> | CEHv10Module 11 Session Hijacking Password:
> || CEHv10 Module 12 Evading IDS, Firewals, and Honeypots L]
CEHv 10 Module 13 Hacking Web Servers Agan:
> CEHv10 Module 14 Hacking Web Applications r |
7 Tools > || CEHv10 Module 15 SQL Injection \
demonstrated > CEHv10 Module 16 Hacking Wireless Networks
n > || CEHv10 Module 17 Hacking Mobile Platforms |Riddee:
this lab are » | CEHv10 Module 18 ToT Hadking
available in > CEHv 10 Module 19 Cloud Computing
ZA\CEH- v : CEHv 10 Module 20 Cryptography
> Cryptanalysis Tools Algorithm:
Tools\CEHv10 v | Cryptography Tools : -
Module 20 v | Advanced Encryption Package 2017 e bty v
5 X Pack file, then arypt
Cryptography = b
Source Files
+ | [[Delete after encryption
Seaurely delete
v J e
Encrypt Now!
FIGURE 4.5: Main window of Advance Encryption Package
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Module 20 - Cryptography

8. You need to provide a password for encryption. Enter the password in
Pwid field, retype it in the Again field, and click Encrypt Now!.

9. In this lab, the password is test@123.

T8 Advanced Encryption Package 2017 v6.06 - m] X
File E-Mail Options Tools Help
v || CEH-Tooks ~ |} Enaypt 1| Deaypt
> CEMv 10 Module 02 Footprinting and Reconnaissance "
> || CEMv10 Module 03 Scanning Networks s || = J
> CEHv10 Module 04 Enumeration
Delete E-mail
> CEHv 10 Module 05 Vulnerability Analyss *——‘
> CEHv 10 Module 06 System Hacking Eirerstion
> CEHv 10 Module 07 Malware Threats =
» | CEHv10Module 08 Sniffing
> CEHv 10 Module 09 Social Engineering
> CEHv10 Module 10 Denial-of-Service
> CEHv10 Module 11 Session Hijacking !
> CEHv10 Module 12 Evading IDS, Firewalls, and Honeypots
> CEHv10 Module 13 Hacking Web Servers i " d
> CEHv10 Module 14 Hacking Web Applications —————
> CEHv 10 Module 15 SQL Injection ]
> CEHv10 Module 16 Hacking Wireless Networks 'PQ: 0OOOOOO0O000000
> || CEHv10Module 17 Hadking Mobie Platforms | Riddle:
> CEHv 10 Module 18 IoT Hadking |
EL 1t creates encrypred > | CEHv10 Module 19 Cloud Computing
self-extracting files to send v CEHv 10 Module 20 Cryptography
as email attachments, > Cryptanalysis Tools ,A‘Wﬂm-
v Cryptography Tools DESX 128-bit ke
v Advanced Encryption Package 2017 Y v
zep.msi []Pack file, then arypt
@] Sample.docx Source Files
> | BCTextEncoder )
4 CryptoForge v ||[JDelete after enaryption
Securely delete
Fies Fiter Set Output Folder oot
(@) Show all files (®) Current folder
O Apply fitter.... [l O custom:
l vl
Apply ]
Logging:
= . |
Encrypt Now!
FIGURE 4.6: Encrypting the selected file
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10. The encrypted Sample File appears in the same location as the original
file (i.e., Z:\CEH-Tools\CEHv10 Module 20 Cryptography\Cryptography
Tools\Advanced Encryption Package 2017).

11. To decrypt the file, first select the encrypted file, and click on Decrypt.

Note: Navigate to Z:\CEH-Tools\CEHv10 Module 20
Cryptography\Cryptography Tools\Advanced Encryption Package 2017
and delete the unencrypted source file, as conflicts might occur while
decrypting the encrypted file in the same location.

T Advanced Encryption Package 2017 v6.06 - a X
File E-Mail

Options Tools Help

{

v CEH-Tools
» CEHv 10 Module 02 Footprinting and Reconnaissance
CEHMv 10 Module 03 Scanning Networks
CEHv 10 Module 04 Enumeration
> CEHv10 Module 05 Vulnerability Analysis
> CEHv 10 Module 06 System Hadking
> CEHv10 Module 07 Malware Threats
CEHv 10 Module 08 Sniffing
CEHv 10 Module 09 Sodal Engineering g
CEHv10 Module 10 Denial-of-Service {
CEMv10 Module 11 Session Hijacking Pwd (8 of 16) 5
CEHv 10 Module 12 Evading IDS, Firewalls, and Honeypots ARSI
CEHv10 Module 13 Hadking Web Servers {again: =
> CEHv10 Module 14 Hacking Web Applications e I
> CEHv 10 Module 15 SQL Injection L
CEHv10 Module 16 Hacking Wireless Networks PQ: DOOOOOOOOOO0000

SFX
Delete

Encryption

Mode: Password
| PublicKey |

CEHv10 Module 17 Hacking Mobile Platforms Riddle:
CEHv 10 Module 18 IoT Hacking
d CEHv 10 Module 19 Cloud Computing
v CEHv10 Module 20 Cryptography
> Cryptanalysis Tools Algorithm:
v I Coyptography Tooks DESX 128bit ke
v Advanced Encryption Package 2017 Y v
aep.msi []Pack file, then arypt
G Samole docx Source Files
+ |[[JDelete after encryption
Securely delete
Files Filter
(®) Show all files
O Apply fiter...
Apply
Logging:
[ D:\CEH-Tools\CEHv 10 Module 20 Cryptography\Cryptography Tools\Advance... A
,docx [12KE] => S .docx., 12KB]
Sample [12KB] => Sample.docx.aep [12 KB] e

[Z] Done. Processed 1 files. Succeeded: 1. Faded: 0
[] Processed 12 KB, Average speed: 12KB/s v

FIGURE 4.7: Decrypting the selected file
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12. You will be prompted to enter the password.

13. Because the unenctrypted source file is already present in the same
location, click Leave it alone, under Source file(s), and click Decrypt

% Advanced Encryption Package 2017 v6.06
File E-Mail Options Tools Help

CEHv 10 Module 02 Footprinting and Rec

CEHv 10 Module 03 Scanning Networks
CEHv 10 Module 04 Enumeration

CEHv 10 Module 05 Vulnerability Analysis
CEHv 10 Module 06 System Hacking
CEHv 10 Module 07 Mahware Threats
CEHv 10 Module 08 Sniffing

CEHv 10 Module 09 Sodal Engineering
CEHv 10 Module 10 Denial-of-Service
CEHv 10 Module 11 Session Hijacking

CEHv 10 Module 13 Hacking Web Servers
CEHv 10 Module 14 Hacking Web Applications
CEHv10 Module 15 SQL Injection

~ CEHv10 Module 17 Hacking Mobile Platforms
~ CEHv10 Module 18 ToT Hacking
CEHv 10 Module 19 Cloud Computing
CEHv 10 Module 20 Cryptography
> Cryptanalysis Tools
b A Cryptography Tools
v Advanced Encryption Package 2017
aep.msi
= Sample.docx
=3 Sample.docx.aep
> BCTextEncoder
> CryptoForge

CVVVVVVVYVVYVVYVYVYVYVYVYYY

CEHv 10 Module 12 Evading IDS, Frewalls, and Honeypots

CErv 10 Module 16 Hacking Wireless Networks

>

Fies Fiter
(O Show all files

Set Output Folder
(®) Current folder

O custom:

@® apply filter... %)

Apply

| Dekte | Emal |
Decryption

Mode: Password

Password Priv Key
Password

Source file(s):
@ Leave it alone
ODpelete

[ D:\CEH-Tools\CEHv 10 Module 20 Cryptography\Cryptography Tools\Advance... A

Sample.docx [12 KB] => Sample.docx.aep [12KB]
Done. Processed 1 files, Succeeded: 1. Failed: 0
Processed 12 KB. Average speed: 12KBfs

FIGURE 4.8: Decrypting the selected file
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Module 20 - Cryptography

14. The decrypted file appears in the same location as shown in the
screenshot:

’i Advanced Encryption Package 2017 v6.06 - a X
File E-Mail Options Tools Help

> | CEHv10 Module 02 Footorintng and Reconnaissance 7 Enoypt | Deaypt

> CEHv 10 Module 03 Scanning Networks

> CEHvi0 Mothule 04 Enumeration s | >
> | CEHv10 Moduie 05 Winerabiity Analysis v | [ Emat
> | CeHv10 Module 06 System Hackng by — ]

| CEHv1D Module 07 Maware Threats {
| CEHv10 Module 08 Sniffing

> | GEHv10 Module 09 Social Engneering Made: Password
> | CEHv10Module 10 Denid-of-Service

Password Privkey |
5 | CEHv10Module 11 Session Hijacking - =
> | CEHv10 Module 12 Evading IDS, Firewalls, and Honeypots —
> | CEHv10Module 13 Haddng Web Servers 1
| covi0Mocie 14 Hadng i Applcations e __ g

> | CEMvi0 Module 15 SQL Injection
> | CEHv10 Module 16 Haddng Wireless Networks

> | CEHv10 Module 17 Hadking Mobie Platforms :
3| CEHy10 Moduke 18 IoT Hadking prass e
> | CEHv10 Module 19 Cloud Computing @ Leave it alone
v | CEHv10 Module 20 Cryptagraphy ODdete

> Cryptanalysis Tools

v | Cryptograhy Tools

Vv | Advanced Encryption Package 2017

i

=3 Sample.doox.aep

> | | CryptoForge ».

Fies Filter Set Output Folder

O show al fies (®) Current folder

© Apply fiter... [1721] O custom:

[ Apply I
Logging:

[) D:\CEH-Tools\CEHv 10 Madule 20 Cr \Cr -~
Sample.docx.3ep [12KB] => Sample.docx [12 KB}

Done. Processed 1 flles. Succeeded: 1. Faled: 0
[4) Processed 12 K8, Average speed: 12KB/s v

FIGURE 4.9: Decrypted file

15. In real time, network administrators or ethical hackers use this tool to
encrypt files and send it to the intended persons to safeguard the integrity
of the files.

Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Intemnet Connection Required

Yes O No
Platform Supported
M Classroom O iLabs
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Encrypting and Decrypting the
Data using BCTextEncoder

BCTextEncoder simplifies encoding and decoding text data. Plain text data are
compressed, encrypted and converted to texct format, which can then be easily copied
1o the clipboard or saved as a text file.

Lab Scenario

To be an expert ethical hacker and penetration tester, you must have knowledge of
cryptography functions.

Lab Objectives

This lab will provide you experience on encrypting data and show you how to do
it. It will teach you how to:

= Use Encode/decode text data encrypted with a password

Lab Environment

To complete this lab, you will need:

= BCTextEncoder located at ZACEH-Tools\CEHv10 Module 20
Cryptography\Cryptography Tools\BCTextEncoder

"7 Tools
dancasteatadin = If you decide to download the latest version, then screenshots shown in the
this lab are lab might differ
available in =  Run this tool on Windows Server 2016 machine
Z\CEH-
Tools\CEHv10 = Administrative Privileges to run the tool
Module 20 )
Time: 10 Minutes
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EH task 1

Encrypt the Data

m BC'TextEncoder
utilizes the following
encryption algorithms:

® ZLIB compression
algorithm

AES (Rijndacl)
encryption algorithm for
password based
encryption

® RSA asymmetric
encryption algorithm for
public key encryption

Module 20 - Cryptography

Overview of BCTextEncoder

BCTextEncoder uses public key enctyption methods, as well as password-based
encryption. This utility software uses strong and approved symmetric and public key
algotithms for data encryption.

Lab Tasks

1. Navigate to Z:\CEH-Tools\CEHv10 Module 20
Cryptography\Cryptography Tools\BCTextEncoder and double-click
BCTextEncoder.exe.

2. 'The main window of BCTextEncoder appears as shown in the following
screenshot:

T BCTextEncoder Utility v, 1.02.1 - a X
File Edit Key Options Help

»E?QG@@ﬁT@T@s-’?

Decoded plain text: Encode by:  password v Encode

Encoded text: Decode

FIGURE 5.1: Main window of BCTextEncoder
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3. To encrypt the text, type the text in the clipboard. Or, select the secret
data, and paste it to the clipboard by pressing Ctri+V and click Encode.

¥ BCTextEncoder Utility v. 1.02.1 - o X
File Edit Key Options Help
BEEIFTT RS ?
Decoded plain text: 2648 Encode by:  password vl Cexoee )
SCTextEncoder uses public key encryption methods as well as password-based encryption, This utility software uses str
BCTextEncoder is
intended for fast
encoding and
decoding text data
Encoded text: Decode
FIGURE 5.2: Sectet information in clipboard
4. The Enter password dialog-box appears; set the Password
(qwerty@123), and Confirm it in the respective field.
5. Click OK.
Enter password X
i
[T st s s 2
m ‘The main advantage —e
of BCTextEncoder is that Password : [ ssessssens ]  Cancel |
it supports public-key
SR iens Confirm : (oooooaoooo ]

FIGURE. 5.3: Set the password for encryption
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Module 20 - Cryptography

6. BCTextEncoder encodes the text and displays it in the Encoded text
section, as shown in the screenshot:

T BCTextEncoder Utility v. 1.02.1

- o X
Flle Edit Key Options Help p
IEaaBTaaa?

Decoded plain text: 2648 Encode by:  password v Encode

| BCTextEncoder uses public key encryption methods as well as password-based encryption. This utiity software uses str

Encoded text: 8048

TN ENCODED MESSAGE:
ersion: BCTextEncoder Ulityv 1.02.1

YAECQMCjzFiqDIOUNGVT ImrvaTY JtbIBDLCENBNE su/cAP) +8122f3nsrKB
paywHh\WoVDVOTLb /oNWLIVNR CrikmhvFILuGEm 2uMoy1/3al0Sch

/aW3YR FGUEeWNBIStXC 1Xx 1QsF1-+L 2FGI07adL fyaVAVT2cVGfaw 1dTUGY
ZtHLdnR 00s: 0IGYQ6i+5wHhINBmCh

FIGURE 5.4: Encoded text

B rtask 2 7. 'To decrypt the data, first you need to clean the Decoded plain text in
the clipboard.

Uucyypt il Data B, ‘ClickDesode:

¥ BCTextEncoder Utility v. 1.02.1
File Edit Key Options Help

X IELEEELEY R ‘

Decoded plain text: Encode by: | password v Encode

Encoded text: 8048

——BEGIN ENCODED MESSAGE—-
Version: BCTextEncoder Utlity v. 1.02.1

ey SECQMCIZfIDSOUNGVIF dmrvaTY JthlibDLCENBINE 4su /AP +8 122F 3nsrK8
OgMBwiXkDyiGpaywHhWcoVDVOtUb/pNWLUVNRCnKmhvFTuuG8m2uMo/1/9al0S ch
oBIaW?vaGtEmNBSb:C Xx1pIQsf14L FG)th.IvaVAVTWZ:ngbw 1dIUGY

FIGURE 5.5: Decoding the data
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L B¢ Archive includes
the BC Key Manager utility
10 manage your own
public/secret key pair as
well as public keys you
have received from other
people

BCTextEncoder not only
encrypts, but also compresses
thedata

Module 20 - Cryptography

9. Enter password for encoding text dialog-box appears; enter the

Password (qwerty@123) in password field, and click OK.

|Enter password for encoding text X
] g  Encoded text -Session key packet E
Password : [ooooooo-ool ] . Cancel ‘

FIGURE 5.6: Enter the password for decoding
10. Decoded plain text appeats, as shown in the screenshot:

¥ BCTextEncoder Utility v. 1.02.1 - o X
File Edit Key Options Help

SE B0HTa a g ?
Decoded pisin text: 2648 Encode by: | password v | Encode

ECTex!Enmdermsuﬁckeymwﬁmmhodssvdaspasswad—bmedemmﬁm.ﬁisuﬂtysoﬁwzeusssﬁ A

[Emudedmsmﬂ Decoded by password

FIGURE 5.7: Output decoded text

11. This way, you need to encode the text while sending it to the intended
user along with the password used for encryption. The user for whom
the text is intended should have the BCTextEncoder application installed

on his/her machine.

12. He/she will have to paste the encoded text in the Encoded text section

and use the password you shared, to decode it to plain text.

Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS

RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
M Classroom M iLabs
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Module 20 - Cryptography

Creating and using SelfSigned
Certificates

SSL is an essential part of securing your 11S 7.0 site. Creating a self-signed
certificate in I1S' 7 is much easierto do than in the previous versions. SSL. certificates
enable the encryption of all traffic sent to and from your IIS website, preventing
others from viewing sensitive information. It uses public-key cryptography to establish
a secure connedion. This means that anything encrypted with a public key (the SSL
certificate) can only be decrypted with a private key and vice-versa.

“icon rev . Lab Scenario

= .‘:}1““"1? A self-signed certificate is an identity certificate signed by the same entity whose
omeen identity it certifies. In general, self-signed certificates are widely used for testing
& Test your SErvers.
knowledge

B Web excrcise I'ab mm
(1) Workbook review  Lhis lab will give you experience on how to create self-signed certificates.
Lab Environment

To complete this lab, you will need:
=  Windows Server 2016
®  Administrative privileges required to perform this lab

"7 Tools =

domomstratedin =20 Duration

this lab are Time: 10 Minutes

available in

ZoEr- Overview of Lab

Tools\CEHV10

Module 20 In cryptography and computer security, a self-signed certificate is an identity certificate

Cryptography signed by the same entity whose identity it certifies. However, the term has nothing
to do with the identity of the person or organization that actually performs the signing
procedure.
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Lab Tasks

1. Before you start the lab, you will need to check with your local sites
whether they include a self-signed certificate.

H task 1

Verifying Self-
Signed Certificate
2. Launch a web browser, type httpsJ/www.goodshopping.com in the

address bar, and press Enter. In this lab, we are using Google Chrome.

T8 wwm goodshoppng com X a - 0 X

¢ o o] ‘

FIGURE 6.1: www.goodshopping.com before adding Certificate

3. Asyouare using an https channel to browse, it displays a page stating that
This site can’t be reached.

4. As the site does not have a self-signed certificate, it displays 2 Not Found
page, as shown in the screenshot. Close the web browser.

™ wwm go0dhODDING com X L)
“« C ®m WWiv.QOOISROPPING COM w

B

[This site can't be reached|

www.goodshopping.com refused

ﬂ:] In technical terms a
self-signed certificate is one
signed with its own private

key.
Reload
FIGURE 6.2: Connection is not Private
5. Click Start menu present on the lower-left corner of the Desktop.
_H task2 6. Scroll down for Windows Administrative Tools folder.
Launch IIS
Manager
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H Task 3

Configure Server
Certificates

LL] In typical Public Key
Infrastructure (PKI)
arrangements, a digital
signature from a Certificate
Authority (CA) attests that
a particular public key
certificate is valid (i.c.,
contains correct
information). Users or their
softwarc on their behalf,
check that the private key
used to sign some
certificate matches the
public key in the CA's
certificate.

Module 20 - Cryptography

7. Click Internet Information Services (11S) Manager application to launch
IS Manager, as shown in the screenshot:

FS > 2
Windows Windows

Serves Managss  FomcrShid] PowiusStrdl ISE

. =

Task Manager

BN Defragment anv

B ot cesnso

Luent Viewer | e bxplorer

FIGURE 6.3: Windows Start menu Apps

8. If the Do you want to get started with Microsoft Web Platform ... pop-
up appears, click Cancel.

9. The Internet Information Services (IIS) Manager window appears; click
the Machine name in the Connections pane, and double-click Server

Certificates.
I Cenet iiermation Services F0) Vanager . e & |
) SERVERM » w - -
et
Actions ‘
r @) SERVER2016 Home
Fimer « Show Al Geoup by Ares « 32 Manage Server
) o
m y FIP Fornat -
Autherty Suppor
°
i dl
s ~
fuled  Mander
Roquert Tio.. Muppings
_+I
MIME Types  Modules

Server
Ceticates

Y =

Configurat... Festure Shared
Tditor  Delegation Configurat
ven |1 Content View

FIGURE 6.4: 1IS Manager Server Certificates
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B task a

Create Self-
Signed Certificate

m Since CA certificates
are often signed by other,
“higher-ranking," CAs,
there must necessarily be a
highest CA, which provides
the ultimate in attestation
authority in that particular
PKI scheme.

3 Obviously, the
highest-ranking CA's
certificate can't be attested
by some other higher CA
(there being none), and so
that certificate can only be
"self-signed." Such
certificates are ako termed
root certificates.

Module 20 - Cryptography

10. In the Server Certificates wizatd, click Create Self-Signed Certificate

in the Actions pane.

et inf e stion e (1] Manages U —
WG oo » w o he
Fle View Melp

0, Server Certificates

o :;”"‘"" :“ulhnhmnvw.ﬂw(m:mlnlMWﬁwwh(nmm—m.ntbﬂw'&
2 Apphcation Pooh
& Saes Finer . Win - GhShow Al | Geoup by Ne Groupng -
Name Issued To hsved By Bpent
Y- 4
FIGURE 6.5 Server Certificates

11. The Create Self-Signed Certificate wizard appears; type a name in the

Specify a friendly name for the certificate field.

12. Choose Personal in the Select a certificate store for the new

certificate field drop-down list, and click OK.

Create Self-Signed Certificate
4 H Specify Friendly Name
=g}

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

IGoodShopping I

Select a certificate store for the new certificate:

Personal <
Web Hosting

Cancel

FIGURE 6.6: Spexify Friendly Name
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m In a web of trust
certificate scheme there is
no central CA, and so
identity certificates for each
user can be self-signed. In
this case, however, it has
additional signatures from
other users which are
evaluated to determine
whether a certificate should
be accepted as correct or
not

Module 20 - Cryptography

13. The New Self-Signed Certificate will be displayed in the Server
Certificates pane, as shown in screenshot:

q Server Certificates

prednie pp— Une tha feature to et = e 9 e Paquent
.‘J Apphcation Pook " ate hegant
& sam Fimer. o W00 (G Shew AR | Geoup by Ne Grouping . ificon

tsued Yo aued By 4 Sepad Cothicate

Sl
FIGURE 6.7: Server Certificates

14. Expand the Sites node, and select GoodShopping in the Connections
pane, and click Bindings in the Actions pane.

T T e T T

* W Go - GhShow AR | Geoup by Aves .00
P
= 2 9
NETProkde  NETRoles  NET Tnst
Levels Al

FIGURE 6.8: Editing Site Bindings

15. The Site Bindings wizard appears; click Add.

Site Bindings 7] x
Type  Host Name Port IP Address Binding Informa... | Add... I
http www.goodshop... 80 10.10,10.16 e

| Edi.

| Remove

| Browse
Close \

FIGURE 6.9: Site Bindings Wizard
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ED A certificate serves
two essential purposes:
distributing the public key
and verifying the identity of
the server so that visitors
know they aren’t sending
their information to the
wrong person.

m It can properly verify
the identity of the server
only when it is signed by a
trusted third party because
any attacker can create a
self-signed certificate and
hunch a man-in-the-middle
attack.

Module 20 - Cryptography

16. The Add Site Binding window appeats; choose https from the Type:
field drop-down list and click OK.

Add Site Binding ? X

IP address:
All Unassigned

A ]

Type:
http v
https
net.tcp ]

net.msmgq )
msmgq.formatname 50.com or marketing.contoso.com

net.pipe
ftp

Cancel

FIGURE 6.10: Adding Sitc Bindings

17. Once you choose the https channel in the Port field, it will automatically
change to 443 (the channel on which HT'TPS runs).

18. Choose the IP address in which the site is hosted, or leave the default
setting,

19. Specify the Host name www.example.com. In this lab, you will be
applying certificate for the Goodshopping site.

Add Site Binding ? X

) IP address:
~ |10.10.10.16

Port:

v||443 |

Type:
https

Host name:

Iwww.goodshopping.com I

[[] Require Server Name Indication

SSL certificate:
Not selected v|

0K ‘ Cancel

FIGURE 6.11: Adding Site Bindings-Host Name
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I;D If a user just accepts a
self-signed certificate, an
attacker could eavesdrop
on all the traffic or try to
setup an imitation server
to phish additional
information out of the user.

EL) An Intranet. When
clients only have to go
through a local Intranct to
getto the server, there is
virtually no chance of a
man-in-the-middk attack.

Module 20 - Cryptography

20. In the SSL certificate ficld, choose Goodshopping from the drop-down

list, and click OK.
Add Site Binding ? X
Type: IP address: Port:
https v| [10.10.10.16 v]fas ]
Host name:

Iwww.goodshopping.com I

[] Require Server Name Indication

SSL certificate:
GoodShopping v [ Select. | [ View.
I | | |

I oK I Cancel

FIGURE 6.12: Adding Site Bindings-SSI. Certificate

21. In the Site Bindings wizard, the newly created SSL certificate is added,
as shown in the screenshot. Click Close.

Site Bindings ? X

Type Host Name Port IP Address Binding Informa... ‘ Add...
http www.goodshop... 80 10.10.10.16 e

FIGURE 6.13: Added H'I'IPS Channel
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Module 20 - Cryptography

22. Now, right-click the name of the site for which you have created the self-
signed certificate, and click Refresh from the context menu. Minimize
the IIS Manager window.

A Adevelop z
server. There is no need to r :,,_:_‘:'_ Fiter - W G0 - GhShowAl | Geoupby: Ares
spend extra cash buying a 2 Apphcation Poots AN
i v sae = $ - =) T
uus}ed Zmeflmt_ewben you T ki 2 > ) “ & (0
m!ust Vi aqu';ur o v nex st NET Emor NET  NET Profie  MNET Roles
testing an application, @ moviescope B Brplone ben  Page  Glohleation
Cae Permasions.. » . ¢
D 2ad Applcation.. ] oo & )
3 s . P Comection Machneey Pagesand  Provdes  Sesion State
Ede Bndings..
Mansge Webiee »
X femove
KTy o B @M B &
Renarme sion Defauk  Drectory GmorPages  Fabed  Handler
Tea.,
L 2 — | Document  Browing Request Tee.. Mappings

B! Apps For

FIGURE 6.14: Added H'T'IPS Channel

23. Open a browser, type https://iwww.goodshopping.com in the address
bat, and press Enter.

A I
c i
QU a¢cenK, 4ace yous Bookmarks heve O B bocRmUt b, Ipor OGRS e
Gl images 33

£ personal sites with
few visitors. If you have a
small personal site that

FIGURE 6.15: www.goodshopping.com before adding Certificate

24. Asyouare using an https channel to browse, it displays a page stating that
the connection is not private; click ADVANCED to proceed.

transfers non-critical

information, there is very
little incentive for someone |
to attack the connections.

Prwacy emor x
« C A Notsecurs | MIpE/ /Www O0Sshopping.com

L

7\

Your connection is not private

Attackers might be trying to steal your 10 WWW. com (for
example, passwords, messages, of credit cards). Leam more
NET-ERR_CERT_COMMON_NAME_INVALID

[ autoenatcaby send some grstem information and Dage content to Google to help detect

dangerous apgs and sites. PIRALY poloy

FIGURE 6.16: Connection is not Private
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ﬂ;l Creatinga self-signed
certificate in 11S 7 is much
casier to do than in
previous versions of 1IS.
118 now provides a simple
interface for generating a
self-signed certificate. One
drawback is that the
common name of the
certificate is always the
server name instead of the
site name.

m If SSL utilizes public
key eryptography to
encrypt the data stream
traveling over the Internet,
why is a certificate
necessary? ‘The technical
answer to that question is
that a certificate is not
really necessary - the data is
seeure and cannot easily be
decrypted by a third party.

Module 20 - Cryptography

25. Click Proceed to www.goodshopping.com (unsafe).

e

“« C | A Not socute | pe//www.goodshopping.com

A

Your connection is not private

L@\

Attackers might be trying 10 steal your inf from com (for

example, Passwords, messages, of credit carnds), Loam more

NET-ERR_CEST_COMMON NAME_INVALID

[0 automaticaly send some system informaten ang page content 16 Googhe 10 help detect
dangecous appe and uites. Pracly SO

This server could not prove that it is www.goodshopping.com; its security certificate does
not specify Subject Akernative Names. This may be caused by a misconfiguration or an
attacker MIEICEPHing your CONNECHON.

I-“mu o, luru‘e'!

FIGURE 6.17: Proceed to Unsafe Page

26. Now you can see the Goodshopping webpage with ssl certificate

assigned to it, as shown in the screenshot:

|

-

G ——

< @ [ & Not secure | aztpsy wwagoodshapping.com |

g
GOOD SHOPPING

PRODUCT

CATALOG CONTACT US

FIGURE 6.18: Self-Signed Certificate Page

# Favoeries
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Module 20 - Cryptography

Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

O Yes No
Platform Supported
M Classroom M iLabs
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r—
ICON KEY

77 Valuable
information

& Test your
knowledge

B Web excrcise

) Workbook review

Basic Disk Encryption using
VeraCrypt

VeraCrypt adds enhanced security to the algorithms used for system and partitions
encryption, making it immune to new develgpments in brute-force attacks.

Lab Scenario

Disk encryption enctypts all data on a system, including the files, folders, and the
operating system. This is most appropriate when the physical security of the
system is not assured. Examples include traveling laptops or desktops that are
not in a physically secured area. When properly implemented, Disk Encryption
provides an enhanced level of assurance that the data, while encrypted, cannot be
viewed or otherwise discovered by unauthorized parties in the event of theft, loss,
or interception.

Lab Objectives
This lab will give you experience in encrypting data and show you how to do so.
It will teach you how to:

= Create a virtual encrypted disk with a file

"7 Tools Lab Environment
demonstrated in
this lab are To complete this lab, you will need:
;;'\:'E':""e = = VeraCrypt located at ZACEH-Tools\CEHv10 Module 20
Tockiksiivio Cryptography\Disk Encryption Tools\VeraCrypt
Module 20 ®= You can also download the latest version of VeraCrypt from the link
Cryptography https:/ /vetactypt.codeplex.com/
= Ifyou decide to download the latest version, then screenshots shown in the
lab might differ
= Run this tool in Windows Server 2016
=  Follow the wizard driven installation instructions
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Module 20 - Cryptography

=  Administrative privileges to run tools

Lab Duration
Time: 10 Minutes
Overview of VeraCrypt

VeraCrypt is a software application used for On-The-Fly Encryption (OTFE). It can
create a virtual encrypted disk within a file, or encrypt a partition or entire storage
device. It is distributed free of cost, and the source code is available.

H rtask 1 Lab Tasks

Create a Volume 1. Click Start menu present on the lower-left corner of the Desktop.

FIGURE 7.1: Windows Server 2016 — Desktop view

2. 'The Start menu appears, scroll down to view installed apps.

Most used Windows Server
&) Google Chrome
") Mozilla Fir %
Command Prompt

Snipping Tool

Nrmap - Zenmap Gl E

Windows
BM Security St Administratey... Cantrol Pane!

L M
Acrobat Reader DC - L2

Remote

Advanced Encryption Package. Desktop.. Fvent Viewer

gle Chrome

o € m ®

FIGURE 7.2: Windows Setver 2016 -Apps
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Module 20 - Cryptography

[S3)

. Click VeraCrypt to launch the application.

9 VeraCrypt Window Windows
Server Manager  PowerShell PawerShell ISE

feraCry
9
VeraCryp<Expander
m VeraCrypt is a g Na

software application used
for on-the-fly encryption
(OTFE). It is distributed
without cost and the source
code is available.

Windows
Adminstestiv.., Condrod Pare!

oo Data Extractos

f _; [

Remote
Desktop_ Fvent Viewer

FIGURE 7.3 Windows Server 2016 — Apps

4. 'The VeraCrypt main window appears; click Create Volume.

3 VeraCrypt - X
Volumes System Favorites Tools Settings Help Homepage
Drive Volume Size Encryption Algorithm  Type o)

v

= Propartie & Cache

Volume
Select Fie...
Y EZNever save history Volume Toos... Select Device. .
e T =
FIGURE 7.4: VeraCrypt Main window
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£ MPORTANT: Note
that VeraCrypt will not
encrypt any existing fiks
{when creating a VeraCrypt
file container). If you select
an existing file in this step,
it will be overwritten and
replaced by the newly
created volume (so the
overwritten file will be Jost,
notencrypted). You will be
able to encrypt existing files
(later on) by moving them
to the VeraCrypt volume
that you are creating now.

m Note: After you copy
existing unencrypted files
to a VeraCrypt volume, you
should securely erase (wipe)
the original unencrypted
files, There ate software
tools that can be used for
the purpose of secure
erasure (many of them are
frec).

Module 20 - Cryptography

5. 'The VeraCrypt Volume Creation Wizard window appears.

6. Select Create an encrypted file container to create a file containing a
virtual, encrypted disk and click Next to proceed.

M VeraCrypt Volume Creation Wizard — X

VeraCrypt Volume Creation Wizard

(® Create an encrypted file container
Creates a virtual encrypted disk within a fie, Recommended for

More information

() Encrypt a non-system partition/drive
Encrypts a non-system partition on any internal or external
drive (e.g. a flash drive). Optionally, creates a hidden volume,

() Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots, Optionally, creates a hidden system.

VeraCrypt
More information about system encryption

N e

Help

FIGURE 7.5: VeraCrypt Volume Creation Wizard

7. In the Volume Type wizard, select Standard VeraCrypt volume. This
creates a normal VeraCrypt volume.

8. Click Next to proceed.

M VeraCrypt Volume Creation Wizard - X

Volume Type

(® Standard VeraCrypt volume
Select this option if you want to oreate a normal VeraCrypt
volume.

() Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume, There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such si without ling the d to your

VeraCrypt
it i vl

Help <Back Next > Cancel

FIGURE 7.6: VeraCrypt Volume Creation Wizard-Volume Type
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Module 20 - Cryptography

9. In the Volume Location wizard, click Select File....

m VeraCrypt supports a
concept called phusible
deniability.

M VeraCrypt Volume Creation Wizard — X

Volume Location

I v] (Coeectrie... )

M Never save history

A VeraCrypt volume can reside in a file (called VeraCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. A
VeraCrypt container is just ke any normal file (it can be, for
example, moved or deleted as any normal file). Click ‘Select File' to
choose a filename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
VeraCrypt container. You will be able to encrypt existing files (later
on) by moving them to the VeraCrypt container that you are about
to create now.

VeraCrypt

< Back Next >

FIGURE 7.7: VeraCrypt Volume Creation Wizard-Volume Location

10. The Specify Path and File name window appears; navigate to the desired
location (here, Desktop), provide the File name as My Volume, and click

m The mode of
operation used by

VeraCrypt for encrypted
partitions, drives, and
virtual volumes i XI'S.

Save.
% Specify Path and File Name X
“~ v 4 Bl > ThisPC > Desktop v D Search Desktop P
Organize v New folder =~ @
A Name - Date modified Type
v 3 Quick access
Desktop P No items match your search,
Downloads * )
[Z] Documents
&= Pictures *
. Shared
v [ This PC
> [ Desktop
> |5l Documents
> <% Downloads ¥ X >
File name: | My Volume| vl
Save as type: | All Files (*) vl
~ Hide Folders Cancel

FIGURE 7.8: Windows Standard-Specify Path and File Name Window
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m VeraCrypt volumes
do not contain known file
headers and their content is
indistinguishable from
random data,

m VeraCrypt currently
supports the following hash
algorithms:

* RIPEMD-160
= SHA-512
= Whirlpool

Module 20 - Cryptography

11. After saving the file, the location of file containing the VeraCrypt
volume is set; click Next.

M VeraCrypt Volume Creation Wizard - X

Volume Location

| :Wsers\administrator\Desktop\My Voks | [~ SelectFie... |

M Never save history

A VeraCrypt volume can reside in a file (called VeraCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. A
VeraCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file), Click 'Select File' to
choose a fiename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
VeraCrypt container. You will be able to encrypt existing files (later
on) by moving them to the VeraCrypt container that you are about
to create now.

VeraCrypt

o e

| Hep |

FIGURE 7.9: VeraCrypt Volume Creation Wizard-Volume Location

12. In the Encryption Options wizard, select the AES Encryption Algotithm
and SHA-512 Hash Algorithm, and click Next.

M VeraCrypt Volume Creation Wizard — X
Encryption Options

Encryption Algorithm

= Y[ =]
FIPS-approved cipher (Rijndael, published in 1998) that may be
used by U.S. government departments and agences to protect

classified information up to the Top Secret level. 256-bit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XTS.

More information on AES

Hash Algorithm

[sHa-522 ] Information on hash algorithms

VeraCrypt

| nHep | | <Back Next > Cancel
FIGURE 7.10: VeraCrypt Volume Creation Wizard-Encryption Options
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Module 20 - Cryptography

13. In the Volume Size wizard, specify the size of the VeraCrypt container
as 2 megabyte, and click Next.

% VeraCrypt Volume Creation Wizard - X

Volume Size

___Joe @ 0= On

Free space on drive C:\ is 3.25 GB

[7=7 Note: The button
""Next" will be disabled
until passwords in both

input fields are the same.

Please specify the size of the contaner you want to create,

1f you create a dynamic (sparse-file) container, this parameter wil
spedify its maxamum possible size.

Note that the minimum possible size of a FAT volume is 292 KB.

The minimum possible size of an exFAT volume is 424 KB. The

VeraCrypt minimum possible size of an NTFS volume is 3752 KB. The minimum
possible size of an ReFS volume is 642 MB.

R e

FIGURE 7.11: VeraCrypt Volume Creation Wizard-Volume Size

14. The Volume Password wizard appears; provide a good password in the
Password field, retype it in the Confirm field, and click Next.

15. In this lab, the password used is qwerty@123.

M VeraCrypt Volume Creation Wizard - X

Volume Password

Password:| ®esessssse

Confirm: oc--ooo.ool

[use keyfies Keyfies
[CJDsplay password
[JusePm

Itis very important that you choose a good password. You should

avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should

LH ‘The longer you move
the mouse, the better. This
significantly increases the
cryptographic strength of

the encryption keys. not contain any names or dates of birth, It should not be easy to
guess. A good password Is a random combination of upper and lower
case letters, numbers, and spedal characters, suchas @ ~=§* +
etc. We recommend choosing a password consisting of 20 or more
characters (the longer, the better), The maximum possible length is 64
VeraCrypt :
o | [ <o el |
FIGURE 7.12: VeraCrypt Volume Creation Wizard- Volume Password
Note: A VeraCrypt Volume Creation Wizard warning pop-up appears; click
Yes.
16. The Volume Format option appears. Select FAT Filesystem, and set the
cluster to Default.
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m VeraCrypt volumes
have no "signature or 1D
strings. Until deerypted,
they appear to consist
solely of random data.

m Free space on each
VeraCrypt volume is filled
with random data when the
volume is created.

Module 20 - Cryptography

17. Move your mouse as randomly as possible within the Volume Creation
Wizard window for at least 30 seconds.

18. Click Format.

M VeraCrypt Volume Creation Wizard - X

Volume Format

Options
Fiesystem [FAT  +] Custer [pefault v [Joynamic

Random Pool: FBS0305AAEARFGeFE4EeBERs286c12a ()

Header Key:
Master Key:
Abort
Done i Speed Left
= IMPORTANT: Move your mouse as randomly as possible within this
window, The longer you move it, the better, This significantly
increases the cryptographic strength of the enaryption keys. Then
dick Format to create the volume.
VeraCrypt

Randomness Collected From Mouse Movements

R e

FIGURE 7.13: VeraCrypt Volume Creation Wizard-Volume Format

19. After clicking Format, VeraCrypt will create a file called My Volume in
the provided folder. This file depends on the VeraCrypt container (it will
contain the encrypted VeraCrypt volume).

20. Depending on the size of the volume, it may take some time for volume
creation.

21. Once the volume is created, a VeraCrypt Volume Creation Wizard
dialog-box appears; click OK.

VeraCrypt Volume Creation Wizard X
0 The VeraCrypt volume has been successfully created.

FIGURE 7.14: VeraCrypt Volume Creation Wizard Dialog Box
22. Click OK to close the dialog box.

23. You have successfully created a VeraCrypt volume (file container).
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Module 20 - Cryptography

24, In the VeraCrypt Volume Creation wizard window, click Exit.

M VeraCrypt Volume Creation Wizard = X

Volume Created

ﬂ;l VeraCrypt is unable
to secure data on a
computer if an attacker
physically aceesses it and
VeraCrypt is used on the
compromised computer by

The VeraCrypt volume has been areated and is ready for use. If you

wish to create another VeraCrypt volume, dick Next, Otherwise, dick
Exit.

the user again.
VeraCrypt
Hep | [ <Bak | Mext> |
FIGURE 7.15: VeraCrypt Volume Creation Wizard-Volume Created
FREK 2 25. The VeraCrypt main window appears; select a drive (hete, I:), and click
Select File....

Mount a Volume
M VeraCrypt — X
Volumes System Favorites Tools Settings Help Homepage
’ Drive  Volume Size Encryption Algorithm Type A i

=B

s=iE:

m Mount Options affect
the parameters of the
volume being mounted.
The Mount Options diakog
can be opened by clicking
on the Mount Options

v
button in the password L
entry dialog box.
| create Volume Volume Properties... Wipe Cache
Volume
| v| [ selectfie.. )
Vet [Z]Never save history VolmeTook... | | SelectDevie.. |

FIGURE 7.16: VeraCrypt Main Window with Select File Button
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E1 Default mount
options can be configured
in the main program
preferences Settings >
Preferences).

Module 20 - Cryptography

26. The Select a VeraCrypt Volume window appears; navigate to

C:\Users\Administrator\Desktop, click My Volume, and click Open.

% Select a VeraCrypt Volume b4

& v 4 Il > ThisPC > Desktop vl Search Desktop yd

m @

Name Date modified Type

(2 My Volume

New folder iz ~

"

Organize v

v o Quick access

117872017 327 AM ~ File

Downloads  #
|5] Documents #

& Pictures .
|, Shared

~v [ This PC
> I Desktop
> [&| Documents
> & Downloads
> D Music

T

v < >

File name: [ My Volume

FIGURE 7.17: Windows Standard File Sel Window

27. The window closes and you are returned to the VeraCrypt window.
Click Mount.

M VeraCrypt — X
Volumes System Favorites Tools Settings Help Homepage

Drive  Volume Size Encryption Algorithm  Type A

==iB:

==E:

=

=G

wiH:

&

- :

ik

=l

- M:

wiN: v
£ s option can be i o _
setin the password entry Create Volume Volume Proparties. .. Wipe Cache
dialog so that it will apply N R -
only to that particular Volume
mount attempt. It can also -
B sitas dcbmltin tha Ve { :\Users\Administrator\Desktop My Volume v) Select File.
Preferences. VersCryst

[“INever save history l Volume Taols... | Select Device...
vVVV I 1 [
| Auto-Mount Devices H ‘ | DismountAl Exit
FIGURE 7.18: VeraCrypt Main Window with Mount Button
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Q;l When a correct
password is cached,
volumes are automatically
mounted after you click
Mount. If you need to
change mount options for a
volume being mounted
using a cached password,
hokd down the Control
(Crel) key while clicking
Mount, or select Mount
with Options from the
Volumes menu.

m No data stored on an
encrypted volume can be
read (dectypted) without
using the correct password
or correct encryption key.

Module 20 - Cryptography

28. The Enter Password dialog-box appears; type the password you
specified eatlier for this volume (in this lab, qwerty@123) in the

Password input field, and click OK.

[Enter password for C:\Users\Administrator\Desktop\My Volume
Password: [ooooooooool ]L OK ]
PKCS-5 PRF: | Autodetection v| OtruecryptMode | Cancel |
[Juserm
[[] Cache passwords and keyfiles in memory
[CDisplay password :
[Juse keyfiles Keyfies... | | MountOptions...

FIGURE 7.19: VeraCrypt Password Window

29. After the password is verified, VeraCrypt will mount the volume, as

shown in the screenshot:

% VeraCrypt — X
Volumes System Favorites Tools Settings Help Homepage
Drive  Volume Size Encryption Algorithm  Type "‘
==iB:
w=E:

Normal

| Create Volume | Volume Properties... | Wipe Cadhe
Volume
< | C:\usersiadministrator \Desktop\My Volume v] SelectFil...
Vet [ZNever save history Volume Tools. .. Select Device. ..
“ Dismount IH Auto-Mount Devices Dismount All ’ Exit

FIGURE 7.20: VeraCrypt Main Window

30. My Volume has successfully mounted the container as a virtual disk (Iz).

31. The virtual disk is entirely encrypted (including file names, allocation

tables, free space, etc.) and behaves like a real disk.
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Module 20 - Cryptography

32. You can copy or move files to this virtual disk to encrypt them.
33. Create a text document on the Desktop and name it Test.

34, Open the text document, and enter some text in it.

35. Click File in the menu bar, and click Save.

| Test.xt - Notepad - (m} X
Edit Format View Help
@ New Ctrl+N  ‘umbers 123456789 A
VeraCrypt cannot
automatically dismount all Open... Ctrl+0
mounted VeraCrypt
volumes on system
shutdown /restart, Save As...
Page Setup...
Print... Ctrl+P
Exit
RS L |
FIGURE 7.21: VeraCrypt Main Window with Dismount Button
36. Copy the file from the Desktop, and paste it in I:. Close the window.
= | [ | = | Local Disk (£) - o xJ
Home Share View
< v [_ > ThisPC » Local Disk (1) - o] Search Local Disk {1 »
A Name - Date modified Type Size
o Quick access —
S » (Freee TVB20IT 359 AM _ Ted Document Tk2)
& Dovmioads
|# Documents #
| Pictures »
| Shared
1 This PC
I Desitop
|# Documents
‘ Dovmioads
D Music
= Pictures
B videos
‘% Local Disk (C:) |
= CEH-Tools (WRC
1 item 1 item selected wms
FIGURE 7.22 Test.txt file in Encrypted Container
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Module 20 - Cryptography

37. Switch to VeraCrypt window, click Dismount and then click Exit.

= X
Volumes System Favorites Tools Settings Help Homepage

M VeraCrypt

~

Drive  Volume Size Encryption Algorithm Type
==iB:
s=E:
=) F:
(=Gt
s=iH:

Normal

-
L M:
L N: v
[ crestevoume | Volume Properties... Wipe Cache
Volume

I C:\Users\Administrator \Desktop\My Volume V] Select File...
WP 7] Never save history Volume Tods... SelectDevice... |

FIGURE 7.23: VeraCrypt Main Window with Dismount Button

38. The I\ located in This PC disappears. This lab is used to demonstrate
that, in cases of system hacks, if an attacker manages to gain remote
access or complete access to the machine, he/she cannot find the
encrypted volume—including its files—unless he/she is able to obtain
the password. Thus, all sensitive information located on the encrypted
volume is safeguarded.

Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes No
Platform Supported
M Classroom M iLabs
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Module 20 - Cryptography

Basic Data Encrypting using
Rohos Disk Encryption

Robos Disk is a program used to create hidden and protected partitions on a
computer or USB flash drive, that password-protects/ locks access to your Internet
applications.

Lab Scenario

Disk encryption works in a manner similar to text-message encryption. By using
an encryption program for the uset’s disk, the user can safeguard all information
burned onto the disk and save it from falling into the wrong hands. Disk-
encryption software scrambles the information on the disk into an illegible code.
The information must be decrypted to be read and used. To be an expert ethical
hacker and penetration tester, you must have knowledge of these cryptography
functions.

Lab Objectives

This lab will give you experience on encrypting data and show you how to do it.
It will teach you how to:

= Create an encrypted drive for Windows

= Create a virtual enctypted drive for an external USB

Lab Environment
To complete this lab, you will need:

"7 Tools = Rohos Disk Encryption located at Z:\CEH-Tools\CEHv10 Module 20
demonstrated in Cryptography\Disk Encryption Tools\Rohos Disk Encryption
this lab are
available in ® You can also download the latest version of Rohos Disk Encryption from
Z\CEH- the link http://www.rohos.com/productsirohos-disk-encryption/
Tools:CZz\ﬂO = If you decide to download the latest version, then screenshots shown in the
Module . 2
lab might differ

Cryptography

= Follow the wizard driven installation instructions
CEH Lab Manual Page 1498 Ethical Hacking and Countermeasures Copyright © by EC-Councll

All Rights Reserved. Reproduction is Strictly Prohibited.



Module 20 - Cryptography

= Windows Server 2016 running in host machine
=  Administrative Privileges to run the tool

Lab Duration

Time: 15 Minutes

Overview of Rohos Disk Encryption

Rohos Disk Enctyption creates hidden and password-protected partitions on a

computer or USB flash drive. It uses an NIST-approved AES encryption algorithm
with 256-bit encryption key length. Encryption is automatic and on-the-fly.

Lab Tasks

Note: Plug in a USB device to your machine before performing this lab.

1. To install Rohos Disk Encryption, navigate to ZACEH-Tools\CEHv10
Module 20 Cryptography\Disk Encryption Tools\Rohos Disk

Install Rohos Disk Encryption.
Encryption

H task 1

2. Double-click rohos.exe; the Select Setup Language dialog box appears.
3. Select the language as English, and click OK.

Select Setup Language X
Select the language to use during the
installation:
m You can also
download Rohos from (m V]
http:/ / www.rohos.com.
e

FIGURE 8.1: Sckect the Ianguage

CEH Lab Manual Page 1499 Ethical Hacking and C Copyright © by EC-Councll
All Rights Reserved. Reproduction is Stricily Prohibited




Welcome to the Rohos Disk
Encryption Setup Wizard

This will install Rohos Disk 2.4 on your computer,

Itis recommended that you dose all other applications before

Release Date: 28 Aug 2017

L) portable Rohos Disk |
Browser allows to use Dats wecrry with 8

encrypted partition on any Lses your USS stk
PC without Admin rights,

without installation.

(text> )| concel |

FIGURE 8.2: Rohos setup wizard

5. 'The License Agreement window appears; read the agreement carefully,
select | accept the agreement, and click Next.

mup - Rohos Disk Encryption - X
License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Tesline-Service S.R.L.
http: /fwww.rohos.com/
D Encryption is

automatic and on-the-fly. License for use and distribution
AES 256 bit key length.
Using NIST compliant
encryption standards. The Rohos Logon and Rohos Disk Encryption (Rohos”) are distributed
as try-before-you-buy. This means:

1. All copyrights to Rohos are exdusively owned by the authors

@Imnhewem]
(D1 do not accept the agreement

<Back | Next> | = Cancel

FIGURE 83: License agreement window
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Module 20 - Cryptography

6. Select the location in which you want the program to place the shortcut.

i Setup - Rohos Disk Encryption

Select Start Menu Folder

Where should Setup place the program's shortcuts?

%

3
Iﬂ Setup will create the program's shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

File
Virtualization:
prevents secret
data leak outside
encrypted disk
on TEMP folders,
Registry, Recent [[]pon't create a Start Menu folder
documents list, - B
etc. —— -
< Back ' Next > l | Cancel
FIGURE 8.4: Select the destination folder
7. Check Create a desktop, and click Next.
- Setup - Rohos Disk Encryption — X
Select Additional Tasks
Which additional tasks should be performed? w
Select the additional tasks you would like Setup to perform while installing Rohos Disk
Encryption, then dick Next.
Additional icons:
(B4 Create a desktop icon)
L Anyfik or flder can
be easily moved into
Enctypted Rohos Disk with
shredding afterwards.
= e
FIGURE 8.5: creating Rohos desktop kcon
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Module 20 - Cryptography

8. Click Install to begin installation.

i Setup - Rohos Disk Encryption —
Ready to Install
Setup is now ready to begin installing Rohos Disk Encryption on your computer. |

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

) Start Menu folder: A
Eﬂ Secure virtual Rohos

keyboard - protect
encrypted disk password Additional tasks:

from a keylogger. Additional icons:
Create a desktop icon

| <Back | Instal | | Cancel

FIGURE 8.6: Rohos disk encryption installation

9. On completion of installation, click Finish.

Setup - Rohos Disk Encryption —

Completing the Rohos Disk
Encryption Setup Wizard

Setup has finished installing Rohos Disk Encryption on your
computer. The application may be launched by selecting the
Click Finish to exit Setup.

[ Launch Rohos Disk

Dats secarty with 3
Uses your USE sticl

FIGURE 8.7: installation of Rohos disk encryption completed
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Hrask 2

Create an
encrypted disk for
Local Machine

m Rohos disk uses
NIST approved AES
encryption algorithm, 256-
bit encryption key length.

Q “This option brings
affordable and an AES 256
strength encryption solution
to Improve security issues by
preventing unauthorized
access to your Internet apps,
suchas Google Chrome,
Firefox.

ﬂ] Rohos cares about
usability: Your first
Encrypted Drive can be
turned on with a single
click or automatically on
system startup.

Module 20 - Cryptography

10. The Rohos Disk Encryption window appears, click Create new disk....

L Rohos Disk Encryption = X
Rohos disk is not created as yet.
com e
Encrypt Application Options
n Hide and protect apps tke Skype, Chrome or Setup disk auto start, disconnect hotkeys and
folders, other options.
. Create Backup = Setup authentication key
—— Backup encrypted disk manually or setup Setup hardware authentication key for seare
automated backup options access to Rohos disk,
Encrypt USB drive ® Open exsting...
Create protacted partition on your USE fiash ® Create another one.,
- drive. = Create Rohos Disk within media file
30-day trial period. 30 days left. Purchase License, Get registerad 0 Help...

FIGURE 8.8: Create new disk

Creating encrypted virtual drive. Rohos

automatically has defined virtual drive configuration,

however you can change it. O
Encrypted Rohos disk size 3000 Megabytes, disk letter R: . Disk container
path: rdisk.rdi .[Change...]

d to access the disk:

["] Make a shortcut to the disk on your desktop

tearnmore... | Createdisk | [  Cancel |

Create new Rohos disk X

FIGURE 8.9: Select password for accessing the disk

11. Wait until the encrypted volume is created.

Performing operation X
ﬂ Please wait.
Creating enciypted volume ...

FIGURE 8.10: Disk creation in progress
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ﬂ:] Partition password
reset option allows creating
a backup file to access your
secured disk if you forgot
your password or lost USB
key.

Hrask 3

Module 20 - Cryptography

12. On creating the encrypted volume, a new 3000 MB (2.92 GB) drive (R:\)
appears in This PC, as shown in the screenshot:

__AN= e Drve Tools  This PC
Computer  View Mansge
«
& Dovnloads # ~ Folders (6)
|Z Documents #
& Pictures * - Desktop
‘& Local Disk (C:)
B Shacgd ‘ Downloads
System32
BTN G r%l Pictures
B Desktop —
[ Documents v Devices and drives (4)
& Dowmioads
ﬁ Music E Floppy Disk Drive (&)
| Pictures
B Videos

a DVD Drive (D:)

v Network locations (1)

i Local Disk (C:)
w Encrypted Disk (
: v

11items | item selected

Local Disk (C:)
W 210 G8 free of 39.5

Encrypred Disk (%)
Ny lz.so G8 free of 2.02 GB

FIGURE 8.11: Encrypted disk successfully created

13. This drive appears only when you are connected to Rohos Disk
Encryption, and disappeats when you exit it.

14, If you want to hide any important files/directories from anyone accessing
your system, you can place them in this drive and access them whenever
required (by launching Rohos and entering the password).

15. To create an encrypted USB drive,

click Encrypt USB drive in the Rohos

Disk Encryption GUIL.
Create an
W Disk L. Rohos Disk Encryption — X
USB Disk Disk is connected. Encrypted Disk (R:)
Size: 2,92 GB. Free space: 2.90 GB,
o Disconnect  Browse  Tools...
Encrypt Application Options
Hide and protect apps lke Skype, Chrome or Setup disk auto start, disconnect hotkeys and
folders. other options,
- Create Backup == Setup authentication key
s Backup encrypted dsk manually or setup Setup hardware authentication key for secure
automated backup options access to Rohos disk.
Q Encrypt USB drive - gm!xlsm.
otected parkit m Create another one..,
- g;?" e ey o your L ey w Create Rohos Disk within media file
30-day trial period. 30 days left. Purchase License, Get registered 0 Help...

FIGURE 8.12: Encrypting a USB device
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Module 20 - Cryptography

16. The Encrypt USB drive dialog box appears; click Change... in the

Encrypted partition properties section.

Encrypt USB drive

)
Create protected partition on your USB flash drive. g

Key G:\ has been found [Change...]

X

Encrypted partition properties will be:
o Disk size: undefined Megabytes

Spedify a new password to access the disk:

Confirm password:

[] Make a shortcut to the disk on your desktop

e Partition letter (disk):
e Partition container file: .

[ Delete... | | Createdsk | [ Cancel

FIGURE 8.13: Encrypt USB drive dialog-box

17. The Disk details window appeats; choose the Disk letter Mz, set the disk

size to 60, and click OK.

Disk details

Dik et E—)
Disk Size (in Megabytes):

File system: 'NTFS v/

Encryption algorithm: |AES256 v/

Enciypted data will be stored in this container file:

Free space on the disk drive(s) 14.8 GB

X

[6:A_rohostvcisk 1di | B

CT) | coren |

FIGURE 8.14: Disk details window
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Module 20 - Cryptography

18. This creates an Encrypted USB drive (M) of 60 MB.

19. You need to apply a password for the disk, so that whenever someone
wants to access the drive, they need to specify the password.

20. Specify the password (here, test@123) in both fields, and click Create

disk.
Encrypt USB drive X
(N
Create protected partition on your USB fiash drive. g

Key G:\ has been found [Change...]

Encrypted partition properties will be:

e Disk size: 60 Megabytes

o Partition letter (disk): M:

e Partition container file: G:\_rohos\rdisk.rdi. [Change...]

F‘Qamwdtomﬂwd&:
20000000 ]

Confirm password:
[oooooooo ]

[] Make a shortcut to the disk on your desktop

FIGURE 8.15: Encrypt USB drive window
21. Wait until the disk is created.

Performing operation X

R Please wait.
gl

Creating encrypted volume ...
Cancel
FIGURE 8.16: Disk creation in progress
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Module 20 - Cryptography

22. On successful creation of the disk, 2 Rohos Disk Encryption dialog box
appeats; click OK.

Rohos Disk Encryption X

“ Encrypted partiton has been successfully created.

To open it on a guest computer use Rohos Mini.exe icon from
a root folder on that USB drive.

Now you may add files to it.

FIGURE 8.17: Rohos Disk Encryption dialog-box

23. 'The Encrypted disk (here, M:\) of 60 MB is created successfully, as shown
in the screenshot:

- | [ﬂ' v Drive Tools Encrypted Disk (M —
Home Share View Manage 0
T wa > ThisPC »| Encrypted Disk (M:) v 0 Search Encrypted Disk (M: p
[ Desktop » i Name Date modified Type
EDY You can open or Save ¥ Downloads Autorun 21-Nov-1712:29P... File folder
r;:m&;\:im(;:d) & D.otuments * Document.s 2‘--Mov-1:12:{:9 P.. Filefolder
by clicking on the personal I&= Pictures * Program Files 21-Nov-1712:29P...  File folder
disk icon. Shortcuts 21-Nov-1712:29P...  File folder
> @ OneDrive
v [ ThisPC
> J) 30D Objects
> [ Desktop
% Documents
> ¥ Downloads
> D Music
B Dictvrar Wi 1€ 2
4 items =
FIGURE 8.18: Newly created Encrypted disk window
24, The files you place in this drive will automatically be placed in the external
USB.
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Module 20 - Cryptography

25. In this lab, the folder Rohos Disk Encryption is being copied from
Z:\CEH-Tools\CEHv10 Module 20 Cryptography\Disk Encryption Tools

to M:\.
ws | 4 || = | Encrypted Disk (M:) = =] X
Home Share View o
1 & > ThisPC » Encrypted Disk (M:) » v D Search Encrypted Disk (M:) yel

P 3D Objects A Name g Date modified Type
I Desktop Autorun 21-Nev-171:13PM  File folder
= Documents Documents 21-Nov-171:13PM  File folder
& Downloads Program Files 21-Nov-17 1:13PM  File folder
D Music Shortcuts 21-Nov-17 1:13PM _ File folder
= Pictures (| Rohos DiskEncryption 21-Nov-171:09PM  File folder
B Videos
i Local Disk (C:)
ws New Volume (D
wa Local Disk (F:)
s USB Drive (G:)
- Encrypted Disk | Gl re

Sitems 1 item selected .

FIGURE 8.19%: Copying a folder to the encrypted disk

Brask a 26. Now, if you want to access this file, open the external USB drive which
has been connected to your computet, and double-click Rohos Mini
Access Files in Drive (Portable).exe.
the Encrypted
Disk - K= Application Tools  USB Drive (G:) = g X
Home Share View Manage o
“ ¥ A > ThisPC » USB Drive (G:) v 0 Search USB Drive (G:) »
A Name - Date modified Type
v 3 Quick access
i g (75 Rohos Mini Drive (Portable) exe 72-Nov-16 1206 P...  Application
0|
i L Rohos mini.exe 10-Aug-171203P.. Application
¥ Downloads # Rohos Disk Encryption 21-Nov-171:09PM  File folder
-
F 4
> @ OneDrive
v [ This PC
> _J 3D Objects
> [ Desktop

|2 Documents
> & Downloads v <
3items 1 item selected 2.11 MB

FIGURE 8.20: Launching Rohos Mini Drive
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Module 20 - Cryptography

27. A Rohos dialog box appears asking you to enter the password. You need
to enter the password which you had specified at the time of creating the
encrypted USB disk (M2).

Rohos X

E) Enter your password:
v Looooooool ] |5

Rohos Disk container:
|G:\_rohosVdsk.rdi V| 7

[ o )| cancel

FIGURE 8.21: Rohos dialog-box

28. A Rohos Disk Browser window appeats, displaying the folder that was
placed in M:\, as shown in the screenshot:

85 Rohos Mini Drive Portable O
Partition File View 7
L =
[ =/
- | Rohos Disk Encryption

FIGURE 8.22: Rohos Disk Browser window containing the file placed in M:\

29. When you want to share sensible information with someone via USB, you
can use this application to store the files in an encrypted disk, and share
the password with that person.

30. The person with whom you want to share the files can access them only
after entering the correct password.

31. This way, you can protect the files from being viewed by a third person
and thereby safeguard them.
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Module 20 - Cryptography

Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

M Yes O No
Platform Supported
Classroom O iLabs
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Module 20 - Cryptography

Basic Data Encryption using
CrypTool

CrypToolis a freeware program that enables you to apply and analyze cryptographic
mechanisms. 1t has the typical look and feel of a modern Windows application.
CrypTool includes every state-of-the-art cryptographic function and allows you to
learn and use cryptography within the same environment.

Lab Scenario

Most security initiatives are defensive strategies aimed at protecting the perimeter
of the network. But these efforts may ignore a crucial vulnerability sensitive data
stored on networked servers and are at risk from attackers who only need to find
one way inside the network to access this confidential information. Additionally,
petimeter defenses like firewalls cannot protect stored sensitive data from
internal threats such as employees who have the means to access and exploit this
data. Encryption can provide strong security for sensitive data stored on local or
network servers. To be an expert ethical hacker and penetration tester, you must
have knowledge of ctyptography functions.

Lab Objectives

This lab will give you experience on encrypting data and show you how to do so.
It will teach you how to:

["~7 Tools & . .
Use encrypting/decrypting command
demonstrated in 7P rlg/ Typung
this lab are = Visualize several algorithms
available in 5 x
Z4CEM- = (alculate hash values and analysis
Tools\CEHv10 .
Aot 20 Lab Environment
Cryptography To complete this lab, you will need:
=  CrypTool located at ZACEH-Tools\CEHv10 Module 20
Cryptography\Cryptanalysis Tools\CrypTool
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(I] CrypTool i a free
elearning  application  for
Windows.

B rask 1

Encrypting the
Data

U:l You can also
download Cryplool from
http:/ fwww.ctyptool.org

Module 20 - Cryptography

You can also download the latest version of CrypTool from the link
httpJ//www.cryptool.org/en

If you decide to download the latest version, then screenshots shown in
the lab might differ

Windows Server 2016 running on host machine
Windows 10 running on virtual machine

Administrative Privileges to run the tool

Lab Duration
Time: 10 Minutes
Overview of CrypTool

CrypTool is a free, open-source e-learning application used in the implementation and
analysis of ctyptographic algorithms. It was originally designed for internal business
application for information security training.

Lab Tasks

1.

Navigate to Z:\CEH-Tools\CEHv10 Module 20
Cryptography\Cryptanalysis Tools\CrypTool, double-click
SetupCrypTool_1_4_40_en.exe, and follow the wizard dtiven installation

steps to install the application.

On completing the installation, launch CrypTool application from the
Apps list.

5 >

Wirdows Windrm:
Servws Morager  AraviShed PuwsssShedl IS

a =°

Wincaws
Admiistrativ..  Tesc Manager

e Expikorer

FIGURE 9.1: Launching CrypTool from Apps list
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3. 'The How to Start dialog box appeats; check Don’t show this dialog
again, and click Close.

[How to Start X

3 crypTool Online

provides an exciting insight
into the world of
cryptology with a varicty
of ciphers and encryption
methods,

(% Dontt show this dialog again)

FIGURE 9.2: How to Start Dialog box
4. 'The main window of CrypTool appears; close the startingexample-
en.txt window.

CrypTool 1.4.40 - startingexample-en.txt = m} X

File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures

Analyers' Options: Widow Helpr

D|(of @S] %|®[2| &7 2%
{ICrypTool 1(CT1) is a comprehensive and free educational
program
about cryptography and cryptanalysis
offering extensive online help and many visualizations.
This text file was created in order to help you to make your 3 v
JLi1 1 P
FIGURE 9.3: startingexample-en.txt window in CrypTool
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Module 20 - Cryptography

5. To encrypt data, click the File option from the menu bar, and select New.

[&Y CrypTool 1.4.40 = O X
Edit View Encrypt/Decrypt Digital Signatures/PKl  Indiv. Procedures

Open...
Close Ctrl+F4
Save Ctrl+S

Save as...

Document Properties... Ctrl+D
Print... Ctrl+P
Print Setup...

Recent Files

Exit

I

FIGURE 9.4: Choosing a new file to erypt

£ cryproot was 6. 'Type some content in the opened Unnamed1 Notepad of CrypTool. You
cngiaaly designed for will be enctypting this content.
internal business

application for information 7. Select Encrypt/Decrypt > Symmetric (modern) 2 RC2... in the Menu

secutity.

(&4 CrypTool 1,440 - Unnamed1 = ] X
[ Encrypt/Decrypt | Digital Signatures/PK|  Indiv. Procedures  Analysis Options

RCA...

DES (ECB)...
CrypTool is a free, open-source e-leamning ap DES (CBQ)...
implementation and analysis ofcry;tog'aphid
originally designed for intemal business appli:

Triple DES (ECB)...
information security training. Triple DES (CBQ)...
AES (CBC)...

Further Algorithms

FIGURE 9.5: Encrypting the file
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Module 20 - Cryptography

8. The Key Entry: RC2 dialog box appeats; select Key length (here, 8 bits)
from the drop-down list.

9. Enter the key using hexadecimal characters (05), and click Encrypt.

[Key Entry: RC2 X

Enter the key using hexadecimal characters (0.3, A.F).
Key length: (8 bits =)
CE

Encrypt Decrypt | Cancel |
e

FIGURE 9.6: Encrypting the file

10. The RC2 encryption of Unnamed1 notepad displays, as shown in the
screenshot:

()

00000000

m Crypl'oolinchides
wcfys;ynzof-t}bart 0000000B
phic function and
allows you toleam and use
ayptography within the same
envimonment.
nnANNNA2
FIGURE 9.7: Output of RC2 - encrypted data
11. To save the file, click File in the menu bat, and select Save.
CrypTool 1.4.40 - RC2 encryption of <Unnamed1>, key <05> - [m] X
Edit View Encrypt/Decrypt Digital Signatures/PKI  Indiv. Procedures Analysis  Options
New CtrleN
Open...
Close CrleF4
Save as...
Document Properties... Ctrl+D
Print... Ctl+P
Print Setup...
Recent Files
B AR EE 2 0aRh
UUUUUULE YD AA YC BA 3F DB 1D 33 63
AANANNA? &R &R F1 R4 FAQ §& 31 34 F&
FIGURE 9.8: Saving the encrypted file
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m CrypTool Online
provides an exciting insight
into the world of
cryptology with a variety of
ciphers and encryption
methods.

H task 2

Decrypting the
Data

12.

Module 20 - Cryptography

The Save As dialog-box appears; choose a location where you want to
save the file (Desktop), specify a file name (Cry-RC2-Unnamed1.hex),
and dick Save.

Note: The file name may differ in your lab environment.

Save As X

«

Organize v New folder = - o

v [ This PC Ne
£ Documents
¥ Downloads
J Music
-
B Vvideos

= CEH-Tools (\\RC
v <

~ Hide Folders Cancel

~ 4 Il > ThisPC » Desktop v O Search Desktop L

Shared 0 Name Date modified Type

tems match your search

Pictures

Local Disk (C:)

File name: [Cry-RCZ-UnnamedLhex v]

Save as type: | Binary file (“.hex) v

13.

14.

15.

16.

17

18.
19.

FIGURE 9.9: Saving the encrypted file
Now, you can send this file to the intended person by email or any other
means and provide him/her with the hex value, which will be used to
dectypt the file.

To share the file, you may copy the encrypted file from the Desktop to
Z:\CEH-Tools\CEHv10 Module 20 Cryptography\Cryptanalysis
Tools\CrypTool.

Assume that you are the intended recipient (working on Windows 10) of
the Crypted file, through the shared network drive.

Log into Windows 10 virtual machine, navigate to Z:\CEH-
Tools\CEHv10 Module 20 Cryptography\Cryptanalysis
Tools\CrypTool, double-click SetupCrypTool_1_4_40_en.exe, and
follow the steps to install the application.

In the meanwhile, copy the Crypted hex file (Cry-RC2-Unnamed4.hex)
from Z:\CEH-Tools\CEHv10 Module 20 Cryptography\Cryptanalysis
Tools\CrypTool, and save it to the Desktop.

Launch the CrypTool application.

The How to Start dialog box appears; check Don’t show this dialog
again, and click Close.
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Module 20 - Cryptography

20. The main window of CrypTool appears; close the startingexample-
en.txt window.

CrypTool 1.4.40 - startingexample-en.txt = (=} X

File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures
Analysis Options Window Help

D|=ef @S| %[8|& &7 2N

T tattin = 5 e

Starting example for the CrypTool version family 1x (CT1)

|CrypTool 1 (CT1)is a comprehensive and free educational
program
about cryptography and cryptanalysis
offering extensive online help and many visualizations.

FIGURE 9.1 i le-en.txt window in CrypTool

£ P

21. To decrypt data, click File in the menu bar, and select Open....

CrypTool 1.4.40 - startingexample-en.bd - O X
Edit View Encrypt/Decrypt Digital Signatures/PKl  Indiv. Procedures
Cti-N |

e L -

e family 1 (CT1)

Document Properties... ctr+p | free educational 3

Print... Ctrl+P

Print Setup... Isualizations.

Recent Files you to make your 3V |
Biit A+F4 [

Ll 1 i

FIGURE 9.11: Openinga Crypted file
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Module 20 - Cryptography

22. The Open dialog-box appears; select All files from the drop-down list,
navigate to the location of the file (Desktop), select it, and click Open.

T Open X
<« ~ 4 [Hl > ThisPC > Desktop v C)] Search Desktop ¥l
Organize v New folder = ™ @O

A Name - Date modified Type
s Quick access m R AR RSTES TR
f -Unnamed1,hex 117872017 8:53 P HEX
| moekop ~ 2

& Downloads #
£ Documents #
[&=! Pictures *
D Music
B Vvideos

33 Dropbox
¢& OneDrive

[ This PC

v <

>

« | (Binary fite (hex v)
" open ) [ Canca

FIGURE 9.12: Openinga Crypted file

23. Select Encrypt/Decrypt = Symmetric (modern) = RC2... from the
menu bar.

[ N P

File name: | Cry-RC2-Unnamed1.hex

\&Y CrypTool 1.4.40 - Cry-RC2-Unnamed1.hex

File Edit View ((EncypUDecrypt ) Digita Signatures/PK)  Indiv. Procedures  Analysis ~ Options

DES (ECB)...
DES (CBC)...
Triple DES (ECB)...
Triple DES (CBC)...
AES (CBC)...

Further Algorithms

4
E
g
€
€
E
)
g
1
i

AES (self extracting)...

L1.GLP

FIGURE 9.13: Scket the RC2 Encryption algorithm
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24. 'The Key Entry: RC2 dialog-box appeats; select Key length (here, 8 bits)

from the drop-down list.
25. Enter the hexadecimal key (05) that was used to encrypt the file, and
click Decrypt.
[Key Entry: RC2 X

Enter the key using hexadecimal characters (0.9, A.F).
Key length: IB bits g

05
Encrypt |

26. The decrypted text appears, as shown in the screenshot:

FIGURE 9.14: Decrypting the file

CrypTool 1.4.40 - RC2 decryption of <Cry-RC2-Unnamed1.hex>, key <05> - a X
File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options
Window Help

D@ %[0 |7 2%

and analysis of cryptographic algorithms. It was originally designed for internal
business application for information security training.

[ ca P I —TY
FIGURE 9.15: Dectypted the file successfully

27. This way, files can be encrypted using CrypTool and shared with an
individual in a secute mannet, so that no one can intercept its data.
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Module 20 - Cryptography

Lab Analysis

Analyze and document the results related to this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

[ Yes M No
Platform Supported
Classroom M iLabs
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